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ARRANGEMENT IN A NETWORK FOR PASSING CONTROL OF DISTRIBUTED DATA
BETWEEN NETWORK NODES FOR OPTIMIZED CLIENT ACCESS BASED ON
LOCALITY

BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION
The present invention relates to controlling storage, modification, and transfer of data in

a network providing distributed data storage services.
DESCRIPTION OF THE RELATED ART

Data storage and retrieval technology requires the availability of data in a timely manner.
Basic data storage techniques involve generating a copy of the original data as a backup: such
backup systems include simultaneous copying to two or more storage locations (e.g., simultaneous
copying to two hard drives), and archival of data. Data archival has progressed from tape backup
systems, to backups using compact disc (CD-R) technology, etc.

Distributed storage systems typically maintain duplicate copies of data on multiple, distinct
network nodes to ensure a loss of a network node does not cause a loss of data. In addition, the
distributed storage systems enable multiple client devices access to the same data files throughout
a network. |

The presence of multiple duplicate copies of data throughout the network introduces a new
problem in terms of data integrity, namely ensuring that any change to one of the data copies is a
valid (i.e., authorized) change, and that any valid change is implemented in each of the copies to
ensure consistency between the multiple copies.

In addition, a multi-client environment that enables multiple clients to access the same data
files increases the level of complexity in terms of controlling write access to ensure changes by
different clients can be merged into the data files. Although existing database technologies control
modification of data files accessible by multiple users, such database technologies assume that the
multiple users are accessing the same data file, as opposed to a duplicate copy elsewhere in the -

network.
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This problem becomes readily apparent when considering a scenario where a network
having multiple nodes for storage of respective copies of a data file is divided into two groups of
nodes, for example due to a link failure between the groups or due to the first group of nodes
moving together to another location inaccessible by the second group of nodes. In this case one
of three options are available to provide data integrity: read only; write access statically assigned
to only one of the groups, or synchronization when the two groups of nodes are rejoined into the
original network.

The read only option obviously suffers from the disadvantage that the data cannot be
modified by any node among the two groups of nodes. The static assignment of write access to
only one of the groups requires manual selection and configuration, and still prevents the other
group from any modification of the data. Synchronization between the two modified data files
upon rejoining of the two groups requires a manual synchronization or source code management
(e.g., version tracking). Further, a data merge problem may arise if both groups of nodes perform
changes that are mutually exclusive.

Further, the relative importance of data files changes between entities over time: during
initial creation, an author will need substantial write access to save the data file during its creation;
following its creation, reviewers will prefer write access to review and edit the data file, while the
author may require occasional write access to a lesser degree; following approval and publication,
little or no write access is needed by the author or reviewers, resulting in the data file and its copies
on the network needlessly using up storage space in the network.

An application which places data uniformly across all storage nodes will optimize data
integrity, but case worst-case performance in terms of client access. However, placing all data on
one node close to the client optimizes data access but causes a worst-case scenario in terms of data
integrity (loss of the one node results in data loss). Moving the data closer to a client (for example,
in terms of hop count) is referred to herein as “locality”.

An example of locality involves an e-mail client executed from a laptop computer, where
the e-mail client is configured for accessing a pre-assigned e-mail server in a home office (e.g.,
Eastern United State); if the user travels to a distant office (e.g., in Western United States or
Europe), and the e-mail client sends a request to a second e-mail server in the distant office, the
second e-mail needs to retrieve the e-mail messages from the pre-assigned e-mail server in the

home office for delivery to the e-mail client in the distant office. In this case, there is little locality
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between the e-mail messages and the e-mail client due to the necessity of the pre-assigned e-mail

server being assigned as the destination repository for e-mail messages for the e-mail client.

SUMMARY OF THE INVENTION

There is a need for an arrangement that enables a data file to be copied and distributed
among different network nodes in an efficient and secure manner, while optimizing access
performance based on identifying a node best qualified to control writing to the data file.

There also is a need for arrangement that enables data to be stored and modified in a fault-
tolerant matter.

There also is a need for an arrangement that provides distributed data storage in a network
in a manner that provides automatic migration of both the distributed data, and write control to the
distributed data, based on dynamic attributes detected within the network.

These and other needs are attained by the present invention, where a network has network
nodes for storage of respective copies of a data file, one of the network nodes having corresponding
unique locality control object for the copies of the data file. The locality control object provides
authority for the one network node to control storing and modifying any of the copies of the data
file. Any network node lacking the locality control object must obtain permission from the one
network node before modifying any one of the copies of the data file. The network nodes also can
negotiate for passing the locality control object from the one network node to another one of the

network nodes based on determined locality attributes associated with the copies of the data file.

Hence, data distributed‘ throughout a network can be controlled in an effective manner by
a network node having possession of the locality control object. Moreover, since data storage can
be independent from data control, the control of the diséributed data can be passed based on
determined locality attributes, ensuring that data control and data storage are optimized in the
network as needed without concerns of complex data management schemes.

Moreover, the use of distributed service resources associated with the network nodes
providing the copies of data enables deployment of distributed services, where a client device (e.g.,
an executable resource executed by a laptop computer) can provide the desired service to a user
based on accessing a service node that is most appropriate for the user based on prescribed

attributes (e.g., location of client device within the network, identity of the user, time of day,



WO 2005/121962 PCT/US2005/019206

prescribed performance requirements, etc.).

One aspect of the present invention provides a method in a network node configured for
connection to a network. The method includes identifying a data file for storage in the network,
and selecting storage locations in the network for respective copies of the data file based on
determined locality attributes relative to at least one user of the data file, based on the network node
having possession of a unique locality control object for the data file. The selection of storage
locations for the respective copies of the data file based on determined locality attributes enables
the copies of the data file to be distributed at storage locations that provide optimized access for
client network nodes_that need to access a copy of the data file; hence, the copies of the data file
can be concentrated in areas need for optimized access by different client network nodes.
Moreover, the selection of storage locations based on the network node having possession of a
unique locality control object for the data file ensures that modifications to the distributed data file
are controlled by a single node, preserving data integrity while providing distributed access.

Additional advantages and novel features of the invention will be set forth in part in the
description which follows and in part will become apparent to those skilled in the art upon
examination of the following or may be learned by practice of the invention. The advantages of
the present invention may be realized and attained by means of instrumentalities and combinations

particularly pointed out in the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

Reference is made to the attached drawings, wherein elements having the same reference
numeral designations represent like elements throughout and wherein:

Figure 1 is a diagram illustrating a network having nodes configured for distributed storage
of a data file under control of a network node having possession of a locality control object for the
data file, according to an embodiment of the present invention.

Figure 2 is a diagram illustrating one of the network nodes of Figure 1.

Figure 3 is a diagram illustrating the method of storing in the network a data file by a
network node having possession of a unique locality control object for the data file, according to
an embodiment of the present invention. '

- Figure 4isa diagram ilhistrating the method by the network node having possession of the .
unique locality control object of selectively granting a request to modify the data file stored in the

network, according to an embodiment of the present invention.
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Figure 5 is a diagram illustrating a method by the network node having possession of the
unique locality control object of transferring control of the unique locality control object to another
network node based on locality attributes, and illustrating operations performed without possession
of the unique locality control object, according to an embodiment of the present invention.

Figure 6 is a diagram illustrating implementation of the above-described methods for
locality-based transfer of e-mail messages to an e-mail client , according to an embodiment of the

present invention.

BEST MODE FOR CARRYING OUT THE INVENTION

Figure 1 is adiagram illustrating a network 10 configured for providing distributed services,
for example distributed storage of a message 12, according to an embodiment of the present
invention. The network 10 may be configured as a conventional Ethernet-based network, or may
be configured as a mobile ad hoc network as described by the Mobile Ad-Hoc Networks (MANET)
Working Group of the Internet Engineering Task Force.

The network 10 is composed of network nodes 14, for example client workstations such
as laptop computers, stationery workstations, and the like. A particular feature of the disclosed
embodiment is that the methods described herein do not necessarily rely on a client/server based
protocol that requires a centralized server, but rather relies on providing distributed services among
different network nodes 14 according to a peer-to-peer based model.
| Ih addition, 'Figure 1 iilustrates a logical diagram overlying an existing network,‘ for
example an Internet Protocol based network. In particular, Figure 1 illustrates different network
nodes based on performing different functions. For example, the network nodes 14a, 14b, 14c,
14d, and 14e are illustrated to be configured as service nodes SN1, SN2, SN3, SN4, and SNS5,
respectively; the network nodes 14f, 14g, 14h, 14i, 14j, 14k, 141, and 14m are illustrated to be
configured as storage nodes SL11, SL.21, SL.22, SL31, SL41, SLA2, SL.51, and SL52, respectively,
and the network node 14n is illustrated as being configured as a storage node as well as a client
device. The network nodes 14p and 14q are illustrated as a request node and a root service
directory, respectively. Additional details regarding operations in the network 10 are described
below.

It should be noted that the functions described with respect to a given node can be .
combined, such that any given node can serve as a service node, a storage node, and/or a client or

request node, as desired.
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According to the disclosed embodiment, all copies of the data file 12 (“D32") are
associated with a single, unique locality control object (LCO) 16 (“LCO32"). The unique locality
control object 16 represents a control token for the corresponding set of copies of the data file 12.
In particular, the network node having possession of the locality control object 16 (“LCO32") for
the corresponding set of copies of the data file 12 (“D32"), also referred to herein as the “master
service node”, retains sole and exclusive authority in determining all write operations associated
with the copies of the data file 12 (“D32"). Hence, none of the copies of the data file 12 (“D32"),
illustrated as being stored in nodes 14g, 14h, 14i, and 14n, can be modified without approval by
the network node 14 havmg possess1on of the corresponding locality control object 16 (“LCO32").

As described below, the master service node, illustrated in Figure 1 as the network node
14a (SN1) retains authority to select the storage locations (e.g., 18a, 18b, 18c, 18d) in the network
10 for the respective copies of the data file 12. Further, the master service node (e.g., 14a) selects
the storage locations (e.g., 18a, 18b, 18c, 18d) based on determined locality attributes relative to
the users of the data file, for example the client 14n and the request node 14p.

In particular, the master service node (e.g., 14a) is able to select the storage locations based
on locality attributes including the type of data, the performance attributes of candidate storage
locations, and the type of requesting nodes that would need to access the data for both read only
and read/write operations. Examples of locality attributes associated with the type of data include
e-mail data, subscriber subscription information, video source data, and an authored document
ﬁndergoing review 'briOr to pﬁblication, etc.. Examples of performance attributes includes
frequency of access to the data file, the size of the data file, bandwidth or quality of service
requirements (e.g., for video/andio streaming), as well as the associated performance metrics of
the candidate storage location, including read/write throughput, file storage capacity, bandwidth
availability, loading or CPU utilization at certain intervals such as a prescribed time of day, etc..

Hence, the master service node can select different storage locations 18 that are most
appropriate for the entities (e.g., 14n, 14p) that need to access the data. Moreover, the disclosed
embodiment recognizes that the necessity for storing data at a certain location may change over
time, and that different client nodes or storage locations may be preferred depending on use and
the relevance of the data at a particular point in time; at some point in time, the relative importance
of the data may bé reduced to merely requiring archived storage among distributed nodes.
Consequently, the master service node can select different storége locations 18, and change those

storage locations as the relative priorities of the storage locations change over time, as reflected by
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changes in the determined locality attributes relative to the user nodes requesting the data, the
nodes storing the data, and the associations between the data, the users, the user nodes, etc..

Moreover, the disclosed embodiment contemplates that since different storage locations
may be needed over time, a change in the service node best suited for controlling access to the data
may occur based on changes in a locality attributes; hence, the disclosed embodiment enables the
master service node (e.g., 14a) to identify another service node that is more appropriate for
controlling the data 12, and transfer the unique locality control object 16 to the identified service
node for transfer of control of the associated data.

For example, assuming a user of the client device 14n is initially authoring a document 12
and requesting storage thereof on the network 10 for purposes of backup at locations 18a and 18b
and limited review by another node 14p at location 18c while the user continues to create the
document 12 at the storage location 18d: the service node 14a may determine that the locality
gontrol iject 16 shgu]d be passed to the client device 14n based on determining that the client
device 14n is actively being used by the author of the document 12 to modify the document 12
stored at the location 18d. Upon receiving the corresponding locality control object 16, the client
device 14n controls all modification requesés for the data 12 at all locations 18a, 18b, 18c, and 18d
based on possession of the corresponding locality control object 16.

Moreover, if the client device 14n is in possession of the locality control object 16 and
becomes disconnected from the network 10 (e.g., in the case of a laptop computer), the client
device 14n retains read/write control of the data file 12 stored at the location 18d, whereas the
copies at the locations 18a, 18b and 18c are read only because the master service node (in this case
the client node 14n) is not connected to the network 10. Upon reconnection to the network, the
node 14n would update the data files 12 at the storage locations 18a, 18b and 18c¢ to accurately
reflect the copy of the data file 12 at the location 18d. As described below, a new locality control
object 16 may be generated if the client node 14n in possession of the locality control object 16
remains disconnected from the network 10 beyond a maximum prescribed time interval (note that
a longer prescribed time interval may be assigned to client nodes 14n that are regularly
disconnected from the network 10 for travel).

Also note that transfer of control of the access to the data 12 may be implemented in
hardware based on using a hardware device as the unique locality control object 16, for example
a secure Universal Serial Bus (USB) key device (e.g., a secure key fob or dongle), where any

computer having the USB key device installed becomes the master service node for the associated
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data 12. Alternately, the locality control object 16 can be generated by the service node (e.g., 14a)
using a software based secure hash function.

Hence, depending on the application of the data 12 (e.g., e-mail application, word
processing application, software code writing and review, etc.), the storage locations 18 of the data
file 12 may change over time, and control may be passed from one node 14 to another in a manner
that ensures that read/write access and control thereof is concentrated in the locality of the network
most suitable for the maximum number of network nodes requesting read/write access to the data.

Figure 2 is a diagram illustrating in detail one of the network nodes 14, according to an
embodiment of the present invention. The network node 14 of Figure 2 includes an IP interface
20, a data file identifier resource 22 that includes a request parser 24, and a storage manager 26.
The IP interface 20, the data file identifier 22, and the storage manager 26 may be implemented as
software-based executable resources, or alternately as a combination of software and hardware
(e.g., programmable memory-based state machines). As apparent from the foregoing, each
network node 14 also may include a data storage portion 36 for storing data files 12 at prescribed
locations 18, although depending on network implementation the service nodes (e.g., SN1, SN2, A
SN3, SN4, and SN5) 14a, 14b, 14c, 14d, and 14e preferably would be configured for controlling
storage of data on associated storage nodes 14f, 14g, 14h, 141, 14j, 14k, 141, and 14m.

The data file identifier 22 is configured for identifying a data file 12 for storage in the
network 10. In particular, the request parser 24 is configured for receiving, from a requesting
network node via the network 10 and the IP interface 20, a request to create or fnodify a data file
stored in the network 10. In the case of a client node 14n, the request parser 24 first determines
whether the request is from a local client application for storing a locally-stored data file onto the
network 10, for example in the case of initial storage of the data file 12 onto the network 10; in this
case, the request parser 24 may determine from the storage manager 26 whether the client node 14n
is authorized to create a locality control object 16 and automatically select storage locations 18 in
the network, or whether a locality control object 16 needs to be created within the network by the
service node (e.g., 14a, 14b, 14c, 14d, and/or 14e). Such configuration settings may be set by a
network administrator or the user of the client node 14n.

If the request parser 24 determines that its network node 14 is not in possession of the
locality control object 16, and the data file identifier 22 does not know the location of the locality
control object 16, the data file identifier 22 outputs via the IP interface 20 a service request to the -

root service directory 14q of Figure 1. For example, assuming the client node 14n is traveling to
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a remote office and the user w1shes to access his or her e-mail from the remote office, the client -
node 14n sends via the network 10 a service request to the root service directory 14q, which
maintains a registry of all service nodes (e.g., 14a through 14e¢) distributed throughout the network
and their associated locality, described below; the root service directory 14q sends back to the
client node 14n the service response that redirects the client node 14n to a specified one of the
service nodes 14a through 14e. The client node 14n then communicates with the service node as
described below. Note that multiple root service directoies 14q maybe distributed throughout the
network 10, as needed.

Referring to Figure 2, the storage manager 26 of the network node 14 includes a sequencer
FIFO (first-in first-out) buffer, a locality resource manager 30, a peer-to-peer sync manager 32, and
a locality . attributes table 34 including multiple file entries 72. The storage manager 26 is
configured for selecting storage locations 18 in the network 10 for respective copies of the data file
12 based on determined locality attributes, specified in the locality attributes table 34, based on the
storage manager 26 having possession of the corresponding locality control object 16 for the data
file 12.

In particular, the IP interface 20 receives requests via the network 10; the request parser
24 parses the request, and in response to identifying the message as a request to modify an
identified file for storage in the network, passes the request to the sequencer 28. The sequencer
28 operates as a FIFO buffer by ensuring that the requests are processed in the order received.

The locality resource manager 30 is configured for determining the optimum locality for
a data file 12 relative to all relevant attributes associated with storage and retrieval of the data file,
including: attributes of the data file including application type and size 40; attributes of the class
members 42 accessing the data; and attributes 44 of the storage locations 18 and candidate storage
locations that can be used for storing the data. Once the locality resource manager 30 has selected
the storage locations 18 to be used for storing respective copies of the data file 12, the locality
resource manager 30 outputs to the requesting'node a grant to the request that either explicitly
specifies the storage locations 18, or which includes a token that enables the requesting device to
determine the storage locations accordingly. The sync manager 32 forwards a copy of the grant
to the root service directory 14q and the remaining service nodes for distribution of the information
associated with the data file 18, including storage locations 18 and the identity 46 of the owner of
the corresponding loc;ality control object 16.

As suggested above, the locality attributes table 34 includes the attributes relevant for the



WO 2005/121962 PCT/US2005/019206

locality resource manager 30 to determine the best storage locations 18 in the network for the
copies of the data file 12, and to determine the network node 14 best suited to have possession of
the locality control object 16 as indicated by the the owner identifier attribute 46 for the locality
control object 16. For example, the locality resource manager 30 may selectively grant the request
based on determining that the requesting network node (e.g., 14n, 14p) includes a prescribed
locality attribute (e.g., IP address, user identifier, etc.) that has an established association with the
locality control object 16 as represented by membership of the corresponding requesting network
node or user in the identified membership class 42 (e.g., subscriber, engineer authorized to
implement engineering chan ges, etc.). The locality resource manager 30 also may selectively grant
the request based on determining that the distance (e.g., hop counts) between the requesting
network node (e.g., 14n) and the storage location specified within the request (e.g., 18a) is within
a prescribed hop count limit 48.

The locality attributes used by the locality resource manager 30 in selecting storage
locations also may include activity attributes 50 and 52. For example, member access activity 50
may be evaluated to identify historical access activities 54, as well as likely activities 56 for
members of the class. Note that the locality attributes table 34 may be implemented using
relational data objects, enabling the attribute information to be shared across multiple data files.
Hence, attributes such as class members 42, member class activity 50, member class activity
history 54, member class activity likelihood 56, and member location 58 can be global (i.e.,
generic) for multiple data files 12, or may be specific on a per data file basis, as appropriate.
However, the access activity attributes 50 typically will identify if specific members have
substantially larger access requirements for the specific data file.

In the same manner, the locality attributes associated with the storage locations 44 may be
global for multiple data files 12, or may be specific on a per data file basis, as appropriate,
especially with respect to general performance metrics such as location capacity 60 (percent of total
capacity in use) and location performance 62 (CPU utilization, bandwidth loading, etc.).
However, the location access activity 52 typically will identify the specific locations (e.g., 18c)
encountering substantially larger number of read/write access operations relative to other locations
(e.g., 18a), indicating that a new storage location should be selected or that the locality control
object 16 should be transferred.

Hence, the locality resource manager 30 monitors the attributes of data file being stored 12,

fhe siorége Iocationé 18, and the network nodes (e.g., 14n, 14p) performing read/write access in

10
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order to. determine the optimum storage locations (e.g., 18a, 18b, 18¢c, and 18d) during initial
storage of the data file 12 in the network (i.e., “creation”). An example of the creation of the data
file 12 in the network 10 is illustrated below with respect to Figure 3.

The locality resource manager 30 also monitors the attributes of the data file 12, the storage
locations 18, and the network nodes performing read/write access in order to determine whether
a network node having submitted a request should be authorized to modify the data stored on the
network. Note that any network node that does not receive authorization to modify the data still
may perform read-only operations on the data, assuming the data is still at a specified location.
An example of the selective grant to modify a specified data file 12 stored in the network 10 is
illustrated below with respect to Figure 4.

Finally, the locality resource manager is configured for monitoring the attributes of data file
being stored 12, the storage locations 18, and the network nodes (e.g., 14n, 14p) performing
read/write access in order to determine whether migration of the copies of the data file should be
performed by changing storage locations 18, or whether migration of control should occur by
passing the corresponding locality control object 16 to another network node 14. An example
illustrating migration of the copies of the data file 12 and migration of control is illustrated below
with respect to Figure 5.

Figure 3 is a diagram illustrating the method of storing in the network a data file by a
network node having possession of a unique locality control object for the data file, according to
an embodiment of the present invention. The steps described herein with respect to Figures 3, 4,
5, and 6 can be implemented in each network node as executable code stored on a computer
readable medium (e.g., floppy disk, hard disk, EEPROM, CD-ROM, etc.), or propagated via a |
computer readable transmission medium (e.g., fiber optic cable, electrically-conductive
transmission line medium, wireless electromagnetic medium, etc.).

The method begins in step 100, where the service nodes (SN1, SN2, SN3, SN4, and SN5)
14a, 14b, 14c, 14d, and 14e establish the distributed network 10. For example, the IP interface 20
in each network node 14 on initialization selects a globally unique identifier (SNi), and sends an
initial request to the root service directory 14q in an attempt to identify other network nodes 14
providing the distributed data storage service in the network 10. If during initialization the root
service directory 14q indicates that no other network node is executing the distributed data storage
service, the storage manager 26 in the network node having sent the initial request (e.g., 14a) self-

initiates the distributed data storage service and registers the distributed data storage service with

11
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the root service directory 14q. Hence, the distributed data storage service is “self forming” based
on the initial network node (e.g., 14a) self-initiating the service, and registering the service with
the root service directory 14q, enabling subsequent network nodes (e.g., 14b, 14c, 14d, and 14e)
to join in the service based on contacting the root service directory 14q as described above.

Further, the distributed data storage service is “self regulating” in that the storage manager
26 of each service node (SNi) assumes primary responsibility for storage of data in a prescribed
storage region, enabling each service node to identify whether it is best suited for serving as a
master service node as data is distributed throughout the network. For example, the service node
14a (SN1) may choose to assume responsibility for the storage node 14f (SL11) on segment 70a
of the links between the service nodes; the service node 14b (SN2) may choose to assume
responsibility for the storage nodes 14g (SL21) and 14h (SL22) on segment 70b of the links
between the service nodes; the éervice node 14c (SN3) may choose to assume responsibility for
the storage node 141 (SL31) on segment 70c of the links between the service nodes; the service
node 14d (SN4) may choose to assume responsibility for the storage nodes 14j (SL41) and 14k
(SLA2) on segment 70d of the links between the service nodes; and the service node 14e (SN5)
may choose to assume responsibility for the storage nodes 141 (SL51) and 14m (SL52) on segment
70e of the links between the service nodes.

Hence, as described below with respect to Figure 5, the master service node (illustrated as
SN1 14ain Figure 1) may transfer ownership of the locality control object 16 to another node (e.g.,
14b) based on determining that the copies of the data file are concentrated around the other
identified node.

Referring again to Figure 3, once the service nodes have established the disfributed network
10, a client node 14n can send a request in step 102 to the root service directory 14q to request
network storage of the data file 12. For example, the request may be in the form of a user
requesting the service (“user.storage.xyz.com”); the root service directory 14q, which serves as a
root service directory for the distributed service “storage.xyz.com”, determines the most
appropriate service node (e.g., 14a) for the user-specific service “nser.storage.xyz.com” to be
provided to the user based on the internal directory information established in step 100, user
identifier, network address, etc., and sends a redirect command to the client device 14n.

The client device 14n receives in step 104 the redirect command to send the request to the
appropriate service node (e.g., 14a), and in response sends the service request for storage of the

data file'(€.g., “store data for user.storage.xyz.com”).
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‘ The request parser 24 of the service node 14a parses the request and forwards the request
to the storage manager 26. The storage manager 26 of the service node 14a creates in step 106 a
new entry 72 in the locality attributes table 34 that specifies a data file identifier (“D32"), and an
owner 46 for a new locality control object (“LLCO32") 16 created by the storage manager 26 for the
data file. Hence, the service node 14a becomes the master service node based on possession of
the locality control object 16. The locality resource manager 30 of the master service node 14a
selects in step 108 the storage locations 18a, 18b, and 18c based on the locality attributes relative
to the client (e.g., attributes 42, 50, 54, 56, 58), the locality attributes 40 relative to the data file 12
(including application class such as e-mail, video, audio, archive, word processing file, etc.) and
storage location attributes (e.g., attributes 44, 52, 60, 62) including proximity of the requesting
node to the client class as a whole, storage node performance in capacity, etc..

The master service node 14a sends in step 110 in response to the client device 14n for
storage of the data file 12 at the selected storage locations 18a, 18b, 18c, and 18d. The response
to the client device 14n may explicitly specify the storage locations (e.g., “Store D32 at SL21,
SL22,SL31, Client Device™), or may specify a token (e.g., “D32.user.storage.Xyz.com) to be used
by the client device 14n for deriving the storage locations. In response the client device 14n stores
the data file 12 at the storage locations selected by the master service node 14a.

Figure 4 is a diagram illustrating the method by the master service node (e.g., 14a) having
possession of the unique locality control object 16 of selectively granting a request to modify the
data file 12 stored in the network 10, according to an embodiment of the present invention. The
data file identifier 22 of the master service node 14a receives in step 112 a request from a
requesting node (e.g., 14p) for modification of a copy of the data file 32 stored at the specific
location 18c. Note that the intermediate service nodes 14d, 14e may forward the request from the
requesting node 14p to the master service node 14a having possession of the locality control object
16 (“LCO32") for the corresponding data file 12 (“D32").

The locality resource manager 30 determines in step 114 whether the requesting node 14p
is a member of the authorized class 42 specified in the entry 72 of the locality attributes table 34.
If the requesting node 14p is not a member of the class, the storage manager 26 of the master
service node 14a outputs in step 116 a response denying the request. Note however, that the
requesting node 14p still may have permission to access the data file 12 on a read-only basis.

Assuming in step 114 that the requesting node is a member of the authorized class, the

Iocality i€source manager 30 determines in step 118 whether the locality attributes in the entry 72
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indicate it is appropriate for the requesting node 14p to modify the data file at the specified location
(e.2., 18¢).

If modification at the specified location (e.g., 18c) is appropriate, the locality resource
manager 30 outputs in step 120 a response granting the request at the specified location; however
if in step 118 the locality resource manager 30 determines that modification at the specified
location would be inappropriate, for example if the request node 14p requested to modify the copy
stored at the location 18a in the network node 14g, the locality resource manager 30 sends a
response in step 122 granting the request to modify, but at an alternate location (e.g., 18c) that is
closer to the request node 14p. The synchronization manager 32 distributes the response in step 124
to the other service nodes to ensure that the modification performed by the request node 14p is
implemented within the remaining copies of the data file 12.

Hence, the locality resource manager 30 of the master service node ensures that any
requesting node connected to the network 10 modifies the closest data file for optimum
performance. As described below, the locality resource manager 30 also may determine that the
storage locations (e.g., 18a, 18b, and/or 18c) should be moved based on migration of users to
different locations, a change in the users that are accessing the data (e.g., engineering team is no
longer accessing the data, but sales teams need the data at sales offices), or a change in the relative
importance of the data from active use, to occasional use, to archival storage. In addition, the
locality resource manager 30 may decide to transfer control of the data file to’another network node
by transferring the corresponding locality control object 16.

Figure 5 is a diagram illustrating a method by the network node 14 having possession of
the unique locality control object 16 of transferring control of the unique locality control object 16
to another network node based on locality attributes, and illustrating operations performed without
possession of the unique locality control object, according to an embodiment of the present
invention.

The locality resource manager 30 in the master service node (e]. g., 14a) determines in step
130 whether it is still the most appropriate owner of the locality control object 16 (“LCO32") for
the corresponding data file 12 (“D32") based on the locality attributes in the attributes table entry
72. For example, as illustrated in Figure 1 the locality resource manager 30 of the master service
node 14a determines that most of the storage locations 18a, 18b, and 18c are at the remote nodes
14g, 14h, and 14i, and assume that the client node 14n attaches to the segment 70c; in this case,

the locality resource manager 30 of the master service node 14a sends in step 132 the request to
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the candidate service node 14c (SN3) to assume ownership of the locality control object 16 for the
éorrespc;nding data fiie 12. Ifin step 134 the request is granted by the candidate service node 14c,
the service node 14a (SN1) transfers ownership of the data file 12 by transferring in step 136 the
locality control object 16 to the candidate service node 14c.

In response to the service node 14c acknowledging transfer in step 138, the locality
resource manager 30 of the service node 14a updates in step 140 the ownership identifier 46 in the
table entry 72 to specify that the candidate service node 14c is the new master service node. The
sync managers 32 of the old master service node 14a and the new master service node l4c
cooperate to ensure the remaining service nodes and the root service directory 14q are updated to
identify the new owner of the locality control object 16.

Consequently, if in step 142 the old master service node 14a receives a data modification
request, the service node 14 forwards the request in step 144 to the new master service node 14c.
Hence, if approval is received in step 146 by the old master service node 14a from the new master
service node 14c, the service node 14a forwards the response in step 148 to the network node
having sent the request.

Instances may arise where the locality control object 16 may be lost, due to a failure by the
master network node having possession of the locality control object. For example, the service
nodes 14 may be able to determine based on prescribed network management systems that the
master service node (e.g., 14c) is unavailable, for example if no activity is detected from the
master service node 14c for a prescribed time interval (e.g., five minutes). In the case where the
locality control object is controlled by a mobile node 14n such as laptop, a greater time interval
may be permitted to'accommodate for time intervals where the user may be traveling.

If in step 150 a service node 14 (e.g., 14d) determines that the locality control object 16 is
lost, the storage manager 26 of the service nodes 14 may negotiate with the remaining service
nodes for a new locality control object to replace the lost locality control object in step 152. In this
case, the owner identity 46 of the new locality control object is updated in the table entry 72,
removing from service the lost locality control object. In the event that the network node (e.g.,
14¢) having the lost locality control object re-establishes a connection to the network 10, that
network node would need to renegotiate with the other service nodes for possession of the new
locality control object 16.

As described above, the disclosed embodiment is particularly effective in storing copies of

a data file at locations that are most suitable for the users requiring access, and migrating the -
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storage locations and control as necessary based on user activity. The disclosed embodiment is
particularly effective for mobile users, as illustrated in the following example regarding e-mail
applications

Figure 6 is a diagram illustrating implementation of the above-described methods for
Iocality-based transfer of e-mail messages to an e-mail client, according to an embodiment of the
present invention. Assume in this example that the client device 14n includes an e-mail client for
a user resident in an office in North Carolina and that accesses the service node 14a in the North
Carolina office as its current service node: the service node 14a has possession of the locality
control object 16 associated with the user’s e-mail service “user.mail.xyz.com”, and typically stores
the user’s e-mail inbox repository in the storage node 14f (“SL11") plus at least one other backup
storage node (not shown).

Assume in step 160 that the North Carolina (NC) user travels to another company office
in California (CA), and accesses the e-mail service “user.mail.xyz.com” via the requesting node
14p. Since the local service node 14d is not aware of the e-mail service “user.mail.xyz.com” for
the visiting user, the e-mail request is sent to the root service directory 14q in step 160. The roct °
service directory 14q forwards the request in step 162 to the master service node 14a requesting
transfer of the user’s e-mail inbox repository to the destination node 14p.

The request parser 24 of the master service node 14a passes the request to the storage
manager 26, which copies or moves the received e-mail from the local e-mail store 14f to the CA
e-mail
service node 14d for delivery in step 164. Alternately, the master service node 14a may provide
the location address to the requesting service node 14d, enabling the requesting service node 14d
to retrieve the mail messages from the NC e-mail store 14f.

Assume now that the master service node 14a receives in step 166 a request for storing
incoming e-mail destined for the user of the service “user.mail.xyz.com”. The locality resource -
manager 30 in the master service node 14a performs a locality check in step 168 to determine
whether the local NC e-mail store 14f is the most appropriate e-mail inbox repository for the user
of the service “user.mail.xyz.com” based on the recent access activity from the CA service node
14d.

If the locality resource manager 30 determines in step 168 that the existing NC e-mail store
14f is no longer the most appropriate repository for the user of the service “user.mail.xyz.com”

(e.g., due to a week-long business trip), the locality resource manager 30 selects in step 170 storage
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of incoming e-mail to include the CA e-mail store 14i; alternately, if the locality resource manager
30 of the master service node 14a determines that incoming e-mail still should be stored in the NC
e-mail store 14f, the locality resource manager 30 may select to store in step 172 the incoming e-
mail in the NC e-mail store 14f. Also note that the locality resource manager 30 may choose to
store. the incoming mail in both. message stores 14f and 14i given the transient nature of the user .
of the service “user.mail.xyz.com”.

The locality resource manager 30 also will determine in step 174 whether the master service
node 14a is the most appropriate manager for the user of the service “user.mail.xyz.com”, for
example in the event that the user of the service is located in the California office for an extended
interval. If in step 174 the master service node 14a determines that the CA service node 14d would
be the most appropriate manager for the user of the service “user.mail.xyz.com”, the master service
node 14a transfers in step 176 the locality control object 16, as described above with respect to
Figure 5 enabling control of the data to the move closer to the Jocation of the user accessing the
data.

According to the disclosed embodiment, distributed data storage services are optimized by
selecting storage locations that are closest to the client devices accessing the data. Moreover, the
disclosed arrangement enables the storage locations to migrate based on detected changes in
activity in accessing the data, enabling data (e.g., e-mail messages) to be pre-cached to a user’s
local node even before the user has request of the data. Finally, centralized control of the distribute
data is managed by a network node having possession of a locality control object based on locality
attributes; hence, the location of control may change to ensure that control is closest to the largest
concentration of users accessing the data.

While the disclosed embodiment has been described in connection with what is presently
considered to be the most practical and preferred embodiment, it is to be understood that the
invention is not limited to the disclosed embodiments, but, on the contrary, is intended to cover
various modifications and equivalent arrangements included within the spirit and scope of the

appended claims.
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What is Claimed Is:

1. A method in a network node configured for connection to a network, the method
including:

identifying a data file for storage in the network; and

selecting storage locations in the network for respective copies of the data file based on
determined locality attributes relative to at least one user of the data file, based on the network

node having possession of a unique locality control object for the data file.

2. The method of claim 1, further comprising:

receiving, from a requesting network node via the network, a request to modify the data
file; and

selectively granting the request to modify the data file to the requesting network node,
based on determining the requesting network node has a prescribed locality attribute having an

established association with the locality control object.

3. The method of claim 2, wherein:

the receiving includes detecting that the request specifes modification of one of the
copies of the data file stored at a corresponding specified storage location;

the selectively granting includes selectively granting the request based on the prescribed
locality attribute indicating a distance attribute within a required distance attribute between the

specified storage location and the requesting network node.

4. The method of claim 3, wherein the established association identifies the user having
generated the request at the requesting network node to be a member of a class associated with

the locality control object.

5. The method of claim 3, wherein the distance attribute is based on a determined
number of hop counts between the requesting network node and the corresponding storage

location of the one of the copies of the data file.

6. The method of claim 2, wherein:
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the receiving includes receiving a plurality of the requests in a determined sequence
from respective requesting network nodes;
the selectively granting includes selectively granting the requests in order of the

determined sequence.

7. The method of claim 2, wherein the selectively granting includes distributing the
grant of the request among respective network nodes configured for controlling the respective

storage locations, for implementing the request among the respective copies of the data file.

8. The method of claim 1, wherein the selecting includes:

determining an access activity attribute for the data file, the access activity attribute
indicating an identified user class, having a prescribed association with a determined attribute
of the data file, that has one of a prescribed likelihood of accessing the data file and a
determined history of accessing the data file, the identified user class including the at least one
user;

selecting the storage locations based on determined locality attributes relative to the

identified user class.

9. The method of claim 8, wherein the selecting further includes selecting at least one
new storage location in the network, for one of an existing copy of the data file and a new copy

of the data file, based on detecting a change in the access activity attribute.

10. The method of claim 9, wherein the data file is an e-mail message, the selecting at
least one new storage location including selecting a new delivery location for the e-mail
message based on the access activity attribute indicating the at least one user is closer to the
new delivery location relative to previously-selected storage locations of prior e-mail messages

for the at least one user.

11. The method of claim 10, wherein the selecting of a new delivery location for the
e-mail message includes sending the one of the existing copy and a new copy of the e-mail
message to the new delivery location prior to receiving an e-mail update request for the e-mail

message from the at least one user.
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12. The method of claim 9, wherein the step of selecting the storage locations based on
. determined locality attributes relative to the identified user class includes selecting the storage
locations based on the storage locations being within a prescribed proximity to members of the

identified user class.

13. The method of claim 12, wherein selecting includes selecting each storage location

based on the storage location meeting a prescribed minimum performance requirement.

14. The method of claim 9, wherein the selecting further includes selectin g the new
storage location based on a detected loss of performance in the storage location storing the

existing copy of the data file.

15. The method of claim 9, further comprising:

identifying another network node, based on the access activity attribute, that has a
determir}ed proximijty that is closer to the identified user class than the network node;

transferring the unique locality control object to the another network node, for control of
the copies of the data file by the another network node, based on the another network node

having the determined proximity closer to the identified than the network node.

16. The method of claim 15, further comprising:

sending a new request to the another network node for modification of one of the copies
of the data file, based on the another network node having possession of the unique locality
control object; and

selectively modifying the one copy of the data file based on whether the another

network node approves the new request.

17. The method of claim 15, further comprising:

determining that the unique locality control object for the data file is no longer available
on the network based on a determined absence for a prescribed interval; and

generating within the network a new unique locality control object for the data file to

replace the unique locality control object having been determined as no longer available.
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18. A network node configured for connection to a network, the network node
including:

means for identifying a data file for storage in the network; and

means for selecting storage locations in the network for respective copies of the data file
based on determined locality attributes relative to at least one user of the data file, based on the

network node having possession of a unique locality control object for the data file.

19. The network node of claim 18, wherein:

the means for identifying is configured for receiving, from a requesting network node
via the network, a request to modify the data file; and

the means for selecting is configured for selectively granting the request to modify the
data file to the requesting network node, based on determining the requesting network node has

a prescribed locality attribute having an established association with the locality control object.

20. The network node of claim 19, wherein:

the means for identifying is configured for detecting that the request specifes
modification of one of the copies of the data file stored at a corresponding specified storage
location;

the means for selecting is configured for selectively granting the request based on the
prescribed locality attribute indicating a distance attribute within a required distance attribute

between the specified storage location and the requesting network node.

21. The network node of claim 20, wherein the established association identifies the
user having generated the request at the requesting network node to be a member of a class

associated with the locality control object.

22. The network node of claim 20, wherein the distance attribute is based on a
determined number of hop counts between the requesting network node and the corresponding

storage location of the one of the copies of the data file.

23. The network node of claim 19, wherein:
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the means for identifying is configured for receiving a plurality of the requests in a
determined sequence from respective requesting network nodes;
the means for selecting configured for selectively granting the requests in order of the

determined sequence.

24. The network node of claim 19, wherein the means for selecting is configured for
distributing the grant of the request among respective network nodes configured for controlling
the respective storage locations, for implementing the request among the respective copies of

the data file.

25. The network node of claim 18, wherein the means for selecting is configured for:

determining an access activity attribute for the data file, the access activity attribute
indicating an identified user class, having a prescribed association with a determined attribute
of the data file, that has one of a prescribed likelihood of accessing the data file and a
determined history of accessing the data file, the identified user class including the at least one
user; and

selecting the storage locations based on determined locality attributes relative to the

identified user class.

26. The network node of claim 25, wherein the means for selecting is configured for
selecting at least one new storage location in the network, for one of an existing copy of the
data file and a new copy of the data file, based on detecting a change in the access activity

attribute.

27. The network node of claim 26, wherein the data file is an e-mail message, the
means for selecting configured for selecting, as the at least one new storage location, a new
delivery.location for the e-mail message based on the access activity attribute indicating the at.
least one user is closer to the new delivery location relative to previously-selected storage

locations of prior e-mail messages for the at least one user.

28. The network node of claim 27, wherein the means for selecting is configured for

sending the one of the existing copy and a new copy of the e-mail message to the new delivery
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location prior to receiving an e-mail update request for the e-mail message from the at least one

user.

29. The network node of claim 26, wherein the selecting means is configured for
selecting the storage locations based on the storage locations being within a prescribed

proximity to members of the identified user class.

30. The network node of claim 29, wherein selecting means is configured for selecting
each storage location based on the storage location meeting a prescribed minimum performance

requirement.

31. The network node of claim 26, wherein the selecting means is configured for
selecting the new storage location based on a detected loss of performance in the storage

location storing the existing copy of the data file.

32. The network node of claim 26, wherein the means for selecting is configured for:

identifying another network node, based on the access activity attribute, that has a
determined proximity that is closer to the identified user class than the network node; and

transferring the unique locality control object to the another network node, for control of
the copies of the data file by the another network node, based on the another network node

having the determined proximity closer to the identified than the network node.

33. The network node of claim 32, further comprising:

means for sending a new request to the another network node for modification of one of
the copies of the data file, based on the another network node having possession of the unique
locality control object; and

means for selectively modifying the one copy of the data file based on whether the

another network node approves the new request.

34. The network node of claim 32, wherein:
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the means for identifying is configured for determining that the unique locality control
object for the data file is no longer available on the network based on a determined absence for
a prescribed interval; and

the means for selecting is configured for generating within the network a new unique
locality control object for the data file to replace the unique locality control object having been

determined as no longer available.

35 A computer readabie medium having stored thereon sequences of instructions for
controlling storage of data by a network node configured for connection to a network, the
sequences of instructions including instructions for:

identifying a data file for storage in the network; and

selecting storage locations in the network for respective copies of the data file based on
determined locality attributes relative to at least one user of the data file, based on the network

node having possession of a unique locality control object for the data file.

36. The medium of claim 35, further comprising instructions for:

receiving, from a requesting network node via the network, a request to modify the data
file; and

selectively granting the request to modify the data file to the requesting network node,
based on determining the requesting network node has a prescribed locality attribute having an

established association with the locality contiol object.

37. The medium of claim 36, wherein:

the receiving includes detecting that the request specifes modification of one of the
copies of the data file stored at a corresponding specified storage location;

the selectively granting includes selectively granting the request based on the prescribed
locality attribute indicating a distance attribute within a required distance attribute between the

specified storage location and the requesting network node.

38. The medium of claim 37, wherein the established association identifies the user
having generated the request at the requesting network node to be a member of a class

associated with the locality control object.
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39. The medium of claim 37, wherein the distance attribute is based on a determined
number of hop counts between the requesting network node and the corresponding storage

location of the one of the copies of the data file.

40. The medium of claim 36, wherein:

the receiving includes receiving a plurality of the requests in a determined sequence
from respective requesting network nodes;

the selectively granting includes selectively granting the requests in order of the

determined sequence.

41. The medium of claim 36, wherein the selectively granting includes distributing the
grant of the request among respective network nodes configured for controlling the respective

storage locations, for implementing the request among the respective copies of the data file.

42. The medium of claim 35, wherein the selecting includes:

determining an access activity attribute for the data file, the access activity attribute
indicating an identified user class, having a prescribed association with a determined attribute
of the data file, that has one of a prescribed likelihood of accessing the data file and a
determined history of accessing the data file, the identified user class including the at least one
user;

selecting the storage locations based on determined locality attributes relative to the

identified user class.

43. The medium of claim 42, wherein the selecting further includes selecting at least
one new storage location in the network, for one of an existing copy of the data file and a new

copy of the data file, based on detecting a change in the access activity attribute.

44. The medium of claim 43, wherein the data file is an e-mail message, the selecting at
Ieast one new storage location including selecting a new delivery location for the e-mail
message based on the access activity attribute indicating the at least one user is closer to the
new delivery location relative to previously-selected storage locations of prior e-mail messages

for the at least one user.
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45. The medium of claim 44, wherein the selecting of a new delivery location for the
e-mail message includes sending the one of the existing copy and a new copy of the e-mail
message to the new delivery location prior to receiving an e-mail update request for the e-mail

message from the at least one user.

46. The medium of claim 43, wherein the step of selecting the storage locations based
on determined locality attributes relative to the identified user class includes selecting the
storage locations based on the storage locations being within a prescribed proximity to

members of the identified user class.

47. The medium of claim 46, wherein selecting includes selecting each storage location

based on the storage location meeting a prescribed minimum performance requirement.

48. The medium of claim 43, wherein the selecting further includes selecting the new
storage location based on a detected loss of performance in the storage location storing the

existing copy of the data file.

49. The medium of claim 43, further comprising instructions for:

identifying another network node, based on the access activity attribute, that has a
determined proximity that is closer to the identified user class than the network node;

transferring the unique locality control object to the another network node, for control of
the copies of the data file by the another network node, based on the another network node

having the determined proximity closer to the identified than the network node.

50. The medium of claim 49, further comprising instructions for:

sending a new request to the another network node for modification of one of the copies
of the data file, based on the another network node having possession of the unique locality
control object; and

selectively modifying the one copy of the data file based on whether the another

network node approves the new request.

51. The medium of claim 49, further comprising instructions for:
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determining that the unique locality control object for the data file is no longer available
on the network based on a determined absence for a prescribed interval; and
generating within the network a new unique locality control object for the data file to

replace the unique locality control object having been determined as no longer available.
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