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(57) ABSTRACT 

A system and method are provided for a distributed operating 
system manager. In one example, the method includes retriev 
ing an internet protocol address of a boot server connected to 
a client computer via a network; determining whether the 
boot server is available via the network; transferring to the 
boot server a description of an operating system on the client 
computer, validating hardware credentials of the client com 
puter; and determining whether to perform a remote boot 
process. 
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DISTRIBUTED OPERATING SYSTEM 
MANAGEMENT 

RELATED APPLICATIONS 

0001. This Patent Application is a continuation of 
co-pending U.S. patent application Ser. No. 1 1/177,106, filed 
on Jul. 7, 2005, entitled DISTRIBUTED OPERATING SYS 
TEM MANAGEMENT which claims priority under 35 U.S. 
C. 119(e) of the co-pending U.S. Provisional Pat. App. No. 
60/586,615, filed Jul. 9, 2004, entitled “Virtual Desktop 
Architecture and Distributed Operating System Manage 
ment, which is herein incorporated by reference in its 
entirety. The Patent Application is related to U.S. patent appli 
cation Ser. No. 10/912,652, entitled “Virtual Distributed File 
System”, filed Aug. 4, 2004, which is herein incorporated by 
reference in its entirety; U.S. patent application Ser. No. 
1 1/144.263, entitled “Virtual Application Manager, filed 
Jun. 3, 2005, which is herein incorporated by reference in its 
entirety; and U.S. patent application Ser. No. 1 1/144,179, 
entitled “Transaction Based Virtual File System Optimized 
For High-Latency Network Connections, filed Jun. 2, 2005, 
which is herein incorporated by reference in its entirety. 

FIELD OF THE INVENTION 

0002 The present invention relates to computer operating 
systems. More particularly, the present invention relates to 
remote management of computer operating systems over a 
network. 

BACKGROUND OF THE INVENTION 

0003. In the past, the process of installing and updating 
applications as well as sharing information on a plurality of 
computers was arduous and time-consuming. Professionals 
would install Software on each computer using compact discs 
(CDs), network shares or other similar methods. As men 
tioned, this is time-consuming as well as difficult to synchro 
nize throughout an entire company. With the advent of com 
puter networking, where a plurality of computers 
communicate together, the process became much more 
streamlined. Specifically, two techniques for delivering appli 
cations have been developed over the years, remote execution 
and local delivery. 
0004. In a remote execution embodiment, a user accesses 
software which is loaded and executed on a remote server 
under the control of the user. One example is the use of 
Internet-accessible CGI programs which are executed by 
Internet servers based on data entered by a client. A more 
complex system is the Win-to-Net system provided by Menta 
Software. This system delivers client software to the user 
which is used to create a Microsoft(R) Windows(R style appli 
cation window on the client machine. The client software 
interacts with an application program executing on the server 
and displays a window, which corresponds to one which 
would be shown if the application were installed locally. The 
client software is further configured to direct certain I/O 
operations, such as printing a file, to the client's system, to 
replicate the “feel of a locally running application. Other 
remote-access systems, such as provided by Citrix Systems, 
are accessed through a conventional Internet Browser or a 
proprietary client and present the user with a “remote desk 
top' generated by a host computer which is used to execute 
the software. 

May 20, 2010 

0005 Because the applications are already installed on the 
server system, remote execution permits the user to access the 
programs without transferring a large amount of data. How 
ever, this type of implementation requires the Supported Soft 
ware to be installed on the server. Thus, the server must utilize 
an operating system which is suitable for the hosted Software. 
In addition, the server must Support separately executing 
program threads for each user of the hosted software. For 
complex Software packages, the necessary resources can be 
significant, limiting both the number of concurrent users of 
the Software and the number of separate applications which 
can be provided. 
0006. In a local delivery embodiment, the desired appli 
cation is packaged and downloaded to the user's computer. 
Preferably, the applications are delivered and installed as 
appropriate using automated processes. After installation, the 
application is executed. Various techniques have been 
employed to improve the delivery of software, particularly in 
the automated selection and installation of the proper soft 
ware components and the initiation of automatic Software 
downloads. In one technique, an application program is bro 
ken into parts at natural division points, such as individual 
data and library files, class definitions, etc., and each compo 
nent is specially tagged by the program developer to identify 
the various program components, specify which components 
are dependent upon each other, and define the various com 
ponent sets which are needed for different versions of the 
application. 
0007. One such tagging format is defined in the Open 
Software Description (“OSD’) specification, jointly submit 
ted to the World Wide Web Consortium by Marimba Incor 
porated and Microsoft Corporation on Aug. 13, 1999. Defined 
OSD information can be used by various “push” applications 
or other software distribution environments, such as Marim 
ba's Castanet product, to automatically trigger downloads of 
Software and ensure that only the needed Software compo 
nents are downloaded in accordance with data describing 
which Software elements a particular version of an applica 
tion depends on. 
0008 Although on-demand local delivery and execution 
of software using OSD/push techniques is feasible for small 
programs, such as simple Java applets, for large applications, 
the download time can be prohibitively long. Thus, while 
Suitable for software maintenance, this system is impractical 
for providing local application services on-demand because 
of the potentially long time between when the download 
begins and the Software begins local execution. 
0009. In the more recent past, attempts have been made to 
use streaming technology to deliver software to permit an 
application to begin executing before it has been completely 
downloaded. Streaming technology was initially developed 
to deliver audio and video information in a manner which 
allowed the information to be output without waiting for the 
complete data file to download. For example, a full-motion 
Video can be sent from a server to a client as a linear stream of 
frames instead of a complete video file. As each frame arrives 
at the client, it can be displayed to create a real-time full 
motion video display. However, unlike the linear sequences 
of data presented in audio and video, the components of a 
Software application can be executed in sequences which vary 
according to user input and other factors. 
0010. To address the deficiencies in prior data streaming 
and local software delivery systems, an improved technique 
of delivering applications to a client for local execution has 
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been developed. This technique called “Streaming Modules' 
is described in U.S. Pat. No. 6,311,221 to Raz et al. In a 
particular embodiment of the “Streaming Modules' system, a 
computer application is divided into a set of modules, such as 
the various Java classes and data sets which comprise a Java 
applet. Once an initial module or modules are delivered to the 
user, the application begins to execute while additional mod 
ules are streamed in the background. The modules are 
streamed to the user in an order which is selected to deliver the 
modules before they are required by the locally executing 
Software. The sequence of streaming can be varied in 
response to the manner in which the user operates the appli 
cation to ensure that needed modules are delivered prior to 
use as often as possible. To reduce streaming time, the size of 
code files, such as library modules, can be reduced by substi 
tuting various coded procedures with shortened streaming 
“stub' procedures which act as link-time substitutes for the 
removed code. Suitable modules to replace are those which 
are not required for the initial execution of the application. As 
the application is running locally on the client, additional 
modules are streamed to the client and the stub code can be 
dynamically replaced as the Substituted procedures are 
received. The stub procedure can point to a streaming engine 
which will request a missing procedure if the program calls it 
before it has been received at the client. Although effective, 
the stub-code substitution technique used in the “Streaming 
Modules' system may require a reasonable degree of pro 
cessing to prepare a given application for streaming. In addi 
tion, the client software required to manage the streamed 
modules does not necessarily integrate cleanly with the nor 
mal routines used by the operating system executing on the 
client machine. 
0011 To remedy some of the remaining issues, U.S. Pat. 
No. 6,574,618 to Eylon et al. disclosed a method and system 
for executing network streamed applications. Within the sys 
tem, a client computer executes an application while parts of 
the application code are still being retrieved from the server 
over a network. The additional components of the application 
not required for startup are continuously loaded in the back 
ground until the entire application resides on the client com 
puter. There are a number of drawbacks with this system 
though. The client cannot function without the server being 
available. Although, the application is physically available on 
the client once downloaded, due to encryption or other pro 
prietary methods of preventing unauthorized access, the 
application is unavailable. Further, the prior art does not 
permit a user to access the server and applications from mul 
tiple client locations. 
0012 Another technology, defined by Intel, Microsoft and 
other parties, that allows a computing device to boot an oper 
ating system over a local area network is pre-boot execution 
environment (PXE). The PXE technology uses ROM based 
software embedded in the end-user hardware that uses 
enhanced DHCP and TFTP. PXE technology works only over 
a local area network and not over a wide area network or the 
Internet. PXE technology requires fast network connections 
and transfers the entire operating system over the network at 
each boot, which requires heavy resources on the central site 
and the network. 

SUMMARY OF THE INVENTION 

0013 What is needed is an improved system having fea 
tures for addressing the problems mentioned above and new 
features not yet discussed. Broadly speaking, the present 
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invention fills these needs by providing a distributed operat 
ing system manager. It should be appreciated that the present 
invention can be implemented in numerous ways, including 
as a method, a process, an apparatus, a system or a device. 
Inventive embodiments of the present invention are Summa 
rized below. 
0014. In one embodiment, a method is provided for man 
aging an operating system over a network, wherein the net 
work is configured to be connected to a boot server and to a 
client computer. The method comprises retrieving an internet 
protocol address of the boot server for the client computer; 
determining whether the boot server is available via the net 
work; transferring to the boot server a description of an oper 
ating system on the client computer, validating hardware 
credentials of the client computer; and determining whether 
to perform a remote boot process. 
0015. In another embodiment, a method is provided for a 
bootstrap process of a method for managing an operating 
system over a network is provided, wherein the network is 
configured to be connected to a boot server and to a client 
computer. The method comprises moving an existing operat 
ing system directory on the client computer to a set-aside 
location; downloading an operating system directory image 
from the boot server, comparing cyclic redundancy check 
values of each appropriate file in the operating system direc 
tory with an existing corresponding file in the existing oper 
ating system directory; and generating a new operating sys 
tem directory based on the comparing of the CRC values. 
0016. In yet another embodiment, a system for managing 
an operating system over a network is provided. The system 
comprises a boot server including an internet protocol 
address; and a client computer connected to the boot server 
via the network. The client computer includes a dynamic host 
configuration protocol client configured to retrieve the inter 
net protocoladdress of the boot server for the client computer; 
and a remote operating system boot manager configured to 
transfer to the boot server a description of an operating system 
on the client computer, wherein the boot server is configured 
to validate hardware credentials of the client computer, 
wherein the remote operating system boot manager deter 
mines whether to perform a remote boot process. 
0017. In still another embodiment, a client computer for 
managing an operating system over a network is provided, 
wherein the client computer is configured to be connected to 
a boot server via the network. The client computer comprises 
a dynamic host configuration protocol client configured to 
retrieve an internet protocol address of the boot server for the 
client computer; and an remote operating system boot man 
ager configured to transfer to the boot server a description of 
an operating system on the client computer, wherein the boot 
server is configured to validate hardware credentials of the 
client computer, wherein the remote operating system boot 
manager determines whether to perform a remote boot pro 
CCSS, 

0018. In yet another embodiment, a boot server for man 
aging an operating system over a network is provided, 
wherein the boot server is configured to be connected to a 
client computer via the network. The boot server comprises 
an internet protocol address; and an operating system direc 
tory image for the operating system on the client computer, 
wherein the client computer includes a dynamic host configu 
ration protocol client configured to retrieve an internet pro 
tocol address of the boot server for the client computer and a 
remote operating system boot manager configured to contact 
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the boot server, wherein the boot server is further configured 
to validate hardware credentials of the client computer, and 
wherein the remote operating system boot manager deter 
mines whether to perform a remote boot process. 
0019. The invention encompasses other embodiments are 
configured as set forth above and with other features and 
alternatives. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0020. The present invention will be readily understood by 
the following detailed description in conjunction with the 
accompanying drawings. To facilitate this description, like 
reference numerals designate like structural elements. 
0021 FIG. 1 is a high-level block diagram of a distributed 
operating system manager, in accordance with the present 
invention; 
0022 FIG. 2 is a schematic diagram of a bootstrap pro 
cess, in accordance with the present invention; 
0023 FIG. 3 is a flowchart of a remote boot process, in 
accordance with the present invention; 
0024 FIG. 4 is a flowchart a bootstrap process, in accor 
dance with the present invention; 
0025 FIG. 5 is a flowchart of a sliding CRC process, in 
accordance with the present invention; and 
0026 FIG. 6 is a flowchart for an environment creation 
process, in accordance with the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT(S) 

0027. An invention for a distributed operating system 
manager (DOSM) is disclosed. Numerous specific details are 
set forth in order to provide a thorough understanding of the 
present invention. It will be understood, however, by one 
skilled in the art, that the present invention may be practiced 
with other specific details. 

Overview of a Distributed Operating System Manager 
0028. A DOSM logically centralizes computing device 
operating systems for physically distributed hardware net 
works. The DOSM is a mechanism for managing and facili 
tating the remote operating system of computing devices over 
slow wide area networks (WAN's) or over the Internet. 
0029 FIG. 1 is a high-level block diagram of a distributed 
operating system manager 100, in accordance with the 
present invention. The system includes but is not limited to at 
least one client computer 102 and a boot server 104, which 
may include multiple server devices. The client computer 102 
and the boot server 104 are connected via a network 106. 
0030 Remote boot of client computers 102 creates a com 
puting infrastructure, which is less complex and more reliable 
for the end-user because the software is always up-to-date 
with the most current software and because the “master 
Source or copy is centralized and protected on the boot server 
104. Damaged operating file systems are replaced at boot 
time. 
0031. The DOSM may be used in conjunction with other 
technologies that provide movable applications, such as U.S. 
patent application Ser. No. 1 1/144.263, entitled “Virtual 
Application Manager, filed Jun. 2, 2005, and U.S. patent 
application Ser. No. 1 1/144,179, entitled “Transaction Based 
Virtual File System Optimized for High-latency Network 
Connections', filed Jun. 2, 2005. Combining these technolo 
gies allows the end-user to be completely free of static soft 
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ware installations and provides a truly movable and managed 
environment across various hardware platforms. 
0032 FIG. 2 is a schematic diagram of a bootstrap process 
200, in accordance with the present invention. The operating 
system boot image is rebuilt from a saved and set-aside copy 
of the software images on the client computer 102. These 
Software images may be referred to as the original operating 
system (OS) image 202, including system boot blocks and 
operating system utilities. The images that match the central 
Source copies exactly, are then transferred from the set-aside 
local version and do not need to be transferred across the 
network. During the OS refresh process 204, file moves are 
simply directory index updates to the old software 206 to 
create a new OS image 208. The files themselves do not need 
to be transferred from their location on disk. This move opera 
tion is extremely quick. The entire operation can complete in 
a few seconds. In a case in which software modules do not 
match the central version, or the central version is either a 
newer release, or the local copy has been corrupted or 
infected, the software modules are transferred from the cen 
tral source and the local set-aside version is discarded. This 
process minimizes the amount of network traffic to the central 
file system and quickens the Software refresh process. Data 
transferred from the central source is further compressed by 
several mechanisms, further reducing network traffic. 

Related Technologies—Virtual Application Manager 

0033. The installation of an application on a user device 
like a PC or PDA requires additional setup. The virtual appli 
cation manager (VAM) technology performs the tasks of 
installing application Software on a system that is using the 
virtual file system storage. Some of the features of the VAM 
include but are not limited to the following: display a catalog 
of applications for the user to select; map the remote appli 
cation file system to a local “program files' folder; transfer 
and install local copies of icons onto the desktop and program 
start menus; perform other installation duties such as create 
temporary files, update file permissions, etc.; run any specific 
setup programs required by the application; and run any cus 
tom setup programs created by the administrator of the cen 
tral servers. The virtual application manager makes selection 
and installation of Software by the user as simple as selecting 
Software from a list in a catalog. 

Related Technologies—Communications Manager 

0034. The DOSM 100 relies on a secure and reliable net 
work. The communications manager manages at least net 
work monitoring and troubleshooting tools, network auto 
matic disconnect/reconnect solutions, and network interface 
and technology arbitration technologies. 

Related Technologies—User Data Storage 
0035. The user data storage is available to manage user 
files and databases, often associated with user applications. 
The user data storage system features include but are not 
limited to remote network storage management of user data, 
synchronization of local data to remote and Vice-versa, secure 
encrypted Storage and management of remote data. 

Remote Boot Process 

0036. The remote boot process uses a user configured and 
stored basic input/output system (BIOS) or complimentary 
metal oxide semiconductor (CMOS) based parameters to 
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control the boot process. Alternatively, the boot parameters 
and software are loaded into the client device from any appro 
priate external device such as a compact disc (CD), a USB 
portable memory device or another appropriate external 
memory device including a file system. The boot process 
options include but are not limited to the following: always 
load a fresh image; load only when the central image has 
changed; or only reload image when selected manually. 
0037 FIG. 3 is a flowchart of a remote boot process, in 
accordance with the present invention. The method starts in 
step 302 where a read-only memory (ROM) embedded 
DHCP client retrieves the internet protocol (IP) address of the 
end-user client computer 102. The local network environ 
ment, the internet service provider (ISP) or an appropriately 
configured external device provides this address. In the deci 
sion operation 304, the DOSM 100 determines whether the 
central boot server 104 is available. If the boot server 104 is 
unavailable, the DOSM 100 boots the local image of the 
operating system (OS) in the step 306. 
0038. However, if the boot server is available, in the step 
308, the ROM embedded remote operating system boot man 
ager contacts the central boot server 104 via its domain name 
system (DNS) name. The DNS name is a complimentary 
metal oxide (CMOS) configuration parameter. Alternatively, 
the DNS name is acquired from an appropriately configured 
external device, as discussed above. The client computer 102 
transfers the license key, the universal unique identifier 
(UUID) and the current operating system (OS) version to the 
boot server 104. The transfer protocol preferably uses secure 
hypertext transfer protocol (HTTPS) and extensible markup 
language (XML). Alternatively, any other appropriate trans 
fer mechanism format is used. 
0039. In the step 308, the boot server 104 validates the 
end-user hardware (HW) credentials, then replies with an 
acknowledgment, including but not limited to the operating 
system image version, the directory image cyclic redundancy 
check (CRC) and the full image size. 
0040. In the decision operation 312, the remote operating 
system boot manager decides whether to perform the remote 
boot process. If the directory (DIR) image does not match the 
server CRC directory image, the DOSM 100 reloads the OS 
image. If the CMOS parameter is set to always load a fresh 
image, the DOSM 100 reloads the OS image. If none of these 
conditions occur, the remote operating system boot manager 
will decide not to perform a boot process. In Such a case, in the 
step 314, the DOSM 100 bypasses the remote boot and uses 
the existing OS image. 
0041. However, if the remote operating system boot man 
ager decides to perform a boot process, the DOSM 100 pro 
ceeds to the step 316 where the remote boot process is per 
formed. Performing the remote boot process includes but is 
not limited to the following: the DOSM 100 creates a RAM 
based filed system called a RAMdisk; the DOSM 100 selects 
the correct bootstrap program based on the OS model coded 
in CMOS configuration; the DOSM 100 downloads the boot 
strap program from the central server; and the DOSM 100 
passes program control to the bootstrap program in the RAM 
file system (RAMPS). The remote boot process is then com 
pleted. 

Bootstrap Process 

0042. The bootstrap program is a mini-kernel with several 
functions and capabilities. The bootstrap program includes 
but is not limited to drivers for supported disk hardware and 
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file systems, software to format and partition disk systems, 
and an extended HTTPS and XML client to retrieve images 
from central boot servers. 
0043 FIG. 4 is a flowchart of a bootstrap process 200, in 
accordance with the present invention. The method starts in 
the step 402, where the DOSM 100 moves the existing OS file 
system directory structure, which is set aside for further pro 
cessing. In the step 404, the DOSM 100 downloads the OS 
directory image from the server, preferably using HTTPS 
Get/XML wrapped. Alternatively, the OS directory image is 
downloaded from the server using any other appropriate 
transfer mechanism format. The DOSM 100, in the step 406, 
then builds a new OS directory structure on a disk partition 
based on the downloaded image. Operations 408 through 418 
include the routines for building the new OS directory struc 
ture. In the step 408, the DOSM 100 traverses the downloaded 
directory and compares the CRC value of each file with the 
existing file in the set-aside directory. In the decision opera 
tion 410, it is determined whether the CRC value equals the 
set-aside file CRC. If the CRC equals the set-aside file CRC, 
the DOSM 100 renames the file in the step 414. In other 
words, the DOSM 100 updates the directory. The DOSM 100 
efficiently moves the file from the set-aside directory to the 
new OS directory. However, if the CRC is unequal to the 
set-aside file CRC, the DOSM 100 gets a compressed module 
from the boot server 104 in the step 412. This get operation is 
preferably carried out via an HTTPS Get operation. The com 
pressed module is preferably an XML wrapped binary image. 
0044) The method then proceeds to the step 416 where the 
DOSM 100 moves the image to the new OS directory. In the 
decision operation 418, it is determined whether the directory 
is complete. If the directory is not complete, the method 
returns to the step 408. However, if the directory is complete, 
in the step 420, the DOSM 100 stores user environmental data 
in the user's central profile. In the step 422, the DOSM 100 
recreates the user environmental data on the local client com 
puter 102. The local data structures created include a system 
registry database, a page file configuration, and other envi 
ronmental parameters. The method then proceeds to the step 
424 where the DOSM 100 passes control to the disk nativeOS 
boot block. The DOSM 100 continues the boot process as a 
normal BIOS assisted boot. The bootstrap method is then 
completed. 

Boot Loader 

0045. A ROM boot loader is software embedded on a 
ROM chip, installed on every remote operating system boot 
manager enabled hardware device. Alternatively, the boot 
loader is installed from an appropriately configured external 
device with a file system. An end-user computing device must 
be able to boot from a “raw' hardware system because file 
system corruption, disk format errors or virus infections 
require full file system formatting to repair completely. Soft 
ware retained on ROM is not susceptible to virus infections or 
disk errors. 
0046. A small number of CMOS parameters are writable, 
and so are possibly Susceptible to tampering. Especially criti 
cal is the server DNS name parameter, which could be 
changed to route to an invalid server, which would disable 
new boot image updates, or to route to a malicious boot server. 
To prevent tampering, the maintenance of these parameters 
includes several safeguards, including password control and 
ROM software logic that prevents parameter modifications 
from external, non-ROM software. 
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0047. Functionality of the ROM Boot Loader includes but 
is not limited to DHCP client software, pre-boot execution 
environment (PXE) compliant ethernet drivers, simple IP 
stack and simple proprietary HTTP client to retrieve securely 
the bootloader program. 

Directory Image Download 
0048. The end-user computing device operating system is 
stored on disk as a directory structure. The directory structure 
is an index to the actual files. The directory contains file 
names, file statistics, relative file path values and other related 
parameters. When the directory is transferred from the central 
server, the directory structure is preferably encoded in an 
XML format. Fields transferred from the boot server include 
but are not limited to OS model, OS version, OS patch level, 
relative directory path, file name, file extension, file size, file 
CRC value, file time and date statistics. 
0049. Each individual file has a CRC value and a hash 
value. The directory also has a CRC value, which is calculated 
on a stream of the full file path values, each file name and the 
CRC for each individual file. A directory CRC from the server 
should match the CRC on the end-user computing device. 
When the CRC values do not match, the OS code base does 
not match and the client version should be replaced. 

Disconnected Operation 
0050. During the boot process, when a network path 
between the end-user client computer 102 and the central 
boot server 104 is disconnected, the remote operating system 
boot manager system has the capability to boot from the 
existing end-user operating system. Conventional remote 
boot systems do not have such capability. However, such 
capability is important for systems which are not local area 
network (LAN) based, are mobile or are connected to remote 
offices or homes where the connection to the central boot 
server 104 is not guaranteed. 

Transfer Acceleration Technologies—Compression 
0051 Executable programs and images used by 
Microsoft(R) and Unix(R) systems compress well. Using the 
Lempel–Ziv–Welch (LZW) compression algorithms and 
readily available software libraries, images can be typically 
compressed about fifty percent. This reduces network band 
width by the same ratio. 

Transfer Acceleration Technologies—Sliding CRC 
0052 A sliding CRC transfer algorithm is implemented 
when transferring data when a similar version of data exists 
on both the source and target location. For example, a source 
client computer 102 may transfer data to a target boot server 
104, or a source boot server 104 may transfer data to a target 
client computer 102. The target data is interrogated, and the 
data that is the same as the data at the source is used by the 
Source transfer program without having to transfer data across 
a network, thereby reducing network traffic and increasing 
transfer speeds. 
0053 A CRC is a calculated value for identifying a data 
stream by assigning a unique value to the data stream. Two 
equal data streams will calculate to the same CRC value. So, 
equal CRC values will identify two identical copies of a data 
Stream. 

0054 FIG. 5 is a flowchart of a sliding CRC process, in 
accordance with the present invention. The method starts in 
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the step 502 where the DOSM 100 calculates a data stream by 
a pre-determined "chunk” size on the source and the target 
data stream. In the step 504, the DOSM 100 “slides' up the 
data stream comparing CRC values. In the decision operation 
506, the DOSM 100 determines whether the CRC values of 
the source and target data streams match. When the CRC 
values match on the source and target data streams, the data is 
not transferred from the source. Instead, the data is retrieved 
from the target data stream in step 508. However when the 
CRC does not match from the source and target, the data is 
transferred from the source over the network in step 510. The 
method for performing a sliding CRC is then completed. 
0055. In many cases where the data streams are similar, 
Such as in patched software modules, and in cases where data 
streams are large, such as in Software modules, large network 
efficiencies are achieved with the sliding CRC method. 

Transfer Acceleration Technologies—Prior Image Differen 
tial 

0056 Aprior image differential algorithm is implemented 
when transferring a data stream update from the source to a 
target location over a network, and both a new and prior 
version exists on the source host. The source host uses a 
current and prior version of a data stream and creates a "dif 
ferential data stream with added and deleted information. 
The differential information is transferred over a network and 
applied to the target data stream to reconstruct a data stream 
that is an exact copy of the source. A CRC of the target data 
stream is returned to the source network client to verify the 
Source and target are exact matches. In a case where there are 
multiple clients, a collision could result. This prior image 
differential algorithm is explained in further detail in U.S. 
patent application Ser. No. 1 1/144,179, entitled “Transaction 
Based Virtual File System Optimized For High-Latency Net 
work Connections', filed Jun. 2, 2005. 

Environment Creation Process 

0057 End-user environment configuration preferences 
are saved in the user's central profile, and used to recreate the 
end-user environment. Preferences are saved during the user 
operating system logoff process. Environmental configura 
tion parameters include but are not limited to page/Swap file 
partition and size parameters, system registry entries, OS 
tuning parameters, environmental variables, other user pref 
erences not saved in system registries, and system".INI files. 
0.058 FIG. 6 is a flowchart for an environment creation 
process, in accordance with the present invention. The envi 
ronment creation algorithm is preferably performed during 
hardware initialization boot processing, before boot blocks 
are accessed. In the step 602, the DOSM 100 retrieves the 
configuration from central source. In the step 604, the DOSM 
100 gets the OS model from the configuration. In the step 606, 
the DOSM 100 formats the disk file system, which is per 
formed optionally during boot process upon user selection of 
“reset to factory defaults’ or “reformat file system’. In the 
step 608, the DOSM 100 creates a page file partition. In the 
step 610, the DOSM 100 may generate a registry database 
from the data (performed with Microsoft(R) operation sys 
tems). In the step 612, the DOSM 100 may update user 
preferences configuration files (performed with Unix(R) sys 
tems). In the step 614, the DOSM 100 loads the system boot 
images and kernel from the set-aside images, or transfers the 
system boot images and kernel from the remote boot server 
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104. In the step 616, the DOSM 100 loads the operating 
system utility Software from the set-aside images or from the 
central boot server 104. In the step 618, the method continues 
the boot process as normal. The environment creation process 
is then completed. 
0059. The environment creation process is explained in 
further detail in U.S. patent application Ser. No. 1 1/144.263, 
entitled “Virtual Application Manager, filed Jun. 2, 2005. 
0060. In sum, the DOSM 100 provides a technology where 
the end-user hardware operating system on the client com 
puter 102 is installed fresh with the latest operating system 
version and patches each time the system boots. Any problem, 
Such as file or disk corruption, user configuration or virus 
infection is wiped clean at each boot. The DOSM 100 is 
optimized and advanced beyond typical remote boot tech 
nologies because the system is highly optimized to function 
and boot quickly over a slow network connection and to 
optionally boot with a prior OS image when the network is not 
available at the time of boot. 
0061 Benefits of this technology for the end-user include 
but are not to the following: OS maintenance is simple and 
trouble free; OS maintenance is automated and unattended, 
requiring no end-user intervention; the end-user client com 
puter 102 is more robust, secure and reliable because any 
faults or corruptions are corrected at each reboot; OS software 
is centrally managed and tested by technically trained per 
sonnel. Further, the DOSM 100 enhances functionality for 
enterprise desktop PCs and workstations by reducing main 
tenances and total cost of ownership of computing hardware. 
The DOSM 100 increases functionality for consumer systems 
Such as personal computers, personal digital assistants and 
potentially other internet protocol (IP) enabled appliances, 
Such as televisions, games, consumer electronics and many 
others. 

Capabilities of a Distributed Operating System Manager 
0062. The DOSM provides desirable capabilities dis 
cussed above and further highlighted in the following discus 
S1O. 

0063 Remote Boot—End-user devices can boot com 
pletely with hardware without any OS components installed, 
using only ROM embedded software. 
0064 Optimized for WAN. The system is optimized to 
boot over a slow WAN network. 
0065 Offline operation—End-user devices can boot with 
prior OS images when not connected to network. 
0066 Virus free Fresh boots that replace the file system 
base insures a “clean' install. 
0067. Heterogeneous—The DOSM will support substan 

tially any OS technology. 
0068 Compatible with current technology. This system 
will support existing technologies including Microsoft XPR), 
Microsoft CER) and LinuxOR). 
0069. Secure OS source The system transport is secure 
to insure no tampering with the downloaded images. 
0070 Centralized. This technology provides the ability 
for users to use OS and applications, stored and managed at a 
centralized location. 
(0071 Firewall friendly. This system uses Web trans 
ports, which are typically allowed by most firewall installa 
tions. So, the DOSM does not require special firewall con 
figurations. 
0072 ASP The technology has the facilities to support 
an Application Service Provider (ASP) infrastructure. 
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0073 Enterprise The technology has the facilities to 
Support business enterprise environments. 
0074 Movable applications—The applications defined 
within a user's profile will run on any hardware system the 
user logs into. This mobility allows the user to move from 
desktop to desktop, and have his applications follow. 
(0075 Quick installation. The system will load the OS 
quickly to avoid excessive delays in the boot process. 
0076 Patch management Because the OS is managed 
centrally, the OS will contain the latest patches implemented 
by the central site administrator. 
0077 Scalability. The system is scalable to support 
extremely large ASP user bases over disparate network 
topologies. 
0078 License/subscription management. The system 
Supports Subscription licenses. So, when the Subscription is 
void or expired, the desktop software will become disabled 
and inactive. 
0079 Subscription Model This system supports usage 
limits or quotas, as well as interfaces for activity and storage 
usage for billing Support. 

System and Method Implementation of a Virtual Application 
Manager 

0080 Portions of the present invention may be conve 
niently implemented using a conventional general purpose or 
a specialized digital computer or microprocessor pro 
grammed according to the teachings of the present disclosure, 
as will be apparent to those skilled in the computer art. 
I0081. Appropriate software coding can readily be pre 
pared by skilled programmers based on the teachings of the 
present disclosure, as will be apparent to those skilled in the 
software art. The invention may also be implemented by the 
preparation of application specific integrated circuits or by 
interconnecting an appropriate network of conventional com 
ponent circuits, as will be readily apparent to those skilled in 
the art. 
I0082. The present invention includes a computer program 
product which is a storage medium (media) having instruc 
tions stored thereon/in which can be used to control, or cause, 
a computer to perform any of the processes of the present 
invention. The storage medium can include, but is not limited 
to, any type of disk including floppy disks, mini disks (MD's), 
optical disks, DVD, CD-ROMS, micro-drive, and magneto 
optical disks, ROMs, RAMs, EPROMs, EEPROMs, 
DRAMs. VRAMs, flash memory devices (including flash 
cards), magnetic or optical cards, nanosystems (including 
molecular memory ICs), RAID devices, remote data storage/ 
archive/warehousing, or any type of media or device Suitable 
for storing instructions and/or data. 
I0083 Stored on any one of the computer readable medium 
(media), the present invention includes Software for control 
ling both the hardware of the general purposef specialized 
computer or microprocessor, and for enabling the computer 
or microprocessor to interact with a human user or other 
mechanism utilizing the results of the present invention. Such 
software may include, but is not limited to, device drivers, 
operating systems, and user applications. Ultimately, Such 
computer readable media further includes software for per 
forming the present invention, as described above. 
I0084. Included in the programming (software) of the gen 
eral/specialized computer or microprocessor are software 
modules for implementing the teachings of the present inven 
tion, including but not limited to retrieving an internet proto 
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col address of the boot server for the client computer, deter 
mining whether the boot server is available via the network, 
transferring to the boot server a description of an operating 
system on the client computer, validating hardware creden 
tials of the client computer, and determining whether to per 
form a remote boot process, according to processes of the 
present invention. 
0085. In the foregoing specification, the invention has 
been described with reference to specific embodiments 
thereof. It will, however, be evident that various modifica 
tions and changes may be made thereto without departing 
from the broader spirit and scope of the invention. The speci 
fication and drawings are, accordingly, to be regarded in an 
illustrative rather than a restrictive sense. 

1. A method of managing an operating system over a net 
work, wherein the network is configured to be connected to a 
boot server and to a client computer, the method comprising: 

retrieving an internet protocoladdress of the boot server for 
the client computer; 

determining whether the boot server is available via the 
network, wherein if the boot server is unavailable the 
client computer boots with a prior operating system 
image; 

transferring to the boot server a description of an operating 
system on the client computer, wherein the description 
includes a current operating system version; 

validating hardware credentials of the client computer, and 
determining whether to perform a remote boot process. 
2. The method of claim 1, wherein retrieving an internet 

protocol address is performed by a read-only memory embed 
ded dynamic host configuration client. 

3. The method of claim 1, wherein retrieving an internet 
protocol address comprises retrieving the internet protocol 
address from an external device. 

4. The method of claim 1, wherein the internet protocol 
address is provided by one of the client computer or an inter 
net service provider. 

5. The method of claim 1, further comprising, before the 
transferring of the description of the operating system, con 
tacting the boot server via a domain name system name of the 
boot server, wherein the domain name system name is a 
parameter of a complimentary metal oxide semiconductor 
configuration. 

6. The method of claim 1, wherein the description of the 
operating system further includes: 

a license key; and 
a universal unique identifier. 
7. The method of claim 1, wherein the transferring of the 

description includes using hypertext transfer protocol and 
extensible markup language. 

8. The method of claim 1, further comprising, after vali 
dating hardware credentials, receiving from the boot server an 
acknowledgment including the operating system image ver 
Sion, the directory image cyclic redundancy check value and 
the full image size. 

9. The method of claim 1, wherein the determining of 
whether to perform the remote boot process comprises com 
paring a cyclic redundancy check value of a client directory 
image to a cyclic redundancy check value server directory 
image. 

10. The method of claim 9, further comprising: 
determining that the cyclic redundancy check values are 

unequal; and 
receiving the server directory image from the boot server. 
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11. The method of claim 5, further comprising: 
determining that the complimentary metal oxide semicon 

ductor configuration is set to always load a fresh image: 
and 

receiving the server directory image from the boot server. 
12. The method of claim 1, further comprising: 
bypassing the remote boot process; and 
using the operating system on the client computer. 
13. The method of claim 4, further comprising performing 

the remote boot process including: 
creating a random access memory based file system; 
selecting a correct bootstrap program based on an operat 

ing system model coded in the complimentary metal 
oxide semiconductor configuration; 

downloading the bootstrap program from the boot server; 
and 

passing program control to the bootstrap program. 
14-19. (canceled) 
20. A system for managing an operating system over a 

network, the system comprising: 
a boot server including an internet protocol address; and 
a client computer connected to the boot server via the 

network, the client computer including: 
a dynamic host configuration protocol client configured to 

retrieve the internet protocol address of the boot server 
for the client computer, wherein if the boot server is 
unavailable the client computer boots with a prior oper 
ating System image; and 

an input-output bitmap client configured to transfer to the 
boot server a description of an operating system on the 
client computer, wherein the boot server is configured to 
validate hardware credentials of the client computer, 
wherein the input-output bitmap client determines 
whether to perform a remote boot process, and wherein 
the description of the operating system includes a cur 
rent operating system version. 

21. A client computer for managing an operating system 
over a network, wherein the client computer is configured to 
be connected to a boot server via the network, the client 
computer comprising: 

a memory device comprising one or more instructions, 
wherein the one or more instructions, when executed by 
one or more processors, cause the one or more proces 
sors to implement: 
a dynamic host configuration protocol client configured 

to retrieve an internet protocol address of the boot 
server for the client computer, wherein if the boot 
server is unavailable the client computer boots with a 
prior operating system image; and 

an input-output bitmap client configured to transfer to 
the boot server a description of an operating system on 
the client computer, wherein the boot server is con 
figured to validate hardware credentials of the client 
computer, wherein the input-output bitmap client 
determines whether to perform a remote boot process, 
and wherein the description of the operating system 
includes a current operating system version. 

22. A boot server for managing an operating system over a 
network, wherein the boot server is configured to be con 
nected to a client computer via the network, the boot server 
comprising: 

an internet protocol address; and 
a memory device comprising one or more instructions, 

wherein the one or more instructions, when executed by 
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one or more processors, cause the one or more proces 
sors to implement an operating system directory image 
for the operating system on the client computer, wherein 
the client computer includes a dynamic host configura 
tion protocol client configured to retrieve an internet 
protocol address of the boot server for the client com 
puter and an input-output bitmap client configured to 
contact the boot server, wherein if the boot server is 
unavailable the client computer boots with a prior oper 
ating system image, and further wherein the boot server 
is further configured to receive a description of an oper 
ating system, the description including a current operat 
ing system version, and to validate hardware credentials 
of the client computer, and wherein the input-output 
bitmap client determines whether to perform a remote 
boot process. 

23. A memory device comprising one or more instructions 
for managing an operating system over a network, wherein 
the network is configured to be connected to a boot server and 
to a client computer, wherein the one or more instructions, 
when executed by one or more processors, cause the one or 
more processors to perform the following: 

retrieving an internet protocoladdress of the boot server for 
the client computer; 

determining whether the boot server is available via the 
network, wherein if the boot server is unavailable the 
client computer boots with a prior operating system 
image; 

transferring to the boot server a description of an operating 
system on the client computer, wherein the description 
includes a current operating system version; 

validating hardware credentials of the client computer, and 
determining whether to perform a remote boot process. 
24. A method of managing an operating system over a 

network, wherein the network is configured to be connected 
to a boot server and to a client computer, the method com 
prising: 

retrieving an internet protocoladdress of the boot server for 
the client computer; 

determining whether the boot server is available via the 
network, wherein if the boot server is unavailable the 
client computer boots with a prior operating system 
image; 

transferring to the boot server a description of an operating 
system on the client computer, the description of the 
operating system comprising a license key: 

validating hardware credentials of the client computer and 
the license key at the boot server; and 

determining whether to perform a remote boot process at 
the boot server. 

25. A system for managing an operating system over a 
network, the system comprising: 

a boot server including an internet protocol address; and 
a client computer connected to the boot server via the 

network, the client computer including: 
a dynamic host configuration protocol client configured to 

retrieve the internet protocol address of the boot server 
for the client computer; and 

an input-output bitmap client configured to transfer to the 
boot server a description of an operating system on the 
client computer, wherein the description includes a 
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license key, wherein the boot server is configured to 
validate hardware credentials of the client computer and 
the license key provided by the client computer, and 
wherein the input-output bitmap client determines 
whether to perform a remoteboot process, wherein if the 
boot server is unavailable the client computer boots with 
a prior operating System image. 

26. A boot server for managing an operating system over a 
network, wherein the boot server is configured to be con 
nected to a client computer via the network, the boot server 
comprising: 

an internet protocol address; and 
a memory device comprising one or more instructions, 

wherein the one or more instructions, when executed by 
one or more processors, cause the one or more proces 
sors to implement an operating system directory image 
for the operating system on the client computer, wherein 
the client computer includes a dynamic host configura 
tion protocol client configured to retrieve an internet 
protocol address of the boot server for the client com 
puter and an input-output bitmap client configured to 
contact the boot server, wherein the boot server is further 
configured to receive a description of an operating sys 
tem, the description including a license key, and to vali 
date hardware credentials of the client computer and 
a-the license key provided by the client computer, and 
wherein the input-output bitmap client determines 
whether to perform a remoteboot process, wherein if the 
boot server is unavailable the client computer boots with 
a prior operating System image. 

27. A method of managing an operating system over a 
network, wherein the network is configured to be connected 
to a boot server and to a client computer, the method com 
prising: 

retrieving an internet protocoladdress of the boot server for 
the client computer; 

determining whether the boot server is available via the 
network; 

transferring to the boot server a description of an operating 
system on the client computer, wherein the description 
of the operating system includes a license key, a univer 
sal unique identifier and a current version; 

validating hardware credentials of the client computer 
including replying with an acknowledgment, the 
acknowledgment including an operating system image 
version, a directory image cyclic redundancy check 
(CRC) and a full image size; and 

determining whether to perform a remote boot process. 
28. The method according to claim 1 further comprising 

after transferring to the boot server a description of an oper 
ating system on the client computer: 
moving an existing operating system directory on the client 

computer to a set-aside location; 
downloading an operating system directory image from the 

boot server; 
comparing cyclic redundancy check values of each file in 

the operating system directory with an existing file in the 
existing operating system directory; and 

generating a new operating system directory based on the 
comparing of the cyclic redundancy check values. 

c c c c c 


