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PLACEMENT POLICY-BASED ALLOCATION OF COMPUTING
RESOURCES

CROSS-REFERENCES TO RELATED APPLICATIONS

{6601} The present application 1s claims the benefit and priority of U.S. Non-Provisional
Patent Application No. 14/819,922, filed August 6, 2015, entitled “PLACEMENT POLICY-
BASED ALLOCATION OF COMPUTING RESQURCES,” which claims the benefit and
priority of U.S. Provisional Application No. 62/035,370, filed August 8, 2014, entitled
“RESOURCE MANAGEMENT AND ALLOCATION SYSTEM.” The entire contents of

the above-identified patent applications are incorporated herein by reference for all purposes.

BACKGROUND
{68021 The present disclosure relates generally to computing infrastructure systems, and
more particularly to managing aund allocating resources based ou resource policies in response

1o user requests.

(6803} In a distributed computing environment such as a cloud computing environment is a
model of service delivery for enabhing convenient, on-dernand network access to a shared
pool of computing resources (e.¢. networks, network bandwidth, servers, PODs, processing,
memory, storage, applications, virtual roachines, services, etc.) that can be rapidly
provisioned and released with minimal management effort or interaction with a provider of
the service. The provider may provide a variety of services via the distributed cormputing
environment. These services may include one or more services provided under Software as a
Service (S5aalS) category, Platform as a Scrvice (PaaS) category, Infrastructure as a Service

{1aaS) category, or other categories of services inchiding hybrid services.

[3804] A user {e.g., a customer or client}, via an order or service subscription, may order
one or more of the services provided by the distributed computing environment. The
distributed computing environment then performs processing {e.g., provisioning, managing,
and tracking) to provide the services requested within the user’s subscription order.
Typically, when the provider {e.g., a cloud service provider) receives an order or service
subscription subscribing to the one or more services, the distributed computing environment

provisions or allocates the computing resources for the one or rmoore services to the requesting
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user. However, the requesting user does not have control over how the computing resources
are provisioned. These challenges may present automation, performance, and usability issues,
which cannot be readily addressed by existing distributed computing environments that

provision or allocate coroputing resources.

[6803]  Iu the casc of 1aaS services providers, requests may be received for computing
resources {¢.g., networks, servers, storage, applications, and services) from clients and returns
corresponding coraputing resources to the requestor from a pool of computing resources.
However, users do not have control over the location of the computing resources or how
computing resources are grouped {(e.g., based on geography or at the machine-level). These
challenges may present security, performance, and isolation issues, which cannot be readily

addressed by cxisting systems that provide resources.

{68061  Sornc faaS providers may pre-create resources that are cormonly used together and
provision resources in groups whenever any one of those resources are requested and cleaned
up {e.g., returned to the resource pool). However, these groups are statically defined and roay
not adapt to changing demand for resources and may lead to the provisioning and cleaning-up

of resources that have not been used.

BRIEF SUMMARY
{38071 The preseot disclosure relates generally to japroving the wanagement and
provisioning of resources. The resources may be provided for services requested by a user.
Certain techniques are disclosed for managing and provisioning of computing resources
based on user requests. Based on user requests, policics may be identified to determine
provistoning and configuration of resources. Such techniques may be implerented to reduce
or nullify infrastructare sctup time, autormnate repeatable complex integrations, avoid human

intervention, and provide better management and usability of the computing resources.

(60808} Iuv some embodimucnts, the present invention provides the user with the ability to
control the provisioning of the computing resources (¢.g. networks, network bandwidth,
servers, PODs, processing, memory, storage, applications, virtual machines, services, ¢tc.) to
some extent based on the policies. The policies may be chosen based on user preferences for
requesting a service, which can include a request for specific computing resources. For
example, the user can have the ability to specify a geographical location of where the
resources are provisioned; if the service is a multi-tenant service {e.g., the same resource can

be shared by two separate users), the user can have the ability to indicate that the user does
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not want to share the resource; if the service 1s a multi-tenant service, the user can have the
ability to indicate av affinuty towards a particular tenant {e.g., the user can have the ability to
indicate that they want to share a resource with tenant X), or in contrast, the user can have the
ability to indicate that they do not want to share with a particular tenaut; the user can have the

ability to control separate POD provisioning and service provisioning for services; eic.

[G689]  In some embodiments, a resource management system is disclosed which can
receive a request. A request may correspond o a subscription order for one or more services.
The request may indicate user preferences for allocating resources provided for a service. In
some embodiments, the request may inchide information indicating & resource definition for
allocation of computing resources to a user. A resource definition may indicate a topology of
the computing resources to allocate for the user. The topology may indicate what computing
resources to allocate and how to allocate those computing resource. Based on the
information indicated by a request, the resource rmanagement system may determine a
placement policy for allocation of computing resources indicated by the request. A
placement policy may indicate a placement of one or more computing resources requested by
auser. The placement policy may indicate where and how coraputing resources are to be

placed once allocated.

{6818} In some embodiments, a request may additionally or alternatively include a
placement configuration to determine placerent of computing resources. A placement
configuration may indicate placement of computing resources such as a geographic location,
wsolation of particular coraputing resources from tevants in a multi-tenant environment,
sharing of computing resources with tenaunts in a multi-tenant environment, a physical
configuration of computing resources, and a logical organization of computing resources into

One or more Ccomputing resource units,

(6811} The resource management system enables users to request allocation of computing
resources based on factor relevant to a user of the computing resources. Traditional systems
may not enable a user to request allocation of computing resources based characteristics
relevant to the user such as security considerations {¢.g., sharing of resources or
environments}, performance considerations (¢.g., allocation of hypervisors to virtual
machines), uscr-specific preferences, or geographic considerations (c.g., geographical

location of computing resources o mprove performance). Emboduments of the present
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invention address these and other issues related to allocation and management of computing

resources based on user’s needs.

{68121 In some embodiments, placement policy-based resource allocation may be
irmnpicmented by a computing system. The computing system may be part of a resource
management systern. The coroputing system may be configured to implement methods and
operations described herein. Yet other embodiments relate to systems and machine-readable
tangible storage rocdia, which eraploy or store 1nstructions for methods and operations

described herein.

{6813} In at least one embodiment, a method may include receiving a request for a service.
The method may include identifying a definition of a plurality of computing resources based
on the request. The method may inchude determining a placement policy indicating a
placement configuration of the plurality of computing resources. The method may mclude
allocating, using the placement policy and the definition, the plarality of computing resources
in a resource infrastructure system. A resource infrastructure system may include one or

more data centers,

(6814} Iun certain embodiments, a request may include a definition. The definition may
ndicate one or more types of computing resources and a quantity of each of the types of
computing resource. A definition may include a processor definition, a memory definition, a
virtual machine definition, or a combination thereof, A virtual machine definition may

identify a set of virtual machines.

[6815] Iun certain embodiments, a request may indicate a type of service foruse of a
plurality of computing resources. The definttion may be identitied based on the type of
service. For example, a definttion 1s identified based on a service for deployment using the

phurality of computing resources.

[6616] In some embodiments, the method may include establishing, according to the
placement configuration, a placement of the plurality of computing resources in the resource
infrastructure systent. The placement configuration may include characteristics for
placement of computing resources requested by a user. For example, the placement
configuration may inchude a geographic location where placement of the plurality of
resources is established. In some embodiments, a placement configuration may 1ndicate one
or more groups of computing resources. For example, a placement configuration identifies a

set of virtual wachines allocated to a first group of the plarality of groups. A first computing
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resource of the phlurality of computing resources is aliocated to the first group based on the
placement configuration. In some embodiments, a placement configuration may inchude a
security configuration to prevent access to the plurality of computing resources by other
computing resources. For example, a sccurity configuration moay indicale one or moore
hypervisors allocated to manage the plurality of computing resources. The security
configuration may indicate a set of virtual machines allocated to the hypervisor to support the
plurality of computing resources. In another example, a placement configuration includes a
performance configuration. The performance configuration may indicate a first computing
resource allocated to a first hypervisor and may indicate a second computing resource
allocated to a sccond hypervisor. The plurality of computing resources includes the first

computing resource and the second computing resource.

{3817} The foregoing, together with other features and embodiments will become more

apparent upon referring to the ollowing specification, claims, and accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[6018] FIG. 1A is alogical view of & cloud infrastructure system according to an

embodiment of the present invention.

(68191 FIG. 1B depicts a simplified diagram of a placement policy-based resource
allocation and manageroent system according to an embodiment of the present invention.
138207 FIG. 2 depicts an example of placement policy-based resource allocation and
management according to an embodiment of the present invention.

{6821} FIG. 3 depicts a more detailed high-level diagram of a system for placement policy-
based resource allocation and management according to an embodiment of the present
invention.

(66221 FIG. 4 depicts an cxample of a data structure for storing a definition of one or more
computing resources according to some embodiments of the present invention.

[3623] FIG. 3 depicts a flowchart illustrating a process of placement policy-based resource
allocation according to an embodiment of the present mvention.

[6024] FIG. 6 depicts a flowchart tllustrating a process of placement policy-based resource

allocation according to an embodiment of the present invention.
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168257  FIG. 7 depicts a siraplified diagram of a distributed system for implernenting an

embodiment.

[6826] FIG. 8 illustrates a simplified block diagram of one or more components of a system
environment in which services may be offered as cloud services, in accordance with an

erobodiroent of the present disclosure.

1668271 FIG. 9 illustrates an exemplary computer system that may be used to implement an

cmbodiment of the present mmvention.

DETAILED DESCRIPTION
[6828] In the following description, for the purposes of explanation, specific details are set
forth 1 order to provide a thorough understanding of erabodiments of the invention.
However, it will be apparent that various embodiments may be practiced without these

spectfic details. The figures and description are not intended to be restrictive.

{6829} The present disclosure relates generally to managing and allocating coraputing
resources based on user preferences. For purposes of this disclosure, it is assumed that the
management and allocation of the computing resources 1s porformed at least in part in
response to one or more subscription orders subscribing to one or more services provided by
a service provider of a distributed computing environment such as a cloud computing
environment. While some ewbodiments have been disclosed herein with respect to managing
and allocating computing resources provided under service models including Softwarc as a
Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (JaaS), this is not
intended to be restrictive. In addition to SaaS, PaaX, and 1aa8, the teachings disclosed herein
can also be applied to other service roodels. For example, the teachings arc applicable to any
model of service delivery for enabling conventent, on~-demand network access to a shared
pool of computing resources {e.g. networks, network bandwidth, servers, PODs, processing,

memory, storage, applications, virtual machines, services, efc.}.

(6836} Iu certain embodiments, a distributed computing environment such as a cloud
computing cnvironment may include a suite of applications, middleware and database service
offerings that are delivered to a user in a self-service, subscription-based, eiastically scalable,
reliable, highly avatlable, and secure manner. The cloud computing cnvironment may

provide many capabilities including, but not limited to, provisiouning, managing aud tracking
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a user’s subscription for services and resources in the cloud computing environment,
providing predictable operating expenses to users utilizing the services in the cloud
computing environment, providing robust identity domain separation and protection of a
user’s data in the cloud computing covironroent, providing users with a transpareut
architecture and control of the design of the cloud computing environment, providing users
assured data protection and compliance with data privacy standards and regulations,
providing users with an integrated development experience for building and deploying
services n the cloud computing environment and providing users with a scarnicss mtegration
between business software, middieware, database and infrastructure services in the cloud

computing cuvironrent.

{38311 In certain embodiments, services provided by the cloud infrastructure system may
inchade a host of services that are made avaiiable to users of the cloud computing
environment on dernand such as online data storage and backup solutions, Web-based e-muail
services, hosted office suites and docuroent collaboration services, database processing,
managed technical support services and the like. Services provided by the cloud computing
environment can dynamically scale to rocet the needs of its users. A specific instantiation of
a service provided by cloud computing environment is referred to herein as a service instance.
In geuneral, any service made available to a user via a communication network such as the
Internet from a cloud service provider's system is referred to as a cloud service. Typically, in
a public cloud environment, scrvers and systems that make up the cloud service provider's
system are different from the user's own on-premises servers and systems. For example, a
cloud service provider's system may host an application and a user may, via a communication

network such as the Internet, on demand, order and use the application.

68321 A service in a computer network cloud infrastructure includes protected computer
network access to storage, a hosted database, a hosted web server, a software application, or
other service provided by a cloud vendor to a user, or as otherwise known in the art. For
example, a service can include password-protected access to remote storage on the cloud
through the Internet. As avother exarople, a service can include a web service-based hosted
relational database and script-language middieware engine for private use by a networked
developer. As another example, a service can inclade access to an email software application

hosted on a cloud vendor's web site,
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(68331 FIG. 1A is a logical view of a cloud computing environment 10 according to some
embodiments of the present invention. Cloud computing environroent 10 may provide a
varicty of services via a cloud or networked environment. These services may include one or
more services provided under SaaS, PaaS, TaaS, or other categornies of services including
hybrid services. A user, via a subscription order, may order one or more services provided by
cloud coroputing environment [0, Cloud computing environment 10 then performs

processing to provide the services in the user’s subscription order.

[6834] Cloud computing cavironment 10 may provide the cloud services via different
deployment models. For exaraple, services may be provided under a public cloud model
where cloud computing environment 18 is owned by an organization scling cloud services
{c.g.. owned by Oracle) and the services are made available to the gencral public or different
industry enterprises. As another example, services may be provided under a private cloud
model where cloud computing coviromment 10 1s operated solely for a single organization
and may provide services for one or more cotities within the organization. The cloud services
may also be provided under a community cloud model where cloud infrastructure system 100
and the services provided by cloud computing environment 10 are shared by several
grganizations in a related community. The cloud services may also be provided under a

hybrid cloud model, which 18 a corabination of two or more different models.

(68331  As shown in FIG. 1A, cloud coroputing environment 10 may comprise multiple
components, which working in conjunction, enabic provision of services provided by cloud
computing covitournent 10, In the embodiment llustrated in FIG. 1A, cloud corputing
environment 10 includes a SaaS platform 15, a PaaS platform 20, an IaaS platform 25,
mfrastructure resources 30, and cloud management functionality 35, These components may

be implemented in hardware, or software, or combinations thereof,

[6636] SaaS platform 15 is configured to provide cloud services that fall under the SaaS
category. For example, SaaS platform 15 may provide capabilities to build and deliver a
suite of on-demand applications on an integrated development and deployment platform.
Saa8S platform 15 may manage and control the underlying software and infrastructure for
providing the SaaS services. By utilizing the services provided by Saa8 platform 15, users
can utilize applications executing on cloud corputing enviromment 10, Users can acquire the

application services without the need for users to purchase separate Heenses and support.
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(68371 Various different SaaS services may be provided. Examples include without
timitation services that provide solutions for sales performance manageroent, enterprise
integration and business flexibility for large organizations, and the like. In onc embodiment,
the SaaS services may include User Relationship Managerent (CRM) services 40 {e.g.,
Fusion CRM services provided by the Oracle cloud), Human Capital Management
(HCM)/Talent Management services 45, and the hike, CRM services 40 may include services
directed to reporting and management of a sales activity cycle to a user, and others.
HCM/Talent services 45 may mclude services directed to providing global workforce

lifecycle management and talent management services to a user.

[6838] Various different PaaS services may be provided by PaaS platform 28 in a
standardized, shared and clastically scalable application development and deployraent
platform. Examples of PaaS services may include without limitation services that enable
organizations {such as QOracle) to consolidate existing applications on a shared, commeon
architecture, as well as the ability to build new applications that leverage the shared services
provided by the platform. PaaS platform 20 may manage and control the underlying software
and nfrastructure for providing the PaaS services. Users can acquire the PaaS services
provided by cloud computing environment 10 without the need for users to purchase separate
Hcenses and support. Examples of PaaS services melude without timitation Oracle Java

Cloud Service (JCS), Oracle Database Cloud Service {(DBCS), and others.

68391 By utilizing the services provided by PaaS platform 20, users can utilize
progravmaing languages and tools supported by cloud computing envirooment 10 and also
control the deployed services. In some embodiments, Paa8 services provided by the cloud
computing environment 10 may include database cloud services 50, middleware cloud
services {e.g., Oracle Fusion Middieware services) 55 and Java cloud services 60, Inone
cmbodiment, database cloud services 50 may support shared service deployment models that
enable organizations to pool database resources and offer users a database-as-a-service in the
form of a database cloud, middieware cloud services 55 provides a platform for users to
develop and deploy various business applications and Java cloud services 60 provides a
platform for users to deploy Java applications, in the cloud computing environment 18, The
compounents in Saal platform 15 and PaaS platforma 20 illustrated 1n FIG. 1A are weant for
iilustrative purposes only and are not intended to limit the scope of embodiments of the

present invention. In alternate embodiments, SaaS platform 1S and PaaS platforro 20 may
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include additional components for providing additional services to the users of cloud

computing covitournent 10

[6840] Various different [aaS services may be provided by 1aal platform 20. The {aa8
services facilitate the management and control of the underlying computing resources such as
storage, networks, and other fundamental corputing resources for users utilizing services

provided by the SaaS platforn and the Paa8 platform.

[8041] In certain cmbodiments, the cloud cornputing environment 10 includes
infrastructure resources 30 for providing the resources used to provide various services fo
users of the cloud computing environment 10, In one embodiment, infrastructure resources
3¢ includes pre-created and optimized combinations {e.g., groups or sets} of hardware such as
servers, storage and networking resources to execute the services provided by the PaaS

platform and the SaaS platform.

{38421 In certamm embodiments, cloud management functionality 35 provides
comprehensive managerent of cloud services {e.g., SaaS, Paa8, 1aa8 services) in the cloud
computing environment [0, In one cmbodiment, cloud managerment functionality 35
includes capabilities for provisioning, managing and tracking a user’s order or subscription

received by the cloud mfrastructure system 10, and the hike.

[3343] Sorne embodiments, such as systerns, methods, and machine-readable media, are
disclosed for a placement policy-based resource allocation and management system. FIG. 1B
depicts a siraphified diagram of a placernent policy-based resource allocation and
management system 100 according to an embodiment of the present invention. System 100
may include a resource management systern 140 that handles allocation and management of
computing resources. In some embodiments, system 100 may be implemented in a cloud
computing environment, ¢.g., cloud computing environment 10. Resource management
system 140 roay be tn communication with the cloud coroputing environment or may be
implemented in cloud computing environment. Resource management system 140 may
provide services as via a cloud or networked environment. For example, resource
management system 140 may provide services as part of cloud computing environment 10.
In some embodiments, for management and provisioning of computing resources, cloud
computing environment 10 may request resource management system 140 to allocate
resources based on a request for services. The resources may be allocated based on

preferences indicated by a user.

10



WO 2016/022908 PCT/US2015/044187

68441 Computing resources may include, without limitation, a processing unit {e.g., a
processor, multiple processors, or a multicore processor}, a memory, a virtual machine, a
hypervisor, networks, network bandwidth, servers, PODs, storage, applications, virtual
machines, services, or other types of computing resources. A POD 1s a logical entity that can
represent one of the following: a pre-provisioned anonymous single-tenant deployment {as is
the case for the Java service); or a raulti-tenant stack (physical or virtualized) that serves
multiple tenants {as is the case for the database service). For example, a POBD isa
deployment of a service on a physical stack. A POD can house onc or roore service instances.
A POD can be created a priori or can be created on-demand when a service instance is
created for a given customer. In some instances, a POD is an instantiation of a software stack
for runuing a service. A POD is thus used to run a service. For example, a POD
corresponding to Java service may comprise a stack of virtual machines. As another
exaraple, a POD for a database service may comprise an instance of a database. A POD roay
be considered as a subsystem that is capable of hosting a service. Different PODs may be

used for different services.

138457  Computing resources may be allocated to one or more groups of computing
resource. Each group of computing resources may be referred herein as “a computing
resource unit”. FIG. 1B shows an example of computing resource units 102, 104, 106, 108,
110, 112, 114, 116, 118, and 120. Each computing resource unit may include one or more
computing resources. A computing resource may be allocated for one or more computing
resource units. Computing resources may be allocated in one or more data centers, each of
which may be located in different geographical regions. Each geographical region may be
separated by one or more networks providing communication with those geographical
regions. For example, computing resource units 102, 104, 106 may be located in a data
center 1530 in the United Kingdom accessible via network 122, computing resource unit 108
may be located in a data center 160 in China accessible via network 124, computing resource
anits 118, 120 may be located in data center 180 1n India accessible via network 126, and
computing resource units 110, 112, 114, 116 may be located in a data center 170 in the

Pnited States of America accessible via network 128,

[3846] Traditional service providers, such as 1aal, SaaS, and Paa$ providers provision and
allocate resources in a manner that is most cost effective to the provider, and do not enable a
aser to define how or where the resources are provisiouned to best sutt the user’s needs. Many

prior art systems, for example, are reactive in that they provide resources on demand. In such

11
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systems, resources may be allocated based on factors mcluding demand, capacity,
performance, and availability. However, these systems do not anticipate requests or identify
and provide scts of resources based on current demand. Moreover, the prior art systems do
not enable users to reguest allocation of computing resources based on factor relevanito a
user of the computing resources. For example, existing systerns may not enable a user to
request allocation of computing resources based on security considerations {¢.g., sharing of
resources or environments with tenants), performance considerations {e.g., allocation of
hypervisors to virtual machines), user-specific preferences, or geographic considerations
{c.g., geographical location of computing resources to improve performance). Embodiments
of the present invention address these and other issucs related to allocation and management

of computing resources based ou user’s needs.

[3347] Resource management systerm 140 may provide an end user {e.g., customer 130)
with access to computing resources shown in FIG. 1. For example, as shown i FIG. 1,
resource management system 140 can recetve requests {e.g., resource request 132} fror a
user {¢.g., customer 130). The request indicate one or more computing resources. In some
embodiments, a request may correspond to or include an order or service subscription for one

or more services of type aaS, Paas, and/or SaaS.

[B048] A request may inchude information indicating a resource definition for allocation of
computing resources for a user. Resources maay be allocated for a user based on a service
requested by the user. In some embodiments, a request may indicate the resources to allocate
for a user, such as based on a resource definttion. The resource definition ruay indicate a
topology of the computing resources to allocate for the user. The topology may indicate what
computing resources to allocate and how to allocate those coraputing resource. In some
embodiments, a request may include a placement configuration to determine placerment of
those computing resources. A placement configuration may indicate placement of coruputing
resources such as a geographic location, isolation of particular computing resources, sharing
of computing resources with tenants, isolation of computing resources from tenants, a
physical configuration of computing resources, and a logical organization of computing

TSSOUICEs 1Nt ONe Of MOre cComputing resource units.

{6849} Bascd on the information indicated by a request, resource managerent system 140
may determine a placemeunt policy for allocation of cormputing resources indicated by the

request. The placement policy can be selected based on information included in a request,
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¢.g., a resource definition. A placement policy may indicate a placement of one or more
computing resources requested by a user. The placement policy may indicate where and how

computing resources are to be placed once allocated.

[6850] Now turning to FIG. 2, an example is depicted of placement policy-based resource
allocation and roanagement according to an embodiment of the present invention. As
described above, typical Paal, SaaS, and Taa8 providers may not enable users to define what,
how, and where thetr requested computing resources arve provisioned. Instead, computing
resources are typically allocated based on the provider of those computing resources.
Allocation ray occur in whatever manner is most cost effective for the provider. However,
the allocation of computing resources by a provider may not be the most desirable for a user

or may not provide the best user cxperience for the user.

{6851} Embodiments of the present invention exposce fine-grained resource allocation
capabilities to the user by enabling the user to define placement policies for their requests.
This may provide a number of advantages to a user by affording the user with more control
over the configuration of computing resources, not just selection of the resources. Enabling
users to control configuration of their resources may further tmprove the efficiency of the

user of such resources.

{3852} There are many examples by which enabling configuration of computing resources
may be benehicial to use of those resources. For example, a user may have concerns with the
security of his data, particularly where the data may be stored on the same computing node as
other users’ data. Although providers may provide guarantees as to data security, such
guarantees may be insufficient for some users. The user may instead want theit own
computing nodes that are not shared {(¢.g., dedicated) with any other users {¢.g., tenants) or
shared with other users {e.g., tenants). The user may desive protection even one-step further
requesting isolation of computing resources to different physical systems, data centers, and/or
geographic regions. In some instances, a user may desire 1solation of computing resources on

a tenani-based level where resources are not accessible to other tenants.

{6853} In another cxample, users may have particular performance or redundancy
requirements. A user may prefer to define a configuration of computing resources o ensure
performance requirerents are being met. In this instance, a user may desire to specifically
define a configuration for resource allocation, where the configuration indicates an

arrangement of computing resgurces.
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{68541 To cnable fine-grain resource allocation, embodiments of the present invention
enable a user to define and/or select frorn a plurality of placement policies to accommmodate
users’ needs. As used herein, placement policies refer to the rules that define how computing
resources are aliocated to a user. Placeruent policies can indicate allocation of resources

based on a number of different factors.

(68551  Where performance is an issue, a placement policy may be defined such that
computing resources may be grouped to ran on a hypervisor or a set of hypervisors. Sach a
placement policy may be chosen to improve network communication and request/response
times {e.g., reducing calls to the networking layer), when compared to traditional resource
allocation methods, whereby resources may be spread between different hypervisors or sets
ot hypervisors for cost efficiency. In another example, shared storage resources may be best
allocated in the same hypervisor or set of hypervisors as its associated compute nodes o
iraprove performance. As described above, security concerns can be addressed by running
resources on dedicated hypervisors. This can be used to secure data from malicious or
inadvertent accesses between different users or between sets of data controlled by the same
user that need to be maintained separately. Likewise, geographic restrictions (e.g., livattations
on the locations of data centers that host the resources) may also be provided to meet
particular secunity, performance, or regulatory requirernents. Additionally, isolation and/or
redundancy can be maintained by running particular resources on separate hypervisors or sets
of hypervisors. This can be used to preserve data in case of failure or to perform
management, administrative, or infrastructure operations (such as patching) on one set of
resources, without affecting other resources {¢.g., to reduce downtime). In some
emabodiments, an enterprise design, integration requirement, or other functional requirement
may require that components can interoperate only within the scope of same hypervisor {(e.2.,

SD.

[3856] Examples of placement policies include a dedicated hypervisors policy in which
allocated resources run on virtual machines placed to a set of hypervisors. The set of
hypervisors are dedicated in that they are not shared with other users. A best fit placement
policy may allocate virtual machines to a set of hypervisors to optimize computing resource
utilization. For example, the set of hypervisors may be shared with other users {and run other
resources), as needed, to save resources, maximize resource utilization, reduce fragmentation,
or other resource optimmzation. In some embodiments, the best fit placement policy may be

selected by default where no placement policy is specified by the user. A group fit placement
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policy may be used where a particular portion of computing resources are to be run together.
Virtual voachines can be grouped together and run on one or more hypervisors in the same
hypervisor pool. Placement policies may be customized as needed by users to create hybrid
placement policies that incorporate features froro one or more of the above described, or any

other, placement policies.

[B057]  As shown in FIG. 2, a user 202 can submit a resource request 204 to resource
management system 140, Resource request 204 may mclude a definition 206 that defines a
topology of computing resgurces that are requested. For example, definition 206 may
indicate onc or more types of computing resources and a quantity of cach of the types of
computing resource. A definition may include a processor definition, a memory definition, a
virtual machine definition, or a combination thereof. A virtual roachine definition may
identify a set of virtual machines. Definition 206 may define individual compute nodes, such
as racmory, nurmber of CPUs, storage requirements, and other specifications as required by
the user. For example, as shown i definition 206, resource request 204 mncludes nine virtual
machines, cach with its own specification (¢.g., memory, number of CPUs, and storage). The
uine virtual oachines are grouped such that group 1 includes three, group 2 wnchades 2, and
the remaining four virtual machines are ungrouped. This definition represents a hybrid
placement policy in that two groups are specified for a portion of the requested virtual

machines, and a best fit policy can be applied to the remaining virtual machines.

{68581 In certain embodiments, a request may indicate a type of service forusc of @
plurality of computing resources. The definttion way be identified based on the type of
service. For example, a definttion 1s identified based on a service for deployment using the

plurality of computing resources,

[0659] Based on the definition, the requested resources can be allocated by a resource
infrastructure system, .g., resource pool 208. Resource pool 208 may include or may be
impleroented using one or more data centers. In some embodiments, resource pool 208 may
be a hypervisor pool managed by a service provider {e.g., an 1aaX provider}. In some
erabodiraents, resource pool 208 may include a plurality of resource pools that are distributed
across multiple remote data centers. Further below with reference to FIG. 3 a resource pool
18 described 1n the context of resource management systern 140, A placement of the plurality

of computing resources ray be established 10 resource pool 208 according to a placement

15



WO 2016/022908 PCT/US2015/044187

configuration. The placement configuration may include characteristics for placement of

computing resources requested by a user.

{38607  In one example, a placement configuration may include a geographic location where
placement of the plurality of resources is established. In some embodiments, a placerment
configuration may wndicate one ot more groups of coraputing resources. For example, a
placement configuration identifies a set of virtual machines allocated to a first group of the
plurality of groups. A first computing resource of the plarality of coroputing resources is

allocated to the first group based on the placement configuration.

[6861] In some embediments, a placoment configuration may include a security
configuration to preveot access to the phuraiity of computing resources by other computing
resources. For example, a security configuration may indicate one or more hypervisors
allocated to manage the phlurality of computing resources. The security configuration may
indicate a set of virtual machines allocated to the hypervisor to support the plurality of
computing resources. In another example, a placement configuration includes a performance
configuration. The performance configuration may indicate a first computing resource
allocated to a first hypervisor and may indicate a second computing resource allocated to a
second hypervisor. The plurality of computing resources meludes the first computing

resource and the second computing resource.

(6862} FIG. 3 depicts a more detailed high-level diagram of a system 300 for placement
policy-based resource allocation and management according to an embodiment of the present
invention. As shown in FIG. 3, a user can communicate with resource management system
140 using a coraputer {e.g., user computer 302) to send a resource request 304, Resource
request 304 may indicate information one or more computing resources for allocation. In at
least one embodiment, resource request 304 may include a definttion {¢.g., a resource
definition 332) that indicates one or more computing resources requested by the user. In
some embodiments, resource request 304 may include a placement configuration 334 that
identifies information about placement {¢.g., a physical location) for allocation of the
computing resources indicated by the resource definttion. For example, the placement may
include a geographical location and/or a definttion of one or more computing resource units.
Information in resource request 304 may be used to determine a placernent policy for those

computing resources identified by resource defiuition 332.
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{68631 Resource management system 140 may be implemented using a computer system.
The computer system may mclude one or more coroputers and/or servers, which way be
general purpose computers, specialized server computers (including, by way of example, PC
servers, UNIX servers, mid-range servers, raainframe computers, rack-mounted servers, etc.),
server farms, server clusters, distributed servers, or any other appropriate arrangement and/or
combination thercof. The coroputer system may run any of operating systems or a varicty of
additional server applications and/or mid-tier applications, including HTTP servers, FTP
servers, CGH servers, Java servers, database servers, and the like. Exemplary database servers
include without limitation those commercially available from Oracle, Microsoft, and the ke,
Resource managernent system 140 may be implemented using hardware, firroware, software,
or combinations thereof. In various embodiments, resource management system 140 may be
configured to run one or more services or software applications described in the foregoing
disclosure. For exarple, resource management system 140 may correspond to a computing
system for performing processing as described herein according to an embodiment of the
present disclosure. In some embodiments, resource managerment system 140 may be
implemented using a cloud infrastructure system comprising one or more computers and/or

servers that may inchude those described above.

[6864] Resource managemeut system 140 may include several subsystems and/or modules,
including some, which may not be shown. Resource management system 140 may have
more or fewer subsysterns and/or modules than shown in the figure, may combine two or
more subsystems and/or modules, or may have a different configuration or arrangement of
subsystems and/or modules. In some embodiments, resource management system 140 may
include resource request interface 308, resource allocation module 318, and policy manager
312. Policy manager 312 may include a policy update module 328, Subsystems and modules
of resource management system 140 may be moplemented in software (¢.g., program code,
instructions cxecutable by a processor), in hardware, or combinations thercof. In some
erabodiroents, the software may be stored in a memory {e.g., 4 non-transitory compuier-
readable medium), on a memory device, or some other physical memory and may be
executed by one or more processing units (€.g., ONe OF MOre Processors, 0ne of more

processor cores, one or more GPUs, etc.),

[3065] Resource management system 140 may provide other services and/or software
applications in a virtual or non~virtual computing covironroent. Resource roanagement

system 140 may be configured to run one or more of these services or software applications
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described in the foregeing disclosure. The services offered by resource management system
148 may include, without imitation, SaaS services, Paa8 services, and IaaS services. A
client system may be comymunicatively coupled to resource management system 140, The
services may be accessible via a coromunication network such as the Internet. Users
operating a client system may use one or more applications to interact with resource
managerment system 140 to access the services provided by resource management system

1448.

[6866] Resource management system 140 may inchude at least one memory, one or more
processing units {or processor{(s}), and storage. The processing umit(s) may be irapiemented
as appropriate in hardware, computer-executable instructions, firmware, or combinations
thereof. Computer-executable instructions or firmmware iraplementations of the processing
unit{s} may include computer-executable or machine-executable instructions written in any
suttable programming language to perform the various operations, functions, methods, and/or
processes described herein. The memory in resource management system 140 may store
prograrm instructions that arc loadable and executable on the processing unit(s}, as well as
data generated duning the execution of these programs. The memory may be volatie {such as
random access memory {RAM)) and/or non-volatile {such as read-only memory (ROM),
flash oemory, etc.). The memory may be implerented using any type of persistent storage
device, such as computer-readable storage media. In some embodiments, computer-readable
storage media may be configured to protect a coraputer from an electronic communication
containing malicious code. The computer-readable storage media may include instructions

stored thercon, that when exccuted on a processor, perform the operations described hercin

[6667] Resource management system 140 may include or be coupled to additional storage,
which may be implemented using any type of persistent storage deviece, such as a memory
storage device or other non-transitory computer-readable storage medium. In some
embodiments, local storage may include or implement one or more databases {e.g., 8
document database, a relational database, or other type of database), one or more file stores,
one or more file systems, or combinations thereof. The meroory and the additional storage
are all examples of computer-readable storage media. For example, computer-readable
storage media may include volatile or nou-volatile, removable or non-removable media
irmpiemented in any method or technology for storage of information such as computer-
readable 1ustructions, data structures, program modules, or other data.  In some embodiments,

resource management system 140 may be coupled to or may include one or more data stores,

18



WO 2016/022908 PCT/US2015/044187

such as a data store for policy definitions 320 (“policy definitions™). Policy definitions 320

may ionclude placerment policies 326 and resource definitions 322,

[3868]  In some embodiments, resource management system 140 may inclade or provide
access 1o one or Mmore resource pools, e.g., resource pool 310, Resource pool 310 may be
supported by a resource mfrastructure sysiera. The resource infrastructure system may be
implemented by resource management systent 140 or accessed from a third party provider
that impleraents the resource pool 310, The resource infrastructure system may be
implemented as an 1aa8 service. Resource pool 310 may be implemented using one or more
data centers managed by or accessible to resource management system 140, Resource pool
310 may provide access to one or computing resgurces. Resource allocation module 318 may
provide support for allocation and management of computing resources provided by resource

pool 310,

[386%] Ouve or more indices may be maintained for access to computing resources in
resource pool 310, An index may indicate what resources are currently available ata
particular data center and/or what resources can be provided by cach data center. For
cxample, data center index 314 may indicate how many hypervisors are available in cach
conoected data center and whether those hypervisors can be shared and/or used for dedicated
placement policies. Similarly, resource index 316 may indicate what pre-existing resources
arc available at any given data center, sach as current available application servers, RAC

nodes, storage nodes, otc.

[607¢] Resource management system 140 may receive resource requests {¢.g., resource
request 304) through resource request interface 308, Resource request interface 308 may
communicate with multiple instances of client systems {(e.g., clients associated with different
users and/or multiple chients systerns associated with the saroe user). In some embodiments,
resource request interface 308 may support communication using one or more
communication protocols {¢.g., a web-based communication protocol) to facilitate
communication between user computer 302 and resource management systemn 148, In some
ernbodirents, resource request interface 308 may be defined by a programroing interface
{c.g., an application programming interface (API}). The programming interface may include

callable functions to request computing resources from resource pool 310,

[6671] Resource request mierface 308 may communicate resource requests to policy

manager 312 and resource pool 3180 for allocation of computing resources requested by a
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user. Resource pool 310 can serve as an interface to access one or more resource pools at one
or more data centers managed by resource management system 140, Policy manager 312 can
determine what computing resources are requested and according to what, if any, placement

policy for allocating the computing resources 1o one or more resource pools. Policy manager
312 may communicate with resource allocation module 318 to request allocation of resources

based on a placement policy.

[6672]  Pohicy manager 312 can manage allocation and placernent of computing resources
using one or more policy definitions 320. A policy definition may inchude one or more
placement policies 326 and one or more resource definitions 322, A placeraent policy may
include information indicating how to configure computing resources. A resource definition
may indicate one or more types of computing resources and the nuraber of cach of the types
of computing resources to allocate. An example of a resource definition is described below
with reference to FIG. 4. Computing resources allocated for a resource definition may be
“placed,” or configured according to a placement pohicy determuned for placement of those
resources. A policy definition may indicate a relationship between a placement policy and
one or more resource definitions, such that a placement policy may be identified based on a
relationship of the resource definition(s} to a placement policy A policy definition may be

chosen based on a placement policy and a resource definition that satisfies a resource request,

(66731 One or more of placerment policies 326 may be configured based on wnput from a
user, such as preferences for a geographic location, security for computing resources (€.¢.,
permitted users ot tenants), 1selation of resources, one or more groupings of computing
resources, or allocation of hypervisors to virtual machines. Some of placement policies 326
may be defined based on more frequent or common types of placement of computing
resources. Examples of placement policies may include those described above among others
such as a best-fit placement policy, an isolation placement policy, a security placement
policy, and a performance placement policy. For example, a performance placement policy
may indicate a configuration of computing nodes on g single hypervisor as opposed to two
different hypervisors. In another example, a security placement policy may indicate a
configuration of computing resources within a single resource pool provided by resource pool
310, where the resource pool is isolated from other users. In another example, an isolation
placement policy may indicate a configuration of computing nodes grouped onto a set of
hypervisors 1solated to a single resource pool not shared with computing resources allocated

for other users.
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168741 In some cmbodiments, a placement policy may be defined based on a placement
contfiguration, e.g., placement coufiguration 334, provided in resource request from a user,
Placement configuration 334 may include information indicating onc or more preferences for
placement of coraputing resources, such as a security preference {e.g., allocation of resources
t0 a secured resource pool that is not shared with other users), an isolation preference (e.g.,
allocation of computing resources to a particular pool separated from other resource pools), a
performance preference {e.g., a particular number of resources), or a geographic preference

{¢.g., a geographic location of resources).

(6673}  One or more of resource definitions 322 may be configured based on information
received from a user. In some embodiments, a resource definition may be configured by a
user, such as a uscr operating user computer 302, A resource definition may indicate one or
more characteristics of computing resources. For example, a resource definition may indicate
the types of resources and the amount of cach type of resource to allocate. The types of
resources may be indicated based on a service that 18 requested.  In some embodiments, a
resource definition may be configured for a type of use such testing, development,
production, or the like. A resource definttion can be selected from resource definitions 322
based input received in resource request 304, A resource request may indicate a type of use
or one or more attributes related to use of computing resources, and the information o
resource request may be used to identify one or more resource definitions that match the
request. In some embodiments, a resource definition may be defined based on a resource

definition, e.g., resource definition 332, recetved in resource request 334,

[3876]  In some embodiments, policy manager 312 may identify a resource definition
arnong resource definitions 322 for a resource request 33, As explained above, resource
request 330 may include information useful for identifying a resource definition. In some
nstances, resource reguest 330 may include an identificr of a resource definttion that can be
used to identify a resource definition based on the identifier. In some embodiments, a
resource definition may be identified based on one or more criteria for computing resources
indicated in resource request 330, The criteria may include a number of resources, a type of
service requested {e.g., a service for deployment), a type of resources, or a type of use {e.g.,
production, development, or testing). Examples of services may include one or more PaaS,
Saas, and/or 1aaS. A request may define one or more computing resources of an
mfrastracture for an {aaS service. Policy manager 312 may choose a resource definition from

amongst resource definitions 322 that matches the criteria. In some instances, a resource
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jefinition may be identified as matching that is closer among resources definitions 322 to the

criteria. In some embodiments, resource request 330 may indicate a request for a service, suc

that resource request 330 may not indicate a resource definition. Instead, resources may be
efined based on policies identified corresponding to a service indicated in resource request

330,

168771 Policy manager 312 may be configured to determine a placement policy for
configuration of a set of computing resources requested by a resource request. Tn some
emmbediments, one or more criteria {¢.g., placement configuration 334) may be included in
resource request 330, The criteria in a resource request may be used to determine a
placement policy from amongst placement policies 326. The criteria may include, without
linitation, an organization {¢.g., grouping) of compuling resources, a geographical location
for placement of computing resources, security isolation characteristics, sharing preferences
{¢.g., sharing or not sharing with users or other tenants), or an arrangement of particular types
of computing resources (e.g., hypervisor to virtual machine allocation). Policy manager 312
may asscss placement policies 326 to determine a placement policy that closes matches the
criteria provided by a user in resource request 330, In some embodimaents, one or more
placement policies 326 may be stored in associated with one or more atiributes defining a
placement of coraputing resources. The atiribute(s) roay be compared with the criteria in

resource request to identify a placement policy more closely matching a user’s request.

{68781 Policy manager 312 may include policy update module 328, which is configured to
update policy definitions 320, Policy definttions 320 may be updated based on information
received from user computer 302, In some embodiments, policy update module 328 may
dynamically create or modify policy definitions 320 based on previcus resource requests. For
example, policy update module 328 may create a new policy definition based on resource
definitions and placement policics that are more frequently sclected for resource requests.
Based on a history of resources requested, policy update module 328 may create one or more
new resource definitions and/or placement policies that more closely match criteria for
resources that are requested.

[6679] Based on a policy definition chosen for a resource request, resource pool 310 may
allocate onc or roore computing resources according to the policy definttion. Resource
allocation module 318 may allocate, using a placement policy and a resource definition of a

policy definition, computing resources from resource pool 310, A resource definition may be
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used to determine computing resources to allocate in resource pool 310, A configuration of
the computing resources may be determined based on the placement policy of a policy
definition selected based on a resource request. Resource allocation module 318 may use
data center tndex 314 and resource index 316 to identify computing resources for allocation
according to the policy definition. Data center index 314 and resource index 316 may be
updated to reflect computing resources allocated for a resource request. For example, upon
allocation of computing resources according to the policy definition, data center index 314
and/or resource index 316 may be updated with data indicating information about the
resources allocated to a user. An identified of a user may be stored in association with an
wdentifier of cach of the computing resources allocated for the user. Dara center index 314
and/or resource index 316 may be updated with an identifier of the user stored n association

with the computing resources allocated for the user.

[6080] Resource alocation module 318 may deallocate computing resources that are no
longer used for a resource request. Resource allocation module 318 may comamunicate with
one or more data centers supporting resource pool 31 to allocated and/or deallocate
computing resources. For example, resource allocation module 31X may communicate with
geographically separated data centers to allocate computing resources according to a
placement policy where the placement policy 1ndicates allocation to different geographical
locations. Resource allocation module 318 may communicate to policy manager 312
information (¢.g., a status) about allocation and desllocation of computing resources in

resource pool 310.

[6881] Policy manager 312 may determine whether computing resources have been
allocated in resource pool 310 for a resource request. Based information recerved from
resource allocation module 318, policy manager 312 may request a notification {e.g.,
notification 304} to be sent to user coraputer 302 to inform a user associated with resource
request 330 about allocation of computing resources. Neotification 304 may inchude
information about computing resources that are allocated, and a manner{e.g., a
configuration) in which the coraputing resources are allocation.

[6882] Typically, in a shared resource environment, such as a cloud resource pool,
resources may be allocated by a provider for optimization based on factors inchuding cost,
performance, and availability. Io such instances, the user is not given control o request

allocation of resources based on considerations such as security, performance, and
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geographic location important to a user. By allocating computing resources based on a user’s
request, a user 18 afforded greater control in the allocation of those cormputing resources ina
shared resource environment. In some embodiments, the user can provide ¢ criteria such as a
configuration of computing resources to ensure important considerations for security,

performance, and operation are addressed.

[6083] FIG. 4 depicts an cxampie of a data structure 400 for storing a resource definition of
one oF more computing resources according to sore erobodivoents of the present iovention.
Data structure 400 provides one example a resource definition for a resource request. Data
structure 400 may be included in a resource request for computing resources. In some
embodiments, each instance of a data structure {e.g., data structure 400) may correspond to a
resource definition in resource definitions 322, Computing resources may be allocated ina

resource pool (e.g., resource pool 310} based on a resource definition.

[6884] Data structure 400 may be implemented as one or a combination of different types
of data structures inchuding, without restriction, an array, a record, a relational database table,
a hash table, a linked list, or other types of data structures. For purposes of illustration, data
structure 400 is shown in an arrangement with a particular number of ficlds (ficlds 402, 404,
406, 408, 410, and 412; however, data stracture 400 may be defined by more or fewer ficlds
in different arrangement than shown. The number and/or types of fields can vary based on
computing resources that are requested. The data shown with respect {o a particalar field

may be stored in data record 400 or may indicate a memory location where the data is stored.

[6085] Field 402 (“virtual machine identifiers”) that includes information about virtual
machines to be allocated. In some embodiments, ficld 402 may include identifiers of specitic
virtual machines to be allocated based on the resource definition of data structure 400. Field
404 maay include information about the number of processors to be allocated for a resource
definition. The number of processors may correspond o hardware processors (e.g., bardware
processors). Field 406 may indicate the amount of memory to allocate. In some
embodiments, field 406 and/or other ficlds may include information about the amount of
merory to allocate for ditferent computing resource units and may indicate the type of
memeory to allocate. Field 408 may include information about virtual machines, ¢.g., one or
more naracs of virtual machines. In sorne crabodiments, ficld 408 may include mformation
about a configuration of virtual machines to hypervisors. Field 40K may include information

about an arrangement or organization of allocating virtual machines to hypervisors. Field
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410 may include information about one or more operating systems to implement for
computing resources. Field 410 may indicate a type of operating system to iroplement. Field
412 may include group identification information, such as iformation about one or more

computing resource units of the computing resources identified by data record 400.

[8686] Iu some embodiments, a resource definition can be provided in a text format. The
resource definition may be stored in a format such as that shown in FIG. 4. Listing 1 shown

below is an example a resource definition specified by a user:

TOPOLOGY = NUM_OF VMS--

>VM NO:VM CPU COUNT:VM MEM REQUIRED:VM COMMENTS:VM 08 TEMPLATE:GROUF ID

e

CRM_DEPLOYMENT = 13-->
1:&:32000:RAC_NODEL HOST:0VM OLSU6 86 64 11203RAC PVM:1,
2:8:32000:RAC_NODEZ HOST:0VM OL5U6 X86 64 11203RAC PVM:1,

3:0:0:RAC_NODELI VIP HCOST:stit oelbué:l,

s
[an)

0:RAC NODE2 VIP HOST:stit oelbub:l,

6:4:11264:IDM HOST:HCM DVF RELS GA 0OIM:C,
7:2:1024:TDM HOSTZ:HCM DVFE RELD GA AUTHOHS: G,

8:4:12288:IDM HOST3I:HCM DVF RELD GA CID:0,

&
Ny
[y}
P
<

372:0HS _HOST:HCM DVF RELD GA OHS:(,

10:4:15360:FA ADMIN HOST:HCM DVF RELS GA FA:(,
$4:20480:PA PRIMARY HOST:HCM DVF RELS GA PRIMARY: 0,

12:24:501

~
5N

:FA_SECONDARY HOST:HCM DVF REL5 GA SECONDARY: 0,
13:4:6144:BT_HOST:HCM DVF RELS GA BI:Q

Listing 1. Example Resource Definition
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{68871 As shown the cxample of in Listing 1, thirteen virtual machines in two groups are
wdicated 1n a resource request. In some embodiments, groups can be wdentified based on
names of VMs without explicit group IDs. Listing 1 defines an example resource definition
for a customer relations wanager (CRM ) deployment. Each VM in the resource definition
includes a VM number (VM_NQO), a defined number of CPUs (VM _CPU_COUNT), a
defined amount of memory (VM MEM REQUIRED), a VM name (VM_COMMENTS),
and operating system definition {(VM_OS TEMPLATE), and a group D (GROUP_ID). In
some cmbodiments, the resource definttion may inchude more or foewer requirements. For
example, in some embodiments the resource definition for each VM may include a flag that
indicates whether a proxy node s to be used. Some VMs, such as VMS 3-5, may be
requested without a CPU or memory requivement, these VMs way be set up as 1P addresses

for the deployment.

[B088]  As illustrated above, resource groups can be wdentified automatically based on the
resource dehinttion and/or defined explicitly wn the resource definition. For exarople, in
Listing 1, cach virtual machine named “RAC *” can be identified and allocated as a group in
a resource pool. In some embodiments, recommended groups can be identified based on the
node names and presented to a user for confirmation. In some embodiments, an explicit
group 1D can be included m the resource definihion. For example, as shown i Listing 1,
VMs -5 inclade a Group 1D of 1, while VMs 6-13 include a Group 1D of 0. In some
cmbodiments, if the Group 1D corresponds to a pre-existing group, the newly requested VMs

can be added to the pre-existing group.

[338%] Based on the resource definition, the requested resources can be allocated from
resource pool 310, In sorne ermbodirnents, resource pool 310 may be a hypervisor pool
managed by an [aaS provider. In some embodiments, resource pool 310 may include a

plurality of resource pools that are distributed across multipic rernote data centers,

[6098] FIG. 5 illustrates a flowchart 500 of a process of placement policy-based resource
allocation according to an embodiment of the present invention. In some embodiments, the
process depicted in flowchart 500 may be implernented by resource managernent system 140
of F1(3. 1. Computing resources may be allocated by a resource infrastructure system, such
as resource pool 310 of FIG. The resource infrastructure system may include one or more
data centers to support allocation of computing resources. A resource infrastructure system

may be included or implemented by resource management system 140, In some
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embodiments, resource management system 140 may determine the computing resources to
allocate and a placerent policy for configuration of those computing resources, and resource
management system 140 may request a resource infrastructure system to allocate the

computing resources.

(668917 Flowchart 500 may begio at step S02 by receiving a request for a service. For
cxample, resource management system 140 may receive resource request 132 or resource
request 330 for coraputing resources. The service may include one or more of an 1aal
service, a PaaS scrvice, or a Saa8 service. A request may be received from a computer (e.g.,
uscr coraputer 302) operated by a user, such as a customer. Information in a request may be
used o determing computing resources to be allocated and/or the placement of such

TCSOUICes.

{68921 A request may include information that indicates or information that 18 used to
determine one or more computing resources requested by a user. Examples of computing
resources may include, without restriction, one or more processing units {¢.g., a processor or
a multicore processor), One or more memory, one or more virtual machinegs, or one or more
hypervisors. In some embodiments, a request may indicate a definition (e.g., a resource

definition) of one or more coroputing resources requested by a user.

[3893] At step 504, a definition {e.g., a resource definition) of a plurality of computing
resources may be identified. A definttion may indicate characteristics of computing
resources {€.g., a type of computing resources} to be allocated and the amount of computing
resources. In some embodiments, a definition may be identificd based on a request (e.g.,
request recetved at siep 5023, One or more defintiions of cornputing resources may be
configured by a user and selected based on information received in a request. For example, a
request may fndicate a configured definition or one or more criteria for selecting a configured
definition. In some embodiments, a resource definition may be identified based on the
service requested. A service may be defined based on a resource definition indicating the

type and the quantity of computing resources to enable the service.

[6894] A placement policy indicating a placement configuration of the plurality of
computing resources may be deternmned at step 506, In some embodiments, a placement
policy may be determined based in information included in a request. A request may indicate
onc or more characteristics for placement of computing resources requested. For example, a

request may inchide a placement configuration. A placement policy may be selected from a
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plurality of placement policies based on identifying a placement policy that matches the
placerent configuration. In some wnstances, a placement policy may be deterroined as one
that most closely satisfics the characteristics for placement of computing resources requested.
Placement charactenistics may relate to placement of cormputing resources, such as a grouping
of computing resources {e.g., one or more group definitions of a type of computing
resourees), one or more location charactenistics {¢.g., 4 geographic location}, or one or more

security characteristics {e.g., an isolated environment or an isolated computing resources).

[3895] At step 508, using a placement policy and a definition, computing resources may be
allocated. For cxample, resource managernent system 140 roay request the coraputing
resources to be allocated in a resource pool. The tnformation in the placement policy and the
definition may be provided to a resource infrastructure system to allocate the corputing

resources. At step 510, the process of flowchart 500 ends.

[6896] FIG. 6 illustrates a flowchart 600 of a process of placement policy-based resource
allocation according to an emboediment of the present immvention. In some embodiments, the
process depicted in flowchart 600 may be implemented by resource management system 140
of FIG. 1. Computing resources may be aliocated by a resource infrastructure system, such
as resource pool 310 of FIG. The resource infrastracture systerns may include oue or more
data centers to support allocation of computing resources. A resource infrastructure system
may be iocladed or implernented by resource manageroent system 140, In some
embodiments, resource management system 140 may determine the computing resources to
allocate and a placerent policy for configuration of those computing resources, and resource
management system 140 may request a resource infrastructure system to allocate the

computing resources.

(668971 Flowchart 600 may begio at step 602 by receiving a request for a service. For
example, resource management systern 140 may receive an order for a subscription to a
service. A service may inchude one or roore of an TaaS service, a PaaS service, or a SaaS
service. Information in a request may be used to determine computing resources to be

allocated and/or the placement of such resources.

[B898] A request may inchude information that indicates or mformation that 1s used to
determine one or more computing resources requested by a user. Examples of computing
resources may include, without restriction, one or more processing units {€.g., a processor or

a multicore processor), one or more memory, one or more virtual machines, or one or more
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hypervisors. In some embodiments, a request may indicate a definition (e.g., a resource

definition) of one or more coroputing resources requested by a user.

{68981  In some embodiments the request may include one or more ¢riteria {(e.g., conditions)
for the requested service. The criteria may indicate how one or more computing rosources
arc allocated for the service. The computing resources may include those for enabling the
service. The ecriteria may indicate placement characteristics for allocating the computing
resources. The criteria may indicate when, how, and/or what resources are allocated for the
service. For example, the criteria may indicate a grouping of computing resources {€.g., one
or ruore group definitions of a type of computing resources), one or mere location
characteristics {e.g., a geographic location), or one or more security characteristics {e.g., an
isolated environment or an isolated computing resources). In sorne crabodiracnts, the criteria
may indicate whether resources are to be allocated with or not allocated with a particular
tenant 1o a multi-tonant environraent. The criteria may indicate the types of resources that

can be shared and/or with whow the types of resources can be shared.

G166} At step 604, a definttion (e.g., a resource definition) of a plurality of computing
resources may be identified. A definition may indicate characteristics of computing
resources {¢.g., a type of computing resources) to be allocated and the amount of computing
resources. In some embodiments, a definition may be identified based on a request {¢.g.,
request received at step 602). For example, the resource definition based be identified based
on the type of service requested by a user. A resource definition may be defined for cach
type of service or a specific service. When a request is for an faaS service, the request may
inchade the resources to be allocated for the user. The request may include or identify one or
more definttions of computing resources may be configured by a user and sclected based on
information received in a request. In some embodiments, a resource definition may be
wientificd based on the service requested. A service may be detfined based on a resource

definition indicating the type and the quantity of computing resources to enable the service.

{6181}  In some embodiments, a placement policy indicating a placement configuration of
the phorality of cormaputing resources may be determined at step 606. In some cmbodiments, a
placement policy may be determined based on the ¢riteria included in a request. A request
may indicate one or more characteristics for placement of computing resources requested.
For example, a request may include a placeroent configuration. A placement policy may be

sclected from a plurality of placement policics based on identifying a placement policy that
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matches the placement configuration. In some instances, a placoment policy may be
determived as one that most closely satisfies the characteristics for placement of computing
resources requested. Placement characteristics may relate to placement of computing
resources, sach as a grouping of computing resources {e.g., one or more group definitions of
a type of computing resources), one or more location characteristics {e.g., a geographic
location), or one or more sccurity characteristics {¢.g., an 1solated environment or an isolated
computing resources). The placement characteristics may be determined in part based on the

criteria in the request.

[3102] At step 608, using a placement policy and a definition, coraputing resources may be
allocated. For example, resource management system 140 may request the computing
resources to be allocated 1n a resource pool. The information in the placement policy and the
definition may be provided to a resource infrastructare system to atlocate the computing

resources. At step 610, the process of tlowchart 600 ends.

[3183] The processes depicted by in FIGs. § and 6 may be implemented in software {e.g.,
code, instructions, program) executed by one or more processing units {¢.g., processors
cores), hardware, or combinations thereof. The software may be stored in a memory {¢.g., on
a roemory device, on a non-transitory computer-readable storage roediom). The particular
series of processing steps in FIGs. 5 and 6 are not mtended to be limiting. Other sequences of
steps may also be performoed according to alternative embodiments. For exaraple, alternative
cmbodiments of the present invention may perform the steps outlined above in a different
order. Moreover, the individual steps illustrated in FIGs. 5§ and 6 may include multiple sub-
steps that may be performed in various sequences as appropriate to the individual step.
Furthermore, additional steps may be added or removed depending on the particular
applications. While processing depicted in cach of FIGs. 5 and 6 is with respect to placement
policy-based resource allocation based on a request frorn g user, such processing may be
performed for multiple resources requests indicating different types of characteristics for
allocating computing resources. One of ordinary skill in the art would recognize many

variations, modifications, and alternatives.

(0164} FIG. 7 depicts a simplified diagram of a distributed system 700 for implementing an
cmbodiment. In the illustrated embodiment, distributed system 700 includes one or more
clicot corputing devices 702, 704, 706, and 708, which are configured to execute and

operate a client application such as a web browser, proprictary client {e.g., Oracle Forms), or
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the like over one or more network(s) 710, Server 712 may be communicatively coupled with

remoie client coraputing devices 702, 704, 706, and 708 via network 718,

[G105]  In various embodiments, server 712 may be adapted to tun oue or roore services or
software applications such as services and applications for placement policy-based resource
allocation. In certain embodiments, server 712 may also provide other services or sofiware
applications can include non-virtual and virtual environments. In some embodiments, these
services may be offered as web-based or cloud services or under a Software as a Service
{Saa8) model to the users of client computing devices 702, 704, 706, and/or 708, Users
operating client computing devices 702, 704, 706, and/or 708 may i turn utilize one or more
client applications to interact with server 712 to uttlize the services provided by these

components.

[6106]  In the configuration depicted in FIG. 7, software coraponents 718, 720 and 722 of
system 700 are shown as being implemented on server 712, In other embodiments, one or
more of the components of system 700 and/or the services provided by these components
may also be implemented by one or more of the client computing devices 702, 704, 706,
and/or 708, Users operating the client computing devices may then utilize one or more client
applications to use the services provided by these components. These components may be
implemented in hardware, firmware, software, or combinations thereof. It should be
appreciated that various different systew configurations are possible, which may be different
from distributed system 700. The embodiment shown in FIG. 7 s thus one example of a
distributed system for implementing av embodiment system and s not intended to be

imiting.

[0107] Client computing devices 702, 704, 706, and/or 708 may include various types of
computing systerns. For exarople, a client coraputing device may inchude portable handbeld
devices {e.g., an iPhone®, cellular telephone, an 1Pad®, computing tablet, a personal digital
assistant (PDA)) or wearable deviees {¢.g., a Google Glass® head roounted display), running
software such as Microsoft Windows Mobile®, and/or a variety of mobile operating systems
such as 1085, Windows Phone, Android, BlackBerry 10, Palm OS, and the like. The devices
may support vartous applications such as various Internet-related apps, e-mail, short message
service (SMS) applications, and may use various other communication protocols. The chient
computing devices may also mclude general purpose personal coraputers including, by way

of example, personal computers and/or laptop computers running various versions of
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Microsoft Windows®, Apple Macintosh®, and/or Linux operating systems. The client
computing devices can be workstation coraputers running any of a variety of commercially-
available UNIX® or UNIX-like operating systems, including without limitation the variety of
GNU/Linux operating systems, such as for example, Google Chrome OS. Client computing
devices may also inchude electronic devices such as a thin-client computer, an Internet-
cnabled gaming system {¢.g., a Microsoft Xbox garning console with or without a Kinect®
gesture input device}, and/or a personal messaging device, capable of communicating over

network(sy 710.

{6108} Although distributed system 700 1n FIG. 7 15 shown with four client coraputing
devices, any number of client computing devices may be supported. Other devices, such as

devices with sensors, etc., may interact with server 712,
3 5

[6109]  Network(s) 710 in distributed system 700 may be any type of network {anuliar to
those skilled in the art that can support data communications using any of a variety of
avatlable protocels, including without lirottation TCP/IP (transmission control
protocol/Internet protocol), SNA (systems network architecture), IPX {Internet packet
cxchange}, AppleTalk, and the like. Merely by way of example, network(s) 710 canbec a
local arca network (LAN), networks based ou Ethernet, Token-Rivg, a wide-area network,
the Internet, a virtual network, a virtual private network (VPN), an intranct, an cxtranet, a
public switched telephone network (PSTN), an 1nfra-red network, a wireless network {e.g., 2
network operating under any of the Institute of Electrical and Electronics (IEEE) 802.11 suite
of protocols, Bluetooth®, and/or any other wireless protocol), and/or any corabination of

these and/or other networks.

[0110] Server 712 may be composed of one or more general purpose computers,
speciatized server computers (including, by way of exaraple, PC (personal computer) servers,
UNEX® servers, mid-range servers, mainframe computers, rack-mounted servers, ¢ic.), server
tarms, server clusters, or any other appropriate arrangement and/or corobination. Server 712
can include one or more virtual machines running virtual operating systems, or other
computing architcctures involving virtualization. One or more flexible pools of logical
storage devices can be virtualized to maintain virtual storage devices for the server. Virtual
networks can be controlled by server 712 using software defined networking. In various
embodiments, server 712 may be adapted to run one or more services or software

applications described in the foregoing disclosure. For example, server 712 may correspond
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to a server for performing processing as described above according to an embodiment of the

present disclosure,

{1} Server 712 may run an operating system including any of those discussed above, as
well as any commercially available server operating systemi. Server 712 may alse run any of
a variety of additional server applications and/or mid-tier applications, mchading HTTP
{(hypertext transport protocol} servers, FTP (file transfer protocol) servers, CGI (common
gateway oterface) servers, JAVA® servers, database servers, and the hke. Exeroplary
database servers include without limitation those commercially available from Oracle,

Microsoft, Sybase, IBM {International Business Machines), and the like.

(0112} Iu some iroplementations, server 712 way clade one or more applications o
analyze and consolidate data feeds and/or event updates received from users of client
computing devices 702, 704, 706, and 708, As an example, data feeds and/or event updates
may include, but are not limited to, Twitter® feeds, Facebook® updates or real-time updates
reccived from one or more third party information sources and continuous data streams,
which may include real-time events related to sensor data applications, financial tickers,
network performance measuring tools {e.g., network monitoring and traffic management
applications), clickstrearn analysis tools, autoruobile traffic mouttoring, and the like. Server
712 may also include one or more applications to display the data feeds and/or real-time

events via one or more display devices of client computing devices 702, 704, 706, and 708.

(6113} Distributed systern 700 may also include one or more databases 714 and 716, These
databases may provide a mechanism for storing information such as user interactions
wformation, usage patterns information, adaptation rules information, and other 1nformation
used by embodiments of the present invention. Databases 714 and 716 may reside in a
variety of locations. By way of example, one or more of databases 714 and 716 may reside
on a non-transitory storage medium local to (and/or resident in) server 712, Alternatively,
databases 714 and 716 may be remote from server 712 and in communication with server 712
via a network-based or dedicated connection. In one set of embodiments, databases 714 and
716 may reside in g storage-ares network (SAN). Simularly, any necessary files for
performing the functions attributed to server 712 may be stored locally on server 712 and/or
remotely, as appropriate. In one sct of embodiments, databases 714 and 716 may include
relational databases, such as databases provided by Oracle that are adapted to store, update,

and retrieve data in response to SQL-formatted commands.
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(6114} In some cmbodiments, a cloud environment may provide one or more services for
placement policy-based resource allocation. FIG. 8 is a stmplified block diagram of one or
more components of a systemn environment 700 in which services may be offered as cloud
services, in accordance with an embodiment of the present disclosure. In the tllustrated
embodiment in FIG. &, system environment 800 includes one or more client computing
devices 804, 806, and 808 that may be used by users to interact with a cloud infrastructure
systern 802 that provides cloud services, including services for placement policy-based
resource allocation. Cloud mfrastructure systera 802 may comprise one or more computers

and/or servers that may inchude those described above for server 712,

(0115} It should be appreciated that cloud infrastructure system 802 depicted in FIG. 8 may
have other components than those depicted. Further, the embodiment shown in FIG. 8 1s only
one example of a cloud infrastructure system that may incorporate an embodiment of the
mvention. In some other embodiments, cloud infrastructure system 802 may have more or
fewer coraponents than shown 1o the figure, may combine two or more coraponents, or may

have a different configuration or arrangement of components.

(6116} Client computing devices 804, 806, and 808 may be devices similar to those
described above for chient coraputing devices 702, 704, 706, and 708. Chient computing
devices 804, 806, and 808 may be configured to operate a chient application such as a web
browser, a proprictary client application (¢.g., Oracle Forms), or some other application,
which may be used by a user of the client computing device to interact with cloud
wirastructure system 802 to use services provided by cloud wmirastructure system 802,
Although exemplary system environment 800 is shown with three client computing devices,
anty nurnber of chient computing devices may be supported. Other devices such as devices

with sensors, etc. may interact with cloud infrastructure system 802.

[6117] Network{s} 810 may facilitate communications and exchange of data between chient
computing devices 804, 806, and 808 and cloud infrastructure system 802, Each network
may be any type of network familiar to those skilled in the art that can support data
cormrunications using any of a variety of commercially-available protocols, including those

described above for network{s) 710.

[6118] In certain embodiments, services provided by cloud infrastructure system 802 may
include a host of services that are made available to users of the cloud infrastructure system

on demand. In addition to services related to placement policy-based resource allocation,
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various other services may also be offered including without Himitation online data storage
and backup solutions, Web-based e-mail services, hosted office suites and docoment
collaboration services, database processing, managed technical support services, and the like.
Services provided by the cloud mfrastructure systern can dyonamically scale to meet the needs

of its users.

(6119} In certain embodiments, a specific instantiation of a service provided by cloud
witrastructure system 802 may be referred to herein as a “service instance.” In general, any
service made available to a user via a communication network, such as the Internet, from a
cloud service provider's systom 1s referred to as a “cloud service.” Typically, in a public
cloud environment, servers and systems that make up the cloud service provider’s system are
service provider’s system may host an application, and a user may, via a communication

network such as the Internet, on demand, order and use the apphication.

(6128} Iuv some exaroples, a service in a computer network cloud infrastructure may include
protected computer network access to storage, a hosted database, a hosted web server, a
software application, or other service provided by a cloud vendor to a user, or as otherwise
known in the art. For exaraple, a service can include password-protected access to remote
storage on the cloud through the Internet. As another example, a service can include a web
service-based hosted relational database and a script-language middleware engine for private
use by a networked developer. As another example, a service can inchide access to an email

software application hosted on a cloud vendor’s web site,

{121} In certam embodiments, cloud infrastructure system 802 woay include a suite of
applications, middleware, and database service offerings that are delivered to a customer in a
self-service, subscription-based, clastically scalable, reliable, highly available, and secure
manner. An example of such a cloud infrastructure system is the Oracle Public Cloud

provided by the present assignee.

161221 Clouod infrastrocture system 802 may also provide “big data” elated computation
and analysis services. The term “big data” is generally used to refer to extremely large data
sets that can be stored and manipulated by analysts and rescarchers to visualize large amounts
of data, detect trends, and/or otherwise interact with the data. This big data and related
applications can be hosted and/or manipulated by an infrastructure sysiern on many levels

and at different scales. Tens, hundreds, or thousands of processors linked in paraliel can act
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upon such data in order to present it or simulate external forces on the data or what it
represents. These data sets can involve structured data, such as that organized in a database
or otherwise according to a structured model, and/or unstructured data (e.g., emails, images,
data blobs (binary large objects), web pages, coraplex event processing). By leveragiog an
ability of an embodiment to relatively quickly focus more (or fewer} computing resources
upon an objective, the cloud mfrastructure systom may be better available to carry out tasks
on large data sets based on demand from a business, government agency, research
organization, private individual, group of like-minded individuals or organizations, or other

entity.

[6123] In various embodiments, cloud infrastructure system 802 may be adapted to
automatically provision, manage and track a custorncr’s subscription to services offered by
cloud infrastructure system 802, Cloud infrastructure system 802 may provide the cloud
services via differcnt deploymcent models. For exarnple, services may be provided under a
public cloud wodel 10 which cloud infrastructure system 802 1s owned by an organization
selling cloud services {¢.g., owned by Oracle Corporation} and the services are made
available to the general public or different industry enterprises. As another example, services
may be provided under a private cloud model in which cloud infrastructure system 802 is
operated solely for a single organization and may provide services for one or more entitics
within the organization. The cloud services may alse be provided under a cormmmunity cloud
model in which cloud infrastructure system 802 and the services provided by cloud
infrastructure system 802 are shared by several organizations in a related community. The
cloud services may also be provided under a hybrid cloud model, which is a combination of

two or more different models.

[6124] In some cembodiments, the services provided by cloud infrastructure system 802
may include one or more services provided under Software as a Service (SaaS) category,
Platform as a Service {PaaS} category, Infrastructure as a Service {1aaS} category, or other
categories of services including hybrid services. A customer, via a subscription order, may
order one or more services provided by cloud infrastructure system 802, Cloud infrastructure
system 802 then performs processing to provide the services in the customer’s subscription

order.

[G1258]  In some embodiments, the services provided by cloud infrastructure system 802

may include, without limitation, application services, platform services and infrastructure
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services, In some examples, application services may be provided by the cloud infrastructure
systern via a SaaS platform. The SaaS platform may be configured to provide cloud services
that fall under the SaaS category. For example, the Saa8 platform may provide capabilities to
build and deliver a suite of ou-demand applications on an integrated development and
deployment platform. The SaaS platform may manage and control the underlying software
and infrastructure for providing the SaaS services. By utilizing the services provided by the
Saa8 platform, customers can utilize applications executing on the cloud infrastructure
system. Customers can acquire the apphication services without the need for customers to
purchase separate Hicenses and support. Various different SaaS services may be provided.
Examples include, without limitation, services that provide sohutions for sales performance

managerent, enierprise fntegration, and business flexibility for large orgamzations.

[3126] In some embodiments, platform services may be provided by cloud infrastructure
system 802 via a PaaS platform. The PaaS platform may be configured to provide cloud
services that fall under the PaaS category. Examples of platform services may include
without limitation services that cnable organizations {such as Oracle) to consolidate existing
applications on a shared, coromon architecture, as well as the ability to build new applications
that leverage the shared services provided by the platform. The PaaS platform may manage
and control the underlyimg software and infrastructure for providing the Paa$S services.
Customers can acquire the PaaS services provided by cloud infrastructure system 802 without
the need for customers to purchase scparate hicenses and support. Examples of platform
services inciude, without limitation, Oracle Java Cloud Service (JUS}, Oracle Database Cloud

Service (DBCS), and others.

(6127} By utilizing the services provided by the PaaS platform, customers can employ
programiming languages and tools supported by the cloud infrastructure systern and also
control the deploved services. In some embodiments, platform services provided by the
cloud infrastructure system may inchide database cloud services, middieware cloud services
{e.g., Oracle Fusion Middleware services), and Java cloud services. In one embodiment,
database cloud services may support shared service deployment models that enable
organizations to pool database resources and offer customers a Database as a Service in the
forro of a database cloud. Middleware cloud services may provide a platform for customers
to develop and deploy various business applications, and Java cloud services may provide a

platform for customers to deploy Java applications, in the cloud 1nfrastructure system,
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[6128] Various different infrastructure services may be provided by an {aa8 platform in the
cloud 1nfrastructure systern. The infrastructure services factlitate the management and
control of the underlying computing resources, such as storage, networks, and other
fundamental computing resources for customers utilizing services provided by the Saal

platform and the PaaS platform.

(61291 In certain embodiments, cloud mfrastructure system 802 may also include
infrastructure resources 830 for providing the resources used to provide various services to
customers of the cloud infrastructure system. In one embodiment, infrastructure resources
830 may melude pre-integrated and optimized combinations of hardware, such as servers,
storage, and networking resources to execute the services provided by the PaaS platform and

the Saal platform, and other resources.

[6138] In some embodiments, resources in cloud infrastructure system 802 may be shared
by multiple users and dynamically re-allocated per demand. Additionally, resources may be
allocated to users m different timne zones. For example, cloud mfrastructure systerm 802 may
enable a first set of users in a first time zone to utilize resources of the cloud mfrastructure
system for a specified number of hours and then enable the re-allocation of the same
resources to another set of users located 1o a different time zone, thereby maxivaizing the

utilization of resources.

[6131] In certain crabodiments, a number of internal shared services 832 may be provided
that are shared by different components or modules of cloud infrastructure system 802 to
cnable provision of services by cloud infrastructure system 802. Thesce internal shared
services may nclude, without Hnutation, a security and identity service, an integration
service, an enterprise repository service, an cnferprise manager service, a virus scanning and
white list service, a high availabiity, backup and recovery service, service for enabling cloud

support, an ematl service, a notification service, a file transfer service, and the hike.

(61321 In certain embodiments, cloud infrastructure system 802 may provide
comprehensive mavagement of cloud services {e.g., SaaS, PaaS, and 1aalS services) n the
cloud infrastructure systen. In one embediment, cloud management functionality may
mclude capabilities for provisioning, managing and tracking a custorner’s subscription

received by cloud infrastructure system 802, and the like.

[6133] Inone embodiment, as depicted in FIG. 8, cloud management functionality may be

provided by one or more modules, such as an order management module 820, an orde
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orchestration module 822, an order provisioning module 824, an order management and
mounttoring module 826, and an wdentity managerent roodule 828, These modules may
inchade or be provided using one or more computers and/or servers, which may be general
purpose compuiers, specialized server computers, server farms, server clusters, or any other

appropriate arrangement and/or combination.

161341 In an exemplary operation, at step 834, a customer using a client device, such as
clicot corputing devices 804, R06 or BOR, may nteract with cloud infrastructure systew 802
by requesting one or more services provided by cloud infrastructure system 802 and placing
an order for a subscription for one or more services offered by cloud infrastructure system
802, In certain embodiments, the customer may access a cloud User Interface (Ul) such as
cloud U 812, cloud Ul 814 and/or cloud Ul 816 and place a subscription order via these Uls.
The order information received by cloud infrastructure system 802 in response to the
customer placing an order may include information identifying the customer and one or more
services offered by the cloud 1nfrastructare system 802 that the customer intends to subscribe

0.

[B135] At step 836, the order information reccived from the customer may be stored in an
order database 818, Hthis is a new order, a new record roay be created for the order. In one
ernbeodiment, order database 818 can be one of several databases operated by cloud

mfrastructure system 818 and operated in conjunction with other systern elements.

[0136] At step 838, the order information may be forwarded to an order management
module 820 that may be configured to perform billing and accounting functions related to the

order, such as verifying the order, and upon verification, booking the order.

{31371 At step 840, information regarding the order may be communicated to an order
orchestration module 822 that is configured to orchestrate the provisioning of services and
resources for the order placed by the customer. In some instances, order orchestration
module 822 may use the services of order provisioning module €24 for the provisioning. In
certain erobodivaents, order orchestration roodule 822 enables the managercot of business
processes associated with each order and applies business logic to determine whether an

order should proceed fo provisioning.

[0138] As shown in the embodiment depicted in FIG. 8, at step 842, upoun receiving an
order for a new subscription, order orchestration module 822 sends a request to order

provisioning module 824 to allocate resources and configure resources needed to fulfill the
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subscription order. Order provisioning module 824 enables the allocation of resources for the
services ordered by the customer. Order provisioning module 824 provides a level of
abstraction between the cloud services provided by cloud infrastructure system 800 and the
physical implementation layer that is used to provision the resources for providing the
requested services. This enables order orchestration module 822 to be isolated from
implernentation details, such as whether or not services and resources are actually

provisioned on the fly or pre-provisioned and only allocated/assigned upon request.

[313%] At step 844, once the services and resources are provisioned, a notification may be
sent to the subscribing customers indicating that the requested service is now ready for use,
In some instance, information {e.g. a link}) may be sent to the customer that enables the

customer to start using the requested services.

{61487 At step 846, a customer’s subscription order may be managed and tracked by an
order management and monitoring module 826, In some instances, order management and
monitoring module 826 may be configured to collect usage statistics regarding a customer
use of subscribed services. For example, statistics may be collected for the amount of storage
used, the amount data transferred, the number of users, and the amount of system up time and

systern down time, and the like.

{6141} In certain embodiments, cloud infrastructure system 800 may inchide an wdentity
management module 828 that 1s configurced to provide identity services, such as access
management and authorization services in cloud infrastructure system 800, In some
cembodiments, identity management module 828 may control information about customers
who wish to utilize the services provided by cloud infrastructure system 802, Such
information can include information that authenticates the identities of such customers and
mformation that describes which actions those custorners are authorized to perform relative to
varigus system resources {(€.g., files, directories, applications, communication ports, memory
segraents, cte.) Identity management module 828 may also inchude the management of
descriptive information about cach customer and about how and by whom that descriptive
mformation can be accessed and roodified.
(01427 FIG. O dlustrates an exemplary computer system 900 that roay be used to implement
an embodiment of the present invention. In some embodiments, computer system 900 may

¢ used to implement any of the various servers and computer systems described above., As

shown in FIG. 9, computer system 900 includes vartous subsystems including a processing
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unit 904 that communicates with a number of peripheral subsysterns via a bus subsystem 902.
These peripheral subsystems may include a processing acceleration unit 906, an VO
subsystem 908, a storage subsystem: 918 and a commumnications subsystem 924, Storage
subsystem 918 may include tangible computer-readable storage media 922 and a system

memory 910,

61431 Bus subsystem 902 provides a mechanism for letting the various components and
subsysteras of computer systera 900 communicate with each other as intended. Although bus
subsystem: 902 is shown schematically as a single bus, alternative embodiments of the bus
subsystem may utilize multiple buses. Bus subsysterm 302 may be any of several types of bus
structares including a memory bus or memory controlier, a peripheral bus, and a local bus
using any of a variety of bus archutectures. For exaraple, such architectures may include an
industry Standard Architecture (ISA) bus, Micro Channel Architecture (MCA) bus, Enhanced
ISA (EISA) bus, Video Electronics Standards Association (VESA) local bus, and Peripheral
Component uterconnect (PCY) bus, which can be implementied as a Mezzanine bus

manufactured to the IEEE P1386.1 standard, and the like.

{61441 Processing subsystem 904 controls the operation of computer systern 900 and may
COmprise one or more processing units 932, 934, ete. A processing unit may wnchude be one
or more processors, including single core or multicore processors, one or more cores of
processors, ot combinations thereof. In some embodiments, processing subsystem 304 can
include one or more special purpose co-processors such as graphics processors, digital signal
processors (DSPs), or the like. o some erobodiments, some or all of the processing units of
processing subsysterm 904 can be implemented using custormnized circuits, such as application

specific integrated circuits {ASICs), or field programmable gate arrays (FPGAs).

[0143] Iu some erubodiments, the processing units in processing subsysiern 904 can
execute instructions stored in system memory 910 or on computer readable storage media
922, Tn various embodiments, the processing units can execute 4 variety of programs or code
instructions and can matntain multiple concurrently executing programs or processes. At any
given timne, some or all of the program code to be exceuted can be resident in system memory
910 and/or on computer-readable storage media 922 including potentially on one or more
storage devices. Through suitable programaming, processing subsystermn 904 can provide

various functionalities described above for placement policy-based resource allocation.
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(61461  In certain embodiments, a processing acceleration unit 906 may be provided for
performing customized processing ot for off-loading some of the processing performed by
processing subsystem 904 so as to accelerate the overall processing performed by computer

system 300,

(01477 1/O subsystern 908 may include devices and mechanisros for inputting wformation
to computer system 900 and/or for outputting information from or via computer system 900,
In general, use of the term “input device” s intended to include all possible types of devices
and mechanisms for inputting information to computer system 900, User interface input
devices may inchude, for example, a keyboard, pointing devices such as a mouse or trackball,
a touchpad or touch screen incorporated into a display, a scroll wheel, a click wheel, a dial, a
button, a switch, a keypad, audio input devices with voice comnmand recognition systoms,
microphones, and other types of input devices. User interface mput devices may also include
motion sensing and/or gesture recognition devices such as the Microsoft Kinect® motion
sensor that enables users {o control and interact with an input device, the Microsoft Xbox®
360 game controlier, devices that provide an interface for receiving input using gestures and
spoken coramands. User joterface input devices may also include eye gesture recognition
devices such as the Google Glass® blink detector that detects eye activity {¢.g., “blinking”
while taking pictures and/or making a menu selection) frown users and transforms the eye
gestures as input into an input device {(¢.g., Google Glass®). Additionally, user interface
input devices may mcehude voice recognition sensing devices that enable users to mteract with

voice recogattion systems (e.g., Siri® navigator), through voice commands.

[3148] Other examples of user interface input devices include, without limitation, three
dimeunsional (3D) mice, joysticks or pointing sticks, garncpads and graphic tablets, and
audio/visual devices such as speakers, digital cameras, digital camcorders, portable media
players, webcams, irnage scanners, fingerprint scanners, barcode reader 3D scanners, 3D
printers, laser rangefinders, and eye gaze fracking devices. Additionally, user interface input
devices may inchude, for example, medical imaging input devices such as computed
tomography, magnetic resonance imaging, position emission tomography, medical
ultrasonography devices. User interface input devices may also include, for example, audio

wput devices such as MIDI keyboards, digital musical mstroments and the like.

[3149]  User interface output devices roay mclude a display subsystem, indicator hghts, or

non-visual displays such as audio output devices, ctc. The display subsystem may be a
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cathode ray tube {(CRT), a flat-panc! device, such as that using a hquid crystal display (LCD)
ot plasma display, a projection device, a touch screen, and the hike. In general, use of the
term “output device” is intended to include all possible types of devices and mechanisms for
ouipuiting information from coraputer system 900 to a user or other computer. For example,
user interface output devices may inchude, without Himitation, a variety of display devices that
visually convey text, graphics and audio/video information such as monitors, printers,
speakers, headphones, automotive navigation systers, plotters, voice output devices, and

moders.

[B150] Storage subsystem 918 provides a repostiory or data store for storing information
that is used by computer system 900. Storage subsystem 91K provides a tangibie non-
transtiory computer-readable storage mediur for storing the basic programaming and data
constructs that provide the functionality of some embodiments. Software (programs, code
modules, instructions) that when executed by processing subsystem 904 provide the
functionality described above may be stored in storage subsystem 918, The software may be
executed by one or more processing units of processing subsystem 904, Storage subsystem
918 may also provide a repository for storing data used in accordance with the present

invention.

[6151] Storage subsystem 918 may inclnde one or more non-transitory memory devices,
meluding volatile and non~volatile memory devices. As shown 1o FIG. 9, storage subsystem
918 includes a system memory 910 and a computer-readable storage media 922, System
memory 910 may include a number of roemories including a volatile main random access
memory (RAM) for storage of instructions and data during program execution and a non-
volatile read only memory (ROM) or flash memory in which fixed instructions are stored. In
some implementations, a basic input/output system (BIOS), containing the basic routines that
help to transter information between elements within computer system 200, such as during
start-up, may typically be stored in the ROM. The RAM typically coutains data and/or
program modules that are presently being operated and executed by processing subsystem
904, In some umpleroentations, systera mermory 910 may 1oclude multiple different types of
memory, such as static random access memory (SRAM) or dynamic random access memory

(DRAM).

{3152} By way of example, and vot Hmutation, as depicted in FIG. 9, system memory 910

may store application programs 912, which may include client applications, Web browsers,
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mid-ticr applications, relational database management systems (RDBMS), ctc., program data
914, and an operating systera 916, By way of example, operating systera 916 may include
various versions of Microsoft Windows®, Apple Macintosh®, and/or Linux operating
systems, a variety of cornmercially-avaiiable UNIX® or UNIX-like operating systems
(including without limitation the variety of GNU/Linux operating systems, the Google
Chrome® OS, and the like) and/or mobile operating systerns such as 1085, Windows® Phone,

Android® OS, BlackBerry® 10 O, and Palm® OFS operating systems.

{6153} Computer-readable storage media 922 may store programuming and data constructs
that provide the functionality of some embodiments. Software (programs, code modules,
instructions) that when executed by processing subsystern 904 a processor provide the
tunctionality described above may be stored in storage subsystern 918, By way of example,
computer-readable storage media 922 may include non-volatile memory such as a hard disk
drive, a magnetic disk drive, an optical disk drive such as a CD ROM, DVD, a Blu-Ray®
disk, or other optical media. Computer-readable storage wedia 922 may include, but is vot
limited to, Zip® drives, flash memory cards, universal serial bus (USB) flash drives, secure
digital (8D} cards, DVD disks, digital video tape, and the like. Cowmputer-readable storage
media 922 may also include, solid-state drives (S5D) based on non-volatile memory such as
flash-meroory based SSDis, enterprise flash drives, solid state ROM, and the like, SSDs based
on volatile memory such as solid state RAM, dynamic RAM, static RAM, DRAM-based
SSDs, magnetoresistive RAM (MRAM} SSDs, and hybrid SSDs that use a combination of
DRAM and flash memeory based S5Ds. Computer-readable media 922 may provide storage
of computer-readable instructions, data structures, program modules, and other data for

computer system 300,

(0154} Iu certain embodiments, storage subsystem 900 may also include a computer-
readable storage raedia reader 920 that can further be connected to computer-readable storage
media 922. Together and, optionally, in combination with system memory 910, computer-
readable storage media 922 may comprehensively represent remote, local, fixed, and/or

reruovable storage devices plus storage media for storing coroputer-readable information.

o
[G155] Iun certain embodiments, computer system 900 may provide support for executing
onc or more virtual machines. Cornputer system 900 may exccute a program such as a
hypervisor for facilitating the configuring and wanaging of the virtual wachines. Each virtual

machine may be allocated memory, compute {¢.g., processors, cores), VO, and networking
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resources. Each virtual machine typically runs its own operating system, which may be the
same as or different from the operating systems executed by other virtual machines execuie
by computer system 900, Accordingly, muitiple operating systems may potentially be run
concurrently by computer system 900, Hach virtual machine genervally runs independently of

the other virtual machines.

(61561 Communications subsystem 924 provides an interface to other computer systems
and networks. Corarounications subsystem 924 serves as an joterface for receiving data from
and transmitting data to other systems from computer system 900, For example,
comraunications subsystem 924 may cnable computer system 900 to establish a
communication channel to one or more client computing devices via the Internet for

receiving and sending information from and to the client computing devices.

(61577 Communication subsystem 924 may support both wired and/or wireless
communication protocols. For example, in certain embodiments, communications subsystem
924 may include radio frequency {(RF) transceiver components for accessing wireless voice
and/or data networks (e.g., using cellular telephone technology, advanced data network
technology, such as 3G, 4G or EDGE (enhanced data rates for global evohution), WiFi (JEEE
802.11 famuly standards, or other mobile cormunication techuologies, or any combination
thereot), global positioning system {(GPS) receiver components, and/or other components. In
some emboditents comrounications subsystem 924 can provide wired network connectivity

(c.g., Ethernet) in addition to or instead of a wircless interface.

[6158] Communication subsystem 924 can receive and transmit data in various forms. For
example, in sore erobodivoents, coramunications subsystern 924 may receive mput
communication in the form of structured and/or unstructured data foeds 926, cvent streams
928, event updates 930, and the like. For example, communications subsystem 924 may be
configured to receive (or send) data feeds 926 in real-time from users of social media
networks and/or other cormunication services such as Twitter® feeds, Facebook® updates,
web feeds such as Rich Site Summary (RSS) feeds, and/or real-time updates from one or

more third party mformation sources.

[B189] In certan embodirsents, communications subsystern 924 may be configured to
receive data in the form of continuous data streams, which may include event streams 928 of
real-time cvents and/or event updates 930, that roay be continuous or unbounded in nature

with no explicit end. Examples of applications that generate continuous data may include, for
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cxample, sensor data applications, financial tickers, network performance measuring tools
{¢.g. network monitoring and fratfic mavagement applications), clickstrearn analysis tools,

autornobile traffic monitoring, and the like.

[6168] Communications subsystem 924 may also be configured to output the structured
and/or unstructured data feeds 926, event streams 928, event updates 930, and the ike to one
or more databases that may be in communication with onc or more streaming data source

computers coupled to coroputer system 900

{3161} Computer system 900 can be one of various types, including a handbeld portable
device {e.g., an iPhone® ceilular phone, an iPad® computing tablet, a PDA), a wearable
device {e.g., a Google Glass® head moounted display), a personal computer, a workstation, a

mainframe, a kiosk, a server rack, or any other data processing system,

(61621 Duc to the ever-changing nature of computers and networks, the description of
computer system 900 depicted in FIG. 9 1s infended only as a specific exaraple. Many other
configurations having more or foewer components than the system depicted in FIG. @ are
possible. Based on the disclosure and teachings provided herein, a person of ordinary skill in

the art will appreciate other ways and/or methods to implement the various embodiments.

161631  According to an embodiment of the present disclosure, there 18 provided a resource
managerent system, COMprising: a resource request interface, configured to receive a request
for a service; a policy manager, configured to identify a definition of a plurality of computing
resources based on the request, the definition indicating one or more characteristics for the
plurality of computing resources, and determine a placement policy indicating a placement
configuration of the plurality of computing resources; and a resource allocation module,
configured to allocate, using the placement policy and the definition, the plurality of
computing resources in a resource infrastructure system, the resource infrastructure system

meluding one or more data centers.

[6164] In an example, the request includes the definition, and wherein the definition
includes a processor definition, a memory definition, and a virtual machine definition, the

virtual machine definition identifying a set of virtual machines.

[3165] In an example, the request indicates a type of service for use of the plurality of

computing resources, and wherein the definition 1s 1dentified based on the type of service.
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(61661  In an example, the definition 1s identified based on a service for deployment using

the plurality of computing resources.

131671 In an example, the resource allocation wodule 1s further configured to establish,
according to the placement configuration, a placement of the plurality of computing resources
i the resource infrastracture systers, wherein the placement configaration includes a

geographic location where placement of the phurality of resources is established.

[6168] In an example, the placement configuration indicates & plurality of groups, wherein
the placement configuration identifies a set of virtual machmes allocated to a first group of
the plurality of groups, and wherein a first computing resource of the plurality of computing

resources is allocated to the first group based on the placement configuration.

(01691 Iu an example, the placement configuration 1ncludes security configuration to
prevent access to the plurality of computing resources by other computing resources, and
wherein the security configuration indicates one or more hypervisors allocated to manage the

plurality of computing resources.

{6178} In an cxample, the security configuration further indicates a set of virtual machines

allocated to the hypervisor to support the plurality of computing resources.

(0171} Iun an example, the placement configuration includes a performance configuration,
the performance configuration indicating a first computing resource allocated to a first
hypervisor and indicating a second computing resource allocated to a second hypervisor, and
wherein the plurality of computing resources includes the first computing resource and the

second coraputing resource.

(01721 According to another embodiment of the present disclosure, there is provided a
computer system, comprising: a communication subsystem; and a processing subsystem
coupled to the communication subsystem and configured to: receive a request via the
communication subsystem; identify a definition of a plurality of computing resources based
on the request, the definttion indicating one or more characteristics for the plurality of
computing resources; determine a placement policy indicating a placement configuration of
the plurality of computing resources; and allocate, using the placerment policy and the
definition, the plurality of computing resources in a resource infrastructure system, the

resource infrastructure system including one or more data centers,
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(61731  In an example, the computer system further comprises the resource infrastructure

syster.

{31741 In an example, the request includes the definition, and wherein the definition
inchades a processor definition, a memory definition, and a virtual machine definition, the

virtual machine definition wdentifying a set of virtual machines.

(01731 Iuv an example, the request imdicates a type of service for use of the plurality of

computing resources, and wherein the definition 1s wdentificd based on the type of service,

{6176} In an example, the placement configuration indicates & plurality of groups, wherein
the placement configuration identifies a set of virtual machines allocated to a first group of
the plurality of groups, and wherein & first computing resource of the plurality of computing

resources is allocated to the first group based on the placement configuration.

(61771 Iu an example, the placement configuration includes security configuration to
prevent access to the plurality of computing resources by other computing resources, and
wherein the security configuration indicates one or more hypervisors allocated to manage the

plurality of computing resources.

[G178] It is apparent for those skilled in the art that, for the particular operation processes
of components of the resource management system and computer system described above,
reference may be made to the corresponding steps/components in the related method/system
embodiment sharing the same concept and the reference is regarded as the disclosure of the
related units too. And therefore some of the particular operation processed will not be

escribed repeatedly or 1u detail for concision of the description.

(61791 Although specitfic embodiments of the invention have been described, various
modifications, alterations, alternative constructions, and equivalents are also encompassed
within the scope of the invention. The modifications include any relevant combination of the
disclosed features. Embodiments of the present tnvention are not restricted to operation
within certain specific data processing environments, but are free to operate within a plurality
of data processing environments. Additionally, although embodiments of the present
nvention have been described using a particular serics of transactions and steps, it should be
apparent to those skilled in the art that the scope of the present mvention is not Himited to the
described serics of transactions and steps. Various features and aspects of the above-

described embodiments roay be used wdividually or joiutly.
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[618¢] Further, while embeodiments of the present invention have been described using a
particular comabination of hardware and software, it should be recognized that other
combinations of hardware and software are also within the scope of the present invention.
Erobodiroents of the present invention may be implemeunted only tn hardware 1oclading
FPGA, ASIC ete., or only in software, or using combinations thereof. The various processes
described herein can be implemented on the same processor or different processors i any
combination. Accordingly, where components or modules are deseribed as being configured
to perform certain operations, such configuration can be accomplished, e.g., by designing
electronic circuits to perform the operation, by programming programmable electronic
circuits {such as microprocessors} to perform the operation, or any combination thereof,
Processes can communicate using a variety of technigues including but not livaited to
conventional techniques for interprocess communication, and different pairs of processes
may use different techuiques, or the same patr of processes may use different techuiques at

ditterent times.

{6181} The specification and drawings are, accordingly, to be regarded in an illustrative
rather than a restrictive sense. It will, however, be evident that additions, subtractions,
deletions, and other modifications and changes may be made thereunto without departing
from the broader spirit and scope as sct forth in the claims. Thus, although specific invention
embodiments have been described, these are not intended to be limiting. Various

modifications and equivalents are within the scope of the following claims.
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WHAT IS5 CLAIMED I5:

1. A method comprising:

receiving a request for a service;

identifying, by a computer system, a definition of a plurality of computing
resources based on the request, the definition indicating one or more characteristics for the
plurality of computing resources;

determining, by the computer system, a placement policy indicating a
placement configuration of the plurality of computing resources; and

allocating, using the placeruent policy and the defimition, the plurality of
computing resources in a resource infrastructure system, the resource infrastructure system

including one or more data centers.

2. The method of claim |, wherein the request includes the definition, and
wherein the definition inchudes a processor definition, a meroory definition, and a virtual

machine definition, the virtual machine definition identifying a sct of virtual machines.

~

3. The method of claim 1 or 2, wherein the request indicates a type of
service for use of the plurality of computing resources, and wherein the definition is

identified based on the type of service.

4. The method of any one of claims 1 to 3, wherein the definition is

wentificd based on a service for deployment using the plurality of computing resources.

5. The method of any one of claims 1 to 4, further corprising:
establishing, according to the placement configuration, a placement of the

phurality of computing resources in the resource infrastructure system, wherein the placement

configuration includes a geographic location where placerent of the plurality of resources s

cstablished.

6. The method of any one of claims 1 to 5, wherein the placement
contfiguration indicates a plurality of groups, wherein the placement configuration identifics a
set of virtual machines allocated to a first group of the plurality of groups, and wherein a first
computing resource of the plurality of computing resources 1s allocated to the first group

based on the placement configuration.
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7. The method of any one of claims 1 to 6, wherein the placernent
configuration includes security configuration to prevent access to the phirality of computing
resources by other coraputing resources, and wherein the security configuration 1ndicates one

or more hypervisors allocated to manage the phurality of computing resources.

K. The method of claim 7, wherein the security configuration further
mdicates a set of virtual machines allocated to the hypervisor to support the plurality of

computing resources.

9. The method of any one of claims 1 to 8, wherein the placement
configuration includes & performance configuration, the performance configuration indicating
a first computing resource allocated to a first hypervisor and indicating 8 second computing
resource allocated to a second hypervisor, and wherein the plurality of computing resources

mcludes the first computing resource and the second coraputing resource.

10, A systero comprising:
one or more processors; and
a memory coupled with and readable by the one or more processors, the
memory configured to store a set of instructions that, when executed by the one or more
Processors, causcs the one or more processors to:
receive a request for a service;
identify a definition of a plurality of computing resources based on the
request, the definition indicating one or more characteristics for the plurality of
computing resources;
determine a placement policy indicating a placement configuration of
the plurality of computing resources; and
allocate, using the placernent policy and the definttion, the plarality of
computing resources in a resource infrastructure system, the resource infrastructure

system mnchuding one or more data centers.

1. The systern of claim 10, further comprising the resource infrastructure
system.
12, The systern of claim 10 or 11, wherein the request includes the

definition, and wherein the definition includes a processor definition, a memory definition,

51



N U s e N2 2 o [S]

£

3]

s 2

(9]

6

N B e

ey

WO 2016/022908 PCT/US2015/044187

and a virtual machine definition, the virtual machine definition identifying a set of virtual

machines,

13, The system of any one of clairos 10 to 12, wherein the request
indicates a type of service for use of the plurality of computing resources, and wherein the

definition is wdentified based on the type of service.

14, The system of any one of claims 10 to 13, wherein the placerent
configuration indicates a plurality of groups, wherein the placement configuration identifies a
set of virtual machines allocated to a first group of the plurality of groups, and wherein g first
computing resource of the plurality of computing resources is allocated to the first group

based on the placement configuration,

15.  The system of any one of claims 10 to 14, wherein the placement
configuration includes security configuration to prevent access to the plurality of computing
resources by other computing resources, and wherein the security configuration indicates one

or more hypervisors allocated to manage the plurality of computing resources.

16, A non-transitory computer-readable medium storing a set of
instructions that arc executable by one or more processors 1o cause the one or more
Processors to:

receive a request for a service;

identify, by a computer system, a definttion of a plurality of computing
resources based on the request, the definition indicating one or more characteristics for the
plurality of computing resources;

determive, by the computer system, a placeraent policy fndicating a placement
configuration of the plurality of computing resources; and

allocate, using the placement policy and the definition, the phlurality of
computing resources in a resource infrastructare system, the resource infrastructure system

meluding one or more data centers.

17, The non-trassitory computer-readable medium of claim 16, wherein
the request includes the definition, and wherein the definition includes a processor definition,
a memory definition, and a virtual machine definition, the virtual machine definition

identifying a set of virtual machines.
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18.  The non-travsitory computer-readable roedium of claimn 16 or 17,
wherein the request indicates a type of service for use of the plurality of computing resources,

and wherein the definition 18 wdentified based on the type of service.

19, The non-transttory coroputer-readable medium of any of claims 16 to
18, wherein the placement configuration indicates a plurality of groups, wherein the
placement configuration wdentifies a set of virtual woachines allocated to a fivst group of the
plurality of groups, and wherein a first computing resource of the plhurality of computing

resources 18 allocated to the first group based on the placement configuration.

20.  The non-transitory corputer-readable medium of any of claims 16 to
19, wherein the placement configuration includes security configuration to prevent access to
the plurality of computing resources by other computing resources, and wherein the security
configuration indicates one or more hypervisors allocated to rmanage the plorality of

computing resources.
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