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Technique for festing peers in multicast network domain

Field of the invention

The present invention relates to methods for testing peers in a multicast network
domain such as an access network, interconnected with an Ethernet communication
network.  More specifically, the invention relates to a method of testing
connectivity/status/performance of a peer when its individual MAC address of the

peer is unknown.

Background of the invention

Connectivity Fault Management (CFM) is known to those skilled in the art of
telecommunications as a system of signaling messages, comprising standardized ~
methods for testing connectivity among Ethernet ports (or peers). An existing CFM
standard IEEE P802.1.ag is based on the assumption that Maintenance Points (MP)
can discover their peers by using Continuity Check Messages (CCM) being a type of
CFM messages. Another method, used when a destination MAC address of the peer is
unknown, is sending multicast CFM messages; such a message is forwarded to all |
MPs in the domain of the sender and then to all their peers. The CFM messages have

a format of Ethernet frames, but a different EtherType.

More specifically, the Standard Draft for Local and Metropolitan Area Networks
IEEE P802.1ag/D7 (Virtual Bridged Local Area Networks, Amendment 5:
Connectivity Fault Management) describes several methods of Connectivity Fault
Management (CFM), that can be used to test connectivity among Ethernet Peers.
Ethernet Peers should be understood as Ethernet entities that belong to the same
“Shared Medium” e.g., to the same Maintenance Domain for untagged traffic or to the
same VLAN and Maintenance Domain for tagged traffic. (VLAN Tag according to
IEEE 802.1Q is meant).

CFM uses some a priori configurations to check the Ethernet peers that belong to a
shared media. In some cases CFM allows CCM messages to discover peer neighbors,

but in such cases CCM cannot be used to identify alien peers. In other cases CFM can
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operate without configuration of peer MAC addresses and without using CCM
messages, say by sending its other message types (Loop Back Messages, Link Trace
or Test Messages) to multicast Ethernet addresses. In these cases all receivers of the
messages will respond to the sender (being an MP in a Maintenance domain and
VLAN). It means that if, in the domain, the link is 1:1 point-to-point link there will
be only one response; but if there are many links/peers in the domain as in the cases

of 1:N Tree or N:N LAN, many responses will be received at the MP.

- The standardized way of operation imposed by CFM creates serious operational

problems in network architectures where at least one of the following difficulties

takes place:

- Some or all MAC addresses cannot be pre-configured,

- Users may change MAC addresses without reporting to a network operator; e.g. a
user may replace some User Devices (e.g. CPEs, Mobile modems). As a result,
the Network operator cannot track MAC addresses of User Devices since they are
often replaced;

- MAC addresses cannot be approved for uniquenéss, for example two User
devices may have the same MAC address rendering CFM unusable.

- Part of the network does not support CFM.

The situations described above are frequently encountered in small networks in which
Ethernet is set up automatically without any planned configuration process. They also
take place in access networks where modules of Customer Premises Equipment (CPE)
belong to users and thus may unilaterally be replaced by them. Networks with
nomadic/roaming or mobile Ethernet users are also problematic, since MAC

addresses in such networks are continuously updated and hard to track.

A number of approaches were proposed in the prior art, trying to solve the above

probiems of using CFM messages in access networks.

WO06076493A2 to Alcatel describes a system and a method for monitoring end

nodes in an access network, using Ethernet Connectivity Fault Management (CFM).
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A broadband access server (BRAS) is operable to generate an Ethernet CFM frame
that includes a query message with respect to a particular end node. An interworking
function (IWF) entity associated with an access node that services the particular end
node is operable to interpret the Ethernet CFM frame and construct a corresponding
query message in a native protocol compatible with the particular end node. Upon
receiving a reply message from the particular end node, the IWF entity constructs a
suitable reply Ethernet CFM frame for transmission to the BRAS, wherein the reply
Ethernet CFM frame includes a response corresponding to the reply message from the
end node.

The interworking function IWF) in the Access Node will thus divide the maintenance
domain into two sub-domains: from IWF to BRAS (which is a CFM compliant sub-
domain) and from IWF to a Resident’s Gateway RG (CPE) which may be a non-CFM

. compliant or even non-Ethernet one . In the direction from BRAS to RGs, the IWF

- will be responsible to translate MAC addresses known to BRAS to “native” messages

designated to specific RGs. In the direction from RGs to BRAS the IWF will be
responsible for translating the addresses of the RGs to addresses known by BRAS. In
this method the IWF “hides” the problem of addressing CFM in access networks.
MAC addresses of the end nodes are unknown and remain unknown to BRAS since

the CFM messages are always translated in both directions by the IWF.

- If BRAS needs to send a CFM message that is planned to reach also unknown MAC

addresses, the BRAS will have to multicast a corresponding message to a number of
RGs.

Besides that, the fact the Interworking Function in the BRAS performs full processing
of CFM messages in both directions, by changing their contents and format, adds to

the complexity of the described method.

US2007025256AA to Cisco describes a broadband access node including a port for
connection with a Digital Subscriber Line and a processor to run code that
implements a so-called virtual maintenance end point (vMEP). The vMEP translates
an IEEE 802.1ag Loopback Message (LBM) received from a device on an Ethernet
access network into a legacy Operations And Maintenance (OAM) message that is

transmitted to a residential gateway (RG) device. The legacy OAM message
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determines a link-level connectivity status between broadband access node and the
RG device. The VMEP also transmits a reply message back to the device on an
Ethernet access network in compliance with the IEEE 802.1ag specification. The
US2007025256AA introduces a new entity in the Access Node, called “virtual
Maintenance End Point”. The virtual maintenance end points reflect the actual
maintenancé status of a real maintenance point that cannot be reached for varioqs
reasons (e.g. missing MAC address, or a different access technplogy such as ATM,
that does not support CFM messages). If BRAS (broadband 1'emot'e access server)
needs to send a CFM message that is supposed to reach unknown MAC addresses,

BRAS will have to multicast a corresponding message to a number of RGs.

Object and summary of the invention

There is a long felt need in a technology where a CFM message, intended for a remote

node, could be addresséd to it even without knowing its MAC address and without‘
excessive multicasting, and could be handled in any type of multicast domains. It is

desired that the method be suitable both to multicast domains supporting CFM, and to

those not supporting CEM.

The proposed idea is to test connectivity of a destination peer node in a multica$
domain (such as an access network), which is interconnected With an Ethernet-type
network via an Intermediate Bridge IB, by using the following steps: |

- sending a Connectivity Fault Management (CFM) message from the Ethernet-type
network (towards the multicast domain), '
- introducing, in one or more predetermined fields of the CFM message, alternative
destination data indicative of a topological position of the destination peer node and
being other than (alternative to) its individual MAC address;

- utilizing said alternative destination data, at the IB, for determining the topological
position or address of said destination peer node, and

- forwarding contents of said CFM message to said destination peer node.

In a preferred version of the proposed method, the CFM message comprises and

utilizes, in a proprietary manner, one or more predetermined fields such as TLVs
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(more particularly, proprietary TLVs) which would serve as a communication channel
between a sender of the CFM message in the Ethernet-type network and the
intermediate bridge IB distributing the CFM messages to the multicast domain.
However, possible use of other fields in the CFM message is not wiped away.

The TLV (Type Length Value) is a mechanism that allows definition of parameters
that have been a priory correlated between sender and receiver.

In our proposal, at least one proprietary TLV in a CFM message may indicate the
destination of the CFM message in an alternative manner, without indicating its
specific MAC address.

Since the sender of a CFM message knows “who” is the addressee (destination), but

may not know its exact MAC address, the sender’s equipment is adapted to introduce

- in the CFM message some alternative information. indicative of the topological

position of the end node. The information would indicate, in an alternative manner
(without a specific MAC address), to what entity the message is destined and should
be sufficient for determining, at the IE, a physical or a logical port with which the
individual intended destination of the message is associated.

That information (being the alternative destination data) is usually a specific identifier
of the destination. It may directly show a port number in the Intermediate Bridge 1B,
to which the destination peer is connected. In another example, ﬂlat information may
comprise the subscﬁber’s ID, the subscriber’s name, a service ID, etc., and should be
further associated with a specific IB port number (possibly with the aid of an IB
internal data base).

What happens at IB when it receives a CFM message? Usually, unicast CFM
messages comprise indication of the destination individual MAC address. The
problem usually appears when a multicast CFM message arrives (indicating a
multicast MAC). In the prior art, such a message was always forwarded to all the IB
peers. If, according to the invention, the multicast CFM message comprises an
alternative destination data, the IB is capable of preventing unnecessary multicasting
to its peers.

According to the proposed method, if IB gets a CFM message with a multicast MAC,
it will check whether a proprietary TLV is present in the CFM packet, whether it

comprises alternative destination data, and will analyze the data.
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Based on the analysis, the IB will determine a single destination peer, and create a
single message for forwarding the contents of the CFM message to that single
destination peer. The single message will be sent in a format appropriate for the
determined destination peer. The format of the signaling message can be CFM or any

other OAM Message format understood by the destination peer or entity.

If the destination entity is CFM capable, as may be the case in Ethernet based access
networks such as Pure Ethernet, Ethernet carrying other types of traffic or Ethernet
PseudoWire, the Intermediate Bridge just forwards the CFM message to the single
~ specific destination entity, the destination entity will receive the single message in the
CFM format and then may send a CFM response to the CFM message sdurce address.
This source address has become immediately known to the déstination entity, since it
was included in the OAM (CFM) message. In such a case, since the response message
is a standard CFM OAM message, upon arriving at the IB, it will be forwarded to the

sender “ as is”, as any other Ethernet frame.

If the destination entity is not CFM capable, say it belongs to a non-Ethernet access

. network, it must receive the downstream signaling message in its native OAM format

(protocol) and will respond in the native OAM protocol. The intermediate‘bridge 1B
will convert the received response (i.e., an upstream signaling message in the native
OAM protocol) to the CFM format and forward the response to the CFM message

source.

As can be seen, the proposed method allows testing peers in any multicast domain by
utilizing single CFM messages even in cases when MAC addresses of the peers are

not known.

In CFM-enabled networks such as Ethernet based networks , the method described in
the present application allows testing connectivity of Ethernet peers with unknown
MAC addresses not only without multicasting the CFM messages, but also without

“any conversion of the CFM messages, at least at the upstream direction.
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As has been acknowledged, the prior art references solve the task of testing peers by
various versions of Interworking function placed in an intermediate entity, which
process CFM messages in both directions by changing their contents and format. The
solution proposed by the Inventors solve the problem in a different and much more
effective way. |

In the direction from the Source node to a Peer node, the Intermediate Bridge
IB of the present invention does not change contents of the message and may only.
1n6dify its format (but that only if the peer node does not support CFM). IB performs
a simple forwarding decision i.e., in case of detecting an alternative address indicator
in the multicast CFM message, IB will just forward the CFM message to the
alternatively defined destination instead of sending the message to all peers.

Also in the direction from the Peer node to the Source node, the IB does ndt
-perform any processing to a response CFM message. Contents 61’ the response CFM
message are automatically forwarded by the Ethernet forwarding engine in the 1B, as

any other Ethernet message. If the response message is not in the CFM format (say, in

| any OAM format), its contents are just forwarded from the IB to the Source node

within a CFM response message.

According to a second aspect of the invention, there is also provided a system for

testing peer nodes in a multicast domain, to be performed from an Ethernet network;

the system comprises a Source node of the Ethernet network and an Intermediate
Bridge connecting the Ethernet 11¢two1'k and the multicast domain; said Source node
‘and IB being provided each with additional hardware and/or software means for
introducing alternative destination data in CFM messages at the Source node and for
detecting, analyzing and utilizing the alternative destination data, comprised in fhe
CFM messages, at the Intermediate Bridge for preventing excessive multicasting in

the multicast domain.

There is also provided a novel software product comprising computerized data and
instructions for implementing the above-defined method. The software product can be
embedded partially in the IB and in the Source node. The software portions may also

reside in the management &configuration system of the combined network.
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The present invention also protects a carrier media carrying the mentioned software

product.

Brief description of the drawings
The invention will be further explained and illustrated with reference to the following
non-limiting drawings in which:

Fig. 1 (prior art) schematically illustrates the type of access networks to
which the proposed method can be applied.

Fig. 2 (prior art) pfesents a simplified diagram of a widely used standard
method for testing connectivity of end nodes in access networks using CFM
messages. |

Fig. 3 schematically depicts the method proposed in the present invention, in.
case the combined network is CFM capable in all its parts.

. Fig. 4 schematically illustrates an example of performing the proposed
inventive method in an access network not supporting CFM messages. ‘

Fig. Sa (prior art) shows an example of a standard TLV structure within a
standard CFM message.

Fig. 5b schematically illustrates an example of a structure of proprietary
TLV field(s) in a CFM message, comprising information which can be used for

determining the destination of the CFM message.

Detailed description of the .preferred embodiments

Figure 1 depicts a general configuration of the combined network to which
the new proposed method can be applied. An Ethernet-based network 1 and a
multicast domain (say, an access network) 2 form a combined network 3. Networks 1
and 2 are interconnected via an Intermediate Bridge (IB) 4. The IB poits (or virtual
ports) are connected to peer devices 7, 8, 9 via respective communication lines.
Let node 6 of the Ethernet-based network 1 is a Source of a CFM message, which is
sent from the Source to check‘connectivity/status/performance of a peer device 7 or
the link thereof. Let the access network 2 comprises other peer devices 8,... 9 which
are considered CFM peers of the Source node 6. The peers may be end devices of

the network, but may be intermediate nodes (see, for example, device 9).
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The multicast domain 2 may be Ethernet-based or not. Note that the definition “Peer
in a Multicast domain” has been expanded to include also non-Ethernet entities or
Ethernet entities that support OAM with non-CFM protocol.

An BEthernet-based network should be understood as either a pure Ethernet
network with layer 1 or layer 2 Ethernet or any other network which carries Ethernet
packets by other transport mechanisms such as ATM, SDH and Ethernet Pseudowire.
In the claims of the present application the word “Ethernet network” is used for the
sake of simplicity and should be understood as covering all the meanings of the
above-discussed Ethernet-based network.

A multicast domain should be understood as being built from nodes that can be

 addressed by ‘using a Multicast MAC address. One example of a typical multicast

domain is a modern network, such as access network.

Figure 2 depicts a standard CFM process (according to the IEEE.802.1ag
and/or ITU-T Y.1731) of multicasting a CFM message to all peers in a multicast
domain in the case that the destination MAC address of the required peer is unknown -
to the sender of the CFM message. B
The process is illustrated on the example of a combined network, which comprises an
Ethernet-based core network 10 interconnected with an Ethernet-based access
network 12 via an Intermediate bridge 14. Let the network 10 comprises a node 16
being a source of a CFM message, and the access network 12 comprises a number of
peer devices 18, 20, 22. In case the source node 16 does not know MAC address of
the destination to which a CFM message is to be sent, source 16 sends a CFM
message 23 to The Intermediate Bridge 14, which is marked as multicast (comprises a
multicast MAC). IB receives the message 23, analyzes its contents and forwards it to
all its peers, by sending multicast CFM messages 24, 26 and 28 to the respective peers
18, 20, 22. Each of the peers receives the message, analyzes it and responds to the IB
14 with a unicast CFM message. The IB 14 receives multiple though unicast CFM
messages 25, 27, 29 and performs the standard bridge forwarding of these messages
to the CFM message Source 16. As a result, the Source node 16 receives all the
multiple CFM responses 25, 27, 29, analyzes all of them and thus obtains the required
information about conneotivity/statui .. etc. of the intended destination. In Figures 2-

4, all response unicast messages are illustrated as waved lines.
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Figure 3 depicts a version of the proposed inventive method of CFM
messaging. The method is mainly used in case the specific MAC address of a desired
destination peer is unknown to the sender. Fig. 3 illustrates the case when the
multicast domain of interest (an access network) supports CFM messages. Similarly
to Fig. 2, a combined network comprises a central Ethernet-based network 30 and an

access Ethernet-based network 32 interconnected via an Intermediate Bridge 34. Let

_ the Ethernet sender of a CFM message does not know the MAC addresses of some

“specific destinations but, according to the invention, is able to address them in an

alternative manner, by inserting data in at least one proprietary TLV field of the CFM
message. ,

The Source 36 sends a multicast CFM message 33 with a specific alternative
description of the destination in one or more proprietary TLV(s). For example, a

proprietary TLV comprises indication of a specific output port of the IB, connected to

the required destination. Optionally, the alternative destination information can be a

user ID, a service ID, a user name or any other attribute that can be mapped to a
specific physical or virtual port in the IB. The IB analyzes the CFM message 33,
including its proprietary TLV contents, and forwards the contents of the message as a
single CFM méssage 35 via the specific output IB port (if indicated in the TLV) only
to the specified destination 38. The destination 38 responds with a standard CFM
(unicast) message 37 that then passes to the CFM Message Source 36 through the 1B
34 without any specific processing.

It should be noted that IB may send either a unicast or a multicast single message to

the peer 31, since the peer 31 has its associated end devices to which the message may

* be forwarded if required.

Figure 4 depicts the proposed messaging process for the case when the access
network is a non-Ethernet one and does not support CFM messages. In a combined
network, an Bthernet —based network 40 is connected to the Multicast domain (access
network) 42 via an Intermediate Bridge 44. Let a peer 48 of interest in the domain 42
is not CFM capable, but uses an alternative, “native” protocol for OAM messaging. .

In this case, a multicast CFM message 43 from a CFM sender 46 (located in
the network 40) is analyzed at the IB 44 and since the MAC address is unknown and

cannot be indicated in the multicast CFM message, but there is alternative destination
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data in one or more proprietary TLV fields , the IB is able to determine the required
peer based on that alternative information.

Since, according to the method, the CFM message 43 incorporates at least one
proprietary TLV, the IB 44 is preliminarily configured to determine such a field, to
determine and classify the data found in the field and to act upon the class of the data,
For example, the TLV field comprises an identifier of the peer/ a serial number
thereof/ a name of the user, etc., which enable the IB 44 (possibly, with consulting its
internal databases) to identify the particular output port of IB, connected to the
destination peer.

The IB thus forms a message for the determined destination, converts it to the native

OAM protocol and then forwards it as an OAM single message 45 to the destined

peer 48. The peer 48 responds with a native unicast OAM message 47. The 1B 44

‘receives this response message, converts it back to the CFM format and forwards to

the sender as a standard unicast CFM message 49.
Since the peer 48 is an end device, the single message 45 sent to the peer 48 from the
IB 44 is a simple unicast message. If Source 46 issues another CFM multicast
message 51 indicated by its proprietary TLV as “topologically” addressed to peer 50,
the IB 44 will send a single message 52 to the peer 50; however, since peér 50 is an
intermediate node, the single message 52 can be indicated as either a unicast or a
multicast message, depending on further information which may be contained in the
propriefary TLV. The similar reservation applies to Fig. 3, in respect of possible
CFM messaging between source 36 and peer 31.

Figure 5a (prior art) depicts a standard ( IEEE 802.ag) TLV structure in a
CFM message, where the TLV describes the port of the sender MEP( Maintenance
End point ).

Fig. 5b illustrates an exemplary structure of the proposed proprietary TLV in a
CFM message, for determining the destination of the CFM message based on
alternative destination data inserted in the proprietary TLV field. Figure Sb depicts
only one example of the possible proprietary TLV, and it has a similar structure to

that shown in Fig. 5a . However, the structure of proprietary TLVs can be different,

" and the structure of the alternative destination data may also vary. The IB Port TLV

defined in the illustrated TLV indicates a specific physical port in the Intermediate
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Bridge IB to which the target peer of the OAM message is connected. The IB should
output the CFM/OAM message through this port for the message to arrive to the
required destination.

In addition to the alternative destination data in the proprietary TLV, the IB
may analyze its own internal data base(s) for determining the target peer.

With reference to all the above-described figures, it should be mentioned that
the Source node can be implemented as a BRAS (Broadband Remote Access Server),
Edge Router ,etc.

The Intermediate Bridge can be understood and implemented as a DSLAM
(Digital Signal Line Access Multiplexer), Optical Line Termination OLT of a Passive

- Optical Network PON, Aggregation Node, etc.

The peer node may be a Customer Premises Equipment CPE in DSL systems,

Enterprise CPE; computer, host device; home network device, Optical Network

~ Termination unit ONT of PON, etc.

It should be appreciated that othier, modified versions of the method, as well as
additional embodiments of the system may be further proposed and are to be
considered part of the invention as far as being covered by and/or being equivalent to

the claims which follow.
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Claims:

1. A method for testing a destination peer node in a multicast domain being
interconnected with an Ethernet network via an Intermediate Bridge IB, the method
comprising the following steps:

- issuing a Comnectivity Fault Management (CFM) message from the Ethernet
network toward the multicast domain, while introducing, into the CFM message,
alternative destination data being different than an individual MAC address of the
destination peer node; | |
- utilizing said alternative destination data, at the IB, for deteﬁnim'hg a topological
position or address of said destination peer node, and

- forwarding contents of said CFM message only to said destination peer node.

c2. The method according to Claim 1, wherein

- the Connectivity Fault Management (CFM) message is issued from a Source node
located in the Ethernet network as a multicast message;

- said alternative destination data being indicative of a topological position of said
destination peer node and being introduced at the Source node, into one or more
predetermined fields of the CFM message;

- said one or more predetermined fields of the CFM message are further analyzed at
the IB for the determining the topological position or address of the destination peer

node,

3. The method according to Claim 1 or 2, wherein said alternative destination
data is introduced in the CFM message when the individual MAC address of the

destination peer node is unknown to the Source node.

4, ‘ The method according to any one of the preceding claims, wherein said
alternative destination data is introduced in one or more proprietary Type Length
Value (TLV) fields of the CFM message.
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S. The method according to any one of the preceding claims, further comprising
receiving at the IB a response message from said destination peer node, and

forwarding contents of the response message from the IB to the Source node.

6. The method according to any one of the preceding claims, wherein said
alternative destination data is utilized at the IB upon detecting its presence in said

CFM message being a multicast message.

7. The method according to Claims 5 or 6, wherein

- the multicast domain supports CFM,

- both the message issued from the IB to the determined destination peer node, and
the response message are CFM messages;

- said CFM message from the E‘thernet network is transparently forwarded via the
IB to the determined destination peer node,

- said response CFM message is transparently forwarded via the IB to the Sourcé

node.

8. The method according to Claims 5 or 6, wherein the multicast domain does
not support CFM, so that both said issued from the IB to the determined destination
peer node, and the response message are native OAM format messages, and wherein
the method respectively comprises converting said CFM message to an OAM format
when forwarding it from the IB to the determined destination peer node, and
converting the OAM resﬁonse message to a CFM format whenever forwarding

contents of said response message from the IB to the Source node.

9. A system for testing, from an Ethernet network, peer nodes in a multicast

domain; the system comprising:

- a Source node in the Ethernet network, operative to issue a Connectivity Fault
Management (CFM) message from the Ethernet network toward the multicast
domain, and capable of introducing into the CFM message alternative destination

data being other than an individual MAC address of a destination peer node;
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- an Intermediate Bridge interconnecting the Ethernet network and the multicast
domain, operative to receive said CFM message, capable of utilizing said alternative
destination data in the CFM for determining a topological position or address of said
destination peer node, and further operative to forward contents of said CFM message

only to the determined destination peer node.

10. A system according to Claim 9, wherein
- the Source node being capable of introducing said alternative destination data in one
or more proprietary TLV fields of the CFM message and sending it as a multicast
message to said IB;
-the IB being capable of
checking presence of said one or more proprietary TLV fields in the received
CFM message;
if in the affirmative, analyzing said alternative destination data in said one or
more predetermined TLV fields;
determining an intended destination peer node of the CFM message based at
least on said alternative destination data;
issuing a single message to the determined destination peer node in a format
supported by said destination peer node, said single message forwarding
contents of said\ CFM message;
‘receiving a response message from said destination peer node and forwarding

contents of the response message to the Source node.

11.  The system according to Claim 10, wherein said IB is capable of issuing said
single message either in a CFM format or in an OAM format supported by said
destination peer node, and capable of converting the response message from said

OAM format to the CFM format.

12. A software product stored on a carrier media and comprising computer
implementable instructions and data for carrying out the method according to any one

of claims 1 to 7 or operations of said method.
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