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WIRELESS COMMUNICATION OF A USER IDENTIFIER AND ENCRYPTED TIME-

SENSITIVE DATA

BACKGROUND

[0001 ] Due to various security concerns, utilization of a computing device may be

restricted to a specific user, or a specified group of users. To prevent unauthorized use of

the computing device, the computing device may prevent a user from accessing most

functionalities of the computing device prior to the user being successfully authenticated.

For example, a user may be prevented from utilizing a computing device until a correct

username and password are submitted to the computing device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The following detailed description references the drawings, wherein:

[0003] FIG. 1 is a block diagram of an example mobile device to wirelessly provide an

authentication token including encrypted time-sensitive data to a computing device;

[0004] FIG. 2 is a block diagram of an example system including a printing device to

provide an authentication token received via near field communication (NFC) to a remote

authentication service;

[0005] FIG. 3 is a flowchart of an example method for wirelessly providing an

authentication token including encrypted time-sensitive data to a computing device; and

[0006] FIG. 4 is a flowchart of an example method for displaying a remote user

interface (Ul) for a printing device.

DETAILED DESCRIPTION

[0007] As noted above, to prevent unauthorized use of a computing device, the

computing device may prevent a user from accessing most functionalities of the

computing device prior to the user being successfully authenticated. For example, a



computing device such as a printing device (e.g., a printer, a multifunction printer (MFP),

etc.), may prevent a user from utilizing functionalities of the printing device until the user

has been authenticated to the printing device.

[0008] A user may be authenticated in any of several different ways. However, many

authentication techniques are insecure, complex, time-consuming, error-prone, or a

combination thereof. For example, authentication techniques in which a user enters

authentication information manually may be both time-consuming and error-prone. As

another example, a device may perform an automated process to provide fixed

authentication information (e.g., a fixed user identifier) to a computing device for

authentication of the user. However, because the authentication information is fixed, this

technique may be vulnerable to a replay attack, in which an unauthorized party obtains

the fixed authentication information from the user (e.g., via eavesdropping on a

transaction) and then uses it to gain access to the computing device. In other examples, a

device may authenticate a user to a system by participating in a challenge-response

handshake with the system, a third party, or a combination thereof. However, such

techniques are complicated and may involve multiple communications between the device

and the system, third party, etc.

[0009] To address these issues, examples described herein may provide a mobile

device to register a user identifier with a remote authentication service used by a

computing device for user authentication and, in response to a determination that the

mobile device is within near field communication (NFC) proximity of a computing

device, acquire current time-sensitive data from a periodically different time-sensitive

data source of the mobile device. In some examples, the mobile device may further

encrypt the current time-sensitive data such that it is decryptable using decryption

information that the remote authentication service has associated with the registered

user identifier, and wirelessly provide to the computing device an authentication token

including the user identifier and the encrypted time-sensitive data. In such examples,

the computing device (e.g., a printer, an MFP, etc.), may provide the authentication

token to the remote authentication service for authentication, and receive in response

an indication of whether the user has been authenticated by the remote authentication

service.

[0010] In this manner, examples described herein may provide a less vulnerable

and simpler technique for authenticating a user to a computing device, such as a

printing device. For example, the remote authentication service may authenticate the

user associated with the user identifier if, after decrypting the time-sensitive data with



decryption information associated with the user identifier, the time-sensitive data is

within a predefined threshold of corresponding time-sensitive data generated by the

remote authentication service. In this manner, examples described herein may guard

against replay attacks by including time-sensitive data in the authentication token, and

may guard against spoofing by encrypting the time-sensitive data.

[001 1] In examples in which the remote authentication service authenticates the

user based on the user identifier and encrypted time-sensitive data, as described

above, the remote authentication service may inform the computing device that the

user has been authenticated. In such examples, the user may be authenticated to the

computing device based on a one-way provision of the authentication token from the

mobile device to the computing device. In this manner, examples described herein may

provide an authentication technique that is both secure and simple. Additionally, in

some examples, the authentication token may be provided wirelessly from the mobile

device to the computing device in response to the mobile device being in NFC

proximity to the computing device. In this manner, examples described herein may

provide an easy-to-use authentication technique in which the user may provide

sufficient authentication information for the user to be authenticated to the computing

device by bringing the mobile device within NFC proximity of the computing device

(e.g. , by tapping the mobile device to the computing device). Additionally, by

authenticating the user at a remote authentication service, examples described herein

may be more scalable than systems in which user authentication information is stored

at individual computing devices (e.g. , printers, etc.). Examples described herein may

also be simpler, as user authentication information may be updated at one central

system (i.e. , the remote authentication service) rather than at each computing device to

which the user may wish to authenticate (e.g. , by pushing updated information to the

various computing devices).

[001 2] Referring now to the drawings, FIG. 1 is a block diagram of an example mobile

device 100 to wirelessly provide an authentication token including encrypted time-

sensitive data to a computing device. As used herein, a "computing device" may be a

desktop computer, notebook computer, workstation, tablet computer, mobile phone, smart

device, server, printing device, or any other processing device or equipment. Also, as

used herein, a "mobile device" may be a mobile phone, smart device (e.g. , smartphone),

tablet computer, laptop, or any other computing device including a portable energy source

(e.g., battery, etc.) capable of powering the device when not connected to an external

power source.



[001 3] In the example of FIG. 1, mobile device 100 includes a processing resource

110 and a machine-readable storage medium 120 encoded with instructions 122, 124,

126, and 128. In some examples, storage medium 120 may include additional

instructions. In some examples, instructions 122, 124, 126, 128, and any other instructions

of storage medium 120 may be part of an authentication application of mobile device 100.

[001 4] In examples described herein, a processing resource may include, for example,

one processor or multiple processors included in a single computing device or distributed

across multiple computing devices. As used herein, a "processor" may be at least one of a

central processing unit (CPU), a semiconductor-based microprocessor, a graphics

processing unit (GPU), a field-programmable gate array (FPGA) configured to retrieve and

execute instructions, other electronic circuitry suitable for the retrieval and execution

instructions stored on a machine-readable storage medium, or a combination thereof.

Processing resource 110 may fetch, decode, and execute instructions stored on storage

medium 120 to perform the functionalities described below. In other examples, the

functionalities of any of the instructions of storage medium 120 may be implemented in the

form of electronic circuitry, in the form of executable instructions encoded on a machine-

readable storage medium, or a combination thereof.

[001 5] As used herein, a "machine-readable storage medium" may be any electronic,

magnetic, optical, or other physical storage apparatus to contain or store information such

as executable instructions, data, and the like. For example, any machine-readable storage

medium described herein may be any of Random Access Memory (RAM), volatile

memory, non-volatile memory, flash memory, a storage drive (e.g. , a hard drive), a solid

state drive, any type of storage disc (e.g., a Compact Disc Read Only Memory (CD-ROM),

any other type of compact disc, a DVD, etc.), and the like, or a combination thereof.

Further, any machine-readable storage medium described herein may be non-transitory.

[001 6] In the example of FIG. 1, instructions 122 may register a user identifier 182

with a remote authentication service used by a computing device for user

authentication. In some examples, the remote authentication service may be

implemented by at least one program, application, or the like, on at least one server

accessible via a communications network. As used herein, a communications network

may include at least one computer network, at least one telephone network, or a

combination thereof. In some examples, computer networks include, for example, a local

area network (LAN), a wireless local area network (WLAN), a virtual private network

(VPN), the internet, and the like. Instructions 122 may register user identifier 182 by

exchanging communication(s) with the remote authentication service via a network



interface of mobile device 100. As used herein, a "network interface" is at least one

hardware component that may be used by a computing device to communicate with at

least one other computing device via a communications network. In some examples, the

network interface may be a wireless network interface.

[001 7] In some examples, instructions 122 may provide, to the remote authentication

service, a request to register user identifier 182 with the service. User identifier 182 may

be associated with a user of mobile device 100 and may be utilized for authentication of

the user to the computing device. Instructions 122 may also exchange communication(s)

with the remote authentication service via the network interface to establish a decryption

key associated with user identifier 182 in the remote authentication service. In such

examples, the remote authentication service may store the decryption information and

associate it with user identifier 182. The remote authentication service may use the

decryption information associated with user identifier 182 to decrypt data encrypted by a

mobile device associated with user identifier 182.

[001 8] In some examples, instructions 122 may communicate with the remote

authentication service to establish an encryption key used by the mobile device for

encryption and a decryption key associated with user identifier 182 at the remote

authentication service. In some examples, the encryption and decryption keys may be the

same (e.g. , for use of symmetric-key algorithms) or different (e.g., for the use of

asymmetric-key algorithms). Instructions 122 may coordinate with the service to agree

upon encryption and decryption information, instructions 122 may generate or obtain the

decryption key and then provide it to the remote authentication service, or instructions 122

and the remote authentication service may obtain their respective keys from a third party

service (e.g. , a certificate authority). Instructions 122 may store the encryption key in

memory (e.g., a machine-readable storage medium) of mobile device 100.

[001 9] In some examples, instructions 122 may further acquire a personal

identification number (PIN) of the user, and may provide the PIN to the remote

authentication service with user identifier 182. In such examples, the remote

authentication service may store the PIN and associate it with user identifier 182. In some

examples, instructions 122 may also store the PIN in memory of mobile device 100.

[0020] In the example of FIG. 1, mobile device 100 may include an NFC interface,

and instructions 124 may utilize the NFC interface to determine that mobile device 100

is within NFC proximity of the computing device. As used herein, near field

communication (N FC) may be any type of short-range wireless communication having

a range of about ten centimeters ( 10 cm) or less. In some examples, NFC may be a



type of wireless communication having a range of about four centimeters (4 cm) or less.

As used herein, an NFC interface may be at least one hardware component that may be

used by a computing device to communicate via NFC. In some examples, an NFC

interface may be used to at least one of send, receive, and retrieve data via NFC. As used

herein, a first device is within "NFC proximity" of a second device when the first and

second devices are close enough together to communicate via NFC. For example,

instructions 124 may determine that mobile device 100 is within NFC proximity of the

computing device in response to determining that the NFC interface of mobile device 100

is close enough to an NFC interface of the computing device to communicate via NFC. In

some examples, instructions 124 may determine that mobile device 100 is within NFC

proximity of the computing device in response to detecting an NFC interface of the

computing device via NFC.

[0021 ] In response to determining that mobile device 100 is within NFC proximity of

the computing device, instructions 124 may acquire current time-sensitive data 184

from a periodically different time-sensitive data source 115 of mobile device 100.

Source 115 of mobile device 100 may generate time-sensitive data. As used herein,

"time-sensitive data" is information whose validity authentication purposes expires within a

short period of time (e.g. , one minute). In the example of FIG. 1, the time-sensitive data

generated by source 115 may be valid for use in authentication by remote authentication

service for a short period of time (e.g., one minute, less than a minute, a few minutes,

etc.). In such examples, remote authentication service will consider received time-

sensitive data to be valid if it is received, considered, etc. , prior to its expiration.

[0022] In the example of FIG. 1, the respective values of time-sensitive data generated

by source 115 may vary periodically, and may be referred to herein as "periodically

different" time-sensitive data. For example, source 115 may periodically generate a new

time-sensitive data value to provide to instructions 124 when accessed (e.g., in response

to a request for a current time-sensitive data value). In other examples, source 115 may

generate and return a time-sensitive data value in response to being accessed (e.g. , in

response to a request for data). In such examples, source 115 may generate and return

two different time-sensitive data values in response to two accesses separated by more

than a given period of time.

[0023] The period of time after which source 115 may generate a new time-sensitive

data value (either automatically or in response to being accessed) may be a short period

of time. For example, the period of time may be about the same as the period for which

time-sensitive data remains valid (e.g. , one minute, less than a minute, a few minutes,



etc.). In some examples, the time-sensitive data may be a periodically changing counter

value, a periodically changing timestamp, or the like, or any data based on or derived from

such data. Any of the functionalities of source 115 of mobile device 100 may be

implemented in the form of electronic circuitry, in the form of executable instructions

encoded on a machine-readable storage medium, or a combination thereof. In examples

in which at least some of the functionalities of source 115 are implemented in the form of

executable instructions, the instructions may be stored on storage medium 120 and

executed by processing resource 110 .

[0024] In the example of FIG. 1, the remote authentication service may generate the

same periodically different time-sensitive data as source 115 in parallel with source 115 or

may otherwise determine the values that source 115 may have generated within a

threshold amount of time of a given time (e.g. , a time of receipt or analysis of time-

sensitive data). Based on this generated or determined information, the remote

authentication service may determine whether received time-sensitive data was generated

within a threshold amount of time of the receipt or analysis of the data by the remote

authentication service. In such examples, if it is determined that the received data was

generated within the threshold time, the remote authentication service may determine that

the received data is valid for authentication, and not otherwise.

[0025] As noted above, in response to determining that mobile device 100 is within

NFC proximity of the computing device, instructions 124 may acquire current time-

sensitive data 184 from periodically different time-sensitive data source 115 of mobile

device 100. Instructions 124 may request, retrieve, or otherwise acquire a current time-

sensitive data 184 from source 115 in response to the determination. Current time-

sensitive data 184 may be the time-sensitive data value generated by source 115 , as

described above, during a time period in which instructions 124 acquire time-sensitive

data from source 115 .

[0026] Instructions 126 may encrypt current time-sensitive data 184 such that it is

decryptable using decryption information that the remote authentication service has

associated with the registered user identifier. As described above, instructions 122 may

store encryption information (e.g. , an encryption key) and the remote authentication

service may associate corresponding decryption information (e.g. , a decryption key)

with user identifier 182 in the remote authentication service. In such examples,

instructions 126 may encrypt current time-sensitive data 184 with the encryption

information stored at mobile device 100 so that the remote authentication service may

decrypt time-sensitive data 184 using the decryption information associated with user



identifier 182 at the remote authentication service. By encrypting the current time-

sensitive data 184, instructions 126 may generate encrypted time-sensitive data 174.

[0027] Instructions 128 may wirelessly provide, to the computing device, an

authentication token 186 including user identifier 182 and encrypted time-sensitive data

174. Instructions 128 may generate token 186. Although authentication token 186

includes encrypted time-sensitive data 174, authentication token 186 may include user

identifier 182 in cleartext. In such examples, when the remote authentication service

receives authentication token 186, the service may read the cleartext user identifier 182

and look up the decryption information associated with user identifier 182, as described

further below.

[0028] In some examples, instructions 128 may acquire a PIN of the user and include

the PIN in authentication token 186. In such examples, instructions 128 may retrieve

the PIN from memory of mobile device 100, if previously stored there by instructions

122, as described above. In other examples, instructions 128 may prompt a user of

mobile device 100 to enter the PIN in response to detecting that mobile device 100 is

within NFC proximity of the computing device. After acquiring the PIN, instructions 128

may include the PIN in authentication token 186 when it is generated. In some

examples, the PIN may be included in token 186 in cleartext. In other examples, it may

be encrypted by instructions 126 using the stored encryption information.

[0029] In some examples, instructions 128 may provide authentication token 186 to

the computing device via NFC. In such examples, instructions 128 may utilize the NFC

interface of mobile device 100 to provide authentication token 186 to an NFC interface

of the computing device. In such examples, instructions 128 may establish a bi¬

directional NFC connection with the computing device (e.g., via an NFC handshaking

procedure), and may provide authentication token 186 to the computing device via NFC

using the established bi-directional NFC connection. In other examples, an NFC

interface of the computing device may be in a tag emulation mode (or card emulation

mode) in which the computing device presents its NFC interface as an NFC tag from

which data may be read, and to which data may be written (programmed). In such

examples, instructions 128 may provide authentication token 186, via NFC, to the NFC

interface of the computing device while the NFC interface is in the tag emulation mode.

[0030] In other examples, instructions 128 may acquire, from the computing device

via a first type of wireless communication, at least one connection attribute for a second

type of wireless communication having a greater range than the first type. For example,

the first type of wireless communication may be NFC. In such examples, instructions



128 may acquire, from the computing device via NFC, at least one connection attribute

for a second type of wireless communication having a greater range. In some

examples, the second type of wireless communication may be any type of wireless

communication having a maximum range of about twenty meters (20 m) or more. In

some examples, the second type may be the wireless communication utilized by WLAN

devices, devices developed in accordance with, for example, Institute of Electrical and

Electronics Engineers (IEEE) 802. 11 standards, or the like, or a combination thereof. In

such examples, the second type of wireless communication may be Wi-Fi.

[0031 ] In such examples, the acquired connection attribute(s) may include one or

more of an Internet Protocol (IP) address, a host name for the computing device, a guest

identifier (ID), a machine access control (MAC) address, a sub-net mask, a Wi-Fi

Protected Access (WPA) passphrase, or any other suitable attributes for establishing a

Wi-Fi connection, or a combination thereof. Instructions 128 may further establish, based

on the acquired connection attribute(s), a connection of the second type of wireless

communication (e.g. , a Wi-Fi connection) between mobile device 100 and the

computing device. For example, the connection of the second type of wireless

communication could be a direct peer-to-peer connection, a connection in which the

computing device serves as an access point for mobile device 100, or a connection

through an access point separate from mobile device 100 and the computing device. In

such examples, after establishing the connection, instructions 128 may wirelessly provide

authentication token 186 to the computing device via the second type of wireless

communication. In such examples, instructions 128 may utilize a wireless network

interface of mobile device 100 to establish and communicate via the second type of

wireless communication (e.g. , Wi-Fi).

[0032] In some examples, the computing device may be a printing device. As used

herein, a "printing device" may be a hardware device, such as a printer, multifunction

printer (MFP), or any other device including at least functionalities for physically producing

graphical representation(s) (e.g., text, images, etc.) on paper, or the like. In some

examples, an MFP may be capable of performing a combination of multiple different

functionalities such as, for example, printing, photocopying, scanning, faxing, etc.

[0033] In response to receiving authentication token 186, the computing device may

provide authentication token 186 to the remote authentication service for authentication.

The remote authentication service, in response to receiving authentication token 186, may

look up the cleartext user identifier 182 in the service to find the decryption information

associated with user identifier 182 in the service. The service may then use the decryption



information to decrypt the encrypted time-sensitive data 174 to obtain the (cleartext) time-

sensitive data 184. The service may then determine whether time-sensitive data 184 was

generated within a threshold amount of time (e.g., one minute) of the receipt or analysis of

the data by the remote authentication service.

[0034] If so, the remote authentication service may determine that the user associated

with user identifier 182 is authenticated, and may inform the computing device that the

user is authenticated (e.g., in a communication that identifies the user and indicates that

the user is authenticated). In response, the computing device may grant the user access

to at least one functionality of the computing device (e.g., printing device). If time-sensitive

data 182 was not within the threshold, the remote authentication service may determine

that the user associated with user identifier 182 is not authenticated, and may inform the

computing device that the user is not authenticated. In response, the computing device

may not grant the user access to functionalities of the computing device. In examples in

which the token 186 includes the PIN, the remote authentication service may further

determine whether the PIN of token 186 matches the PIN stored at the remote

authentication service when determining whether the user is authenticated. In some

examples, encrypted time-sensitive data 174 may be corrupted in transit (maliciously or

unintentionally), or may be encrypted with the wrong key. In such examples, the result of

decrypting the encrypted time-sensitive data 174 with the decryption information

associated with user identifier 182 in the service will not be cleartext time-sensitive data

184. In such examples, the remote authentication service may determine that the result of

the decryption is not time-sensitive data generated within a threshold amount of time of

the receipt or analysis of the data by the remote authentication service. In response, the

remote authentication service may determine that the user associated with user identifier

182 is not authenticated, and may inform the computing device that the user is not

authenticated, as described above.

[0035] After the user is authenticated to the computing device, the user may explicitly

log out, or may be logged out due to inactivity or any other suitable event. In some

examples, instructions 122, 124, 126, and 128 may be part of an installation package that,

when installed, may be executed by processing resource 110 to implement the

functionalities described herein in relation to instructions 122, 124, 126, and 128. In such

examples, storage medium 120 may be a portable medium, such as a CD, DVD, or flash

drive, or a memory maintained by a server from which the installation package can be

downloaded and installed. In other examples, instructions 122, 124, 126, and 128 may be

part of an application, applications, or component already installed on mobile device 100



including processing resource 110 . In such examples, the storage medium 120 may

include memory such as a hard drive, solid state drive, or the like. In some examples,

functionalities described herein in relation to FIG. 1 may be provided in combination with

functionalities described herein in relation to any of FIGS. 2-4.

[0036] FIG. 2 is a block diagram of an example system 205 including a printing device

250 to provide an authentication token 186 received via NFC to remote authentication

service. In the example of FIG. 2 , system 205 also includes a remote authentication

service 255, as described above in relation to FIG. 1, and a mobile device 200. In other

examples, printing device 250 may be any type of computing device described herein.

[0037] In the example of FIG. 2 , mobile device 200 includes a processing resource

110 , a data source 115 , a storage medium 120, and instructions 122, 124, 126, and 128,

as described above in relation to FIG. 1. In the example of FIG. 2 , storage medium 120

may also include instructions 129. In some examples, storage medium 120 may include

additional instructions. In the example of FIG. 2 , instructions 122, 124, 126, 128, 129, and

any other instructions of storage medium 120 may be part of an authentication application

130 of mobile device 200. Mobile device 200 also includes a display 140, an NFC

interface 135, and a wireless network interface 136.

[0038] In the example of FIG. 2 , printing device 250 includes a display 240, an NFC

interface 235, a wireless network interface 236, and an authentication system 220

including engines 222, 224, 226, and 228. In some examples, system 220 may include

additional engines. Each of the engines of system 220, may be any combination of

hardware and programming to implement the functionalities of the respective engine.

Such combinations of hardware and programming may be implemented in a number of

different ways. For example, the programming for the engines may be processor

executable instructions stored on a non-transitory machine-readable storage medium and

the hardware for the engines may include a processing resource to execute those

instructions. In such examples, the machine-readable storage medium may store

instructions that, when executed by the processing resource, implement system 220. The

machine-readable storage medium storing the instructions may be integrated in a

computing device including the processing resource to execute the instructions, or the

machine-readable storage medium may be separate but accessible to the computing

device and the processing resource. The processing resource may comprise one

processor or multiple processors included in a single computing device or distributed

across multiple computing devices. In other examples, the functionalities of any of the

engines may be implemented in the form of electronic circuitry.



[0039] In some examples, the instructions can be part of an installation package that,

when installed, can be executed by the processing resource to implement system 220. In

such examples, the machine-readable storage medium may be a portable medium, such

as a CD, DVD, or flash drive, or a memory maintained by a server from which the

installation package can be downloaded and installed. In other examples, the instructions

may be part of an application, applications, or component already installed on a

computing device including the processing resource. In such examples, the machine-

readable storage medium may include memory such as a hard drive, solid state drive, or

the like.

[0040] In the example of FIG. 2 , instructions 122 may register user identifier 182 with

remote authentication service 255 used by printing device 250 for user authentication,

as described above in relation to FIG. 1. After the registration, remote authentication

service 255 may store user identifier 182, and a decryption key 290, which it has

associated with user identifier 182, as described above.

[0041 ] At some point in time after registering user identifier 182 with remote

authentication service 255, a user may approach printing device 250 with mobile device

200. In such examples, to authenticate the user to printing device 250 to gain access to

functionalities of printing device 250, the user may launch authentication application 130

and then bring mobile device 200 into NFC proximity of printing device 250. In response

to a determination that the mobile device is within NFC proximity of printing device 250,

instructions 124 may acquire current time-sensitive data 184 from a periodically

different time-sensitive data source 115 of mobile device 200, as described above.

Additionally, instructions 126 may encrypt current time-sensitive data 184 such that it is

decryptable using decryption information 290 that the remote authentication service

has associated with the registered user identifier 182, as described above.

[0042] In the example of FIG. 2 , acquisition engine 222 of printing device 250 may

acquire (e.g. , receive, retrieve, etc.) from mobile device 200, via NFC, an NFC

message 285 including a message type identifier 287 and an authentication token 186

comprising a user identifier 182 and encrypted time-sensitive data 174 (see FIG. 1) .

Engine 222 may acquire the message via NFC using NFC interface 235. In some

examples, engine 222 is to acquire NFC message 285 via a bi-directional NFC

connection established between printing device 250 and mobile device 200. The bi¬

directional connection may be established as described above in relation to FIG. 1, and

may utilize NFC interfaces 135 and 235. In other examples, engine 222 may place NFC

interface 235 in a tag emulation mode and receive the message 285 from mobile



device 200 via NFC interface 235 in a tag emulation mode. NFC message 285 may be

an NFC Data Exchange Format (NDEF) message with a size of a few kilobytes or less,

for example.

[0043] Determination engine 224 may determine, based on message type identifier

287, that NFC message 285 includes information to be provided to remote

authentication service 255. For example, the message type identifier 287 may be an

identifier reserved for messages including authentication tokens, such as authentication

token 186. In response to determining that NFC message 285 includes information to

be provided to remote authentication service 255, provision engine may provide

authentication token 186 to remote authentication service 255. Engine 226 may provide

token 186 to remote authentication service 255 in any suitable message format.

[0044] In response to receiving authentication token 186, remote authentication

service 255 may determine whether the user is authenticated based on user identifier

182 and the encrypted time-sensitive data 174 of token 186, as described above in

relation to FIG. 1, beginning by accessing decryption key 290, which is associated, in

remote authentication service 255, with cleartext user identifier 182 included in token

186.

[0045] After providing authentication token 186 to remote authentication service

255, access engine 228 may receive, from remote authentication service 255, an

indication 294 of whether the user has been authenticated by remote authentication

service 255 based on at least user identifier 182 and encrypted time-sensitive data 174

of token 186. Indication 294 may include information identifying the user to printing

device 250 in addition to the information indicating whether the user has been

authenticated. In response to receipt of an indication 294 that the user has been

authenticated by remote authentication service 255 based on user identifier 182 and

encrypted time-sensitive data 174, access engine 228 may provide user access to at

least one functionality of printing device 250. As used herein, providing user access to

a functionality of a computing device may include enabling the functionality and making

the functionality accessible via a user interface of the computing device, or via a remote

user interface for the computing device. Also in response to receiving the indication 294

that the user has been authenticated, access engine 228 may output, on display 240 of

the printing device 250, a notice 292 signifying that the user has been authenticated.

[0046] In some examples, in response to authenticating the user based on user

identifier 182 and encrypted time-sensitive data 174, remote authentication service 255

may obtain a Security Assertion Markup Language (SAML) token 276 associated with



the user. In such examples, engine 228 may receive the SAML token 276 as part of the

indication 294 that the user was authenticated. In such examples, access engine 228

may utilize SAML token 276 to access other remote services on behalf of the user

using Single-Sign On (SSO). SAML token 276 may be provided as part of indication

294 that the user was authenticated, or may be provided separately.

[0047] In some examples, access engine 228 may further receive information

specifying at least one functionality of printing device 250 that the user is authorized to

utilize when remote authentication service 255 authenticates the user. In such

examples, access engine 228 may grant the user access to each of the at least one

functionality specified, in response to the receipt of indication 294 that the user has

been authenticated and the information specifying the functionalities the user is

authorized to utilize. For example, engine 228 may receive an indication 294 that the

user is authenticated and information specifying, for example, that the user is

authorized to utilize printing and copying functionalities of printing device 250. In such

examples, engine 228 may enable the printing and copying features of printing device

250 (and grant access to them via a user interface for printing device 250), but not

other features of printing device 250 (e.g., scanning). The authorization information

may be provided as part of indication 294 that the user was authenticated, or may be

provided separately. In other examples, authorization information associated with a

user may be stored at printing device 250 (e.g., in a memory of printing device 250). In

such examples, in response to receiving an indication 294 identifying a user and

indicating that the user has been authenticated by the remote authentication server,

engine 228 may grant the user access to each functionality specified by the

authorization information for the user stored at printing device 250.

[0048] In response to receipt of an indication 294 that the user has not been

authenticated by remote authentication service 255 based on user identifier 182 and

encrypted time-sensitive data 174, access engine 228 may not provide user access to

any functionalities of printing device 250. In such examples, and also in response to

receiving indication 294 that the user has not been authenticated, access engine 228

may output, on display 240 of the printing device 250, a notice 292 signifying that the

user has not been authenticated. In some examples, functionalities described herein in

relation to FIG. 2 may be provided in combination with functionalities described herein in

relation to any of FIGS. 1 and 3-4.

[0049] FIG. 3 is a flowchart of an example method 300 for wirelessly providing an

authentication token including encrypted time-sensitive data to a computing device.



Although execution of method 300 is described below with reference to mobile device 200

of FIG. 2 , other suitable systems for execution of method 300 can be utilized (e.g., mobile

device 100). Additionally, implementation of method 300 is not limited to such examples.

[0050] At 305 of method 300, instructions 122 may register user information with a

remote authentication service used by a computing device for user authentication, the

user information including a user identifier 182 and decryption information 290

associated with user identifier 182. At 3 10 , instructions 124 may determine that mobile

device 200 is within NFC proximity of a computing device (e.g. , printing device 250). In

response to the determination, at 3 15 , instructions 124 may acquire current time-

sensitive data 184 from periodically different time-sensitive data source 115 of mobile

device 200.

[0051 ] At 320, instructions 126 may encrypt, with processing resource 110 of mobile

device 200, current time-sensitive data 184 such that it is decryptable using decryption

information 290 associated with the user identifier 182 at the remote authentication

service. At 325, also in response to the determination that mobile device 200 is within

NFC proximity of the computing device, instructions 128 may wirelessly provide an

authentication token 186, including user identifier 182 and encrypted time-sensitive

data 174 (see FIG. 1) , to the computing device.

[0052] Although the flowchart of FIG. 3 shows a specific order of performance of

certain functionalities, method 300 is not limited to that order. For example, the

functionalities shown in succession in the flowchart may be performed in a different

order, may be executed concurrently or with partial concurrence, or a combination

thereof. In some examples, functionalities described herein in relation to FIG. 3 may be

provided in combination with functionalities described herein in relation to any of FIGS. 1-2

and 4 .

[0053] FIG. 4 is a flowchart of an example method 400 for displaying a remote user

interface (Ul) for a printing device. Although execution of method 400 is described below

with reference to mobile device 200 of FIG. 2 , other suitable systems for execution of

method 400 can be utilized (e.g., mobile device 100). Additionally, implementation of

method 400 is not limited to such examples.

[0054] At 405 of method 400, instructions 122 may register user information with a

remote authentication service used by printing device 250 for user authentication, the

user information including a user identifier 182 and decryption information 290

associated with user identifier 182. At 4 10 , instructions 124 may determine that mobile

device 200 is within NFC proximity of printing device 250.



[0055] In response to the determination, at 415, mobile device 200 may launch

authentication application 130 of mobile device 200. Also in response to the

determination, at 420, instructions 124 may acquire current time-sensitive data 184

from periodically different time-sensitive data source 115 of mobile device 200. At 425,

instructions 126 may encrypt, with processing resource 110 of mobile device 200,

current time-sensitive data 184 such that it is decryptable using decryption information

290 associated with the user identifier 182 at the remote authentication service.

[0056] At 430, instructions 126 may receive, from printing device 250 via a first type

of wireless communication, at least one connection attribute for a second type of

wireless communication having a greater range than the first type. In some examples,

the first type of wireless communication may be NFC and the second type of wireless

communication may be Wi-Fi, or the like, as described above in relation to FIG. 2 . In

such examples, instructions 126 may receive the connection attribute(s) via NFC

interface 135. In some examples, printing device 250 may place NFC interface 235 in a

tag emulation mode, and instructions 126 may read the connection attribute(s) from

NFC interface 235 using NFC interface 135.

[0057] At 435, instructions 128 may establish, between mobile device 200 and

printing device 250, a connection of the second type of wireless communication utilizing

the at least one connection attribute. At 440, and in response to the determination that

mobile device 200 is within NFC proximity of printing device 250, instructions 128 of

authentication application 130 may wirelessly provide an authentication token 186,

including user identifier 182 and encrypted time-sensitive data 174 (see FIG. 1), to

printing device 250 via the second type of wireless communication 286. In such

examples, the instructions 128 may provide the token 186 to printing device 250 via

wireless network interfaces 136 and 236.

[0058] At 445, instructions 129 may receive, at mobile device 200, an indication that

a user associated with the user information has been authenticated by remote

authentication service 255. For example, instructions 129 may receive the indication via

the second type of wireless communication using wireless network interface 136. At

450, instructions 129 may further receive, from printing device 250, remote user

interface (Ul) information. In some examples, the remote Ul information may include,

for example, web pages that implement a remote Ul for printing device 250. At 455,

instructions 129 may display, on a display 140 of mobile device 200, a remote Ul for

printing device 250, based on the received remote Ul information. In such examples,

instructions 129 may further receive input to the remote Ul and provide it to printing



device 250. In some examples, the remote Ul may grant the authenticated user access

to functionalities of printing device 250 that the user is authorized to utilize, as specified

by authorization information stored at printing device 250 or received by printing device

250 from the remote authentication service, as described above.

[0059] Although the flowchart of FIG. 4 shows a specific order of performance of

certain functionalities, method 400 is not limited to that order. For example, the

functionalities shown in succession in the flowchart may be performed in a different

order, may be executed concurrently or with partial concurrence, or a combination

thereof. In some examples, functionalities described herein in relation to FIG. 4 may be

provided in combination with functionalities described herein in relation to any of FIGS. 1-

3 .



CLAIMS

What is claimed is:

1. A non-transitory machine-readable storage medium encoded with instructions

executable by a processing resource of a mobile device to:

register a user identifier with a remote authentication service used by a

computing device for user authentication;

in response to a determination that the mobile device is within near field

communication (NFC) proximity of the computing device, acquire current time-sensitive

data from a periodically different time-sensitive data source of the mobile device;

encrypt the current time-sensitive data such that it is decryptable using

decryption information that the remote authentication service has associated with the

registered user identifier; and

wirelessly provide to the computing device an authentication token including the

user identifier and the encrypted time-sensitive data.

2 . The storage medium of claim 1, wherein the instructions to wirelessly provide

comprise instructions to:

provide the authentication token to the computing device via NFC.

3 . The storage medium of claim 2 , wherein the instructions to wirelessly provide further

comprise instructions to:

provide the authentication token, via NFC, to an NFC interface of the computing

device while the NFC interface is in a tag emulation mode.

4 . The storage medium of claim 1, wherein the instructions to wirelessly provide

comprise instructions to:

acquire, from the computing device via a first type of wireless communication, at

least one connection attribute for a second type of wireless communication having a

greater range than the first type, wherein the first type comprises NFC;

establish, based on the at least one connection attribute, a connection of the

second type of wireless communication between the mobile device and the computing

device; and

wirelessly provide the authentication token to the computing device via the

second type of wireless communication.



5 . The storage medium of claim 1, wherein:

the instructions to provide further comprise instructions to acquire a personal

identification number (PIN); and

wherein the authentication token further comprises the PIN.

6 . The storage medium of claim 1, wherein:

the instructions to register further comprise instructions to provide the

decryption key to the remote authentication service;

the computing device is a printing device; and

the time-sensitive data is one of a timestamp and a counter value.

7 . A computing device comprising:

an acquisition engine to acquire from a mobile device, via near field

communication (NFC), an NFC message including a message type identifier and an

authentication token comprising a user identifier and encrypted time-sensitive data;

a determination engine to determine, based on the message type identifier, that

the NFC message includes information to be provided to a remote authentication

service;

a provision engine to, in response to the determination, provide the

authentication token to the remote authentication service; and

an access engine to, in response to receipt of an indication that the user has

been authenticated by the remote authentication service based on the user identifier

and the encrypted time-sensitive data, provide user access to at least one functionality

of the computing device.

8 . The computing device of claim 7 , wherein:

the acquisition engine is to acquire the NFC message via a bi-directional NFC

connection established between the computing device and the mobile device; and

the indication is received from the remote authentication service.

9 . The computing device of claim 7 , wherein:

the computing device comprises a printing device; and

the access engine is further to receive information specifying at least one

functionality of the printing device that the user is authorized to utilize;



wherein the access engine is to grant user access to each of the at least one

functionality specified, in response to the receipt of the indication that the user has

been authenticated and the information specifying the at least one functionality.

10. The computing device of claim 7 , wherein the indication comprises:

a Security Assertion Markup Language (SAML) token associated with the user.

11. The computing device of claim 7 , further comprising:

a display;

wherein the access engine is to, in response to the receipt of the indication that

the user has been authenticated, output on the display a notice signifying that the user

has been authenticated; and

wherein the access engine is to, in response to receipt of an indication that the

user has not been authenticated by the remote authentication service based on the

user identifier and the encrypted time-sensitive data, output on the display a notice

signifying that the user has not been authenticated.

12. A method comprising:

registering user information with a remote authentication service used by a

computing device for user authentication, the user information including a user identifier

and decryption information associated with the user identifier;

determining that the mobile device is within near field communication (NFC)

proximity of the computing device;

in response to the determination, acquiring current time-sensitive data from a

periodically different time-sensitive data source of the mobile device;

encrypting, with a processing resource of a mobile device, the current time-

sensitive data such that it is decryptable using the decryption information associated

with the user identifier; and

in response to the determination, wirelessly providing an authentication token to

the computing device, the authentication token including the user identifier and the

encrypted time-sensitive data.

13. The method of claim 12, further comprising:



in response to the determination, launching an authentication application of the

mobile device, wherein the authentication application performs the wirelessly providing

the authentication token to the computing device.

14 . The method of claim 13 , further comprising:

receiving, from the computing device via a first type of wireless communication,

at least one connection attribute for a second type of wireless communication having a

greater range than the first type, wherein the first type comprises NFC;

establishing, between the mobile device and the computing device, a

connection of the second type of wireless communication utilizing the at least one

connection attribute; and

wherein the wirelessly providing the authentication token comprises wirelessly

providing the authentication token from the mobile device to the computing device via

the second type of wireless communication.

15 . The method of claim 14 , wherein computing device comprises a printing device, the

method further comprising:

receiving, at the mobile device, an indication that a user associated with the

user information has been authenticated by the remote authentication service;

receiving, from the printing device, remote user interface (Ul) information; and

displaying, at the mobile device, a remote Ul for the printing device based on

the remote Ul information.
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