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GEOLOCATION ENGINE 

BACKGROUND OF THE INVENTION 

0001 Legislation and other commercial rationales require 
gaming Providers to be able to demonstrate a secure method 
of geo-locating an end user before they can transact with the 
Provider. For example online gaming on PCs, Macs and/or 
mobile devices with a locally licensed Provider or the selling 
of sports or other media rights split by geographical jurisdic 
tion. 
0002 There is a need in the art for providing a secure 
method of geo-locating an end user for network gaming Ser 
W1CS 

SUMMARY OF THE CLAIMED INVENTION 

0003. The geolocation engine of the present invention is a 
highly secure and versatile service that allows providers, such 
as a provider of network gaming services, to securely and 
reliably determine user or player location, often to within a 
few meters of accuracy. 
0004 Embodiments of the present invention for determin 
ing a geo-location for a device in communication with a 
network service provider begin with installing a mechanism 
for collecting geolocation data at a client device. The mecha 
nism may be implemented as a mobile app, client application, 
browser plug-in, or other mechanism. The mechanism may 
collect geolocation data from multiple sources, including the 
device itself and other devices within the vicinity. The mecha 
nism may also collect data regarding selected programs that 
may be installed on the client device. The geolocation data 
and program data may be transmitted back to a server for 
processing. The server may determine whether a geolocation 
is acceptable by determining a geolocation from the geoloca 
tion data, a likelihood of accuracy and/or trust score, as well 
as determining if any undesirable programs are stored on the 
client device. A determination regarding the geolocation of 
the client device if made, a white list of devices may be 
updated, and the geolocation results are provided the network 
service provider, either directly by the server or through the 
mechanism on the client device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0005 FIG. 1 is a block diagram of an exemplary system 
for determining a geolocation of a user device. 
0006 FIG. 2 is a block diagram of a logical relationship 
between devices of the system of FIG. 1. 
0007 FIG. 3 is a block diagram of modules within a loca 
tion processing application. 
0008 FIG. 4 is a method for determining a geolocation of 
a user device. 
0009 FIG. 5 is a method for processing geolocation data 
by a location processing application 
0010 FIG. 6 is a block diagram of an exemplary system 
for implementing a computing device. 
0011 FIG. 7 is a block diagram of an exemplary system 
for implementing a mobile device. 

DETAILED DESCRIPTION 

0012. The geolocation engine of the present invention is a 
highly secure and versatile service that allows providers, such 
as a provider of network gaming services, to securely and 
reliably determine user or player location, often to within a 
few meters of accuracy. 
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0013 The present invention provides a secure method for 
determining a geolocation using an algorithm within a secure 
wrapper. The algorithm assesses multiple single sources of 
geolocation data to derive a more reliable calculation of a 
digital user's location. The present technology can be 
“wrapped in a secure download to a digital device to make it 
harder to “spoof. Such a “wrapper consists of such tech 
niques as a program to 'sniff out attempts to mask a digital 
user's location through Such methods as 'screen sharing” or 
use of “proxy servers’. A parallel deployment of the solution 
can also be deployed using the browser of the user, Such as for 
example where a download to the user's PC/Mac/Mobile 
device is not desirable. 

0014 Embodiments of the present invention may be used 
in several Scenarios. For example, registration with a gaming 
service may occur on operators website and a client is down 
loaded. The customer is verified and allowed or not allowed to 
install the ecommerce application. In another embodiment, 
an operator asks a customer to agree to terms and conditions 
of gaming service and downloads a client during registration. 
After Successful verification, a user registers within a client 
and continues to download and install ecommerce applica 
tion. In another embodiment, an operator asks a customer to 
agree gaming service terms and conditions and downloads a 
client prior to registration. After Successful verification, the 
customer is directed to a unique page on the operators website 
where he can register and continue to download the ecom 
merce application. 
(0015 FIG. 1 is a block diagram of a system 100 for deter 
mining a geolocation of a user device. The system 100 
includes computing device 110 and 130, mobile device 120, 
network 140, gaming server 160, and location processing 
server 150, users 101,102 and 103, and WiFi points 171,172, 
173 and 174. Client computing devices 110 and 130, mobile 
device 120 and servers 160 and 150 may communicate with 
each other over network 140. Network 140 may include one 
or more private networks, public networks, WLANs, LANs, 
WANs, the Internet, an intranet, data networks, POTS net 
work, cellular networks, Wi-Fi networks, and/or a combina 
tion of these networks. 

0016. In some embodiments, a user at one of devices 110. 
120 or 130 may access a service provided by gaming server 
160 via an application on the device. Computing device 110 
includes a network browser. Network browser 112 may be 
used to implement a web browser for browsing websites 
provided by network providers, such as the provider of gam 
ing server 160. In some embodiments, a plug-in may be 
installed into a network browser 112 by location processing 
server 150 or gaming server 160 for detecting and collecting 
geolocation data, and transmitting the data over network 140, 
as well as perform other processing and communication. 
Computing device 130 may include client application 132. 
Client application 132 may be installed onto computing 
device, for example via download from server 160 or 150 over 
network 140, and perform other processing and communica 
tion. Once installed, client application 132 may detect and 
collect geolocation data, and transmit the data over network 
140. Mobile device 120 may include an application or “app.” 
The app may be retrieved for the type of device and operating 
system associated with mobile device 120. When executed, 
the mobile device app detect and collect geolocation data, and 
transmit the data over network 140, and perform other pro 
cessing and communication. 
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0017 Gaming server 160 may be implemented as one or 
more servers, virtual machines, data stores, and other devices, 
and may include gaming application 162. Gaming applica 
tion 162 may implement a gaming service provided over 
network 140. Such as for example a web-based gaming Ser 
vice. 
0018. Location processing server 150 may be imple 
mented as one or more servers, virtual machines, data stores, 
and other devices, and may include location processing appli 
cation 152. location processing application 152 may commu 
nicate with gaming application 162 and devices 110-130 to 
determine the geolocation of any of the devices. The location 
processing application 152 may communicate with a network 
browser plug-in, a client application, a mobile app, and other 
hardware and/or software stored on devices 110-130 to col 
lect geolocation data and communicate with the devices. 
0019 FIG. 2 is a block diagram of a logical relationship 
between devices of the system of FIG.1. The logical relation 
ship includes location processing server 150 including an 
application and located in-between device 210 and gaming 
server 160. Gaming server 160 communicates with device 
210 through location processing server's application. Hence, 
the location processing server 150 may act as a buffer or 
wrapper to the network Service provided by the gaming server 
160. 
0020 FIG. 3 is a block diagram of modules within a loca 
tion processing application 300. The modules of application 
300 include a WiFi geolocation module 310, IP geolocation 
module 320, screen sharing protection module 330, proxy 
detection module 340, and additional checks module 350. 
Application 300 also includes decision engine 360 and IP 
whitelist 370. Each of modules 310-360 may be stored in 
memory on a sever Such as location processing server 150 and 
executed by a processor. 
0021 WiFi geolocation module 310 may process Wi-Fi 
geolocation data collected from one of devices 110-130. The 
WiFi data may include data from one or more Wi-Fi networks 
in range of the particular device, and may include location, 
strength, name, and other data. The Wi-Fi data may be used to 
determine a location of the particular device. 
0022 IP geolocation module 320 may process geoloca 
tion data collected from the IP address of the computing 
device or the device's connection to the Internet. The IP geo 
data may include name, network parameters such as network 
address, and other IP data for the network or device. 
0023 Screen sharing protection module 330 may deter 
mine if the device includes a screen sharing program. If a 
screen sharing program is detected, Screen sharing protection 
module 330 may block the program or otherwise communi 
cate its presence as part of the overall decision on allowing the 
device to access a service provided by gaming server 160. 
0024 Proxy detection module 340 may determine if the 
device is includes a proxy program. If a proxy program is 
detected on the device, proxy detection module 340 may 
block the proxy or otherwise communicate its presence as 
part of the overall decision on allowing the device to access a 
service provided by gaming server 160. 
0025. Additional checks module 350 may check of addi 
tional unwanted Software, settings or conditions at the device 
attempting to access gaming application 162. For example, 
module 350 may check cell tower parameters, GPS param 
eters, and other data. 
0026 Decision engine 360 may make a decision as to 
whether the device is within an geolocation orthere is an issue 
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with the purported geolocation. Geolocation may communi 
cate with each of modules 310-350 (which may also commu 
nicate with each other) in determining its decision. Once a 
decision is made, application 300 may provide the decision 
directly or indirectly to gaming server 160. Processing geolo 
cation data is discussed in more detail below with respect to 
the method of FIG. 5. 

0027. Whitelist 370 includes a list of devices that have 
passed geoconferencing requirements. In embodiments, the 
devices included in whitelist 370 have locations which are 
also within a desired geoarea or geofence. In some embodi 
ments, application 300 may maintain a blacklist or other list 
which includes a list of devices associated with a different 
status than a known and required location, Such as a list of 
devices in a known bad location, a list of devices on a block 
list, and so forth. 
0028 FIG. 4 is a method for determining a geolocation of 
a user device. The method of FIG.4 may be performed by one 
or more devices, servers and machines of FIG.1. First, a user 
may accessagaming website at Step 410. The gaming website 
may be provided by gaming application 162 of gaming server 
160. The user may access the website via computing devices 
110 or 130 or mobile device 120. 

0029 Geolocation data for the user's device may be col 
lected at step 420. To collect the data, the device from which 
the user is operating from would typically provide a request or 
permission to provide the data to the gaming service. A 
mechanism for collecting the data would be enabled, and 
geolocation data would be collected for the device. 
0030 Location processing application 152 may request or 
configure geolocation data collection to for the player at 
specific interaction points with the gaming system. These 
interaction points may be configured based on the require 
ments of the gaming provider (ie, provider of gaming server 
160). The geolocation process can be repeated numerous 
times during the same session to ensure the user does not enter 
a disallowed region after their first permitted connection. 
0031. The mechanism for collecting the data may include 
a client application, mobile application, HTML mechanism, 
or browser plug-in. In each case, the collected geolocation 
data may then be transmitted back to location processing 
engine 152. 
0032 For a client application on a computing device, a 
user attempting to use the gaming service provided by gaming 
server 160 may be prompted to download a client application. 
The client application may be a stand-alone application or 
part of a larger program. Upon the user providing input to 
download the client application, the client application is 
downloaded and installed on user's computing device. 
0033. The client application may be executed and may 
provide the gaming service website, or another interface, 
provided by gaming server 160 through the client application 
on the computing device. By providing the website or other 
interface through the client application, the present technol 
ogy provides the gaming service through a wrapper which 
helps prevent unauthorized use of the web-based service (ie, 
use from a user in a non-desired geographical location). 
0034. The installed client application may be instructed by 
the location processing application 152 to collect various 
types of geo data. The data may include, but is not limited to, 
computer MAC address, WiFi access point data, the IP 
address of the computing device, Screen sharing Software 
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data, proxy Software data, and other data. The collected data 
may then be transmitted by the client application to location 
processing engine 152. 
0035. A mobile application for mobile device 120 may 
operate similarly to client application 132 of computing 
device 130. In some embodiments, rather than download the 
client from a location processing server directly, the mobile 
device may receive the mobile application from a mobile 
application store. The mobile application store may be pro 
vided as network service and may depend on the type of 
device and/or operating system of the mobile device. 
0036. In some embodiments, the present technology may 
use HTML 5 to collect and transmit geolocation data. For 
devices using HTML 5, a location library may be used to 
request a user to accept sharing of data, receive the user 
acceptance, retrieve the data and transmit the data to location 
processing application 152. 
0037. A network browser plug-in may be used to collect 
and transmit geolocation data. The gaming service website 
provided to a user may request the user to install a network 
browser plug-in. Upon the user's acceptance, the plug-in may 
be provided by location processing server 150 to the user's 
device for installation to network browser 112. The installed 
browser plug-in may then retrieve geolocation data and trans 
mit the data to location processing application 152. 
0038 Returning to FIG. 4, the collected geolocation data 

is transmitted to location processing server 150 at step 430. 
As discussed herein, the data may be transmitted by one of 
several mechanisms, such as a client application, mobile app, 
a mechanism within HTML5, and a network browser plug-in. 
0039. The geolocation data is processed by location pro 
cessing server 150 at step 440. Processing the data may 
include comparing the data to parameters set forth by gaming 
server 160, determining if the determined geolocation data is 
accurate and trusted, and other calculations. Processing the 
geolocation data may include setting the device geolocation 
as “pass” or “fail” for. Processing geolocation data is dis 
cussed in more detail below with respect to the method of 
FIG.S. 
0040. The result of the geolocation data is provided to the 
gaming server at step 450. In some embodiments, the geolo 
cation data result is transmitted directly to the gaming server 
by location processing server. In some embodiments, the 
result is provided to one of the client application, mobile 
application, browser plug-in or other mechanism or module 
on the device associated with the user and then provided to the 
gaming service by the particular module or mechanism. 
0041. The gaming server 160 may take action on the result 
at step 460. In the case of a “pass' result, the gaming server 
may provide the gaming service to the user associated with 
the device. When the result is a “fail', the gaming server may 
deny service to the device. 
0042. In some embodiments, when a geolocation result 
indicates a “fail” for the device, the gaming application 162 
may have location processing engine perform a second deter 
mination to confirm the geo-location of the user. For example, 
if a geolocation based on IP of the user's device provides a 
“fail” result, the geolocation may be determined based on a 
web-plugin or other methodology described herein. 
0043 FIG. 5 is a method for processing geolocation data 
by a location processing application. The method of FIG. 5 
may provide more detail for step 440 of the method of FIG. 4. 
First, a location for the user device is determined based on 
received geolocation data at step 510. Location processing 
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application 152 gathers as much information as possible 
about the player's computer & location that is appropriate to 
security. This may include the computers MAC address, any 
WiFi access points 171-174 in range of the users device, the 
IP address of users device, Screen sharing software (such as 
GoToMyPC, VNC, Adobe Connect, LogMeIn), and proxy 
software of computing device 140. 
0044. The present system may use raw geolocation data 
from third parties and perform numerous calculations to com 
pare the different datasets. A new calculation may be created 
upon which to base a more reliable geolocation conclusion. 
This includes calculations such as the great-circle distance 
between two pairs of location coordinates, polygon point 
inclusion for determining whether user is in location or not, a 
difference engine that compares the different datasets to find 
anomalies, and other Smaller methods that compare the data 
against a users configuration requirements. 
0045 Information for determining location may be 
retrieved from several sources. For example, WiFi data may 
be received from Skyhook Wireless and IP Database infor 
mation may be retrieved from MaxMind, Inc. In the future 
other sources are envisioned for use in the algorithm, such as 
GPS transmitters, Biometrics like finger print and/or face 
reading Software, and so forth. 
0046. In some embodiments, a user's indoor location may 
be determined from geolocation data received as device data. 
Signal data such as WiFi, Bluetooth, and other data may be 
collected by the mechanism on the device. For example, the 
device may scan for available WiFi sources and present any 
detected sources back to the location processing server for 
triangulation. For device data processing, data processing 
may be done on the device, and so the network may effec 
tively be dumb. Additional access points to increase the 
range and/or accuracy of the geolocation calculations can be 
added without needing to be attached to the network. To 
collect device data for determining indoor geolocation, the 
present system may utilize software modules executable to 
scan WiFi access points, obtain SSID, SSI and MAC data and 
perform trilateration on the data, Send a RESTful XML to a 
server, provide callbacks for pass and fail, access floor plan 
and access point location information, and manage geofence 
information. The present system may also use WiFi and Blue 
tooth signal fingerprinting which may take a Snapshot of the 
RF fields within a particular area to determine the location of 
a user with respect to pre-determined and known RF trans 
mitters. 

0047. In some embodiments, a user's indoor location may 
be determined from geolocation data received as network 
data, wherein the network scans for devices and provides the 
device data to location processing server. As the network 
scans for devices, any device can be catered for, from laptops, 
through to phones, tablets and anything that communicates 
via WiFi. Further, applications on a mobile device such as a 
Smart phone only need internet access to retrieve a device 
pass/fail information. Hence, the device may be effectively 
dumb. As internet access is the only prerequisite, a larger 
number of platforms may be supported then a device-based 
geolocation data method discussed above, Such as Black 
berry, iOS, Android, as well as Symbian and Windows Phone. 
To collect device data for determining indoor geolocation, the 
present system may utilize software modules executable to 
monitor nearby devices, capture signal strength, perform tri 
lateration, manage geofence data, and other functions. 
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0048. A trust score may be determined for the user device 
geolocation at step 520. A likelihood of accuracy may be 
determined for the user device geolocation at step 530. The 
present technology may consider each source of information, 
and the number of Sources of information, and provide a 
weighting to each Source (or absence of information) to deter 
mine a score related to the likelihood of a particular geoloca 
tion of the user. The trust score and likelihood of accuracy 
may be determined methods known in the art. 
0049 Location processing application 152 may also deter 
mine if a proxy is present at Step 540 and if a screen sharing 
application is present on the client device at step 550. Detec 
tions of proxy and screen sharing programs may trigger Secu 
rity actions, such as program blocking or other actions, as 
specified by the gaming provider. A determination is also 
made if spoofing is present at step 560. 
0050. Location processing application 152 determines if 
the user device should be added to a whitelist at step 570. The 
decision may be based on the geolocation determined from 
the received data, the trust score and likelihood of accuracy, 
and whether any of a proxy, Screen sharing application or 
spoofing is present. For example, the location processing 
application may make a determination for one or more param 
eters of device inclusion/exclusion, boundary configuration, 
Wifi accuracy, GPS accuracy, GSM accuracy, IP accuracy, 
IP+WiFi distance, proxy detection, software detection 
(screen sharing, and others), user type, and remote desktop 
detection. Each parameter may be determined to have a 
binary value (pass/fail) or a numerical value within a range. 
The gaming provider may configure a rule to add a user device 
to a white list based on the parameter values. For example, a 
user device may be added to the list if 80% of the parameters 
“pass', but an automatic no-whitelist add if the device is on an 
exclusion list or proxy, Software or remote desktop is 
detected. In some embodiments, some of the parameters may 
be weighted so that they are considered more important than 
others. 
0051. The whitelist can be accessed via a web API call to 
location processing application 152 from gaming server 160. 
The information returned may be a simple yes or no, as the 
application 152 will have already dealt with making a deci 
sion on the device's location. The code required on the gam 
ing server may be as simple as possible to allow quick and 
easy integration into a number of different web programming 
languages. In pseudo code, this can be as simple as: 

if (Application.ISAuthorized (ip address) == "yes') 
<allow access to games> 

else 
<send to geolocation client download page-> 

0052 With a straightforward, cross-platform API, imple 
mentation of the present system is quick and easy. The present 
provider of the location processing engine may support and 
assist in all stages, from design of a downloadable client 
application (or integration into a client), to providing Support 
and training in using the back-end to configure location pref 
erences and training manuals in Supporting customers who 
may need help in geolocating. By taking away all concern 
with the location aspect of the service, the gaming provider is 
free to concentrate on delivering the best service to the cus 
tomer while the location processing engine service can focus 
on the Security of the geolocation service. 
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0053. The geolocation processing system of the present 
invention may have several benefits. The system may have 
unmatched accuracy as it determines a player location within 
meters. The system may use multiple positioning technolo 
gies to increase reliability of results across diverse topologies. 
The system may use a Sophisticated rules based algorithm to 
deliver intelligent weighting to results. It may be easily inte 
grated into gaming applications and services through use of a 
very simple application program interface (API). It may be 
highly configurable, and may have location & Security 
parameters which can be configured. The system may provide 
high capacity, real-time processing and perform automated 
data updates with Zero downtime. The system may have mul 
tiple integration options, be highly scalable and fault tolerant. 
0054 FIG. 6 is a block diagram of an exemplary system 
for implementing a computing device. System 600 of FIG. 6 
may be implemented in the contexts of the likes of computing 
devices 110 and 130, gaming server 160, and location pro 
cessing server 150. The computing system 600 of FIG. 6 
includes one or more processors 610 and memory 620. Main 
memory 620 stores, in part, instructions and data for execu 
tion by processor 610. Main memory 620 can store the 
executable code when in operation. The system 600 of FIG. 6 
further includes a mass storage device 630, portable storage 
medium drive(s) 640, output devices 650, user input devices 
660, a graphics display 670, and peripheral devices 680. 
0055. The components shown in FIG. 6 are depicted as 
being connected via a single bus 690. However, the compo 
nents may be connected through one or more data transport 
means. For example, processor unit 610 and main memory 
620 may be connected via a local microprocessorbus, and the 
mass storage device 630, peripheral device(s) 680, portable 
storage device 640, and display system 670 may be connected 
via one or more input/output (I/O) buses. 
0056 Mass storage device 630, which may be imple 
mented with a magnetic disk drive oran optical disk drive, is 
a non-volatile storage device for storing data and instructions 
for use by processor unit 610. Mass storage device 630 can 
store the system software for implementing embodiments of 
the present invention for purposes of loading that Software 
into main memory 620. 
0057 Portable storage device 640 operates in conjunction 
with a portable non-volatile storage medium, Such as a floppy 
disk, compact disk or Digital video disc, to input and output 
data and code to and from the computer system 600 of FIG. 6. 
The system software for implementing embodiments of the 
present invention may be stored on Such a portable medium 
and input to the computer system 600 via the portable storage 
device 640. 

0.058 Input devices 660 provide a portion of a user inter 
face. Input devices 660 may include an alpha-numeric key 
pad, Such as a keyboard, for inputting alpha-numeric and 
other information, or a pointing device, such as a mouse, a 
trackball, stylus, or cursor direction keys. Additionally, the 
system 600 as shown in FIG. 6 includes output devices 650. 
Examples of suitable output devices include speakers, print 
ers, network interfaces, and monitors. 
0059 Display system 670 may include a liquid crystal 
display (LCD) or other suitable display device. Display sys 
tem 670 receives textual and graphical information, and pro 
cesses the information for output to the display device. 
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0060 Peripherals 680 may include any type of computer 
Support device to add additional functionality to the computer 
system. For example, peripheral device(s) 680 may include a 
modem or a router. 

0061 The components contained in the computer system 
600 of FIG. 6 are those typically found in computer systems 
that may be suitable for use with embodiments of the present 
invention and are intended to represent a broad category of 
Such computer components that are well known in the art. 
Thus, the computer system 600 of FIG. 6 can be a personal 
computer, hand held computing device, telephone, mobile 
computing device, workstation, server, minicomputer, main 
frame computer, or any other computing device. The com 
puter can also include different bus configurations, net 
worked platforms, multi-processor platforms, etc. Various 
operating systems can be used including Unix, Linux, Win 
dows, Macintosh OS, Palm OS, and other suitable operating 
systems. 
0062 FIG. 7 is a block diagram of an exemplary system 
for implementing a mobile device, such as for mobile device 
120. The system (i.e., mobile device) 700 of FIG. 7 includes 
one or more processors 710 and memory 712. Memory 712 
stores, in part, programs, instructions and data for execution 
and processing by processor 710. The system 700 of FIG. 7 
further includes storage 714, one or more antennas 716, a 
display system 718, inputs 720, one or more microphones 
722, and one or more speakers 724. 
0063. The components shown in FIG. 7 are depicted as 
being connected via a single bus 726. However, the compo 
nents 710-724 may be connected through one or more data 
transport means. For example, processor unit 710 and main 
memory 712 may be connected via a local microprocessor 
bus, and storage 714, display system 718, input 720, and 
microphone 722 and speaker 724 may be connected via one or 
more input/output (I/O) buses. 
0064 Memory 712 may include local memory such as 
RAM and ROM, portable memory in the form of an insertable 
memory card or other attachment (e.g., via universal serial 
bus), a magnetic disk drive or an optical disk drive, a form of 
FLASH or PROM memory, or other electronic storage 
medium. Memory 712 can store the system software for 
implementing embodiments of the present invention for pur 
poses of loading that software into main memory 710. 
0065 Antenna 716 may include one or more antennas for 
communicating wirelessly with another device. Antenna 716 
may be used, for example, to communicate wirelessly via 
Wi-Fi, Bluetooth, with a cellular network, or with other wire 
less protocols and systems. The one or more antennas may be 
controlled by a processor 710, which may include a control 
ler, to transmit and receive wireless signals. For example, 
processor 710 execute programs stored in memory 712 to 
control antenna 716 transmit a wireless signal to a cellular 
network and receive a wireless signal from a cellular network. 
0066 Display system 718 may include a liquid crystal 
display (LCD), a touch screen display, or other suitable dis 
play device. Display system 770 may be controlled to display 
textual and graphical information and output to text and 
graphics through a display device. When implemented with a 
touch screen display, the display system may receive input 
and transmit the input to processor 710 and memory 712. 
0067. Input devices 720 provide a portion of a user inter 
face. Input devices 760 may include an alpha-numeric key 
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pad, Such as a keyboard, for inputting alpha-numeric and 
other information, buttons or Switches, a trackball, stylus, or 
cursor direction keys. 
0068 Microphone 722 may include one or more micro 
phone devices which transmit captured acoustic signals to 
processor 710 and memory 712. The acoustic signals may be 
processed to transmit over a network via antenna 716. 
0069 Speaker 724 may provide an audio output for mobile 
device 700. For example, a signal received at antenna 716 
may be processed by a program stored in memory 712 and 
executed by processor 710. The output of the executed pro 
gram may be provided to speaker 724 which provides audio. 
Additionally, processor 710 may generate an audio signal, for 
example an audible alert, and output the audible alert through 
speaker 724. 
(0070. The mobile device system 700 as shown in FIG. 7 
may include devices and components in addition to those 
illustrated in FIG. 7. For example, mobile device system 700 
may include an additional network interface Such as a univer 
sal serial bus (USB) port. 
0071. The components contained in the computer system 
700 of FIG. 7 are those typically found in mobile device 
systems that may be suitable for use with embodiments of the 
present invention and are intended to represent a broad cat 
egory of such mobile device components that are well known 
in the art. Thus, the computer system 700 of FIG. 7 can be a 
cellular phone, Smart phone, hand held computing device, 
minicomputer, or any other computing device. The mobile 
device can also include different bus configurations, net 
worked platforms, multi-processor platforms, etc. Various 
operating systems can be used including Unix, Linux, Win 
dows, Macintosh OS, Google OS, Palm OS, and other suit 
able operating systems. 
0072 The foregoing detailed description of the technol 
ogy herein has been presented for purposes of illustration and 
description. It is not intended to be exhaustive or to limit the 
technology to the precise form disclosed. Many modifications 
and variations are possible in light of the above teaching. The 
described embodiments were chosen in order to best explain 
the principles of the technology and its practical application 
to thereby enable others skilled in the art to best utilize the 
technology in various embodiments and with various modi 
fications as are Suited to the particular use contemplated. It is 
intended that the scope of the technology be defined by the 
claims appended hereto. 
What is claimed is: 
1. A method for determining a geo-location, comprising: 
collecting geolocation data associated with a first device by 

a module stored in memory and executed by a processor 
on the first device, the first device in communication 
with a first server which provides a service over a net 
work; 

identifying whether one or more selected programs are 
present at the first device: 

transmitting the geolocation data and programs and a list of 
the present selected programs to a second server, 

receiving a geolocation message from the second server, 
and 

providing the received geolocation message to the first 
Sever 

2. The method of claim 1, wherein the geolocation data is 
collected by a client application installed in the first device. 
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3. The method of claim 1, wherein the first device is a 
mobile device and the geolocation data is collected by a 
mobile application installed on the mobile device. 

4. The method of claim 1, wherein the geolocation data is 
collected by a network browser plug-in installed on a network 
browser on the first device. 

5. The method of claim 1, wherein collecting includes 
determining geolocation data for one or more remote devices 
in the proximity of the first device based on communication 
with the one or more remote devices and the first device. 

6. The method of claim 1, wherein collecting data includes 
collecting device data by the network at the location of the 
first device. 

7. The method of claim 1, wherein collecting data includes 
collecting building information from within the building by 
the first device. 

8. The method of claim 1, wherein the programs include a 
proxy. 

9. The method of claim 1, wherein the programs include a 
Screen sharing program. 

10. The method of claim 1, wherein the geolocation mes 
sage is in the form of a binary message indicating a pass or fail 
of the first device regarding a geolocation requirement. 

11. A method for determining a geolocation at a server, 
comprising: 

receiving geolocation data from a first client device in 
communication with a first server which provides a ser 
Vice over a network, the geolocation data received by a 
second server and associated with the first device; 

processing the geolocation data associated with the first 
device to determine a geolocation for the first device 

determining if the geolocation satisfies a threshold associ 
ated with a geolocation requirement; 

determining a geolocation status based on the threshold 
determination; and 

transmitting the geolocation status to the first client. 
12. The method of claim 11, wherein the geolocation data 

includes information provided from or more remote devices 
in the proximity of the first device based on communication 
with the one or more remote devices and the first device. 

13. The method of claim 11, wherein determining includes 
determining a trust score for the geolocation. 

14. The method of claim 11, wherein determining the loca 
tion includes determining a likelihood of accuracy for the 
geolocation. 
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15. The method of claim 11, wherein the geolocation is 
inside a building. 

16. The method of claim 11, wherein the determination if 
the geolocation satisfies a threshold includes determining if 
one of one or more selected programs is installed on the first 
device 

17. The method of claim 11, wherein determining the 
geolocation status includes updating a white list if the thresh 
old is satisfied. 

18. A computer readable storage medium having embodied 
thereon a program, the program being executable by a pro 
cessor to perform a method for determining a geo-location, 
the method comprising: 

collecting geolocation data associated with a first device by 
a module stored in memory and executed by a processor 
on the first device, the first device in communication 
with a first server which provides a service over a net 
work; 

identifying whether one or more selected programs are 
present at the first device: 

transmitting the geolocation data and programs and a list of 
the present selected programs to a second server, 

receiving a geolocation message from the second server, 
and 

providing the received geolocation message to the first 
Sever. 

19. A computer readable storage medium having embodied 
thereon a program, the program being executable by a pro 
cessor to perform a method for determining a geolocation at 
a server, the method comprising: 

receiving geolocation data from a first client device in 
communication with a first server which provides a ser 
vice over a network, the geolocation data received by a 
second server and associated with the first device; 

processing the geolocation data associated with the first 
device to determine a geolocation for the first device 

determining if the geolocation satisfies a threshold associ 
ated with a geolocation requirement; 

determining a geolocation status based on the threshold 
determination; and 

transmitting the geolocation status to the first client. 
k k k k k 


