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(57) Abstract: A method of programming a na\ katioti s\ stem for a hierarchical data model includes coupling a processor in elec-
& tronic data communication with an output device. The method also includes programming a hierarchical data model of a database

within the processor. The hierarchical data model has a hierarchy representing a plurahU of objects. At least one object of the
plurality of objects has at least one attribute. The method further includes programming an entr> point to at least a portion of the
hierarchical data model vuthin the processor The entry point is programmed to generate an information list including each object of
the plurality of objects haung at least one common attribute. The information hé&t is readable on the output device.
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HIERARCHICAL DATA MODELS AND METHODS
FOR NAVIGATING SAME

BACKGROUND OF THE INVENTION

{01 This mvention relates generaliv to hierarchical data models
and, more particularly, 1o large, hieraschical, distribuled data models and methods for

navigating same.

[(002]  Generally, a luerarchical data wodel is a aser-centric
collection of objects defined by attributes.  Such a data model is arranged in a
hierarchy that has a refationship o associated data.  Such hierarchies are tvpically
configured to facililate specific user roles and tasks that asers mav undertake. One
such known hierarchy is programmed Lo represent equiprsent within an industrial
facility such that maintenance personnel access only maintenance-related attributes of
the equipment. Hierarchical data models are formed of at least one data tree, wherain
such data trees are formed of a plurality of data branches. These daia branches are

arranged in a sequential pattern that substantially represents user priorities.

(0003 At least some known large, hierarchical, distbuted data
models are challenging to navigate. Data may be bured many levels deep in an
obscura data branch. Also, some of the data may be dvnamic by its nature due to, for
example, penodic equapment replacements. Moreover, the data tree may contain dala
that is changeable by neultiple users. Therefore, it mayv be dillicult Tor any one user to
maintan a knowledge of the data which 1s available to them Moreover, at least some
known methoeds of extracting data from databases are time-consuning andfor

TesOUICE~-Consuning.
BRIEF DESCRIPTION OF THE INVENTION

[0004]  In one aspect, a method of programming a navigation svstem
for a hierarchucal data model is provided. The method includes coupling a processor
in electronic data communication with an output device. The method also includes

programming a hierarchical data modal of a database within the processor. The
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tuerarchical data model has a hierarchy representing a pluralily of objects. Fach
object of the pluralitv of objects has at least one attribute.  The method [urther
includes programming an entry pomnt 10 at least a portion of the hierarchical data
maodel within the processor.  The entry pomwnt s programmed o generate an
information list including each object of the plurality of objects having at least one

comunon attribute. The information histis readable on the output device.

[0003]  In another aspect, a navigation svstem for a hierarchical data
model is provided. The data model represents a plurality of objecis. Each object of
the plurahity of objects has al feast one attribute at least parhally forming a hierarchy
within the data model. The navigation system includes at least one entry point o at
least a portion of the hierarchical data model. The entry point 18 programmed within
at least one processor o generate an information list including each object of the
plurality of objects having at least one common attibute.  The information list is

readable on at least one output device.

{0006]  In a further aspect, a supervisory control and data gequisition
(SCADA} system 15 provided. The SCADA svstem includes at least one processor
and at least one cutput device coupled in dectrome data comymumication wilh the at
least one processor. The SCADA system also inclades at least one heerarchical data
model programmed within the at least one processor. The ai least one hierarchical
data model represents a plurality of objects. Each object of the plurality of objects has
at feast one attribute that at least partially forms a hierarchy within the at least one
hierarchical data model. The SCADA system also includes a navigation system
inchuhing at least one entrv point 1o at least a portion of the at least one hierarchical
data model. The at least one enfry point 1s programmed within the processor to
generate an wformation list mcluding each object of the plurality of objects baving at
least one common attribute. The information list 15 readable on the at least one output

device.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Figwre 1 is a schematic view of an exemplary supervisory

control and data acquisttion (SCADA) svstem;

[OG08]  Figure 218 a view of an exemplary user interface screen that

may be used with the SCADA svstem shown in Figure 11

09 Figare 3 is a view of an exemplary hierarchical treg that may

be used with the SCADA system shown in Figure 1;

[0010]  Figure 4 is a view of a portion of an entry pownt added to the

hierarchical tree shown in Figure 3 and

[0011}  Frgure § s a view of an exemplary result of the entry point

shown in Figure 4.

DETAILED DESCRIPTION OF THE INVENTION

[0012] Figure 1 15 a schematic view of an exemplary supervisory
control and data acquisiion (SCADA) system 100, In the exemplary embodiment,
system 100 is positioned within an industrial facility (not shown) that includes, bat 1s
not himited to, refinenes, factories, assembly plants, power generation plants, and
chemical plants. Alternanvely. svstem 100 1s positioned within commercial faailities,
such as, but not hmuted to, hospitals, high-rise buildings, resorts, and amusement
parks. Further, allematively, system 100 1s positioned in any facility.  Alzo, in the
exemplary  embodiment, svstem 100 15 a Proficy™ system that 15 commercially
avatlable from GE Fanue Automation, Inc., Charlottesville, Virginia, Unitied States of
America. Altematively, system 1 s any SCADA system, including, but not limited

to. a distributed control system (DCS).

(0013} Svslem 100 includes a network backbone 102, Network
backbone 102 may be a hardwired data communication path fabricated from twisted

pair cable, shielded coaxial cable or fiber optic cable, for example, or may be at jeast
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partially  wireless. Any number of any egquipment assemblies may  be
communicatively connected to network backbone 102 A first portion of the
equipment assemblies may be hardwired 1o network backbone 102, and a second
portion of the equipment assemblies mav be wirelessty coupled to backbone 102 viaa
base station 104 that ix communicatively coupled to system 100, Wireless base
station 104 may be used to expand the effective communication range of system 100,
such as with equipment or sensors located remolely from the industnial facility, but
still interconnected to one or more systems simular 1o system 100 within the mdustrial

facility.

{0014 Svstem 100 mav be configured to receive and display
operational parameters associated with a plurglity of equipment assemblies, and o
generate agtomatic control signals and receive manual conirol mputs for controlling
the operation of the equipment assemblies of the industrial facility. In the exemplary
entbodiment, system 100 includes sufficient software code and processing resources
and 1s configured 1o control data processing and analysis activities associated with
data recetved by svstem 109 that allows for on-line monitoning and diagnosis of the
ndustrial plant equipment assemblies. Process parameter dala may be collected from
each equipment assembly. including, but not limited to, pumps and motors, associated
process sensors, associated equipment controllers, as well as local environmental
sensors, ncluding for example, but not houted {o, wibration, seisnuc, ambient
temperature and ambient hunidity sensors. The data may be pre-processed by a local
diagnostic module or a remote mputfoutput module (neither shown), or mav

transmiiled to system 100 m raw form.

[6013] System 100 wmay operate independently to contrel the
industrial facility, or may be compunicatively coupled to one or more other control
svstems 106, Each system 106 may commumicate with other systems 106 and system
160 through a network segmient 108, or mav communicate through anv network

topology, for example, but not being himted to, a star configuration (not shown),

i
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[0016]  In the exemplary embodiment, system 100 includes at least
one server system 110 and a plurality of client systems 112 each coupled i electronic
data communication with backbone 102, Server system 110 further includes a
database server 114, an apphcation sevver 116, 8 web server 118 a fax server 120, a
directory server 122, and a nwil server 124, In the exemplary embodiment, each
server 114, 116, 118§, 120, 122, and 124 is coupled in electronic data comnuuucation
with server svstem 110, Alternativelv, each server 114, 116, 118, 120, 122, and 124
is embodied 1n software executing oo sexver svstem 110, Further, alternatively. any
combinations of servers 114, 116, 118, 120, 122, and 124 mav be embodied alone or
in combination on separate server svstems coupled i electronic data communication
m a local area neiwork (LAN}Y, such as described herain, A disk storage unit 126 s
coupled in electromic data comnmunication with server systern 110, In addition, a
plurality of workstations 128 that includes, but is not linuted to, a svstem
administrator workstation, & user workstation, andfor a supervisor workstation is
coupled 1 eleclromic dats commumication with a LAN 130 Altematively,
workstations 128 are coupled to LAN 130 using an Inlernet link or are connecled

through an Intranet (neither shown),

[0017]  Each workstation 128 may be a personal computer having a
wab browser. Although the functions performed at the workstations typically are
iustrated as being performed al respective workstations 128, such functions can be
performed at one of many personal computers coupled to LAN 130, Workstations
128 are described as being associated with separate exemplary functions only to
facilitale an understanding of the different types of fonctions that can be performed by

individuals baving access to LAN 134

[O018]  Server svstem 110 is configured {o be conmwvunicatively
coupled to varnous mdividuals, including emplovees 132 and third parties, for
exampie. but not himited to, service providers 134, The comununication in the
exemplary ambodiment is Hlustrated as being performed asing the Internet. However,

any other wide area network (WAN) tvpe commumcation can be utihized in
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alternative embodiments. that s, the systems and processes are not linuled to being

practiced using the Internet.

[0O019] In the exemplary embodiment, any authorized individual
having a workstation 128 can access system 100, At Jeast one of the client svstems
may iclude a manager workstation 136 located al a remote location.  Also.
workstations 128 are configured o communicate with server system 110
Furthermore, fax server 120 comumuonicates with remotely located chient svstems,
meluding a client svstem 138 using a telephone link (not shown). Fax server 120 13

configured to communicate with other chent systems 132, 134, and 136 as well,

(0020} Computerized modehing and analysis tools associated with
system 104 are stored in server svstem 110 and can be accessed by a requester at any
ope of clienl svstems 1120 In the exemplarv embodiment, client svstems 112 are
compnders including a web browser, such that server svstem 11 s accessible to cliant
svstems 112 that are mierconnected to the Internet through nterfaces includimg a
network, such as LAN 130, Alternatively, such Internet cormectivity 1s facilitated by
a wide area network (WAN), dialan-comnections, cable modems and special high-
speed ISDN lines (none shown).  Alse, altemnatively, client svstems 112 are any
device capable of interconnecting to the Internet including, but not linuted to, a web-
based phone, personal digital assistant (PDA). or other web-based comnectahle
equipment.  Svstem 100 also inchudes a plurality of remote monitoring stations 140
coupled in electronic data communication with LAN 130, Such stations 140 facilitate

remote monitoring of any processes associated with system 100,

[(0021] In the exemplary embodiment, database server 14 18
connected 1o a database 142 that is embodied within server 114, Database 142
contains information about the industrial facilitv, as deseribed below in greater detail.
Database 142 1s struchured with a hierarchical database modet {nol shown in Figure
1), Altemnatively, database 142 has anv structure that facilitates operation of system
166 as describad herein.  In an altesnative embodiment, centralized database 142 1s

stored on server svstem {10 and can be accessed by potential users at one of client

iy
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svstermns 112 by logging onto server svstem 110 through one of client systems 112, In
a further alternative embodiment, database 142 is stored remotely from server system
11 and server 114 and mayv be non-centralized.  Further, alternatively, other
mduostrial facility svstems may provide data that s accessible to server svstem 110

and/or client systems 112 through independent connections to LAN 130,

[0022] In the exemplary embodiment, system 100 includes a
plurality of processors {not shown) that are embedded within server system 110,
servers 114, 116, 118, 120, 122, and 124, and on work stations 128, Svstem 164 also
inchudes a plurality of output devices that include server system 110, servers 114, 116,
118, 120, 122, and 124, work stations 128, and on monitors 140, The ocutput devices
may also mcludes printers and any other device that mayv be coupled in electronic data

commanication with svstem 100 as described above.

[f4123]  Also, in the exemplary embodiment, svstem 104 includes a
plurality of controllers.  Specificallv, svstem 100 includes a Line 1 Assembly
Controller 144, a Line | Mixer Controller 146, g Line 2 Assembly Controller 148, and
a Submixer Controller 150, Each confroller 144, 146, 148 and 130 18 coupled in

efectronic data commugncation with system 100 via methods as discussed above.

[0024]  Figure 218 a view of an exemplary yser mterface screen 200
that may be used with SCADA gsystem 100, Svstem 106 mchudes human-maching
interface (HMI) features that mclude screen 200, Database 142 includes a
hierarchical data model 202 that s at least partially iHustrated on screen 200, wherein
screen 200 mclades a tradiional hierarchical navigator 204, Navigator 204 represents
a first portion of a navigation system 206 for hierarchical data model 202 that is
embedded within and miegrated with systent 100, In the exemplary embodiment,
navigation svstem 206 iz miegrated with the processors and outpot devices described
above. A second portion of navigation systern 206 is also llustrated on screen 200 ag

an entrv point navigator 208,

[0025]  In the exemplary embodiment, hierarchical data model 202 is

a large, hierarchical, distributed data model with al least one data ree (not shown},

-7
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wherein each dala tree has a plurality of data branches (not shown). The data tree and
the data branches are formed of defined atinbutes of objects.  Specifically,
hierarchical data model 202 15 a user-centric collection of objects, arranged i a
hierarchy, which are organized to facilitate specific roles and/or tasks that users may
undertake. Separating data into models, hierarchy navigation by people who are
responsible for maintenance of equipment is facildated  Specifically, navigation
through the lerarchy without bemg exposed 1o objects of whaich they have no interest
is facibitated. Such bierarchy navigation is typically accomphished by mudtiple drilhing

activities through a plurality of user-selected menus.

{0026} Hierarchical navigator 204 illustrates at least a portion of
hiergrchical data model 202, Tvpically, the industrial facility inchudes a plurality of
equipment assemblies.  Each assembly has a number of attributes, such assemblies
and attributes forming the data trees and data branches discussed shove, For example.
the equipment assemblies m the industrial facility are organized into an equipment
model 210, In the embodiment shown, equipment model 210 includes five panels.
Specifically, equpment model 219 includes a first panel 212 that illustrates a bist of
items ot attnbutes associated with the equipment assemblies within the mdustrial
facility at the “"Enterprise” level within the data tree. In the exermplary embodiment,
“GE Fanue™ is the sole attnbute at such a relatively high level within the higrarchy.
“GE Fanuc™ 1s selected (as iHustrated by a bolded outline) etther by defindt or through

user action.

[0027} Selection of an attribute in panel 212 populates a second
panel 214, In the exemplary embodiment, panel 214 is populated with four “Stlgs™
atinbutes inchuding “Foxbore™, "Edmeonton™, “Albany™, and “Charlottesvilie™ Also,
in the exemplary embodiment, panels 212 and 214 have a “parent” and “children”
relationship, respectively.  Further dnlling-down activities by the user mclude
selection of the “Edmonton” atiribute (as Hustrated by a bolded outline} such that a
third panel 216 s populated with “Areas™ atlribudes that include the attributes of “23th
Hoor™, “20ih floor™, and “27th floor™. Panels 214 and 216 have a “parent” and

“children™ relationship, respectively. Additional drilling-down activities by the user
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include selection of the "27th floor™ attribute {as Hlustrated by a bolded outhine) such
that a fourth panel 218 is populated with “Production Units™ and “Storage Units”™
attributes.  Panels 216 and 218 have a “parent” and “children™ relationship,
respectively.  The atinbute “Production Units”™ includes a plurality of attnbutes thal
mchude “Lab 1 PLC Rack™ and “Lab 2 PLC Rack™ The atinbute “Storage Units™
inchudes a smgle attribute “Lab 1 PLC Cupboard”™  Subsequent drilling-down
aclivities by the user include selection of the “Lab 2 PLC Rack™ altnbute (as
lustrated by a bolded outline) such that a [ifth panel 220 15 populated with “Unnis™
attributes that include a "PLC AOGG137 attribute. Panels 218 and 220 bave a “parent”

and “children” relationshup, respectively,

[028]  Previous SCADA svstems that did not include navigation
svatem 206 required drilling throogh a plarality of individueal screens that were similar
to each of panels 212 through 220, Speafically. previously, generating a hst of all of
the PLCs within the Edmonton site would require operator selection and drifling
through mdividual screens similar to each of panels 216 through 220 for each of the
“Production Uniis™ and “Storage Unils™ attnbuies shown in panel 218 for the thres

“Areas™ attributes in panel 216, Such drilling is time~consuming.

00291  Navigation system 206 also includes an entry pomt navigator
208 that cooperates with hierarchical navigator 204, Hierarchical navigator 204 1s a
horizontallv-based navigator for traversing a list of objects and atinbuies that result
from operalion of entry point navigator 208, Eptry poird navigator 208 includes a
first panel 222 that includes a plurality of "Models™ and a second panel 224 that
inchudes a plurality of “Entrv Points™ wherain each “Model”™ includes at {east one
corresponding “Entty Pomd™. In the exemplary embaodiment, the “Equipment™ model
as selected in panel 222 (as lustrated by a bolded outline) includes ten “Entry Points”™
wherein a selected entrv point in panel 224 15 “Enterprise” {as illustrated by a bolded
cuthne).  Such selection populates panel 212 and user selection witlin panel 212

factlitates user selechions i panels 214 through 220 as described above.

R
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0030} In the exemplary embodiment. a laver of markup language is
used to program a virtual fayer {not shown) that 1s formed over the existing hierarchy.
Any suttable markup programnung language 1s used that faciitates operation of
navigation svstem 206, The aforementioned dala 15 orgamized inte models as
tlustrated within panel 222, Such models are logical groupings of data associated
with objects and the associated aitributes, wherein such groupings are at least partiadly
dependent on user reguirements.  Further categonzation of the objecls and thewr
attributes facihitate at least some apparent data tree and data branch reorganizalion
based on delined entry points info the data model. Defining the entry pomls is

discussed further below.

(3311 Figure 3 is a view of an exemplary hierarchical tree 300 that
may be wsed with SCADA svstem 100, Tree 300 iz a portion of hierarchical data
model 202 having a discernable hierarchy 301, Tree 300 inchudes a first branch 302
titled “Factory™.  Branch 302 includes two subordinate branches 304 and 306 titled
“Floor 17 and “Floor 27, respectively. Branch 304 includes a “Production Area”
branch 308 and branch 306 mcludes a “Production Area”™ branch 310 Branch 308
nciudes a “Assembly Line 17 branch 312 and branch 310 includes a “Assembly Line

27 branch 314,

{00321 Moreover, branch 312 includes a “Line 1 Assembly
Controller”™ branch 316 and branch 314 mcludes a “Ling 2 Assembly Controller™
branch 318 Also, branch 312 includes a “Mixer Group™ branch 320 that
subsequently includes a “Line 1 Mixer Controller™ branch 322, a "Muxer 17 branch
324 and a “"Mixer 27 branch 326, Furthermwore, bvanch 314 includes a “Mixer 37
branch 328 that subseguently includes a “Submixer Controller™ branch 330, a

“Submixer 17 branch 332 and a “Submuxer 27 branch 334,

0033} Figure 4 15 a view of a potlion of an entry poinl 400 added to
hierarchical tree 300, Entry pomnt 400 is programmed in a faver of markup language
to flatten hierarchy 301 of obyects based on defined atiributes without using sequential

query logic (SQL) quenies or manipulating table schemas. Programming enirv point

~10-
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400, as contrasted to programming SQL gueries, facilitates wore efficient and cost
effective query programmung, accelerated performance, and more efficient use of
information technology resources. In the exemplary embodiment, entry point 400 is a
configurable “view™ into the hierarchy of data model 202 that leverages bitmap/radix
mmplementation to “pull” objects out of hiergrchy 301 and display them n a hst, as
discussed further below. In the exemplary embodiment, any number of entry points
for any number of objects for any mumber of views are programmed to faciiitate

operation of systern 106 as desenibed within,

[0034]  Entry point 400 includes a plurality of bitfields 402 that are
attached to every object in hierarchy 301, In general, individual bits (not shown) of
each bitfield may be programumed to represent any definable attribule or characteristic
of an object, and an entry point is defined by programming an equivalent bitmask (not

shown).

(0035 An illustrative example assumes that all objects defined in
system 100 are represented by four bits. each bit representing one atinbute
Specifically, Bit 0 represents an object that is a nuxer, Bit 1 represents an olyect that
18 currently in certification, Bil 2 represents an object that is located i Edmonton, and
Bit 3 represents an object that is located in Foxboro, This example is scalable to the
extent that thousands of bits representing numerous attributes are feasible. Bis 0

through 3 are represented in the order of Bit 3-Bit 2-Bit 1-Bit Q.

[6036] A first example of a bitheld defines a Mixer 1 that is an
Edmonton mixer i certification with a bithield of 0111, Also, a second example of a
bitfield defines a Mixer 2 that is an Edmonton mixer not certified with a bitlield of
001, Further, a third exanple of a bitfield defines a Mixer 3 that i g certified
Foxboro muxer with a bitfield of 1011, Moreover, a fourth example of a bitfield

defines 5 Mixer 4 that is an yncertified Foxboro miser with a itheld of 1001

[0037]  Moreover, for example, an entry point titled “All Edmonton
Mixers™ 13 programmed by generating a bitmask 01017 that is applied to all objects

in the associated luerarchy using a logical "AND” operation.  Subsequently, ail

~11-
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obyects that are not at least parbally delined with the appropriate attributes are [iltered
o, Such an operation is executed i the memory portion of a processing device
without having to query a database, therebv generating substanually instantaneous
results.  Subsequently all objects that bave both attribules of bemg located in
Edmonton and being a mixer are retrieved, and a brevity of time associated with the
operation is substantially similar to a temporal performance with a single attribule
bemng filiered. Generally, any result from the fogical expression “IF {object bitfield)
AND {entrv point bitmask)” that vields a resull that 13 identical to the bitmask
expression s a “hut”. Specifically, i this example, since Mixer 1 has a bitfield of
“01117, that corresponds to a nuxer in Edmonton in certification, that is logically
associated with an “AND operation wiih the “Edmonton Mixers™ entry point bitmask
“O1017, a result of "01017 is generated.  Further, specifically, using bitmask “01017
m a fogical "AND™ association with Mixer 2 having a bitfield of “(H017, generates a
result of “061017 and, therefore, a “hit” on Mixer 2. Mixes 3 and 4, with bitfields of
“10117 and 10017, respectively, generate resulis of “N01™ for both, and since
“0H001 does not match “01017, Mixers 3 and 4 are filtered out. In summary, using a
bitmask of “01017 that corresponds to “All Edmonton Mixers™ generates a result of

Mixer | and Mixer 2.

[(38]  Furthermore, entry point atirtbutes may be combined 1n more
complex ways, Using an "OR™ operation may generate a non-zero result, which in
this case, corresponds to a “lut™  For example, a command. or query. of “any
equipment in Edmonton, OR any mixer”™ will require a bitmask of “01017 and a
bitmask of “0001". Using Boolean logic to combine these to a resuliant bitmask of
0008 (that 1s, 01117 OR “10017), and using that resaltant bitmask o filter all
objects in the hierarchy, then all objects that generate a non~zevo result will generate a

“hit”. In thus example, Mixers 1, 2, 3, and 4 each generate 8 “hit™.

[039]  As a further example, entrv point attributes may be combined
m more complex wavs wsing an “AND™ operation i conpunction with an “OR”
operation.  Specifically, using the same four muixers and the four bitfields described

ahove, a query can be generated for “a mixer that is certified in Edmonton, OR any
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mixer that is in Foxbore and uncertified™ In using a multi-pass approach, the

previously discussed use of a “bitmask™ of “0101U7 that corvesponds 1o “All Edmonton

Mixers” generates a result of Mixer | and Mixer 2. Secoudly, a bitmask of 10017 for

uncertified Foxboro mixers is used with all four maxers that results in a “Wat™ for
o

Mixer 4, while Mixers 1, 2, and 3 are filtered out. Therefore, m summary, this

method generates a result of Mixer 1, Mixer 2, and Mixer 4.

{0040} Either an “OR™ or “"AND™ operation, each by iiself, can be
performed with one guery, no matter how manv attributes are tested for. As discussed
above, in the “OR™ case, a “lut™ ¢ any object that returns a non-zevo vesult. In the
“AND” case. the resultant bitfield must exactly match the original mask. Often, using
Boolean aluebra, quertes that contain both "OR”™ and “AND” operators can be
reduced to a simgle "OR™ or “"AND", so that one pass through the object hist 1s
sufficient Lo generate the desired results. Therefore, no matier how complex the query
is. the system performance is substantially sinnlar because any complex set of
Boolean bitmasks can be reduced to a single mask using Boolean algebra, and that

resultant set is the only mask that needs 1o be applied {o the object set.

[0041]  Priov to embedding navigation svstem 206 within svstem 100,
if a user was lasked to mamtain software on the varions controllers in the mdustrial
facility, the user would have to dnll through nwltiple assembly lines and down
through arbitrary levels o find all the controllers. In the exemplary embodiment,
using entrv pomnds and calegorization. all controflers are “marked up” with a
categorization that is equivalent to an entry point for “controllers™ Specilically,
referring to Figure 4, a tag 404 iz programumed in a markup language that at least
partially forms entry point 400, titled “Controllers™. More specifically, in the
exemplary embodiment, a portion {in this case a single bit) of a large category bitfield
{not shown) with a plurality of bits, is programmed to be substantially equivalent to
an entty of “Co". Such equivalent bit programming of “Ce” represents the fag
associated with sach object, would not be visible 1o the user, and is configured to
denote any assoctated object with {he associated alinibute of “controller™ as a

controlier to the user,
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[0042]  Figure 5 1s a view of an exemplary result 500 of entry pomt
400 shown in Figure 4. An exemplary method of progranmuning navigation system
206 lor hierarchical data model 202 includes coupling a processor (for example,
server svstem 110 shown in Figure 1) in electronic data comunication with an
output device (for example, work stations 128 shown m Figure 1). The method also
includes programuning hisrarclucal data model 202 of database 142 (shown in Figure
1} within the processor.  Hierarchical data model 202 wchedes herarchy 301
representing a plurality of objects. At least one object of the plurality of objects has at
least one attribute. The methoed {urther includes progranuning an entry point 400 1o at
least a portion of hierarchical data model 202 within the processor. The techmcal
effect 1s to program at feast one eniry ponl 400 to generate an nformation list, that s
result 500, ncluding each object of the plurality of objecls having at least one

comumeon attribute. The information hist is readable on the output device,

[6043] In the exemplary embodiment, entry point 400 is ttled
“Controflers™  Applving entry point 400 with the appropriate bitmask (not shown)
that inclades sutficient programming to identifv all of the objects having an associated
hitfield that includes a bit represeniative of the {ag “Co” returns the resuliant hist
ilustrated in Figure 5. Specificallv, objects 316, 322, 318, and 330 are identified by

selection of entry point 400,

[044]  Furthermore, since categories are vepresented by bitfields,
Boolean fogic can be applied to create arbitrary groupings of objects. For example, if
all objects on Assembly Line 1 are categonized with a “Line 17 bt and all controllers
have a “Controlier™ bit, then an entry point called “Line | Controllers™ may be
programmed to retrieve all the objects that have both bits sel.  Allerpatively, a
category titled “Line | ~ Except Controllers™ may be programmed by implementing a

logical "Line 1 AND NOT Controllers™ operation via the object bitfields.

[O045]  Navigation systemr 206, n the exemplary  embodiment,
provides for a number of advantages over other methods of database data searches

that incluede, but are not limited lo, full-lext searches, hvperlinks, and traditional

-14-
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collapsible-tree pavigators.  Specifically, the combination of data models. entry
pomts, and categorization based on bithelds facilitates presenting a complex hierarchy
of data m optimal ways to meet the needs of specific users. More speciflically, the
complex hierarchy s selectively Hatlened by configarmg defined entrv points asing
charactenistics that are useful 1o the user.  Therefore, each user may create
calegorizations for displaving his or her unigue data quenes, thereby facilitating
organtrational Qexibility for the users while mainiaining a fixed hierarchy. Moreover,
user-defined queries and fillerimng are execuied using a fronl end with intwtive
graphical navigation having readily available navigation features that are user-unigue
and configurable, which distinguish navigation svstem 200 visually and conceptually
from traditional treg-style navigators. Navigabion system 206 subsequently faciliiates
a reduction of the time and computing resources needed for dnlling down into the
hierarchy, facilitates easter navigation down the branches of data, and facilitates a

reduction of scrolling and/or clicking to find their daa,

[0046] Moreover, in the exemplary embodiment, some of the
limitations of relational databases are avoided. For example, in a relational database,
if the tables are not iutiallv set up with the proper kevs and mdexes on the appropriate
columms, performance suffers. Specifically, over time as the need for searching for
data changes, either the database itself has to be modified with new columns and
indexes added (referred o as reindexing) or performance will hkely suffer
Therefore, navigation system 206 is substantially extensible in the sense that new
attribates for queries can be added at any ltime, and entry poinis to leverage the
queries with those atirtbutes mav also be added withouwt negatively mmpacting

performance.

0047} Furthermore, one fealure of most databases is that multiple
users have access 1o change and add data. Moreover, many users mav have difficulty
forming a “mental picture” of the portion of the hierarchy that 1s of interest to them
Therafore, better visthality mto user-specific data using categovizations {0 prioritize

and orgamze critical objects, updated with the most receut data, regardless of the



WO 2009/051889 PCT/US2008/073459

source of data entry, facilitates more efficient performance of user tasks that rely upon

the data.

0048} The method for progranuning a navigation svstem for a
hierarchical data model as deseribed herein facilitates assembly of a supervisory
control and data acquision {SCADA) svstem.  More speaifically, the method of
navigating the hierarchical data model as desciibed above facilitates decreasing time
and labor associated with mantenance and operational activiies for conplex

mdustrial facilities with dynamic material configurations.

[0049]  Exemplary embodimenis of navigation systems ag associated
with hwerarchical data models and SCADA systenms are described above in detall. The
methods, apparatus and systems gre not imited to the specific embodiments described

herein or to the specific tlustrated luerarchical data models and SCADA systems.

[03G]  While the invention has been described in terms of vanous
specific embodiments, those skilled in the art will recognize that the invention can be

practiced with modification  within  the spiit and  scope of the claims.

-16-
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WHAT IS CLAIMED 15

1. A method of programmming a navigation system for a

hrerarchical data model, said method comprising:

coupling a processor in glectromic data communication with an output

device:

programmming a higrarchical data model of a database wiilun the

processor, the nerarchical data model having a hierarchy representing a phuahity of

obiects, at least one object of the plurality of objects having at least one attribute; and

Progranuning an entry point to at least a portion of the luerarchical data
model within the processor, the entry poird programmed to generate an information
list ncluding each object of the plurality of objects baving at least one common

attribute, the information bist being readable on the outpul device.

2. A method i accordance with Claim 1 further comprising
progranuning at least one virtual faver over the hierarchy wherein the eantry point is

resident within the at least one virtual laver.

B

3 A method m accordance with Claim 2 wherein programnung at
least one wvirival laver over the hierarchy comprises programming the at least one

virtual Jayer using at least one markup language.

o

4. A method in accordance with Claim 2 wherein prograniming an
entry point comprises prograniming at least one bitmask within the at least ong virtual

laver.

3 A maethod in accordance with Claim 1 wherein programning a
hierarchical data model compnises programumung st least one categonzing bitfield
within the hierarchy, wherein the at least one categorizing bitfield is programmed 1o at

least partially define the af least one common attribute.

~17-
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0. A method in accordance with Claim 1 wherein programnung an
entrv point fo at least a portion of the hierarchical data model to generate an
information hst having each object of the plurality of objects having at least one
common attribute comprises Rattening at least a porbion of the hierarchy to generate

the iformation hst

7. A method i accordance with Claim 1 wheremn programnung a
hierarchical data model of g database comprises programming at least one data wree
meluding a plurality of data branches, each data branch of the plurality of data
branches inchudes at least one object of the plurality of objects at least partially
defined therein by the at least one attribute, wherein the entry point is programmed 1o
populate the information hist with at least one object defined within the hierarchical

data model having the at least one common atiribule.

3. A method 1 accordance with Claim 1 wherein programming a
hierarchical data model of a database comprises programming the hierarchical data
madel to be substantially represemtative of the database including the at least one

attribute of each at least one object of the plurality of objects.

Q A navigation svstem for a hierarchical data model, the data
model representing a plurality of objects, each object of the plurality of objects having
at least one altvibute at least partially forming a luerarchy within the data model, smd
navigation system comprising at least one entry pomt o at least a portion of the
hierarchical data model, said at least one entry point programmed within at least one
processor 1o generate an information hst comprising each object having at least one

common attribute, smd information hist being readable on at least one cutput device.

10, A navigation system for a hierarchucal data wmodel
accordance with Claim 9 further comprising at least one virtual laver programumed
over the hierarchy wherein said at least one entry point ¥s resident within said at feast

one virtual laver,

~18-
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11, A navigation system for a hierarchical data model
accordance with Claim 10 wherein said at least one virtual laver is programmed with
at least one markup language, said at least one virtuad laver further programmed {o

facilitate flattening at Jeast a portion of the lnerarchy to form said information list.

120 A pavigation systern for a hierarchucal data wodel in
accordance with Clanm 9 wheremn said at least one entry point comprises at least one
bitmask that is programmed to filter at least one categorizing bitfield that at least

partially defines the at least one common attribute.

13. A navigation system for a hierarchical dala model in
accordance with Claim 9 wherein the hierarchical data model includes at least one
data tree including a plurality of data branches, wherein each data branch of the
plurality of data branches includes at least one object of the plurality of obyjects at
least partially defined therein by the at least one atintbule, sad at {east one entry point
1s programmed to populate ssd information hist with each object of the plurality of
objects defined within the hierarchical data model having the at least one common

attyibute.

14, A navigation system for a hierarchical dala model m
accordance with Claim 13 wherem the hierarchical data model i3 substantially

representative of a database including the at least one attribute of each object.

15, A supervisory control and data acquisiion (SCADA) system

COMPIISInG:
at least one processor;

at least one oulput device coupled in electronic data communication

with said at least one processor;

at least one hierarchical data model programmed within said al least

one processor, said at least one hierarchical data model representing a plosality of

~19~
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objects, each object of the plurality of objects having at least one attnbute least

partially forming a hierarchy within said at least one hierarchical data model; and

a navigation system comprising at least one endry point 1o at feast a
portion of sad at least one hierarchical data model, said at least one entry point
programmed within said st least one processor 1o generate an information list
comprising each object of the plurality of objects having at least one common

atiribute, satd information hist being readable on said at least one output device,

16. A SCADA svstem mn accordance with Clamm 15 further
comprising at least one virtaal laver programmed over said hierarchy whergin said at

least one entry pownt is resident within said at least one vivtual laver.

17. A SCADA gystem iy accordance with Claim 16 wheremn said at
least one virtual laver 1s progranumed with at least one markup language, said at least
one virtual laver further programmed fo faciiitate flattening at least a portion of said

hierarchy {o form said information hist.

18 A SCADA system In accordance with Claim 15 wherein said at
least one entry point comprises at Jeast one hitmask that s programmed to filter al
least one categorizing bithield that at least partially defines the at least one common

atiribute.

12 A SCADA svstemt m accordance with Clatm 15 wherein said at
least one hierarclucal data model comprises at least one data tree incloding a plurality
of data branches, wherein each said data branch of the plurality of data branches
includes at least one object of the plurality of objects at least partially defined therain
by the al least one atiribute, said at least one entry point i3 programmed {o popdate
satd mfornmabion list with each object of the phurality of objects defined within said al

least one hierarchical data model having the at least one common attribute.

20, A SCADA svstem in accordance with Clavm 19 wherein said at
least one hierarchical data model 13 substantiallv representative of a database

meluding the at least one attribute of each object.

20~
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