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a terminal sends an authentication request to a server, in
which the authentication request is used to request the T

server to verify whether a SIM card in the terminal is the SIM S102
card bound with the terminal or not ]

In a circumstance that the terminal receives an authentication
failure message returned by the server, the terminal refuses a
user corresponding to the SIM card in the terminal to access S104
data stored in the terminal. The authentication failure
message Is used to indicate that the SIM card in the terminal
IS not the SIM card bound with the terminal

(57) Abréegée/Abstract:

Disclosed are a data access method and device. The method comprises: a terminal sending an authentication request to a server,
the authentication request being used for requesting the server to verify whether a SIM card in the current terminal iIs a SIM cara
bound In the server by the terminal; If the terminal recelves an authentication faillure message, which iIs returned by the server, the
terminal not permitting a user to access the data in the terminal, the authentication fallure message being used for indicating that
the SIM card in the current terminal Is not the SIM card bound In the server by the terminal. The present invention can solve the
technical problem In the prior art that the purpose of increasing data security iIs not achieved because the terminal and the SIM card
are only in a binding state, and achieve the technical effect of increasing data security in the terminal.
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ABSTRACT

Disclosed are a data access method and device. The method compriées: a
terminal sending an authentication request to a server, the authentication request being
used for requesting the server to verify whether a SIM card in the current terminal is a
SIM car bound in the server by the terminal: if the terminal receives an authentication
failure message, which is returned by the server, the terminal not permitting a user to
access the data in the terminal, the authentication failure message being used for
Indicating that the SIM card in the current terminal is not the SIM card bound in the
server by the terminal. The present invention can solve the technical problem in the
prior art that the purpose of increasing data security is not achieved because the terminal
and the SIM card are only in a binding state, and achieve the technical effect of

increasing data security in the terminal.
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DATA ACCESS METHOD AND DEVICE

TECHNICAL FIELD

The disclosure relates to the field of communications, and particularly relates to a

data access method and device.

BACKGROUND

Currently, there are many methods for binding User Equipment (UE) and a card,
some of them however only have a function of locking the user equipment and the card.
Many schemes for binding user equipment and a card in the current market also merely
bind a terminal and a card (such as a Subscriber Identity Module (SIM) card). That is,
the terminal can only use a corresponding card, while other cards cannot be used in this

terminal. This is a so-called UE-card binding.

However, this kind of UE-card binding scheme does not functions to protect safety
of user data. That is, though a locking method is used by this current UE-card binding
scheme, leakage of user data cannot be prevented. Moreover, when the terminal is lost
or the card is out of the terminal, data in the terminal cannot be destroyed automatically

to prevent the leakage of the data in the terminal.

Aiming at the above problem, an effective solution has not been proposed currently.

SUMMARY

An embodiment of the disclosure provides a data access method and device, to at
least solve a technical problem in the related art, that a terminal and a SIM card are only

In a binding state and a purpose of improving data safety is not achieved.

According to an aspect of the embodiment of the disclosure, a data access method
Is provided. This method includes: a terminal sends a server an authentication
request which is used to request the server to verify whether a SIM card in the terminal is
a SIM card bound with terminal or not: and if the terminal receives an authentication
failure message returned by the server, the terminal refuses a user corresponding to the
SIM card in the terminal to access data stored in the terminal, in which the authentication
failure message is used to indicate that the SIM card in the terminal is not the SIM card

bound with the terminai.

Preferably, the above method may further include: after the terminal receives the
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authentication failure message returned by the server, the terminal uploads identification

Information of the terminal and identification information of the SIM card in the terminal to

the server.

Preferably, the above method may further include: after the terminal receives the
authentication failure message returned by the server, the terminal sends an indication
message to the server, in which the indication message is used to indicate the server to
send the above authentication failure message to a user corresponding to the above

terminal.

Preferably, the operation of sending by the terminal the authentication request to the
server may at least include one of the following: when the terminal detects that the
terminal itself is booting up, the terminal sends the authentication request to the server:
when the terminal detects that the SIM card in the terminal is not the same as a SIM card
detected last time, the terminal sends the authentication request to the server; and
when the terminal detects that a current registration network is not the same as a
registration network detected last time, the terminal sends the authentication request to

the server.

Preferably, the above method may further include: after the terminal sends the
authentication request to the server, in the case the terminal receives an authentication
success message returned by the server, the terminal allows the user corresponding to
the SIM card in the terminal to access the data stored in the terminal, in which the
authentication success message is used to indicate that the SIM card in the terminal is
the SIM card bound with the terminal.

Preferably, the operation of returning by the server the authentication success
message may include: the server compares a SIM card identification of the SIM card in
the terminal carried in the authentication request with a SIM card identification of a SIM
card stored in the server which is bound with this terminal: and in the case the two SIM
card identifications are the same, it is indicated that the SIM card in the terminal is the
SIM card bound with the terminal, and the server sends the authentication success

message to the terminal.

Preferably, the above method may further include: after the terminal receives the
authentication success message returned by the above server, the terminal sends an
unbinding request message to the server, in which the unbinding request message is

used to indicate the server to cancel a binding relationship stored in the server between
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the terminal and the bound SIM card.

Preferably, the above method may further include: after the terminal receives the
authentication success message returned by the server, the terminal receives a data
deleting request sent by the server; and in response to the data deleting request, the

terminal deletes the data stored in the terminal.

According to another aspect of the embodiment of the disclosure, a data access

device is provided, which is located in a terminal. The data access device includes:

a first sending unit, configured to send an authentication request to a server, in
which the authentication request is used to request the server to verify whether a SIM

card in the terminal is a SIM card bound with the terminal or not: and

a prohibition unit, configured to refuse, if the terminal receives an authentication
failure message returned by the server, a user corresponding to the SIM card in the
terminal to access data stored in the terminal. The authentication failure message is
used to indicate that the SIM card in the terminal is not the SIM card bound with the

terminal.

Preferably, the above device may further include: a second sending unit,
configured to send, after the terminal receives the authentication failure message
returned by the server, an indication message to the server. The indication message is
used to indicate the server to send the authentication failure message to a user

corresponding to the terminal.

In the embodiments of the disclosure, at a server side, the terminal and the SIM

card are in a binding state, in a one-to-one relationship. The terminal may send an

authentication request to the server to determine whether the SIM card currently in the
terminal is the SIM card registered in the server or not, so as to determine whether the
terminal 1s in safety. If the SIM card currently in the terminal is not the SIM card
registered in the server, then it is determined that the terminal is not in safety. Then, the
terminal sets the data stored in the terminal to be unreadable, thus effectively improving
data safety. Through the above way, the technical problem in the related art, that the
terminal and the SIM card are onlv in a binding state, and the purpose of improving data
safety is not achieved, is solved, and a technical effect of improving data safety in the

terminal i1s achieved.
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BRIEF DESCRIPTION OF THE DRAWINGS

The drawings illustrated here are used to provide further understanding of the
disclosure, and construct a portion of this application. Embodiments of the disclosure
and the explanation thereof are used to interpret the disclosure, and do not construct

improper limitation of the disclosure. In the accompanied drawings:

Fig. 1 is a preferred flowchart of a data access method according to an embodiment

of the disclosure;

Fig. 2 Is another preferred flowchart of a data access method according to an

embodiment of the disclosure;

Fig. 3 is a preferred structural view of a data access device according to an

embodiment of the disclosure;

Fig. 4 is another preferred structural view of a data access device according to an

embodiment of the disclosure;

Fig. 5 is a flowchart of UE-card binding determination according to an embodiment

of the disclosure:

Fig. 6 Is an interaction flowchart of requesting unbinding by a terminal according to

an embodiment of the disclosure;

Fig. 7 is an interaction flowchart of reporting key information of a terminal according

to an embodiment of the disclosure;

Fig. 8 Is an interaction flowchart of unbinding initiated by a server end according to

an embodiment of the disclosure; and

Fig. 9 is an interaction flowchart of self-destroying data by the terminal according to

an embodiment of the disclosure.

DETAILED DESCRIPTION

The disclosure will be explained in detail in reference with the accompanied
drawings and in combination with the embodiments below. It should be noted that, an
embodiment in this application and a feature in an embodiment may be combined with

each other if they do not conflict with each other.

An embodiment of the disclosure provides a data access method, as shown in Fig. 1,

which includes the following steps.
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Step S102: a terminal sends an authentication request to a server. The

authentication request is used to request the server to verify whether a SIM card in the

terminal i1s the SIM card bound with the terminal or not.

Step S104: in a circumstance that the terminal receives an authentication failure
message returned by the server, the terminal refuses a user corresponding to the SIM
card in the terminal to access data stored in the terminal. The authentication failure
message Is used to indicate that the SIM card in the terminal is not the SIM card bound

with the terminal.

In the above preferred embodiment, at a server side, the terminal and a SIM card
are in a binding state, namely in a one-to-one relationship. The terminal may send an
authentication request to the server to determine whether the SIM card inserted in the
terminal is the SIM card registered in the server or not and to determine whether the
terminal is in safety or not. If it is determined the SIM card inserted in the terminal is not
the SIM card registered in the server, then it is determined that the terminal is not in
safety, and the terminal sets the data stored in the terminal itself to be unreadable, thus
effectively improving data safety. Through the above way, the technical problem in the
related art, that the terminal and the SIM card are only in the binding state and the
purpose of improving data safety is not achieved, is solved, and a technical effect of

Improving data safety in the terminal is achieved.

When the terminal determines that the terminal itself is in an unsafe state, some key
iInformation of the terminal itself may be uploaded actively to the server, so that the
server may perform corresponding treatment according to these key information. The
above key information may be identification information of the SIM card, or the
recognition information of the terminal (for example, an International Mobile Equipment
ldentity (IMEI) of terminal). In a preferred embodiment, after the terminal receives the
authentication failure message returned by the server, the method may further include:

the terminal uploads the identification information of the terminal and the identification

iInformation of the SIM card in the terminal to the server.

After receiving the authentication failure message returned by the server, the
terminal may actively notify the server such that the server can inform the owner of the
terminal of abnormal information occurred in this terminal through a pre-defined channel
by using user information already registered in the server. For example, a mailbox

address of the owner of the terminal is pre-stored on a server, and the server informs the
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user of this terminal of this abnormal information through the pre-stored mailbox address.
In a preferred embodiment, after the terminal receives the authentication failure
message returned by the server, the method may further include: the terminal sends an
Indication message to the server. ‘- The indication message is used to indicate the server

to send the authentication failure message to the user corresponding to the terminal.

A trigger condition of sending the authentication request may comprise that upon
boot-up of a terminal, change of the SIM card is detected, or the registration network of
the terminal changes. In a preferred embodiment, the terminal sends the authentication
request to the server under one of the following situations (but not limited to these

situations):

1) when the terminal detects the terminal itself is booting up, the terminal sends the

authentication request to the server:

2) when the terminal detects the SIM card in the terminal itself is not same as the
SIM card detected last time, the terminal sends the authentication request to the server:

and

3) when the terminal detects that the current registration network is not same as the
registration network detected last time, the terminal sends the authentication request to

the server.

An inventive concept of the embodiment of the disclosure is to allow the user to
access the data stored in the terminal itself only in the circumstance that the verification
Is passed. In a preferred embodiment, after the terminal sends the authentication
request to the server, the method may further include: in the circumstance that the
terminal receives an authentication success message returned by the server, the
terminal allows the user to access the data stored in the above terminal. The
authentication success message is used to indicate that the SIM card currently in the

terminal is the SIM card bound with the terminal.

The procedure of authentication at the server side may be performed according to a

SIM card identification.  In a preferred embodiment, as shown in Fig. 2, the operation of

returning the authentication success message by the server may include the following

steps.

Step S202: the server compares the SIM card identification of the SIM card

currently in the terminal carried in the authentication request with the SIM card
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identification of the SIM card stored in the above server which is bound with the terminal.

Step S204: if the two SIM card identifications are the same, then it is indicated that
the SIM card currently in the terminal is the SIM card bound with the above terminal, and

the server sends the authentication success message to the terminal.

Preferably, the terminal may also automatically initiate an unbinding request, so as
to Implement unbinding at the server side or to rebind a S‘IM card. However, in order to
guarantee safety, only when the authentication is successful, unbinding is allowed to be
performed. In a preferred embodiment, after the terminal receives the authentication
success message returned by the server, the method may further include: the terminal
may sends an unbinding request message to the server, in which the unbinding request
message Is used to indicate the server to delink a binding relationship stored in the

above server between the terminal and the bound SIM card.

After registering at the server side, the terminal may receive a data self-destroying
text message or instruction from the server side in any circumstance and destroy user
data. That is, as long as receiving an indication of deleting data sent by the server, the
terminal deletes data stored in the terminal itself, so as to guarantee data safety through
the server. In a preferred embodiment, after the terminal receives the authentication
success message returned by the server, the above method may further include: the
terminal receives the data deleting request sent by the server, and deletes the date

stored Iin the terminal itself corresponding to the data deleting request.

In an embodiment, a data access device is provided, which is located in the terminal.
The data access device is configured to implement the above embodiments and the
preferred embodiments, and what have already been explained will not be described
again. As used below, a term “unit” or “module” may be implemented as software or
hardware or their combination with a predetermined function. Although the device
described in the embodiment below is preferably implemented with the software, the it is

also possible to implement the device as the hardware or the combination of the

software and the hardware.

Fig.3 is a preferred structural view of a data access device according to an
embodiment of the disclosure. The data access device, as shown in Fig. 3, includes:

a first sending unit 302 and a prohibition unit 304. And this structure is explained below.

The first sending unit 302 is configured to send an authentication request to a server.

The authentication request is used to request the server to verify whether a SIM card in a
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terminal is the SIM card bound with the terminal or not.

The prohibition unit 304, coupled with the first sending unit 302, is configured to, in a
circumstance that the terminal receives an authentication failure message returned by
the server, refuse a user corresponding to the SIM card in the terminal to access data
stored in the above terminal. The authentication failure message is used to indicate

that the SIM card in the terminal is not the SIM card bound with the terminal.

In a preferred embodiment, as shown in Fig. 4, the above device may further include:
a second sending unit 402, which is coupled with the first sending unit 302 and is
configured to, after the terminal receives the authentication failure message returned by
the server, send an indication message to the server. The indication message is used
to indicate the server to send the authentication failure message to the user

corresponding to the terminal.

The purpose of the embodiments of the disclosure is to provide a UE-card binding
method, so that a card and private information in the card can be effectively protected.
A UE-card binding procedure of an embodiment of the disclosure is shown below, which

Includes the following steps.

S1: aterminal initiates authentication of a SIM card or a U card through a service

network. Preferably, the terminal is required to initiate an authentication request in one

of the following circumstances:

1) the terminal boots up; 2) the U card/SIM card is changed; 3) changing of a

terminal registration network occurs.

S2: aserver end, such as a server, determines whether the SIM card is valid or not
by comparing registration information reported by the terminal with registration

Information of the terminal stored on the server.

S3: If the authentication does not succeed, namely the reported registration
information is invalid, then the user cannot read user data stored in the terminal.

Preferably, the protected user data mainly includes:

1) a contact, a text message, and a call log; 2) a photograph, and a chat log; 3)

private data or a directory of a certain application specified by the owner of the terminal.

S4:  if the authentication succeeds, then an unbinding request may be initiated to
set the terminal and the SIM card to be unbound. Only when the terminal is in the

unbound state, the terminal can be bound with a new SIM card and re-register the new
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SIM card at the server end.

Preferably, the terminal cannot recognize other SIM cards when the terminal is
bound with a SIM card. If an unauthenticated SIM card is inserted into the terminal

then the user date is unreadable, and the terminal is set to be in an invalid state.

When the terminal is in the invalid state, a background service program of the
terminal may automatically initiate a message notification to the server end, so as to

upload key information of the current SIM card to the server end.

After registering at the server side, the terminal may receive a data self-destroying
message or Instruction from the server end in any circumstance and destroy the user

data. After self-destroying the data, the state of the terminal will not change.

The above schemes will be described in combination with several interaction figures

below.

As shown in Fig. 5, an initiation procedure includes the following steps.

Step S502: after power on, the terminal initiates an authentication request to the
server which contains an authentication parameter. The authentication parameter

Includes an identification code of the terminal and the identification code of the card.

Step S504: the server performs authentication on the authentication parameter.
If the authentication succeeds, the server sends an authentication success message to

the terminal, and proceeds to Step S506; otherwise, proceeds to Step S508.

Step S506: after the terminal receives the authentication success message, the

terminal is set to be in a valid state, namely in an authentication success state. As a

result, the user can read data stored in the terminal:

Step S508: if the authentication does not succeed, then the server sends an
authentication failure message to the terminal. After the terminal receives the
authentication failure message, the terminal is set to be in an invalid state, triggering

protection of the private data.

As shown in Fig. 6, a procedure of initiating an unbinding request by the terminal

Includes the following steps.

Step S602: after the authentication is successful, the terminal initiates an
unbinding request through a specific application. The unbinding request contains the

Information of the card and the information of the terminal.
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Step S604: After the server receives the unbinding request and the authentication

IS successful, the server sets the terminal and the card unbound, and sends unbinding

confirmation information to the terminal.

Step S606: after receiving the unbinding confirmation information, the terminal

sets itself to be in an unbinding state.

As shown in Fig. 7, the procedure of reporting key information by the terminal

Includes the following steps.

Step S702: if the terminal is in the invalid state after booting up, then the terminal
automatically reports the current invalid state and the key information to the server

through a background application.

Step S704: after receiving the message reported by the terminal, the server

informs a registered user corresponding to this terminal of the key information through

other channels.

As shown in Fig. 8, the procedure of unbinding initiated by the server includes the

following steps.
S802: the server sends an unbinding message to the terminal.

S804: after receiving this uribinding message, the terminal sets itself to be in the

unbinding state, and sends an unbinding success message to the server.

As shown in Fig. 9, a private data self-destroying procedure includes the following

steps.

Step S902: the server sends a data self-destroying message to the terminal,

namely sending an indication message indicating the terminal to delete data stored in

the terminal itself.

Step S904: after receiving the above message, the terminal starts to destroy
private data and deletes the data stored inside. In some examples, all data stored in

the terminal may be deleted, or some predetermined data may be deleted.

Through a method for implementing the UE-card binding in a wireless terminal
provided by the disclosure, validity of the card is synchronously authenticated through a
network, and the user’s private data are protected through receiving a text message or
an instruction by the background. When the terminal is in an invalid state, the terminal

may actively initiate an interaction procedure with the server and upload the key

10
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Information, so that the user data in the terminal may be effectively protected. Once the

key information is reported to the server, the terminal can be tracked by the user after the
terminal is lost. Moreover, leakage of the user data may be effectively avoided through

a data self-destroying procedure.

In another embodiment, a software is provided, which is configured to execute the

above embodiments and technical schemes described in the preferred embodiments.

In another embodiment, a storage medium is provided, in which the above software
s stored. The storage medium includes but not limits to: an optical disk, a floppy disk,

a hard disk, an erasable memory.

It can be seen from the above description that, the disclosure has the following
technical effects. At a server side, the terminal and the SIM card are in a binding state,
namely in a one-to-one relationship. The terminal may send an authentication request
to the server to determine whether the SIM card currently in the terminal is the SIM card
registered in the server or not, so as to determine whether the terminal is in safety. If '
the SIM card currently in the terminal is not the SIM card registered in the server, then it
Is determined that the terminal is not in safety. At this time, the terminal sets the data
stored in the terminal itself to be unreadable, thus effectively improving data safety.
Through the above way, the technical problem in the related art, that the terminal and the
SIM card are only in a binding state, and the purpose of improving data safety is not
achieved, is solved, and a technical effect of improving data safety in the terminal is

achieved.

Of course, it should be understood by those skilled in this art that each of the above
modules and steps of the disclosure may be implemented through a universal computing
device, and may be integrated in a single computing device or be distributed in a network
composed of multiple computing devices. Preferably, they may be implemented
through program codes executable by the computing device, so that they may be stored
In a storage device to be executed by the computing device. In a certain circumstances,
the shown or described steps may.be executed in a sequence which is different from that
described here, or they may be manufactured separately into each integrated circuit
module, or many modules or steps of them are manufactured into a single integrated

circuit module.  In this way, the disclosure is not limited to a combination of any specific

hardware and software.

All those described above are only preferred embodiments of the disclosure, and

11
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are not used to limit the disclosure, and for those skilled in the art, the disclosure may

have various alternations and changes. Any modification, alternation, improvement
and etc. within the principle of the disclosure should be contained in the scope of

protection of the disclosure.

INDUSTRIAL APPLICABILITY

In the embodiments of the disclosure, at the server side, the terminal and the SIM
card are in a binding state, the terminal may send an authentication request to the server
to determine whether the SIM card currently in the terminal is the SIM card registered in
the server or not. If he SIM card currently in the terminal is not the SIM card registered
in the server, then it is determined that the terminal is not in safety, and the terminal sets
the data stored in the terminal itself to be unreadable, thus improving data safety
effectively. Through the above way, the technical problem in the related art, that the
terminal and the SIM card are only in a binding state, and the purpose of improving data
safety is not achieved, is solved, and a technical effect of improving data safety in the

terminal is achieved.
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What is claimed is:
1. A data access method, comprising:

sending, by a terminal, a server an authentication request to request the server to
verity whether a Subscriber Identity Module (SIM) card in the terminal is a SIM card

bound with the terminal; and

in the case the terminal receives an authentication failure message returned by the
server, refusing, by the terminal, a user corresponding to the SIM card in the terminal to
access data stored in the terminal, wherein the authentication failure message indicates

that the SIM card in the terminal is not the SIM card bound with by the terminal,;
wherein the method further comprises:

after the terminal receives the authentication failure message returned by the server,
uploading, by the terminal, identification information of the terminal and identification

information of the SIM card in the terminal to the server: and
wherein the method further comprises:

after the terminal receives the authentication failure message returned by the server,
sending, by the terminal, an indication message to the server, wherein the indication
message indicates the server to send the authentication failure message to a user

corresponding to the terminal.

2. The method according to claim 1, wherein the sending, by a terminal, a server

an authentication, comprises at least one of the following:

when the terminal detects that the terminal itself 1s booting up, sending, by the

terminal, the authentication request to the server,

when the terminal detects that the SIM card in the terminal is not the same as a SIM
card detected last time, sending, by the terminal, the authentication request to the server;
and

when the terminal detects that a current registration network is not the same as a
registration network detected last time, sending, by the terminal, the authentication

request to the server.

3. The method according to claim 1, further comprising: after the terminal sends

the authentication request to the server,

13
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in the case the terminal receives an authentication success message returned by
the server, allowing, by the terminal, the user corresponding to the SIM card in the
terminal to access the data stored in the terminal, wherein the authentication success
message indicates that the SIM card in the terminal is the SIM card bound with the

terminal.

4. The method according to claim 3, wherein the returning of the authentication

success message by the server comprises:

comparing, by the server, a SIM card identification of the SIM card in the terminali
carried in the authentication request, with a SIM card identification of a SIM card stored

In the server which is bound with this terminal; and

in the case the two SIM card identifications are the same, sending, by the server,

the authentication success message to the terminal.

5. The method according to claim 3, further comprising: after the terminal receives

the authentication success message returned by the server,

sending, by the terminal, an unbinding request message to the server, wherein the
unbinding request message indicates the server to delink a binding relationship between

the terminal and the bound SIM card stored in the server.

6. The method according to claim 3, further comprising: after the terminal

receives the authentication success message returned by the server,
receiving, by the terminal, a data deleting request sent by the server; and

In response to the data deleting request, deleting, by the terminal, the data stored in

the terminal.
/. A data access device located in a terminal, comprising:

a first sending unit, configured to send a server an authentication request to request
the server to verify whether a Subscriber Identity Module (SIM) card in the terminal is a

SIM card bound with the terminal; and

a prohibition unit, configured to refuse, in the case the terminal receives an
authentication failure message returned by the server, a user corresponding to the SIM
card in the terminal to access data stored in the terminal, wherein the authentication
failure message indicates that the SIM card in the terminal is not the SIM card bound

with the terminal;

14
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wherein the first sending unit is further configured to upload identification
information of the terminal and identification information of the SIM card in the terminal to
the server after the terminal receives the authentication failure message returned by the

server; and
wherein the device further comprises:

a second sending unit, configured to send, after the terminal receives the
authentication failure message returned by the server, an indication message to the
server, wherein the indication message indicates the server to send the authentication

failure message to a user corresponding to the terminal.
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Fig. 1

a terminal sends an authentication request to a server, in

which the authentication request is used to request the
server to verify whether a SIM card in the terminal is the SIM
card bound with the terminal or not

|

in a circumstance that the terminal receives an authentication
failure message returned by the server, the terminal refuses a
user corresponding to the SIM card in the terminal to access
data stored in the terminal. The authentication failure
message Is used to indicate that the SIM card in the terminal
IS not the SIM card bound with the terminal

5102

Fig. 2

the server compares the SIM card identification of the SIM
card currently in the terminal carried in the authentication
request with the SIM card identification of the SIM card S202

| stored in the above server which is bound with the terminal

]

If the two SIM card identifications are the same, then it is
Indicated that the SIM card currently in the terminal is the

SIM card bound with the above terminal, and the server
sends the authentication success message to the terminal

Fig. 3

First sending unit
302

Prohibition unit
304
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Fig. 4

First sending unit
302

Prohibition unit Second sending unit
304 402

Fig. 5
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‘Yes S504
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the terminal cannot
read the private data
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Fig. 6

?_Termina—l_" I__ Server j

5602: Reguesting unbinding and
reporting information of the card and

the information of the terminal
e ——— ——"——————————————————————————————_

S604: Setting the
terminal and the card
| unbound

S604: Unbinding
confirmation information

S606: Setting the
terminal to be in an
unbinding state

Fig. 7

The terminal is in the |
. | ~ Server
Invalid state |

S702: Reporting the invalid state
of the terminal and key information

S704: Informing a

registered user
corresponding to the
terminal
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Fig. 8

Terminal Server

- S802: Unbinding message

Y
S804: Sending the

terminal to be in an
unbinding state

—35804: Unbinding success message—»

Fig. S

Terminal Server

S902: Sending a data
self-destroying message

S904: Deleting data

Terminal Server

S902: Sending a data
self-destroying message

Y
S904: Deleting data
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a terminal sends an authentication request to a server, in
which the authentication request is used to request the T
server to verify whether a SIM card in the terminal is the SIM S102

card bound with the terminal or not

1

In a circumstance that the terminal receives an authentication
failure message returned by the server, the terminal refuses a
user corresponding to the SIM card in the terminal to access
data stored in the terminal. The authentication failure

message 1S used to indicate that the SIM card in the terminal
Is not the SIM card bound with the terminal
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