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RANSOMWARE ATTACK MONITORING

BACKGROUND

[0001] Because of the increased polential for profit, malware has been
increasing in complexity and sophistication. For example, some older types of
malware, after altempling o redistribute themselves, will cripple a host system or
cause some other type of disruption or destruction. Today however, attackers’
chjectives have evolved and newer types of malware have begun 1o spring up,
including ransamware, which largely leave the system itself in working order. instead,
ransomware atlacks a user's personal files, encrypting them so that the user cannot
retrieve work, pictures, documents, and so forth, that the user has stored on their
computer. The user is then prompted to pay a fee {or ransom) to a distributor of the
ransomware o unlock the files.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The present application may be more fully appreciated in connection
with the following detailed description taken in conjunction with the accompanying

drawings.

[0003] FIG. 1 Hlustrales an example system associated with ransomware

attack monitoring.

[0004] FICG. 2 illustrates another example system associated with ransomware

attack monitoring.

[0005] FIG. 3 illustrates a flowchart of example operations associated with
ransomware atfack monitoring.

[ao06] FIG. 4 illustrates another flowchart of example operations associated

with ransomware attack moniloring.
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[0007] FIG. 5 illustrales another example sysiem associated with ransomware
attack monitoring.

[0008] FIG. © illustrates an example compuling device in which example
gystems, and methods, and equivalents, may operate.

DETAILED DESCRIPTION

[0009] Systems, methods, and squivalents associated with ransomware
attack monitoring are described. Today, ransomware prevention relies on sirategies
similar to mitigating other types of malware. Anlivirus programs are used o prevent
delivery andfor operation of malware o begin with, However, this strategy may fail
when a malware is able {0 evade the antivirus program through, for example, social
engineering a system user, using a strategy previously unknown o the antivirus
program, and so forth. Conseguently, it may be desirable {o be able to detect a
ransomware as i is altacking the sysiem and shut it down. Further, because
numerous detection systems for varous types of attacks may begin weighing on
system resources, i may be desirable for the detection system to use minimal system
resources unless signs of a ransomware attack actually begin appearing.

[0010] Consequently, ransomware atlacks may be delecied by monitoring file
access pallerns of processes running on a system, File access patlerns may be
chains of access types {e.g., creale, modify, rename, delete) on individual files. When
a number of access chaing indicative of a ransomware attack ocour within a predefined
time window, the system may begin logging information regarding processes that are
performing these fypes of file accesses. If the number of suspicious access chains
continues {o increase, suspicious processes are paused, checked against the logs,
and then restarted if the logs indicate the processes are not associated with the
suspected ransomware atlack. A user or other securily invested entity may then be
notified and further restorative action{s} may be taken. As a resull, even though
process logging and/or suspending processes may impact system usage, because
these tasks are only activated when lightweight file access monitoring detects signs of
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the beginning of a ransomware alfack, full encryption of a system’'s important files may

be prevenied using technigques that may notl noliceably impact normal system usage.

[0011] Figure 1 illustrales an example system 100 associated with
ransomware attack monitoring. It should be appreciated that the items depicted in
figure 1 are Hustrative examples, and many different systems, devices, and so forth,

may operate in accordance with various examples.

{0012] Figure 1 dlustrates a system 100, In various examples, system 100
may be a computer, mobile device, or other type of device susceptible to ransomware
altacks. As used herein a ransomware is a malicious process that encrypts personal
files on a system {e.g., system 100} and then directs a user of the system to pay a fee
{0 have the files decrypled. Here, personal files are files that do not affect the general
operation of system 100. By way of illusiration, files associated with operation of an
operating system of system 100 and/or processes 130 run by system 100 may not be
considered personal files. instead, personal files may include documents {e.g., .docg,
pdf}, spreadsheets, presentations, photos, pictures, emails, and so forth that belong

{o a user of system 100.

[0013] To hinder ransomware altacks on files 110 on system 100, it may be
desirable to detect when the ransomware attacks are ocourring on systemn 100,
Consequently, a monitor module 140 may keep track of access patterns 120 of files
110. Because some operating systems creale events for file accesses that other
processes can listen for, tracking access patfterns 120 may use few additional system
rasources. As used herein, an access pattern for a file may describe a sequence of
recent file accesses types for a file.  Types of file access may include, for example,
file creations (C), file modifications (M), file renames (R}, and file deletions (D), and so
forth. Specifically, monitor module 140 may keep counters 145 for a number of files
110 that have recently been accessed according to known patterns exhibited by
ransomware. However, because occasionally these malicious paltems are also
associated with non-malicious application behavior, especially when individual
nstances of patterns are detected infrequently, monitor modude 140 may prevent false
positive alerds by waiting until a threshold number of a type of pattem has been
detected within a time window before escalating.

-5
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[0014] In the example lustrated in system 100, four files 112, 114, 118, and
118 have been recently modified, and their respective access patlerns 120 are shown.
In practice, access patterns 120 may not be slored, and tracking access patterns 120
may involve examining which files 110 are loaded into memory and examining how
they are changed. In the example dlusirated in figure 1, the access pattem 120 of file
112 is a creation action followed by a madify action. The action pattern 120 of files
114 and 118 are a rename action followad by two modify actions and ancther rename

action. File 118 has been deletlad.

[0015] Access palierns 120 may be fracked by monitor module 140 using a
series of counters 145, Far example, monitor module 140 may use a first counter 145
{otrack R-M-M-R access palterns, a second counter 145 o track C-M access patlerns,
and a third counter 145 fo track deletions. A counter 145 {or combination of counters}
exceeding a first threshold may be a sign that system 100 is experiencing a
ransomware atfack. However, before taking remedial actions, it may be desirable to
perform additional analysis so that actions taken targel processes 130 thatl are likely
fo be associated with the suspected ransomware altack.

[0018] Consequently, upon a counter 145 exceeding the first threshold, logger
150 may be activated to begin generating lfogs 155 of actions taken by processes 130
that manipulate files 110. In some examples, the initiation of logger 150 may use
processing resource that, in combination with other processeas 130, begin affecting the
performance of system 100, hence the targeted initiation of logger 1580. in addition to
recording information regarding actions taken by processes 130 fo modify files 110,
logger 150 may check for other signs associated with ransomware attacks including,
for example, modification of canary files, deletion of shadow copies of files, changing
of file extensions 110 to an extension known to be associated with ransomware {(e.g.,
“locked"}, and so forth. Canary files may be, for example, files created in association
with an antivirus or other malware prevention process that, if modified, indicate the
presence and/or aperation of a malware on a system. Shadow copies of files may be
backups of files from which an older version of a document may be restored.

[0017] U the counter 145 fracking the signs of the ransomware attack
continues 1o increase and exceeds a second threshold, system 100 may have
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increased confidence that it is experiencing the ransomware aftack. Al this point,
mitigation module 160 may be activated 1o begin taking remedial actions against the
suspected ransomware attack. First, mitigation module 160 may suspend suspicious
processes 130 that may be causing behaviors associated with the suspected
ransomware aftack, Suspicious processes 130 may include, recently inliated
processes 130, processes 130 that are associated with increases to the counter 145
indicating the occurrence of the suspected ransomware altack, processes 130
initiating processes 130 associated with increases {o that counter 145, processes 130
associated with other signs of the suspected ransomware atlack {e.g., modifying
canary files, deleting shadow copies), and so forth. Miligation module 180 may then
begin using logs 155 1o narrow down the suspicious processes 130 associated with
the suspecied ransomware attack. For example, miligation module 160 may
determine that a recently initlated process 130 is not associated with the suspected
ransomware attack based on the fact that that process 130 has not modified a file 110
in a manner that increased a counter 145, In other exampiles, miligation module 160
may have a known whitelist of certain processes 130 that are known 0 be non-
maticious despite exhibiting behaviors that trigger counters 145, For example, some
known compression or encryption processes 130 may exhibit similar behaviors to
ransomware when modifying a batch of files 110,

[0018] Once a process 130 has been identified as safe, mitigation module 160
may resume that process 130, This may reduce impacts of the ransomware mitigation
process noticeable to a user of system 100. Once mitigation module 160 has finished
resuming processes 130 it is cerlain are safe, miligation module 160 may proceed o
alert an entity invested in the secunity of system 100 of the attack. The entity may be,
for example, a user of system 100, an information technology department of a
company operating system 100, and so forth, The enlily may be notified regarding
details of the suspected ransomware alfack, including, for example, processes 130
involved, other details of the suspected ransomware attack (e.q., deletion of canary
files), and so forth. The entity may also be given one or more options on how to react
o the suspected ransomware attack. These options may include terminating andlor

quarantining processes 130 associated with the ransomware attack, resuming the
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processes 130 because the processes 130 were idenlified as a false positive, and so
forth.

[0019] As discussed above, many non-malicious processes 130 may
occasionally modify a file 110 in a manner that generates an access pattern 120 that
is fracked by a counter 145, Consequently, it may be appropriate {o pernodically decay
counters 148 so that fogger 150 andfor mitigation module 160 are triggered during
bursts of detections of potentially malicious access patterns 120. In some examples,
counters 145 may be decayed based on a time since individual instances of a
detection of an access pattern 120, In other examples, counters 145 may be decayed
or resat after an access pattern 145 associated with a counter is not detected for a

given period of ime.

[0020] i is appreciated that, in the following description, numerous specific
details are set forth {o provide a tharough understanding of the examples. However,
itis appreciated that the examples may be practiced without limitation to these spedific
details. In other instances, methods and structures may not be described in detail to
avoid unnecessarily obscuring the description of the examples. Also, the examples
may be used in combination with each other.

[0021] "Madule”, as used herein, includes but is not limited o hardware,
firmware, sofiware stored on a computerreadable medium or in execution on a
machine, and/or combinations of gach to perform a funclion{s) or an action(s}, andfor
o cause a function or action from another module, method, andfor system. A module
may include a software controlled micropracessor, a discrete module, an analog
circuit, a digital circult, a programmed module device, a memory device containing
instructions, and so on, Modules may include gates, combinations of gates, or other
circuit components. Where multiple fogical modules are described, # may be possible
0 incorporate the multiple logical modules into one physical module. Similarly, where
a single logical module is described, it may be possible to distribute that single logical

module between multiple physical modules.

{00221 Figure 2 illustrates an example system 200 associaied with
ransomware attack monitoring. System 200 includes a monitor module 210, Monitor
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module 210 may monitor files 295 stored on system 200. Files 285 may be monifored
for sequences of file accesses that maich a predefined paltern. In various examples,
the predefined pattern may apply o a single file, related files, arbitrary files, and so
forth. Related files may be, for example, fles sharing a directory, files sharing a
memary location, files associated with a specific file type, files sharing similar names,
and so forth, While examples described herein discuss a single predefined pattemn,
monitor module 210 may be monitoring files 295 for several differing predefined

patlterns of file accesses.

[0023] System 200 also includes an investigation module 220, Investigation
modiude 220 may lag actions taken by processes 290 to modify files 285, This may
create action log 225. Logged actions may include, for example, accesses to files 285
made by processes 290, extensions of files 295 accessed by processes 290, and so
forth. investigation module 220 may be activated when a number of sequences of file
accesses that match the predefined patiern exceeds a first threshold.

{0024] System 200 also includes a reaction module 230. Reaction module
230 may pause several processes 280. Reaction module 230 may then identify
processes 290 associated with the suspected ransomware attack using action log 225
created by investigation module 220, Reaclion module 230 may then resume
legiimate processes 280, In various examples, a legitimate process may be
distinguished from a process associated with a suspected ransomware atfack based
ot whether a process is taking actions that show up in action log 225, whether a
process is associated with a sequence of file accesses associated with a predefined
pattern, whether a process is a known secure process {e.g., associated with an
operating system running on system 200), how recently the process was initiated, and

50 forth.

[0025] In some examples, reaction module 230 may be activated when
monitor module 210 determines that the number of sequences of file accesses that
match the predefined patlern exceeds a second threshold. In other examples, reaction
module 230 may be activated when monitor module 210 and/or investigation module
220 detect, for example, a modification of a shadow copy of a file, a modification of a



WO 2018/111271 PCT/US2016/066808

canary file, modifications of related files, a8 known malicious altribule in a recently
maodified file, and so forth.

[0028] In some examples, system 200 may also inciude an alert module (not
shown}. The alert module may notify a user of system 200, or some other entity
invested in the security of system 200, regarding the suspected ransomware atlack.
Alert module may also take an action in response o an instruction from this user or
entity. The action may be, for example, {erminating and/or quarantining processes
290 associated with the suspected ransomware attack, restarting the processes 290,

restoring a file from a backup, and so forth.

[0027] Figure 3 dlustrates an example method 300 associated with malware
attack moniforing. Method 300 may be embodiad on a non-fransitary processor-
readable medium storing processor-executable instructions. The instructions, when
exaculed by a processor, may cause the processor 1o perform method 300, In other
examples, method 300 may exist within logic gates andior RAM of an application
specific integrated circuit {ASIC}.

{00281 Method 300 includes monitoring files at 310. The files may be stored
on a device. The files may be monitored for sequences of file accesses that match a
predefined pattern. The files may include, for example, a user's personal files such as
documnents, pictures, spreadsheets, and so forth. The predefined patterns may be

specifically tailored to target file access patterns by known types of ransomware.

[0029] Method 300 also includes determining when a number of sequences of
file accesses match the predefined pattem exceeds a first threshold at 320, When the
first threshold is exceeded, method 300 includes record logging information at 325,
The logging information may describe actions taken by processes to modify files.
These actions may describe which processes are crealing, renaming, deleting, and
modifying files, and so forth.

f0030] Method 300 also includes determining when the number of sequences
of file accesses exceeds a second threshokd at 330, When the second threshold is
exceeded, mathod 300 includes pausing suspicious processes on the device at 335.
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A protess may be considered a suspicious process based on, for example, a recent
file access sequence performed by the process, a duralion the process has been
active, what types of files the process has recently accessed, and so forth.

[0031] Method 300 also includes determining & suspicious process that is
taking actions indicative of a ransomware attack at 340, The suspicious process may
be determined based on the logging information gathered at action 325. Actions
indicative of a ransomware alfack may include, for example, deleting shadow copies
of files, changing file fo a known malicious file type, modifying a canary file, and so
forth.

[0032] Method 300 also includes resuming a suspicious process at 348, This
suspicious process may be resumed because |t is delarmined, based on its actions,
that the process is not associated with the suspected ransomware attack. By way of
Hlustration, a process that has not accessed a file that triggered an increase of a
counter tracking the number of sequences of file access may be cleared fo resume
operating. In ancther example, a known whilalisted process may also be resumed

after the process has been verified and/or authenticated as the whitelisted process.

[0033] Figure 4 #lustrates a method 400 associated with ransomware attack
monitoring. Method 400 includes several actions similar 1o those described above
with reference to method 300 (figure 3). For example, method 400 includes monitoring
files on a device for sequences of file accesses that maich a predefined pattern at 410,
determining whether a number of sequences of file accesses malching the predefined
pattern exceeds a first threshold at 420, recording logging information at 425,
determining whether the number of sequences of file accesses malching the
predefined patlem exceeds a second threshold at 430, pausing processes at 435,
identifying a suspicious process associated with a suspected ransomware atlack at
440, and resuming safe processes at 445,

[0034] Method 400 also includes nolifying an entity regarding the suspected
ransomware altack at 450, The entity may be, for example, a user, a company that
owns a system performing method 400, a security application, and so forth.

information given may include the name of the process, whether any additional signs



WO 2018/111271 PCT/US2016/066808

of a ransomware atlack have been delected {e.g.. a modification of a canary file), and
so forth. Method 400 also includes {aking a repairing action at 460. The repaining
action taken may be based on a response from the entity. The repairing action may
be, for example, resuming the member of the set of suspicious processes that is taking
actions indicative of the suspected ransomware aftack, terminating the member of the
set of suspicious processes that is faking actions indicative of the suspected
ransomware attack, restoring a file from a backup, and so forth,

{0035] Method 400 also includes decreasing a counter at 470. The counter
may be used to keep track of the number of sequences of file accesses that match the
pradefined pattern. The counter may be decremented affer a predetermined period of
time after an occurrence of the sequence of file accesses that matches the predefined
pattern, or if a file whose accesses currently match that of a suspicious sequence
recaives further events making its file access sequence different.

[0036] Figure 5 illustrates a system 500 associated with ransomware aliack
monitoring.  System 500 includes a lightweight detection module 510, Lightweight
detection module 510 may monitor system 500 for a tikebhood the system is
experiencing a ransomware attack. Lightweight detection module 510 may use a first
level of system resources. The firstlevel of system resources may be a feveld of system
resource that is unlikely to affect performance of system 500 in a manner that is
noticeable by a user of system 500. In one example, lighiweight detection module 510

may monitor file access patterns of processes operating on system 500,

[0037] System 500 also includes a heavyweight logging module 520,
Heavyweight logging module 520 may store information regarding suspicious
processes running on system 500 while lightweight detection module 510 indicates
that the likelihood system 500 is experiencing the ransomware atlack is above a first
threshold. The likelihood the system is experiencing the ransomware atlack may be
measured based on a number of files whose recent access sequences match a
predefined patlern. The likelihood the system is experiencing the ransomware attack
may aiso be measured based on, for example, deletion of a shadow copy of a file,
maodification of a canary file, changing of a file to a known malicious file type, and so

A0~



WO 2018/111271 PCT/US2016/066808

forth. Storing information regarding suspicious processes may use a second level of

system resources that is greater than the first level of system resources.

[0038] System 800 also includes a reaction module §30. When lightweight
detection module 510 indicates that the likelihood system 500 is experiencing a
ransomware attack is above a second threshold, reaction module 530 may take
measures 1o stop and/or mitigate the suspected ransomware allack. For example,
reaction module 530 may suspend suspicious processes. Reaction module 330 may
also identify a suspicious process associated with the suspected ransomware attack
using the information regarding the suspicious processes gathered by heavyweight
logging mindule 520, Reaclion module 530 may also resume other suspended
processes identified as not being associated with the suspected ransomware attack.
in some examples, identifying the suspicious process associated with the suspected
ransomware attack may use a third level of system resources that is greater than the
second level of system resources.

[0039] In some examples, system 500 may incude an alert module {not
shown). Alert module may notify an entily invested in the security of system 500
regarding the suspicious process potentially associated with the suspected
ransomware atiack. The entily may be, a user, g8 process, a company, and so forth.
Alert modute may also take an action in response to an instruction from the entity. The
action may be, for example, terminating the suspicious process, reactivating the
suspicious process, restoring a file from backup, and so forth.

[0040] Figure 6 Blustrates an example compuling device in which example
systems and methods, and equivalents, may operate. The example computing device
may be a computer 600 that includes a processor 610 and a memory 820 connected
by a bus 830, Computer 600 includes a ransomware attack monitoring module 640.
Ransomware attack monitoring module 640 may perform, alone or in combination,
various functions described above with reference to the example systems, methods,
and so forth.  In different examples, ransomware attack monitoring module 840 may
be implemented as a non-transitory computer-readable medium storing processar-

41
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executable instructions, in hardware, software, firmware, an application specific

integrated circuit, and/or combinations thereof,

[0041] The instructions may also be presented to computer 600 as data 650
andfor process 660 that are temporarily stored in memory 620 and then executed by
pracessor §10. The processor 610 may be a variely of processors including dual
microprocessor and other multi-processor architeclures. Memory 620 may include
non-volatile memory {e.g., read only memory) andfor volatile memory (e.g., random
access memory). Memory 620 may also be, for example, a magnetic disk drive, a
solid state disk drive, a floppy disk drive, a tape drive, a flash memory card, an optical
disk, and so on. Thus, memory 820 may store process 880 andfor data 850.
Computer 800 may also be associated with other devices including other computers,

devices, peripherals, and so forth in numerous configurations {not shown}.

[0042] i{is appreciated that the previous description of the disclosed examples
is provided o enable any person skilled in the art o make or use the present
disclosure. Various modifications to these examples will be readily apparent to those
skilled in the arf, and the generic principles defined herein may be applied to other
exampies without departing from the spirit or scope of the disclosure. Thus, the
present disclosure is not infended o be timited to the examples shown herein butis to
be accorded the widest scope consistent with the principles and novel features
disclosed herein.

-42-
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WHAT IS CLAIMED IS
1. A system, comprising:

a monitor module to monitor files stored on the system for sequences of file
accesses that match a predefined pattern of file accesses;

an investigation module 1o log actions taken by processes to modify files,
where the investigation module is activated when a number seguences of file

accesses that malch the predefined pattern exceeds a first threshold; and

a reaction module to, when the number sequences of file accesses that match
the predefined paltem excesds a second threshold, pause a set of processes
operating on the system, identify processes associated with a suspected
ransomware attack based on the logging performed by the investigation module, and
resume legitimate processes.

2. The system of claim 1, comprising an alert module {o notify a user of
the system regarding the suspected ransomware attack, and 1o take an action in

response 1o an instruction from the user.

3. The system of claim 1, where the reaction module is triggered when
one of the investigation module and the manitor module detecls one of, a
maodification of a shadow copy of a file, a modification of a canary file, modifications

of related files, and a known malicious attribute in a recently modified fils.

4. The system of claim 1, where the monitor module tracks multiple
predefined patterns of file accesses.
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5, A method, comprising:

monitoring files stored on a device for sequences of file accesses that match
a predefined pattern;

when a number of sequences of file access that match the predefined pattern
exceads a first threshold:

recording logging information regarding actions taken by processes o

modify files; and

when the number of sequences of file accesses that malch the predsfined
pattern exceeds a second threshold:

pause a set of suspicious processes operating on the device;

determining, from the logging information, @ member of the set of
suspicious processes that is taking actions indicative of a ransomware attack;

and

resuming a member of the set of suspicious processes that is not
associated with the ransomware altack,

8. The method of claim 5, comprising:
notifying an entity regarding the ransomware altack; and

taking a repairing action based on a response from the entify.

7. The method of claim 6, where the repairing action is one of, resuming
the member of the sel of suspicious processes that is taking actions indicative of a
ransomware attack, terminating the member of the set of suspicious processes that
is faking actions indicative of a ransomware atlack, and restoring a file roma

backup.

-t
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8. The method of claim B, comprising decreasing a counter recording the
number of sequences of file accesses that match the predefined pattern aftera
predetermined period of ime after an occurrence of the sequence of file accesses

that maiches the predefined pattern.

9. The method of claim 5, where the actions that are indicative of a
ransomware attack include at least one of, deleting shadow copigs of files, changing
files to a known malicious file type, and madifying a canary file.

10, The method of claim 8§, where a process is considered a suspicious
process based on al least one of, a recent file access sequence performed by the
process, a duration the process has been active, and what types of files the process
has recently accessed.

11, A systern, comprising:

a lightweight detection module to monifor the system for a likelihood the
system is experiencing a ransomware attack, where the lightweight detection module

uses a first level of system resources;

a heavyweight logging module {o store information regarding suspicious
processes while the lightweight detection madule indicates that the likelthood the
system is experiencing the ransomware atlack is above a first threshold, where
staring information regarding suspicious processes uses a second level of system
resources that is greater than the first level of system resources; and

a reaction module {0, when the lightweight detection module indicates that the
likelthood the system is experiencing the ransomware atlack is above a second
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threshold, suspend suspicious processes, identify a suspicious process potentially
associated with the ransomware atftack using the information regarding the
suspicious processes, and resuming other suspended processes.

12.  The system of claim 11, comprising an alert modude o notify an entity
invested in the security of the system regarding the suspicious process potentially
associated with the ransomware attack and to take an action in response to an
instruction from the entity.

13.  The system of claim 11, where the likelihood the system is
experiencing the ransomware altack is measured based on a number of files whose
recent access sequences malch a predefined pattern.

4.  The system of claim 11, where the likelihood the system is
experiencing the ransomware aitack is measured based on at least one of deletion
of a shadow copy of a file, modification of a canary file, and changing ofafileto a

known malicious file type.

15. The system of claim 11, where ideniifying the suspicious process
potentially associated with the ransomware atfack uses a third level of system
resources that is greater than the second level of system resources.

-16-
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