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(57) Abréegée/Abstract:

The present disclosure relates to a technigue for forwarding frames received by a network interconnect node (114) of an internal
network (112) having the network interconnect node (114), one or more internal network nodes (118, 120) and one or more other
Internal network interconnect nodes (116), the network Interconnect node (114) having a network Interconnect interface for
communicating with an external network interconnect node (104) of an external network (102) and a network Interface for
communicating with one or more of the other internal network interconnect nodes (116) and with one or more of the Internal
network nodes (118, 120), whereln the frames are related to a service provided by at least one of the external network (102) and
the internal network (112). A method embodiment comprises at least one of the steps of: recelving, from the external network
Interconnect node (104), frames at the network interconnect interface and forwarding according to a Virtual Local Area Network
(VLAN) tagging forwarding process, by the network interconnect node (114), the frames to one or more of the other Internal
network interconnect nodes (116) or to one or more of the internal network nodes (118, 120) on a network link via the network
Interface by considering whether the network interconnect node (114) Is active for the service associated with the frames; and
recelving, from one or more of the other internal network interconnect nodes (116) or from one or more of the internal network
nodes (118, 120), frames at the network interface and forwarding according to a VLAN tagging forwarding process, by the network
Interconnect node (114), the frames to one or more of the other internal network interconnect nodes (116) or to one or more of the
Internal network nodes (118, 120) on a network link via the network interface or to the external network interconnect node (104) via
the network interconnect interface based on at least one of whether the frames are encapsulated frames and whether the network
Interconnect node (114) Is active for the service.
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(57) Abstract: The present disclosure relates to a technique for forwarding frames received by a network mterconnect node (114) of
an 1nternal network (112) having the network mterconnect node (114), one or more mternal network nodes (118, 120) and one or

more other inte

nal network interconnect nodes (116), the network mterconnect node (114) having a network interconnect interface

for communicating with an external network mterconnect node (104) of an external network (102) and a network interface for com -
municating with one or more of the other internal network interconnect nodes (116) and with one or more of the internal network
nodes (118, 120), wherein the frames are related to a service provided by at least one of the external network (102) and the internal
network (112). A method embodiment comprises at least one of the steps of: receiving, from the external network mterconnect node
(104), trames at the network interconnect interface and forwarding according to a Virtual Local Area Network (VLAN) tagging for -
warding process, by the network mterconnect node (114), the frames to one or more of the other mternal network interconnect nodes
(116) or to one or more of the mternal network nodes (118, 120) on a network link via the network interface by considering whether
the network interconnect node (114) 1s active for the service associated with the frames; and receiving, from one or more of the other
mternal network interconnect nodes (116) or from one or more of the internal network nodes (118, 120), frames at the network inter -
face and forwarding according to a VLAN tagging forwarding process, by the network interconnect node (114), the frames to one or
more of the other internal network interconnect nodes (116) or to one or more of the internal network nodes (118, 120) on a network
link via the network interface or to the external network mterconnect node (104) via the network interconnect interface based on at
least one of whether the frames are encapsulated frames and whether the network mterconnect node (114) 1s active for the service.
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Data plane for resilient network interconnect

Technical field

The invention generally relates to the field of data planes for network interconnect
(NI) nodes. More specifically, the invention relates to a technique for forwarding

frames received by a network interconnect (NI) node of an internal network from at
least one of an external network and the internal network.

Background

The IEEE Std 802.1ah-2008 standard defines 3 classes of service access protection.
Class I service interfaces are unprotected, Class II service interfaces provide link
resiliency while Class III service interfaces represent link and node redundant service
interfaces. The operation of a Class III service interface switches between access
nodes within both the customer and provider networks. Therefore, protection
switching over a Class III service interface always results in state changes spreading
over the customer and provider networks. A Class IV service interface which in
addition to the Class III capabilities provides resiliency to state changes within the
networks was left as an exercise for the future.

MEF 26 introduces a standard Ethernet interconnection interface in order to make
Carrier Ethernet interconnections simpler and to accelerate the global adoption of
Carrier Ethernet with a standard Global Interconnection mechanism. MEF 26 specifies
the reference point that is the interface between two Metro Ethernet Networks
(MENs) where each operator MEN is under the control of a distinct administration
authority. The External Network Network Interface (ENNI) is intended to support the
extension of Ethernet services across muitiple operator MENs. MEF 26 enables
interconnectivity between Carrier Ethernet networks from muitiple operators. The
ENNI is the reference point representing the boundary between two Operator MENs
that are operated as separate administrative domains so that frames can be
exchanged between ENNIs of the Operator MENSs.

Furthermore, MEF has specified requirements for user to network interfaces (UNI).
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There is ongoing work in IEEE and in MEF to extend Ethernet network interconnect
capabilities to support node redundant network interconnect that would support state
change resiliency (corresponding to the “Class IV” service interface). IEEE 802.1 will
define a resiliency solution for the network interconnect aimed to be applied in
network network and user network interfaces.

Based on the ongoing work on IEEE and MEF, the requirements on how the data
plane should work are as follows:

1) Each provider selects an external link for forwarding frames of a service
independently of the peer provider’s selection, i.e. the decision which external link to
use for sending frames to the peer is the sole decision of the sender provider. The
peer provider has to live with that choice. This service management is referred to as
non-congruent service management.

2) Alternatively, the peer providers may decide to make a joint decision on the
external link selection and use the same external link for sending and receiving
frames. This is referred to as congruent service management.

3) If a congruent service is misconfigured, the service may appear as non-congruent.
In this case, the Layer2 (L2) NI has to handle it as an ordinary non-congruent
service.

There is a need to be able to forward frames between L2 NI nodes of the same
provider without mixing the frames that come from or go to an external link with the
frames that remain network internal. In existing solutions, this is achieved by
encapsulating the frames that are either received from or destined to the ENNI.

The existing solutions on service access protection are mainly suited for Class 111
service interfaces and do not provide protection from state changes within the
different interconnected networks.

The existing solutions have the following problems. They do not provide a means for
tunneling frames between the L2 NI nodes of a given provider. As a consequence,
the existing solutions cannot provide the data plane for emerging new requirements.
Further, they are not able to use the network internal routing protocol (e.g. Multiple
Spanning Tree Protocol (MSTP)) to protect the tunnel between the L2 NI nodes. Still
further, current service access protection methods cannot be used in combination
with Virtual Private Local Area Network (LAN) Service (VPLS).
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Summary

Accordingly, there is a need for an improved technique for forwarding frames
received by a network interconnect (NI) node.

According to a first aspect, a method for forwarding frames received by a network
interconnect node of an internal network is provided. The internal network comprises
the network interconnect node, one or more internal network nodes and one or more
other internal network interconnect nodes. The network interconnect node has a
network interconnect interface for communicating with an external network
interconnect node of an external network and a network interface for communicating
with one or more of the internal network nodes and with one or more of the other
internal network interconnect node, wherein the frames are related to a service
provided by at least one of the external network and the internal network. The
method comprises at least one of the steps of: receiving, from the external network
interconnect node, frames at the network interconnect interface and forwarding
according to a Virtual Local Area Network (VLAN) tagging forwarding process, by the
network interconnect node, the frames to one or more of the internal network nodes
or to one or more of the other internal network interconnect nodes on a network link
via the network interface by considering whether the network interconnect node is
active for the service associated with the frames; and receiving, from one or more of
the internal network nodes or from one or more of the other internal network
interconnect nodes, frames at the network interface and forwarding according to a
VLAN tagging forwarding process, by the network interconnect node, the frames to
one or more of the internal network nodes or to one or more of the other internal
network interconnect nodes on a network link via the network interface or to the
external network interconnect node via the network interconnect interface based on
at least one of whether the frames are encapsulated frames and whether the
network interconnect node is active for the service.

In accordance with a first variant of the first aspect, the method may comprise
further steps. For example, if the frames are received from the external network
interconnect node by the network interconnect interface, the method in accordance
with the first variant may comprise the step of determining whether the network
interconnect node is active for the service associated with the frames. Additionally,
the method according to the first variant may comprise the steps of forwarding, by
the network interconnect node, the frames to one or more of the internal network
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nodes or to one or more of the other internal network interconnect nodes on a
network link via the network interface according to a VLAN tagging forwarding
process, if the network interconnect node is active for the service, and encapsulating,
by the network interconnect node, the frames and forwarding, by the network
interconnect node, the encapsulated frames to one or more of the other internal
network interconnect nodes n a network link via the network interface according to a
VLAN tagging forwarding process, if the network interconnect node is not active for
the service (i.e., is passive for the service).

Alternatively or additionally to the further steps of the method according to the first
variant of the first aspect, the method may comprise further steps in accordance with
a second variant of the first aspect. The method according to the second variant may
further comprise the step of, if the frames are received from one or more of the
internal network nodes or from one or more of the other internal network
interconnect nodes by the network interface, determining whether the frames are
encapsulated frames. If it is determined that the frames are encapsulated frames,
the method according to the second variant may further comprise the steps of:
decapsulating, by the network interconnect node, the encapsulated frames;
determining whether the network interconnect node is active for the service
associated with the decapsulated frames; and if the network interconnect node is
active for the service, forwarding, by the network interconnect node, the frames to
one or more of the internal network nodes or to one or more of the other internal
network interconnect nodes on a network link via the network interface according to
a VLAN tagging forwarding process, and, if the network interconnect node is not
active for the service (i.e., is passive for the service), forwarding, by the network
interconnect node, the frames to the external network interconnect node via the
network interconnect interface according to a VLAN tagging forwarding process. If it
is determined that the frames are not encapsulated frames, the method according to
the second variant may further comprise the steps of: determining whether the
network interconnect node is active for the service associated with the frames; and if
the network interconnect node is not active for the service (i.e., is passive for the
service), forwarding, by the network interconnect node, the frames to one or more of
the internal network nodes or to one or more of the other internal network
interconnect nodes on a network link via the network interface according to a VLAN
tagging forwarding process, and, if the network interconnect node is active for the
service, at least one of forwarding, by the network interconnect node, the frames to
the external network interconnect node via the network interconnect interface
according to a VLAN tagging forwarding process and encapsulating, by the network
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interconnect node, the frames and forwarding, by the network interconnect node,
the encapsulated frames to one or more of the other internal network interconnect

nodes on a network link via the network interface according to a VLAN tagging
forwarding process.

If it is determined in the method according to the second variant of the first aspect
that the frames are not encapsulated frames, the method may, in one
implementation of the second variant, further comprise the step of deciding whether
to forward the frames to the network interconnect interface to be forwarded to the
external network interconnect node or to encapsulate the frames and to forward the
encapsulated frames to one or more of the other internal network interconnect nodes
on a network link. This additional step of deciding may be based on the
configurations of the service.

In accordance with the first aspect the VLAN tagging forwarding process may be a
IEEE 802.1Q forwarding process. Further, the frames may be Ethernet frames and
the network interconnect interface may be an External Network Network Interface
(ENNI) or a User Network Interface (UNI). Likewise, the external network may be an
External Network ("EN") or a User Network (UN). The network link between the
network interconnect node and one or more of the other internal network
interconnect nodes may comprise an overlay tunnel or a direct physical link, e.g. the
network link between the network interconnect node and one or more of the other

internal network interconnect nodes may be an overlay tunnel or a direct physical
link

The method according to the second variant of the first aspect may further comprise,
if the frames are encapsulated frames and if the network interconnect node is active
for the service, the step of learning, by the network interconnect node, the source
MAC address in the frames as the frames arrived from the network interconnect
interface.

According to a second aspect, a computer program product is provided, comprising
program code portions for performing steps of anyone of the method aspects
described herein, when the computer program product is run on one or more

computing devices. The computer program product may be stored on a computer
readable recording medium.
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According to a third aspect, a network interconnect node for forwarding frames
received by the network interconnect node of an internal network is provided. The
internal network comprises the network interconnect node, one or more internal
network nodes and one or more other internal network interconnect nodes. The
frames are related to a service provided by at least one of the external network and
the internal network. The network interconnect node comprises: a network
interconnect interface for communicating with an external network interconnect node
of the external network, wherein the network interconnect interface is adapted to
receive the frames from the external network interconnect node; a network interface
for communicating with one or more of the internal network nodes and with one or
more of the other internal network interconnect nodes, wherein the network
interface is adapted to receive the frames from one or more of the internal network
nodes and from one or more of the other internal network interconnect nodes; a first
forwarding component for forwarding according to a Virtual Local Area Network
(VLAN) tagging forwarding process the frames received by the network interconnect
interface to one or more of the internal network nodes or to one or more of the other
internal network interconnect nodes on a network link via the network interface by
considering whether the network interconnect node is active for the service
associated with the frames; and a second forwarding component for forwarding
according to a VLAN tagging forwarding process the frames received by the network
interface to one or more of the other internal network interconnect nodes or one or
more of the internal network nodes on a network link via the network interface or to
the external network interconnect node via the network interconnect interface based
on at least one of whether the frames are encapsulated frames and whether the
network interconnect node is active for the service.

In accordance with a first realization of the third aspect, the network interconnect
node may further comprise a first active/passive determining component for
determining whether the network interconnect node is active for the service
associated with the frames received by the network interconnect interface. The first
forwarding component may then be adapted to forward the frames to one or more of
the internal network nodes or to one or more of the other internal network
interconnect nodes on a network link via the network interface according to a VLAN
tagging forwarding process, if the network interconnect node is active for the service,
and to encapsulate the frames received by the network interconnect interface and to
forward the encapsulated frames to one or more of the other internal network
interconnect nodes on a network link via the network interface according to a VLAN
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tagging forwarding process, if the network interconnect node is not active for the
service (i.e., is passive for the service).

In accordance with a second realization of the third aspect (which may / may not be
combined with the first realization of the third aspect), the network interconnect
node may further comprise an encapsulating determining component for determining
whether the frames received by the network interface are encapsulated frames, a
decapsulating component and a second active/passive determining component. If it
is determined by the encapsulating determining component that the frames received
by the network interface are encapsulated frames: the decapsulating component may
be adapted to decapsulate the encapsulated frames; the second active/passive
determining component may be adapted to determine whether the network
interconnect node is active for the service associated with the decapsulated frames;
and the second forwarding component may be adapted to forward the frames to one
or more of the internal network nodes or to one or more of the other internal
network interconnect nodes on a network link via the network interface according to
a VLAN tagging forwarding process, if the network interconnect node is active for the
service, and may be adapted to forward the frames to the external network
interconnect interface via the network interconnect interface according to a VLAN
tagging forwarding process, if the internal network interconnect node is not active for
the service (i.e., is passive for the service). If it is determined by the encapsulating
determining component that the frames received by the network interface are not
encapsulated frames: the second active/passive determining component may be
adapted to determine whether the network interconnect node is active for the service
associated with the frames; and the second forwarding component may be adapted
to forward the frames to one or more of the internal network nodes or to one or
more of the other internal network interconnect nodes on a network link via the
network interface according to a VLAN tagging forwarding process, if the network
interconnect node is not active for the service (i.e., is passive for the service), and
may be adapted to at least one of forward the frames to the external network
interconnect node via the network interconnect interface according to a VLAN
tagging forwarding process and to encapsulate the frames and forward the
encapsulated frames to one or more of other internal network interconnect nodes on
a network link via the network interface according to a VLAN tagging forwarding
process, if the network interconnect node is active for the service.
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According to the third aspect, the network interconnect node may further comprise a
Provider Edge Bridge ("PEB"), a Provider Backbone Edge Bridge ("PBEB") or a Virtual
Private Local Area Network Service (“"VPLS") Provider Edge ("PE") node.

Many realizations of the network interconnect node are conceivable.

For example, at least one of the first active/passive determining component and
the second active/passive determining component may comprise at least one S-
tagged or at least one C-tagged Virtual Local Area Network ("VLAN") Identifier
("VID"™) switch.

In accordance with one realization, at least one of the first forwarding component
and the second forwarding component may comprise at least one S-tagged or C-
tagged component, and an S-tagged or C-tagged Media Access Control "MAC" relay.
At least one of the first forwarding component and the second forwarding component
may comprise at least one S-tagged or C-tagged VID switch.

In accordance with another realization, at least one of the first forwarding
component and the second forwarding component may comprise at least one I-
tagged component and a B-tagged Media Access Control ("MAC") relay.

Independent of the implementation of the first and second forwarding components,
the encapsulating determining component and the decapsulating component may be
embodied in the S-tagged or C-tagged MAC relay or in the B-tagged MAC relay.

By means of the above described aspects (independent of the concrete realization), a
fully specified data plane solution for a node protected L2 network interconnect is
provided. With the proposed data plane advantageous options of the control plane
functionality that are applicable to S-tagged or C-tagged external interfaces, are
supported. It is conceivable that the frame format on the external links of the

network interconnect node may be S-tagged or C-tagged. This is fully compliant to
MEF.

The data plane proposed may be based on network internal overlay tunnels and may
support non-congruent and congruent services. Congruent services fall back to non-
congruent services if the peer providers’ external link preferences do not match.
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Special cases of the proposed data plane solution may include: 1) Direct physical
inks used instead of overlay tunnels, 2) L1 protected tunnels (e.g. Link Aggregation

Group (LAG)), and 3) Further control plane options, i.e. the proposed solution may
be able to support all control plane flavors.

The tunnel between, for example, the L2 network interconnect nodes of a provider,
e.g. the network interconnect node and the at least one internal network
interconnect node, may be protected by the routing protocol of the provider, i.e. it
may be an overlay tunnel. The external networks connected to the network
interconnect node, e.g. the L2 network interconnect node, may be Provider Bridge
(PB), Provider Backbone Bridge (PBB) or VPLS networks.

Brief description of the drawings

In the following, the invention will further be described with reference to exemplary
embodiments illustrated in the figures, in which:

Figure 1 is a schematic illustration of network interconnect nodes interconnecting
two networks;

Figure 2 is a schematic illustration of a flow diagram of a first method
embodiment;

Figure 3 is @ schematic illustration of a flow diagram of a second method
embodiment;

Figure 4 is @ schematic illustration of one of the network interconnect nodes of
figure 1 according to a first device embodiment;

Figure 5 is @ schematic illustration of a flow diagram of a third method
embodiment;

Figure 6 is a schematic illustration of a flow diagram of a fourth method
embodiment;

Figure 7 is @ schematic illustration of one of the network interconnect nodes of
figure 1 according to a second device embodiment;
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Figure 8 is @ schematic illustration of one of the network interconnect nodes of
figure 1 according to a third device embodiment;

Figure 9 is @ schematic illustration of one of the network interconnect nodes of
figure 1 according to a fourth device embodiment;

Figure 10  is a schematic illustration of one of the network interconnect nodes of
figure 1 according to a fifth device embodiment; and

Figure 11  is a schematic illustration of the tunnel end point shown in figure 10.
Detailed description

In the below, for purposes of explanation and not limitation, specific details are set
forth in order to provide a thorough understanding of the present invention. It will be
apparent to one skilled in the art that the present invention may be practiced in other
embodiments that depart from these specific details. For example, the invention may
be practiced in any network or between any networks to which mobile or stationary
users may attach.

Those skilled in the art will further appreciate that the functions explained herein
below may be implemented using hardware circuitry, software means, or a
combination thereof. The software means may be in conjunction with a programmed
microprocessor or a general purpose computer, using an Application Specific
Integrated Circuit (ASIC) and/or Digital Signal Processors (DSPs). It will also be
apparent that when the present invention is described as a method, it may also be
embodied in a computer processor and a memory coupled to the processor, wherein
the memory is encoded with one or more programs that perform the method when
executed by the processor.

Figure 1 shows a schematic illustration of a first network 102 and a second network
112. The first network may be an External Network (EN) or a User Network (UN).
The second network 112 may be an internal network of a certain provider. As
illustrated in figure 1, the first network 102 and the second network 112 are separate
from each other such that a service provided by the first network 102 can only be

received by network elements contained in the first network 102 or by network
elements coupled to the first network 102.
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As can be seen from figure 1, both networks 102, 112, respectively (and exemplarily)
comprise two NI nodes 104, 106, 114, 116 for interconnecting the first and second
network. In particular, the first network 102 comprises two NI nodes 104, 106. Itis
assumed in the following without limitation that the first network 102 is an EN. In
accordance therewith, the NI nodes 102, 104 will in the following be named without
limitation external NI (ENI) nodes 104, 106. Alternatively, the first network 102 may
be a UN and the NI nodes 104, 106 may then be user network interconnect (UNI)
nodes. Similarly, the second network 112 comprises two network interconnect (NI)
nodes 114, 116. It is assumed in the following without limitation that the second
network 112 is an internal network. In accordance therewith it is assumed in the
following without limitation that the two NI nodes 114, 116 are internal NI nodes.
However, in order to distinguish between the two NI nodes 114, 116, one of which
will in the following be named without limitation NI node 112 and the other of which
will in the following be named without limitation internal NI node 114. As can be
further seen, the second (internal) network 112 exemplarily comprises two further
network nodes 118, 120 which are not NI nodes. However, the second network 112
may comprise more than two of such network nodes 118, 120. In the following the
two network nodes 118, 120 will be named without limitation internal network nodes.
Like the second (internal) network 112, also the first (external) network 102 may
comprise such further network nodes (equivalent or similar to the network nodes
118, 120). It has to be noted that the configuration shown in figure 1 is merely
exemplary. For example, it is very well conceivable that the first network 102 and the
second network 112 respectively comprise more than two NI nodes, like any
conceivable number of NI nodes.

In the example shown in figure 1, the external NI nodes 104, 106 are connected with
each other via an overlay tunnel. However, this is merely exemplary, as the NI nodes
104, 106 can also be connected via a direct network link. The foregoing also applies
to the link between the NI node 114 and the internal NI node 116 of the internal
network 112. The NI node 114 and the internal NI node 116 may also be connected
via the internal network node 120, as exemplarily illustrated in figure 1. On or more
of the NI nodes 104, 106, 114, 116 may be L2 NI nodes. For example, all NI nodes
104, 106, 114, 116 in the EN and the internal network may be L2 NI nodes. The L2
NI nodes may respectively be realized as a Provider Edge Bridge (PEB), a Provider
Backbone Edge Bridge (PBEB) or a Virtual Private Local Area Network (LAN) Service
(VPLS) Provider Edge (PE) node.
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The data plane proposed in figure 1, may allow (if at least one of the ENI nodes 104,
106 and the internal NI node 116 and the NI node 114 are connected via an overlay
tunnel) the network internal overlay tunnel end port to be changed dynamically if the

routing protocol configuration changes or there is a failure event that the routing
protocol handles.

Figure 2 shows a flow diagram of a first method embodiment implemented in one of
the network interconnect nodes shown in figure 1. It is assumed in the following
without limitation that the first method embodiment of figure 2 and also the second
to fourth method embodiments of figures 3, 5 and 6 are respectively implemented in
the NI node 114 of figure 1.

The network interconnect node 114 receives in step 202, from the ENI node 104,
frames provided by the external network 102. For receiving the frames from the ENI
node 104, the NI node 114 comprises a NI interface. After receiving the frames from
the ENI node 104 via the NI interface, the NI 114 forwards, in step 204, according to
a Virtual Local Area Network (VLAN) tagging forwarding process the frames to the
internal NI node 116 or to the internal network node 120 on a network link, e.g. an
overlay tunnel, by considering whether the NI 114 node is active for the service
associated with the frames. For forwarding the frames to the internal NI node 116 or
to the internal network node 120, the NI node 114 comprises a network interface.

Figure 3 shows a flow diagram of a second method embodiment implemented in one
of the NI nodes 104, 106, 114, 116 shown in figure 1. It is again assumed without
limitation that the second method embodiment of figure 3 is implemented in the NI
114 of figure 1.

The NI 114 receives in step 302, from an internal NI node (not shown in figure 1) or
from the internal network node 118 contained in the internal network 112, frames at
the network interface. Then, the NI node 114, in step 304, forwards according to a
VLAN tagging forwarding process the frames to the internal network node 120 or to
the internal NI 116 on a network link, e.g. an overlay tunnel, via the network
interface. Alternatively to step 304, the NI node 114 forwards, in step 306, according
to a VLAN tagging forwarding process the frames to the ENI node 104 via the NI
interface. The decision whether step 304 or 306 is performed is based on at least
one of whether the frames are encapsulated frames and whether the NI node is
active for the service related to the frames.
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Figure 4 shows a first device embodiment. The first device embodiment is configured
to perform the two method embodiments described with respect to figures 2 and 3.
The first device embodiment is further configured to perform the third method

embodiment shown in figure 5 and the fourth method embodiment shown in figure
6.

At first, the method steps of the third and fourth method embodiments will be
explained in an abstract manner (without detailed reference to the first device
embodiment shown in figure 4) with respect to figures 5 and 6. Afterwards, the
specific implementation of the third and fourth method embodiment using the first
device embodiment of figure 1 and using the second to fifth device embodiments of
figures 7 to 10 will be explained.

According to the third method embodiment of figure 5, frames are received in step
502 on the NI interface of the NI node 114, in particular an NI port (external facing
port) of the NI interface. These frames are then handled by the NI node 114 in the
following manner. After a frame has been received, the NI node 114 determines in
step 504 whether the NI node 114 is active for a service (by means of a VLAN
identifier (VID)). If the NI node 114 is active (as being perceived from the network
internal routing perspective) for the service (containing the VID), the NI node 114
forwards the frame as a regular frame of the service in step 508. If the node is
passive for the service (again as being perceived from the network internal routing
perspective), the NI node 114 encapsulates the frame in step 506 and forwards the
encapsulated frame to the output port of the tunnel (according to the operation of
the NI protocol), thus the frame is forwarded to an active node in step 508, e.g. the
internal NI node 116.

Figure 6 shows how an NI node114 forwards a frame, which is received (in step 602)
on regular network ports, e.g. network ports of the network interface. After receiving
the frame it is determined in step 604 whether the frame is encapsulated.

If the frame is received on the VID representing an overlay tunnel (i.e., is an
encapsulated frame), the frame is decapsulated in step 606. Then, it is determined in
step 608 whether the NI node 114 is active for the service of the decapsulated
frame. If the NI node 114 is active for the service associated with the decapsulated
frame, the decapsulated frame is allowed to enter the provider’s network and is
forwarded, in step 610, as a regular data frame on a network link via the network
interface, e.g. to the internal NI node 116 or to the internal network node 120. If the
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NI node 114 is passive for the service associated with the decapsulated frame, it
forwards, in step 612, the decapsulated frame on an NI port of the NI interface, e.g.
to the external NI node 104, because the frame was sent by the active node in order
to hand it off to the NI.

If it is determined in step 604 that the frame is a regular frame (not encapsulated)
and it is determined in step 614 that the NI node 114 is passive for the regular data
frame, i.e. for a non-tunnelled frame, the passive NI node 114 keeps the frame
network internal and forwards it to network ports of the network interface only (step
610). If the NI node 114 is active for the service, then it forwards the non-tunnelled
frames either directly to the NI port of the NI interface (and thereby to the ENI node
104) (steps 616 and 612) or the NI node 114 encapsulates (step 618) and tunnels
the frame to the internal NI node 116 (step 610). The decision in step 616 is e.g.
made based on the service configurations and/or a hash decision, which provide the
outbound external link for the service.

The third and fourth method embodiments of figures 5 and 6 explicitly contain the
implementation of split horizon between the provider network and the external
interface. This is achieved because passive nodes can only forward a tunnelled frame
to the NI port (of the NI interface) whereas the active node can only forward a
tunnelled frame to a network port (of the network interface).

In this context it is worth noting that non-congruent service behaviour leads to
asymmetric forward and backward frame forwarding on the external links.
Nonetheless, a symmetric forwarding principle is needed in order to use MAC
learning in the provider networks. In order to solve this, the asymmetric forwarding
behaviour at the NI may be hidden from the networks. For this purpose, it Is
proposed herein that ingress frames to a provider network may enter the provider
network on a single port regardless of the external link selection policies of the peer
provider. For this purpose, two ways to implement this are proposed: 1) The peer
provider link selection policies are hidden by the collector object of the Link
Aggregation Group (LAG); or 2) The peer provider link selection policies are hidden
by a bridging layer merging function.

The NI node 114 implementations of the first to fourth device embodiments of
figures 4 and 7 to 9 use an LAG collector object for merging. The differences implied
by using bridging layer merging are detailed with respect to figures 10 and 11 (fifth
device embodiment).
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Although the specific figures of NI node implementations below use S-tagged
external interfaces, the implementations are representative also for C-tagged
external interfaces. In case of C-tagged external interfaces, the services get S-tag

encapsulated/decapsulated at the NI port, i.e. the NI port is a Customer Network
Port (CNP).

In the following it is defined with respect to figure 4 how to implement the data
plane L2 NI functionality in a Provider Edge Bridge (PEB).

Figure 4 shows a proposed PEB architecture to implement the data plane of L2 NI
based on, without limitation, standard S-component and C-components and also
using the components of 802.1AX LAG. There is only a single bridge component that
makes a MAC address based relaying decision. This component is referred to as MAC
relay 408 in figure 4. All other bridge components only make their forwarding
decision on a VID if any and are therefore referred to as VID switches in the
following. The specifics of this implementation can be described as follows.

The external link is S-tagged, which is the bottommost link and is referred to as
active/passive bridge component 402 in the following. The active/passive bridge
component 402 is connected to the ENI node 104 by means of a NI port 402a which
serves as a NI interface. The overlay tunnel encapsulation is implemented by adding
a C-tag (by C-component 406) and a further S-tag (by S-component 404) to the
original S-tagged frames. The addition of two tags is needed in order to use standard
C-components and S-components. All ingress frames from the NI node 114 are
transmitted to a LAG port 408a of the MAC relay 408 regardless of the peer
provider’s link selection priorities. All frames handed of between the internal network
112 and the NI node 114 are transmitted through the LAG port 408a of the MAC
relay 408. In this way, the first device embodiment of figure 4 implements a PEB
architecture of LAG based NI implementation with 4-tagged tunnels.

Two services are handed off by the NI node 114 in figure 4. Firstly, the NI node 114
acts as an active bridge for the service for which the NI node 114 is active. Secondly,

the NI node 114 acts as a passive bridge for the service for which the NI node 114 is
passive.

The third method embodiment of the flow chart shown in figure 5 is implemented by
the NI node 114 of figure 4 as follows:
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The active/passive test is implemented by the S-tagged VID switch marked as
active/passive bridge component 402. As exemplarily illustrated in figure 4, the
bottommost S-tagged VID switch (active/passive bridge component 402) acts as
passive for one of the two services received via the network interconnect interface.

In the example of figure 4, the active/passive bridge component 402 acts as passive
for the left service of the two services at port 402a. The one or more frames related
to this (passive) service are forwarded by the active/passive bridge component 402
(via port 402¢) to the VID switch marked as tunnel end point 404, which receives the
frame via port 404a. The tunnel end point 404 sends the frame for encapsulation to
the C-component 406 via port 404¢. The C-component receives the frame on port
406a, adds a VID that serves as the tunnel C-VID and forwards the C-tagged frame
via port 406b to the MAC relay 408. The MAC relay 408 receives the frame on port
408e and adds a VID that serves as the tunnel S-VID towards the node of the
internal network 112, e.g. the internal NI node 116 of the internal network 112, that
is active for the service originally received at the NI interface 402 of the
active/passive bridge component 402. Then, the MAC relay 408 forwards the frame
according to the member set of the corresponding VID on one of the network ports
408b, 408c, 408d which serve as a network interface of the NI node 114.

Exemplarily, the bottommost S-tagged VID switch (the active/passive bridge
component 402) acts as active for the right service received on the port 402a of the
NI interface and forwards the (active) frame to the LAG group port 408a of the MAC
relay 408. The MAC relay 408 associates the source address of the frame with the
LAG group 408a and forwards the frame towards the appropriate port 408b, 408c,
408d of the network interface (and thereby to an internal NI node, e.g. the internal
NI node 166, of the internal network) based on its MAC address table.

The first device embodiment of figure 4 can implement the fourth method
embodiment illustrated in the flow chart of figure 6 as follows:

The first two steps 602, 604 are implemented by the MAC relay 402. That is, the
MAC relay 402 receives the frames via the network interface and determines whether
the received frames are tunnel frames.

If the receives frames are tunneled frames, the MAC relay 402 removes the tunnel 5-
VID from the tunneled frames in step 606 (it is assumed without limitation that the
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lowest of the three services received at network port 402d is a tunneled frame).
Then, step 608 is implemented by the C-component 406 and the tunnel end point
404. The MAC relay 402 then forwards the frames via port 408e to the C-component
406. The C-component 406 removes the tunnel C-VID and forwards the frames via
the port 406a to the tunnel end point 404, which receives the frames via port 404c.
The VID switch marked as tunnel end point 404 forwards the frames for which the NI
node 114 is passive (the left service at the port 404c¢) via port 404a to the
active/passive bridge component 402 which receives the frames via port 402c. The
active/passive component 402 forwards the frames via the NI port 402a which serves
as the NI interface to the ENI 104 to implement step 612.

The tunnel end point 404 forwards the frames (decapsulated in step 606) for which
the NI node 114 is active (the right service at port 404¢) to the LAG group port 408a
of the MAC relay 408 via port 404b. If the NI node 114 is active for the service,
source addresses in tunneled frames are associated with the LAG group port 408a
and the MAC relay 408 forwards the frames to the appropriate network port (one of
the ports 408b, 408c, 408d) of the network interface. The respective network port

then forwards the frames via a network link to an internal NI node, e.g. the internal
NI node 116 (step 610).

Non-tunneled frames that contain a VID for which the NI node 114 is passive (one of
the services received on one of the network ports 408b, 408c, 408d) are never
forwarded towards the LAG group port 4083, which ensures that the frames are kept
network internal in the passive node and are not mixed with frames of the same
service that may enter from the NI port 402a. As the NI node 114 is passive for this
particular service, the NI node 114 is only a transit node in the network if frames
belonging to that particular service are not received on the tunnel from the active
node. The non-tunneled (passive) frames are simply forwarded by the MAC relay 408
to an internal NI node via one of the ports 408b, 408c, 408d.

Non-tunneled frames that contain a VID for which the NI node 114 is active (one of
the services received on one of the network ports 408b, 408c, 408d) enter the LAG
group port 408a as a result of standard Ethernet forwarding. The hash function of
the LAG group port 408a decides if the frame is directly forwarded to the
active/passive bridge component 402 (from LAG group port 408a to port 402b) and
thus to NI port 402a or is to be tunneled to another NI node (via one of the network
ports 408b, 408c, 408d) before sending it out towards the peer provider. In the latter
case, the frame is forwarded via port 408a to port 404b, is forwarded via port 404¢
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to the C-component 406 (via port 406a), is C-tagged, is forwarded via port 406b to
the MAC relay 408 via port 408e, where the frame is S-tagged and is finally
forwarded to an internal NI node via e.g. port 408d of the network interface.
Implementing tunnel end point and active/passive decision making in separate bridge

components ensures that the frames bound to the NI node 114 and to the tunnel are
kept separated.

Figure 7 shows a PEB variant (second device embodiment) where the tunnel
encapsulation/decapsulation functions are changed to PBB, i.e. PBB functionality is
introduced to the PEB for tunneling frames, but the provider network remains a PB

network for other services. In this context, figure 7 shows a PEB architecture of LAG
based L2 NI with PBB tunnels.

The frame paths and notations used in figure 7 correspond to those in figure 4. The
only difference is that the tunnel C-VID 406 of the first device embodiment in figure
4 is replaced with a standard PBB I-SID (not shown in the figure), thus the tunnel
end point 704 is an I-component, and in PBB terminology the tunnel S-VID is called
the B-VID (MAC relay 708). In addition, by changing the operation of
encapsulation/decapsulation ports, any sort of proprietary tunneling can be added.

In the following it is described how to implement the data plane L2 NI functionality in
a Provider Backbone Edge Bridge (PBEB).

Figure 8 (third device embodiment) shows a BEB implementation based on LAG
merging. Due to the fact that the BEB is able to tunnel S-tagged frames per standard

PBB, the tunnel between the NI nodes 114, 116 is implemented by using standard
PBB encapsulation.

From the NI node’s 114 point of view, the BEB in figure 8 works exactly the same
way as the PEB in figure 7, i.e. the network internal differences are hidden from the
NI implementation. Note that there is no difference regarding the LAG group port
including the member set of the LAG group port of figure 8 and figure 7 because the

same type of PBB tunneling is used between active and passive nodes in the two
figures.

The difference is that the S-tagged service frames are carried encapsulated with an
I-tag and a B-tag within the network because it is a PBB network. The standard BEB
encapsulation/decapsulation is performed in the standard way by the B-component
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808 and the I-component 806 comprising the LAG group 806a. In this way, figure 8
shows a BEB architecture of LAG based L2 NI.

As an alternative of LAG based merging, bridging layer merging can also be used by
a BEB.

It is now described how to implement the data plane L2 NI functionality in a VPLS PE
node, as shown in figure 9. Figure 9 shows a VPLS PE node architecture of LAG
based NI implementation.

Figure 9 (fourth device embodiment) shows a VPLS PE implementation using LAG
merging. Due to the fact that the VPLS PE node 114 is able to tunnel S-tagged
frames using standard pseudowires, the tunnel between the NI nodes 114, 116 is
implemented by using IETF standard Ethernet pseudowire encapsulation, which is
illustrated at the top right port 908d of the MAC relay component 908 in the figure by
means of the component 908h.

From the NI node’s point of view, the VPLS PE node 114 in figure 9 operates exactly
the same way as the PEB in figure 4, i.e. the network internal differences are hidden
from the NI implementation. Note that there is no difference between the LAG group
ports 408a and 908a including the member set of the LAG group port of figures 9
and 4.

The difference is that the VPLS PE node 114 encapsulates regular services with
pseudowire encapsulation. This is achieved in the standard VPLS way by VPLS ports
908f, 908g.

If raw mode pseudowires are used for the tunnel between the NI nodes 114, 116,
the NI node 114 removes all service delimiting tags. This means that both the tunnel
S-VID and the tunnel C-VID are removed on the VPLS port 908f, 908g and the fact
that the frames are tunneled is carried in the pseudowire encapsulation. Thus, the
tunnel S-VID and C-VID remains node internal. Consequently, other forms of
proprietary tagging on the network internal overlay tunnel may be used. In the same
way as on the input VPLS port 908f, 908g, on the tunnel both S and C tags need to
be added (by the S-component 904 and the C-component 906, respectively) to
establish the node internal part of the tunnel.
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As an alternative of LAG based merging, bridging layer merging can also be used by
a VPLS PE node 114.

As an alternative to LAG based merging of the device embodiment shown in figure 9,
a pure bridging layer merging implementation variant is given in figure 10 (as a fifth

device embodiment). Figure 10 shows a direct alternative of the PEB shown in figure
4, i.e. figure 10 shows a PEB architecture of bridged L2 NI with 4-tagged tunnels.

The most significant difference is that the decision whether an active node has to
tunnel frames of a service or send them directly to the NI port 1002a is implemented
in the bridging layer (as opposed to the hash function of the LAG layer). To achieve
this, the bridging layer has to distinguish between services that need tunnelling and
services that go directly to the NI port 1002a. Therefore another service VID Is
added.

The NI node 114 depicted in figure 10 hands off three services:

1) The NI node 114 is passive for one of the service VIDs received
at one of the network ports 1008¢, 1008d, 1008e of the MAC
relay 1008;

2) The NI node 114 is active for one of the service VIDs received
at one of the network ports 1008c, 1008d, 1008e of the MAC
relay 1008 and for one of the service VIDs received at the
network port 1008e (the lowest of the four services at network
port 1008e); and

3) The NI node 114 tunnels the frames of the lowest service VIDs
at network port 1008e via C-component 1006 and S-component
1004 (via ports 1008f, 1006b, 1006a, 1004d) and forwards the
frames of the service VID corresponding to the uppermost
service at network port 1008c, the furthest right service at the
network port 1008d and second highest service at the network
port 1008d to the NI port 1002a directly via the C-component
1003 (via port 1008b and port 1003¢)).

That is, the service VIDs that the active node has to tunnel have a dedicated
ingress/egress port 1008f in the MAC relay 1008 towards the NI port 1002a. The
same way, the service VIDs that the active node has to forward directly to the NI
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port 1002a have a dedicated ingress/egress port 1008b in the MAC relay 1008
towards the NI port 1002a.

Merging is implemented by the added C-component 1003, which is configured as a
port switch. The arrow notations used in figure 10 are explained in figure 11, which
shows a port switch notation and implementation.

The C-component 1003 is configured as a port switch by adding C-component
internal tags on the input port, by forwarding the frames based on the (local) C-VID
and by removing the C-tag on the output port. It is referred to as a port switch
because the forwarding decision does not involve any MAC address relaying function,
i.e. FDB look-up. In fact, point-to-point connections are provided within the port
switch, such that frames received at a port are tagged with a locally valid VID, which
VID is then removed before the frame is sent out on the egress port.

The C-VID between the ports 1003b and 1003c in figures 10 and 11 implements the
port switch in the top down and the bottom up direction. For example, the downward
facing port 1003b adds the corresponding C-VID on the frames and the only port
eligible for forwarding is the upward facing port 1003c, which removes the
corresponding C-VID.

Frames entering on the right hand side port 1003f with the corresponding PVID are
forwarded based on the corresponding C-VID added by the input port and forwarded
to the same upward facing port 1003c as the ones with the C-VID received at the
downward facing port 1003b and forwarded to the upward facing port 1003c. The
output port 1003c merges the frames by removing the different C-tags.

In order to change any LAG based NI node 114 implementation to an NI node 114
with bridged merging (as shown in figures 10 and 11), the following has to be done:

The ports included in the LAG group 408a become visible by the bridging layer in
that one of the ports 1008a serves as ingress/egress port for services that need
tunneling and one of the ports 1008b serves as ingress/egress port for services that
are directly forwarded to the NI port 1002a. Further, a port switch implements the
merging functionality as shown in figure 11. The tunnel end point VID switch 1004
directs services that need to be tunneled to the encapsulation port 1006a. If the NI
node 114 is active for a service and if the NI node 114 has to tunnel the frames of
the service (the tunneled service received on port 1008e and forwarded on port
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1008f via the C-component 1006, which decapsulates the frame, to the tunnel end
point 1004), the tunnel end point 1004 directs tunneled frames of the service
towards the port 1008a of the MAC relay 1008 that represents the egress/ingress
port of the services to be tunneled (through the C-component port switch 1006). If
the NI node 114 is active for a service and if the NI node 114 forwards frames of the
service to the NI directly (from one of ports 1008c, 1008d, 1008e via port 1008b),
the tunnel end point 1004 directs tunneled frames of the service towards the port
1008b of the MAC relay 1008 that represents the egress/ingress port of the services
forwarded directly to the NI port 1002a (through the C-component port switch 1003
via ports 1003, 1003b, 1002b).

The advantages of the data plane described with respect to the specific embodiments
are: 1) The proposed solution provides the data plane needed for a node resilient L2
network interconnect; 2)The LAG based data plane implementation option supports
dual homing of any 802.1AX capable host; 3) A single tunnel is used between NI
nodes (This is solution with the simplest OAM); 4) The solution support standard and
proprietary tunnel implementations; 5) The proposed data plane solution allows the
tunnel end port to be changed dynamically; 6) The solution is based on standard
bridge components. Thus it builds on existing hardware to the extent possible.
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Amended claims under Art. 34 PCT

1. A method for forwarding frames received by a network interconnect node
(114) of an internal network (112) having the network interconnect node (114), one
or more internal network nodes (118, 120) and one or more other internal network
interconnect nodes (116), the network interconnect node (114) having a network
interconnect interface for communicating with an external network interconnect node
(104) of an external network (102) and a network interface for communicating with
one or more of the other internal network interconnect nodes (116) and with one or
more of the internal network nodes (118, 120), wherein the frames are related to a
service provided by at least one of the external network (102) and the internal
network (112) and the method comprises:

- receiving, from the external network interconnect node (104), frames at
the network interconnect interface, determining whether the network interconnect

node (114) is active for the service associated with the frames by means of Virtual
Local Area Network "VLAN" identifiers contained in the frames, and, if the network
interconnect node (114) is active for the service containing the VLAN identifiers,
forwarding, by the network interconnect node (114), the frames to one or more of
the internal network nodes (118, 120) or to one or more of the other internal
network interconnect nodes (116) on a network link via the network interface
depending on the VLAN identifiers contained in the frames, and, if the network
interconnect node (114) is not active for the service containing the VLAN identiflers,
encapsulating, by the network interconnect node (114), the frames and forwarding,

by the network interconnect node (114), the encapsulated frames to one or more of
the other internal network interconnect nodes (116) on a network link via the

network interface depending on the VLAN identifiers contained in the frames; and/or
- receiving, from one or more of the other internal network interconnect
nodes (116) or from one or more of the internal network nodes (118, 120), frames at
the network interface, and determining whether the frames are encapsulated frames,
wherein, if the frames are encapsulated frames, the method further comprises
the steps of:

- decapsulating, by the network interconnect node (114), the
encapsulated frames;

- determining whether the network interconnect node (114) is
active for the service associated with the decapsulated frames by means of
VLAN identifiers contained in the frames; and

AMENDED SHEET
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- If the network interconnect node (114) is active for the service
containing the VLAN identifiers, learning the source MAC address in the frames
as the frames arrived from the network interconnect interface, and forwarding,
by the network interconnect node (114), the frames to one or more of the
internal network nodes (118, 120) or to one or more of the other internal
network interconnect nodes (116) on a network link via the network interface
depending on the VLAN identifiers contained in the frames, and, if the network
interconnect node (114) is not active for the service containing the VLAN
identifiers, forwarding, by the network interconnect node (114), the frames to
the external network interconnect node (116) via the network interconnect
interface;

wherein, if the frames are not encapsulated frames, the method further
comprises the steps of:

- determining whether the network interconnect node (114) is
active for the service associated with the frames by means of the VLAN
identifiers contained in the frames; and

- If the network interconnect node (114) is not active for the
service containing the VLAN identifiers, forwarding, by the network
interconnect node (114), the frames to one or more of the internal network
nodes (118, 120) or to one or more of the other internal network interconnect
nodes (116) on a network link via the network interface depending on the
VLAN identifiers contained in the frames, and, if the network interconnect
node (114) is active for the service containing the VLAN identifiers, at least
one of forwarding, by the network interconnect node (114), the frames to the
external network interconnect node (116) via the network interconnect
interface depending on the VLAN identifiers contained in the frames and
encapsulating, by the network interconnect node (114), the frames and
forwarding, by the network interconnect node (114), the encapsulated frames
to one or more of the other internal network interconnect nodes (116) on a

network link via the network interface depending on the VLAN identifiers
contained in the frames.

2. The method of claim 1, wherein, if it is determined in the step of determining
that the frames are not encapsulated frames, the method further comprises the step
of deciding whether to forward the frames to the network interconnect interface to

be forwarded to the external network interconnect node (116) or to encapsulate the
frames and to forward the encapsulated frames to one or more of the other internal
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network interconnect nodes (116) on a network link, wherein the decision is based
on the configurations of the service.

3. The method of claim 1 or 2, wherein the frames are Ethernet frames and the

network interconnect interface is an External Network Network Interface ("ENNI") or
a User Network Interface (C"UNI").

4. The method of any one of claims 1 to 3, wherein the network link between the
network interconnect node (114) and one or more of the other internal network

interconnect nodes (116) comprises an overlay tunnel or a direct physical link.

5. A computer program product comprising program code portions for performing

the steps of one of claims 1 to 4 when the computer program product is run on a
computer system.

6. The computer program product of claim 5, stored on a computer-readable
recording medium.

7. A network interconnect node (114) for forwarding frames received by the
network interconnect node (114) of an internal network (112) having the network
interconnect node (114), one or more internal network nodes (118, 120) and one or
more other internal network interconnect nodes (116), wherein the frames are
related to a service provided by at least one of an external network (102) and the
internal network (112) and the network interconnect node (114) comprises:

- a network interconnect interface for communicating with an external network
interconnect node {(104) of the external network (102), wherein the network
interconnect interface is adapted to receive the frames from the external network
interconnect node (104);

- a network interface for communicating with one or more of the internal
network nodes (118, 120) and with one or more of the other internal network
interconnect nodes (116), wherein the network interface is adapted to receive the
frames from one or more of the internal network nodes (118, 120) and one or more
of the other internal network interconnect nodes (116);

- a first active/passive determining component for determining whether the
network interconnect node (114) is active for the service associated with the frames
received by the network interconnect interface by means of Virtual Local Area
Network "VLAN" identifiers contained in the frames,
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- a first forwarding component for forwarding the frames to one or more of
the internal network nodes (118,120) or to one or more of the other internal network
interconnect nodes (116) on a network link via the network interface depending on
the VLAN identifiers contained in the frames, if the network interconnect node (114)
Is active for the service containing the VLAN identifiers, and to encapsulate the
frames received by the network interconnect interface and to forward the
encapsulated frames to one or more of the other internal network interconnect nodes
(116) on a network link via the network interface depending on the VLAN identifiers

contained in the frames, if the network interconnect node (114) is not active for the
service containing the VLAN identifiers;

- an encapsulating determining component for determining whether the
frames received by the network interface are encapsulated frames:
- @ decapsulating component;

- @ second active/passive determining component; and
- a second forwarding component;

whereln, if it is determined by the encapsulating determining component that the
frames received by the network interface are encapsulated frames:

- the decapsulating component is adapted to decapsulate the encapsulated
frames;

- the second active/passive determining component is adapted to determine
whether the network interconnect node (114) is active for the service

associated with the decapsulated frames by means of the VLAN identifiers
contained in the frames; and

- the second forwarding component is adapted to forward the frames to one or
more of the internal network nodes (118, 120) or to one or more of the other
internal network interconnect nodes (116) on a network link via the network
Interface depending on the VLAN identifiers contained in the frames, If the

network interconnect node (114) is active for the service containing the VLAN
identifiers, and is adapted to forward the frames to the external network
interconnect node (104) via the network interconnect interface depending on
the VLAN identifiers contained in the frames, if the netwark interconnect node
(114) Is not active for the service containing the VLAN identifiers;
wherein, if it is determined by the encapsulating determining component that the
frames received by the network interface are not encapsulated frames:
- the second active/passive determining component is adapted to determine
whether the network interconnect node (114) is active for the service associated

with the frames by means of the VLAN identifiers contained in the frames: and

AMENDED SHEET



10

15

20

25

30

35

CA 02821815 2013-06-14 pCT/EP 2011/003 033 - 23-07-2012

Telefonaktiebolaget L M Ericsson (publ) o 30A-113 839
PCT/EP2011/003033 23 July 2012

- the second forwarding component is adapted to forward the frames to one or
more of the internal network nodes (118, 120) or to one or more of the other
internal network interconnect nodes (116) on a network link via the network
interface depending on the VLAN identifiers contained in the frames, if the
network interconnect node (114) is not active for the service containing the
VLAN identifiers, and is adapted to at least one of forward the frames to the
external network interconnect node (104) via the network interconnect interface
depending on the VLAN identifiers contained in the frames and to encapsulate
the frames and forward the encapsulated frames to the one or more of the other
internal network interconnect nodes (116) on a network link via the network
interface depending on the VLAN identifiers contained in the frames, if the

network interconnect node (114) is active for the service containing the VLAN
identifiers.

8. The network interconnect node (114) of claim 7, further comprising a Provider
Edge Bridge ("PEB™), a Provider Backbone Edge Bridge ("PBEB") or a Virtual Private
Local Area Network Service ("VPLS") Provider Edge ("PE") node.

9, The network interconnect node (114) of claim 7 or 8, wherein at least one of
the first active/passive determining component and the second active/passive
determining component comprises at least one S-tagged or at least one C-tagged

Virtual Local Area Network ("VLAN") Identifier ("VID") switch (402, 702, 802, 902,
1002).

10. The network interconnect node (114) of any one of claims 7 to 9, wherein at
least one of the first forwarding component and the second forwarding component
comprises at least one S-tagged or C-tagged component (406, 906, 1006), and an S-
tagged or C-tagged Media Access Control "MAC" relay (408, 908, 1008).

11. The network interconnect node (114) of any one of claims 7 to 10, wherein at
least one of the first forwarding component and the second forwarding component

comprises at least one I-tagged component (704, 804, 806) and a B-tagged Media
Access Control ("MAC") relay (708, 808).

12. The network interconnect node (114) of claim 10 or 11 when dependent on
claim 12, wherein the encapsulating determining component and the decapsulating

component are embodied in the S-tagged or C-tagged MAC relay (408, 908, 1008) or
in the B-tagged MAC relay (708, 808).
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