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(57) ABSTRACT 
Cross-domain communication between a sender domain and 
a receiver domain includes: receiving, in the receiver domain, 
a data request from the sender domain, the data request being 
directed to a designated request processing page in the 
receiver domain; processing the data request to generate a 
response; and sending the response to the sender domain, the 
response being directed to a designated response processing 
page in the sender domain. Alternatively, cross-domain com 
munication includes receiving, in the receiver domain, a data 
request from the sender domain, the data request being 
directed to a designated request processing page in the 
receiver domain; processing the data request to generate a 
response; and sending the response to the sender domain, the 
response being directed to a designated response processing 
page in the sender domain. 

17 Claims, 7 Drawing Sheets 
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METHOD AND APPARATUS FOR 
CROSS-DOMAIN COMMUNICATION USING 
DESIGNATED RESPONSE PROCESSING 

PAGE 

Matter enclosed in heavy brackets appears in the 
original patent but forms no part of this reissue specifica 
tion; matter printed in italics indicates the additions 
made by reissue. 

This application claims priority to People's Republic of 
China Patent Application No. 200810147259.3 entitled 
METHOD, SYSTEM AND DEVICE FOR CROSS-DO 
MAIN COMMUNICATION filed Aug. 25, 2008 which is 
incorporated herein by reference for all purposes. 

FIELD OF THE PRESENT INVENTION 

The present invention relates generally to the field of net 
work technology and more particularly to method, system 
and device for cross-domain communication. 

BACKGROUND OF THE PRESENT INVENTION 

Existing browser software such as Internet Explorer or 
Firefox provides a security isolation mechanism based on 
network domains to prevent programs from different web 
sites from accessing each other's data and causing visitors 
private data to be misappropriated from one website to 
another. Some large web platforms, however, can include 
many different domain names or different websites that are in 
trust relationships with each other and often need to exchange 
data and service among different websites. 

Several techniques for cross-domain communication exist. 
Current techniques, however, usually have certain disadvan 
tages. 
One existing technique for cross-domain communication 

involves exploiting certain security holes in the browser. This 
is not secure since malicious websites can also use security 
Vulnerabilities to launch attacks. Also, the technique becomes 
obsolete as soon as the security holes are patched. 

Another technique for cross-domain communication 
involves decreasing the client browser security setting to 
allow for cross-domain visits. Decreasing the security stan 
dard, however, makes the client more vulnerable to exploits 
by malicious web sites. 

Another technique involves URL jumping between differ 
ent websites, where one website requests a page in another 
domain and sends information in the form of URL parameters 
and the other domain returns information by redirecting the 
browser to the web page in the requester's domain and send 
ing information in the form of URL parameters. When URL 
jumping is used to communicate between different websites, 
the servers must deal with greatly increased load and effi 
ciency is decreased. The technique also leads to security 
problems since the data information transferred via the URL 
is in plain view in the address bar of the browser. Further, the 
technique cannot transfer large amounts of data because of 
the limit on the URL length. 

Another technique uses cross-domain scripting citation. A 
web page in a domain uses the <script label to reference 
Javascript (JS) file contents of another domain and transfers 
the data in the form of URL parameters. The JS file of the 
other domain can compile script freely to send the data 
directly to the current web page. This technique tends to be 
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2 
complex since new script needs to be generated in each com 
munication. Further, the data of one domain would be com 
pletely exposed to the script of another and can be easily 
misappropriated. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Various embodiments of the invention are disclosed in the 
following detailed description and the accompanying draw 
ings. 

FIG. 1 is a block diagram illustrating an embodiment of a 
system that Supports cross-domain communication. 

FIG. 2A is a flowchart illustrating an embodiment of a 
process for cross-domain communication. 

FIG. 2B is a flowchart illustrating an embodiment of a 
process for cross-domain communication. 

FIG. 3 is a flowchart illustrating another embodiment of a 
process for cross-domain communication. 

FIG. 4 is a system diagram illustrating an embodiment of a 
cross-domain communication system. 

FIG. 5 is a block diagram illustrating an embodiment of a 
sender device. 

FIG. 6 is a block diagram illustrating an embodiment of a 
receiver device. 

DETAILED DESCRIPTION 

The invention can be implemented in numerous ways, 
including as a process; an apparatus; a system; a composition 
of matter, a computer program product embodied on a com 
puter readable storage medium; and/or a processor, such as a 
processor configured to execute instructions stored on and/or 
provided by a memory coupled to the processor. In this speci 
fication, these implementations, or any other form that the 
invention may take, may be referred to as techniques. In 
general, the order of the steps of disclosed processes may be 
altered within the scope of the invention. Unless stated oth 
erwise, a component Such as a processor or a memory 
described as being configured to perform a task may be imple 
mented as a general component that is temporarily configured 
to perform the task at a given time or a specific component 
that is manufactured to perform the task. As used herein, the 
term processor refers to one or more devices, circuits, and/or 
processing cores configured to process data, Such as computer 
program instructions. 
A detailed description of one or more embodiments of the 

invention is provided below along with accompanying figures 
that illustrate the principles of the invention. The invention is 
described in connection with such embodiments, but the 
invention is not limited to any embodiment. The scope of the 
invention is limited only by the claims and the invention 
encompasses numerous alternatives, modifications and 
equivalents. Numerous specific details are set forth in the 
following description in order to provide a thorough under 
standing of the invention. These details are provided for the 
purpose of example and the invention may be practiced 
according to the claims without some or all of these specific 
details. For the purpose of clarity, technical material that is 
known in the technical fields related to the invention has not 
been described in detail so that the invention is not unneces 
sarily obscured. 

Cross-domain communication is disclosed. As used 
herein, a domain refers to a collection of network devices 
organized under a common network name, such as www.ex 
ample.com. The techniques can be used for implementing 
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safe communication among different domains while guaran 
teeing security isolation of domains with respect to browser 
software. 

FIG. 1 is a block diagram illustrating an embodiment of a 
system that Supports cross-domain communication. In this 
example, system 100 includes a first domain 104 and a second 
domain 106, which in this example are shown to be isV.com 
and allisoft.com, respectively. For purposes of example, in the 
following discussion domain 104 is presumed to be the 
domain from which a data request is sent and is referred to as 
the first domain or the sender domain and domain 106 is 
presumed to be the domain to which a data request is received 
and is referred to as the second domain or the receiver 
domain. Communication in the reverse direction where 
domain 106 is the sender domain and domain 104 is the 
receiver domain is possible. One or more servers are included 
in the domains to provide web services such as displaying 
web pages and responding to client requests. In some embodi 
ments, different physical servers are included in different 
domains. In some embodiments, a physical server device is 
virtualized to operate as multiple virtual servers that sepa 
rately service different domains. 

Within domain 104, there are one or more web pages that 
can be accessed by client devices such as 102 via client 
Software such as a web browser. A designated response pro 
cessing page (also referred to as the ACK page), in this case 
with the Universal Resource Locator (URL) of isv.com/ 
ack.htm, is also included in the sender domain. Within 
domain 106, a designated request processing page (also 
referred to as the ASK page), in this case with the URL of 
alisoft.com/ask.htm, is configured to handle cross-domain 
transfer requests from outside domains such as domain 104. 
Details of the page configurations and operations are 
described below. 

FIG. 2A is a flowchart illustrating an embodiment of a 
process for cross-domain communication. Process 200 may 
be implemented on a device Such as a server implementing 
services for domain 104. 
At 202, a data request is sent from the sender domain to the 

receiver domain. The request may be evoked in response to a 
client action that is made on a webpage that is not specifically 
designated for cross-domain communication. Such a 
webpage is referred to as an originating page. As will be 
described more fully below, the data request is sent to a 
designated request processing page in the receiver domain. 
The designated request processing page is specifically con 
figured to respond to cross-domain data request requests. 
At 204, a response is received from the receiver domain. If 

the communication session is successful, the response would 
include requested data. The response is directed to a desig 
nated response processing page in the sender domain. The 
response is processed by the response processing page and 
information is passed to the originating page as appropriate. 

At 206, the response is processed and can be passed on to 
the originating page as appropriate. 

FIG. 2B is a flowchart illustrating an embodiment of a 
process for cross-domain communication. Process 250 may 
be implemented on a device Such as a server implementing 
services for domain 106. 
At 252, a data request from the sender domain is received 

in the receiver domain. The data request is directed to a 
designated request processing page in the receiver domain. 

At 254, the data request is processed. Information relating 
to the response is gathered and a response is generated. 

At 256, the response is sent to a designated response pro 
cessing page in the sender domain to be processed and passed 
on to the originating page as appropriate. 
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4 
The above cross-domain communication technique 

observes the security isolation mechanisms of browser 
domains, without requiring decreased browser security stan 
dards, URL page jumping, or substantially increased server 
load. It guarantees fair and symmetrical security protection 
for both sides for communication. 

Referring back to FIG. 1, before any cross-domain com 
munication takes place, the server of the sender domain 
deploys a designated response processing page and the server 
of the receiver domain deploys a designated request process 
ing page. During the course of cross-domain communication 
that is initiated by a client browser, the browser opens the 
designated pages to transfer data for cross-domain commu 
nication. As used herein, "deploy refers to placing these page 
files on the appropriate server and "open refers to sending a 
request to a page file by a client browser. 

Initially, the client browser loads the originating page, 
which is a page that initiates cross domain communication. 
For example, the originating page may be a login page for the 
sender domain that requires certain information from the 
receiver domain (e.g., user account in the receiver domain) to 
complete the login process in the sender domain. The origi 
nating page locates the name of the sender domain, Such as 
isV.com. 

During the course of cross-domain data transfer, when an 
originating page in the sender domain sends a cross-domain 
transferring request and parameters to the receiver domain, 
the browser that loaded the originating page will open a 
hidden page on the server in the sender domain, use the 
hidden page to open aan ASK page deployed on the server 
of the receiver domain and transfer the command and the data 
associated with the communication request usingana URL 
fragment identifier of the request and the name property of a 
window object of the page. 
The receiver domain receives the request command and 

data at the designated request processing page, also referred 
to as the ASK page. Data pertaining to the response of the 
request is extracted. Since the ASK page is located in the 
receiver domain, Such as allisoft.com, it can acquire related 
data in the domain according to the request that is received. 
Once the result data is obtained, the ASK page opens the 

designated response processing page (i.e., the ACK page) on 
the sender domain or opens another hidden page and uses the 
hidden page to open the ACK page and sends the returning 
position and the response data using an a URL fragment 
identifier and the name property of a window object of the 
page. Since the ACK page is located in the sender domain, 
Such as isV.com, it can return the response data to the origi 
nating page in the same domain. 
The ASK page is used for receiving request command 

commands for cross-domain transfer and extracting response 
data according to the command commands. The ACK page 
is used for receiving the response data sent by the ASK page 
and returning the response data to the originating page in the 
sender domain. The sender and receiver domains only need to 
exchange data via their respective servers the first time a 
specific cross-domain communication is made. In Subsequent 
cross-domain transfers, the browser will use its cache func 
tion to cache the parameters sent the first time and the receiver 
of communication extracts the resulting data from the 
browser directly when receiving a cross-domain transfer 
request. 

FIG. 3 is a flowchart illustrating another embodiment of a 
process for cross-domain communication. 
At 302, the servers on the sender and receiver domains 

deploy the designated response processing ACK page and the 
designated request processing ASK page, respectively. Bi 
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direction communications can be achieved by each domain 
deploying both an ACK page and an ASK page. 
The designated request processing ASK page is a static 

page in Some embodiments and a dynamic page in some 
embodiments where additional Hypertext Transfer Protocol 
(HTTP) header information is added. The response process 
ing ACK page is a static page in some embodiments. ASK 
pages and ACK pages are basic pages for communication 
between two domains. They are collectively referred to as 
communication pages. 
The communication pages agree on the same request for 

mat and follow the same communication protocol. In some 
embodiments, the HTTP GET request can be used for a 
requesting page and command, and communication com 
mands and data are not transferred as URL parameters. 

At 304, when an originating page in a website sends a 
communication request to another website in a different 
domain, the browser of the originating page is directed to 
open a hidden page. In some embodiments, opening the hid 
den page includes opening an invisible new window or an 
invisible iframe. 
At 306, the hidden page opens the ASK page deployed on 

the server of the receiver domain and a request command and 
parameters are transferred. 

In some embodiments, the request command is transferred 
in the form of a fragment identifier attached to the URL and 
the data can be transferred in the form of the name property of 
a window object. Specifically, the fragment identifier is 
attached to the URL by appending a “if” identifier to the URL 
and appending a string to "#.” A fragment identifier can be 
used for locating a designated anchor node (reading position) 
in a page and is processed by the client rather than the server. 
URLs with or without a fragment identifier or with different 
fragment identifiers are considered to be the same URL for 
the server and are cached the same way by the browser. 
Therefore, data is exchanged the first time the URL is 
requested and is cached in the browser and available for 
Subsequent requests without requiring further data exchange 
between the servers and the browser. 

At 308, after receiving the request, the ASK page in the 
receiver domain implements corresponding service and 

At 310, the ASK page in the receiver domain opens a 
hidden new page or uses the ASK page itself to open the ACK 
page in the sender domain and transfers the response data to 
the ACK page in the sender domain. 

The security isolation mechanism built into the browser 
forbids a program of a page in one domain to operate the 
content and data of another page directly. But when a page in 
one domain can open a page in another domain, transferring 
data to a page in the other domain is permitted in the form of 
a URL or the name property of a window object. 

At 312, the ACK page in the original domain website 
returns the response data received to the originating page. 
The steps above can be described by an example. For 

example, a typical request from a sender domain www.isv 
.com to a ASK page in a receiver domain www.alisoft.com is 
as follows: 

http://www.alisoft.com/ASK.HTM#GetUserName/ 
envoy 123(a)www.isV.com 
The page http://www.alisoft.com/ASK.HTM is requested 

for the user name of an email address 
envoy 123(a)www.isV.com (GetUserName). 
A typical response to the ASK page is as follows: 
http://www.isv.com/ACK.HTM#bob321. 
Strings bob321 to the page http://www.isv.com/ 

ACK.HTM as the response to the request above. 
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6 
Note that since the ACK page and the originating page are 

located in the same domain, the ACK page can visit the 
originating page and thus transfer the resulting data to the 
originating page. 

In the example above, request and response data are trans 
ferred in the form of strings in JSON format. JSON format is 
native data expression form for JavaScript language and has 
the advantages of simple form, compact format and conve 
nient conversion. Data can be transferred by the name prop 
erty of window object, by which large amount data amounts 
of data can be transferred. Data also can be transferred all by 
fragment identifiers. 

In some embodiments, in order to facilitate the use for 
developers, the data above can be packaged into a series of 
JavaScript functions to developers. For example: function 
envoy (domainName, serviceName, on Success, on Error), in 
which domainName is the domain name for communication, 
serviceName is the service name being requested, on Success 
indicates the return function upon Success and on Error indi 
cates the return function upon failure. 

Safe communications among different domains are imple 
mented with obeying the security isolation mechanism of 
browser domains completely, without requiring visitors to 
decrease security standards, URL page jumping nor request 
ing to servers frequently. It guarantees fair and symmetrical 
security protection for both sides for communication. 

FIG. 4 is a system diagram illustrating an embodiment of a 
cross-domain communication system. In this example, the 
system includes a sender device 100 410 and a receiver 
device 200420 that belong to different domains. 
The sender 100 410 is implemented in some embodi 

ments as a server configured to send a request to the desig 
nated request processing page on the receiver 200420 and 
to receive a response sent by the designated request process 
ing page on the receiver, at a designated local response pro 
cessing page on the Sender. 
The receiver 200420 is implemented in some embodi 

ments as a server configured to receive the request sent by the 
sender 100 410 via the designated request processing page, 
processing the request sent by the sender 100 410 and 
acquiring response data and sending the response to the 
response processing page on receiver 100 sender 410. 

FIG. 5 is a block diagram illustrating an embodiment of a 
sender device. In this example, the device includes a request 
sending module 10, a response receiving module 20 and a 
data acquiring module 30. 
The request sending module 10 is configured to a request 

to the designated request processing page in the receiver. It 
further includes an originating page configured to send data 
Such as the request command and associated data. The 
response receiving module 20 is configured to process a 
response sent by the receiver. It further includes a designated 
response processing page configured to receive the response. 
The data acquiring module 30 is configured to acquire the 
response from the page for receiving data in the sender. 

FIG. 6 is a block diagram illustrating an embodiment of a 
receiver device for cross-domain communication. The device 
in this example includes a request receiving module 40, a 
processing module 50 and a response sending module 60. 
The request receiving module 40 is configured to receive a 

request from a sender. It further includes a designated request 
processing page configured to receive the request command 
and associated data. The processing module 50 is configured 
to process the request sent by the sender and to acquire 
response data. The response sending module 60 is used for 
sending the response to a designated response processing 
page on the Sender. 



US RE45,139 E 
7 

In some embodiments, a device may be configured both as 
a sender and a receiver and includes all the modules shown in 
FIGS. 5 and 6. In such embodiments, the designated request 
processing page and the designated response processing page 
can be different pages or the same page. The page(s) can be 
configured as dynamic pages or static pages. 

Safe communications among different domains are imple 
mented with obeying the security isolation mechanism of 
browser domains completely, without needing visitors to 
decrease security standards, URL page jumping nor request 
ing to servers frequently. It guarantees fair and symmetrical 
security protection for both sides for communication. 
The modules described above can be implemented as soft 

ware components executing on one or more general purpose 
processors, as hardware such as programmable logic devices 
and/or Application Specific Integrated Circuits designed to 
perform certain functions or a combination thereof. In some 
embodiments, the modules can be embodied by a form of 
Software products which can be stored in a nonvolatile storage 
medium (such as CD-ROM, U disk, mobile hard disk, etc.), 
including a number of instructions for making a computer 
device (such as personal computers, servers, network equip 
ments, etc.) implement the methods described in the embodi 
ments of the present invention. The modules may be imple 
mented on a single device or distributed across multiple 
devices. The functions of the modules may be merged into 
one another or further split into multiple sub-modules. 

Through the description of the embodiments above, the 
technical personnel in this field can understand clearly that 
the present invention can be implemented by hardware or 
Software and a necessary current hardware platform. Based 
on this understanding, the technical program of the present 
invention can be embodied by a form of software products 
which can be stored in a nonvolatile storage medium (such as 
CD-ROM, U disk, mobile hard disk, etc.), including a number 
of instructions for making a computer device (such as per 
sonal computers, servers, or network equipments equip 
ment, etc.) implement the methods described in the embodi 
ments of the present invention. 
The descriptions above are just preferred implementation 

ways of the present invention. It should be pointed that, for 
general technical personnel in this field, Some improvement 
and decorating can be done, which should be under the pro 
tection scope of the present invention. 

Although the foregoing embodiments have been described 
in Some detail for purposes of clarity of understanding, the 
invention is not limited to the details provided. There are 
many alternative ways of implementing the invention. The 
disclosed embodiments are illustrative and not restrictive. 

What is claimed is: 
1. A sender system for cross-domain communication 

between a sender domain and a receiver domain that is dif 
ferent from the sender domain, comprising: 

a hardware processor configured to: 
send a data request from an originating webpage 

deployed in the sender domainto the receiver domain, 
the data request being directed to a designated request 
processing page in the receiver domain, wherein 
sending the data request from the sender domain to 
the receiver domain includes opening a hidden page 
and using the hidden page to open the designated 
response request processing page and to send a 
request command and associated request data via the 
hidden page, wherein opening the hidden page 
includes opening an invisible new window oran invis 
ible iframe; 
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8 
receive a response from the receiver domain, the 

response including requested data and being directed 
to a designated response processing page in the sender 
domain, wherein the designated response processing 
page deployed in the sender domain is a different 
webpage from the originating webpage deployed in 
the sender domain; and 

process the response; and 
a memory coupled to the hardware processor, configured to 

provide the hardware processor with instructions. 
2. The system of claim 1, wherein the data request is sent in 

response to a client action from a browser to an the origi 
nating webpage in the sender domain. 

3. The system of claim 1, wherein the designated request 
processing page is deployed in the receiver domain and the 
designated response processing page is deployed in the 
sender domain prior to the cross-domain communication. 

4. The system of claim 1, wherein the data request includes 
a request command and associated request data that are sent 
via a Hypertext Transfer Protocol (HTTP) GET command. 

5. The system of claim 1, wherein: 
the data request includes a request command and associ 

ated request data; 
the request command is sent as a fragment identifier 

attached to a uniform resource locator (URL); and 
the associated data are is transferred as a name property 

of a window object. 
6. The system of claim 1, wherein: 
the data request includes a request command and associ 

ated request data; and 
the request command and the associated request data are 

sent as a fragment identifier attached to a URL. 
7. The system of claim 1, wherein request data is trans 

ferred as a string in JSON format. 
8. The system of claim 1, wherein processing the response 

includes transferring response data from the designated 
response processing page to the originating webpage. 

9. A method for cross-domain communication between a 
sender domain and a receiver domain that is different from the 
sender domain, comprising: 

sending a data request from an originating webpage 
deployed in the sender domain to the receiver domain, 
the data request being directed to a designated request 
processing page in the receiver domain, wherein sending 
the data request from the sender domain to the receiver 
domain includes opening a hidden page and using the 
hidden page to open the designated response request 
processing page and to send a request command and 
associated request data via the hidden page, wherein 
opening the hidden page includes opening an invisible 
new window or an invisible iframe; 

receiving a response from the receiver domain, the 
response including requested data and being directed to 
a designated response processing page in the sender 
domain, wherein the designated response processing 
page deployed in the sender domain is a different 
webpage from the originating webpage deployed in the 
Sender domain; and 

processing, by one or more hardware processors, the 
response. 

10. The method of claim 9, wherein the data request is sent 
in response to a client action from a browser to an the 
originating webpage in the sender domain. 

11. The method of claim 9, wherein the designated request 
processing page is deployed in the receiver domain and the 
designated response processing page is deployed in the 
sender domain prior to the cross-domain communication. 
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12. The method of claim 9, wherein the data request 
includes a request command and associated request data that 
are sent via a Hypertext Transfer Protocol (HTTP) GET com 
mand. 

13. The method of claim 9, wherein: 
the data request includes a request command and associ 

ated request data; 
the request command is sent as a fragment identifier 

attached to a uniform resource locator (URL); and 
the associated data are is transferred as a name property 

of a window object. 
14. The method of claim 9, wherein: 
the data request includes a request command and associ 

ated request data; and 
the request command and the associated request data are 

sent as a fragment identifier attached to a URL. 
15. The method of claim 9, wherein request data is trans 

ferred as a string in JSON format. 
16. A receiver system for cross-domain communication 

between a sender domain and a receiver domain that is dif 
ferent from the sender domain, comprising: 

a processor configured to: 
receive, in the receiver domain, a data request from an 

originating webpage deployed in the sender domain, 
the data request being directed to a designated request 
processing page in the receiver domain, wherein 
sending the data request from the sender domain to 
the receiver domain includes opening a hidden page 
and using the hidden page to open the designated 
response request processing page and to send a 
request command and associated request data via the 
hidden page, wherein opening the hidden page 
includes opening an invisible new window oran invis 
ible iframe; 
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process the data request to generate a response; and 
send the response to the sender domain, the response 

being directed to a designated response processing 
page in the sender domain, wherein the designated 
response processing page deployed in the sender 
domain is a different webpage from the originating 
webpage deployed in the sender domain; and 

a memory coupled to the processor, configured to provide 
the processor with instructions. 

17. A method for cross-domain communication between a 
sender domain and a receiver domain that is different from the 
Sender domain, comprising: 

receiving, in the receiver domain, a data request from an 
originating webpage deployed in the sender domain, the 
data request being directed to a designated request pro 
cessing page in the receiver domain, wherein sending 
the data request from the sender domain to the receiver 
domain includes opening a hidden page and using the 
hidden page to open the designated response request 
processing page and to send a request command and 
associated request data via the hidden page, wherein 
opening the hidden page includes opening an invisible 
new window or an invisible iframe; 

processing, by one or more hardware processors, the data 
request to generate a response; and 

sending the response to the sender domain, the response 
being directed to a designated response processing page 
in the sender domain, wherein the designated response 
processing page deployed in the sender domain is a 
different webpage from the originating webpage 
deployed in the sender domain. 


