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DATA ENCRYPTION AND/OR DECRYPTION 
BY INTEGRATED CIRCUIT 

FIELD 

0001. This disclosure relates to data encryption and/or 
decryption by an integrated circuit. 

BACKGROUND 

0002. In one conventional removable storage technique, a 
flash memory storage device is removably coupled to a host 
computer via a communication port. The storage device 
includes special internal circuitry that encrypts and decrypts 
data stored to and retrieved from the device by the host com 
puter. The storage device's internal circuitry prohibits access 
to the encrypted data in the device unless the user of the host 
computer provides the user's password. Unfortunately, this 
conventional technique cannot be implemented using a stor 
age device that does not include Such specialized internal 
circuitry, and the use of such specialized circuitry undesirably 
increases the cost and complexity of the storage device. 
0003. In another conventional technique, software execut 
ing in the host computer and host OS encrypts and decrypts 
the data. Since the encryption is performed in host OS soft 
ware the keys used for encryption are easily visible to all other 
Software which includes malware running on the platform. 
Thus the malware can easily obtain the keys during runtime 
and can use them in turn to break into the encrypted data 
stored on the removable flash storage device. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0004 Features and advantages of embodiments will 
become apparent as the following Detailed Description pro 
ceeds, and upon reference to the Drawings, wherein like 
numerals depict like parts, and in which: 
0005 FIG. 1 illustrates a system embodiment. 
0006 FIG. 2 illustrates an integrated circuit in an embodi 
ment. 

0007 FIG. 3 illustrates at least one storage device in an 
embodiment. 
0008 Although the following Detailed Description will 
proceed with reference being made to illustrative embodi 
ments, many alternatives, modifications, and variations 
thereof will be apparent to those skilled in the art. Accord 
ingly, it is intended that the claimed subject matter be viewed 
broadly. 

DETAILED DESCRIPTION 

0009 FIG. 1 illustrates a system embodiment 100. System 
100 may include one or more administrators 30 that may be 
communicatively coupled via one or more respective sets 44 
and 46 of communication links to one or more, and in this 
embodiment, a plurality of hosts 10 and 20. The construction 
and operation of each host 10 and 20 may be substantially 
identical, although the respective construction and/or opera 
tion of hosts 10 and 20 may differ, in whole or in part. One or 
more administrators 30 may comprise one or more hosts 
and/or servers capable of carrying out secure communica 
tions with hosts 10 and 20 via links 44 and 46. 
0010 Host 10 may comprise one or more host processors 
12. Each of the host processors 12 may be coupled (e.g., via 
not shown interconnect) to a chipset (Such as integrated cir 
cuit chip 40). Each of processors 12 may comprise a respec 
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tive Intel(R) microprocessor commercially available from the 
Assignee of the Subject application. As used herein, a “pro 
cessor” means circuitry capable of performing, at least in 
part, one or more arithmetic and/or logical operations. As 
used herein, "circuitry may comprise singly or in any com 
bination, analog circuitry, digital circuitry, hardwired cir 
cuitry, programmable circuitry, state machine circuitry, and/ 
or memory that may comprise program instructions that may 
be executed by programmable circuitry. Additionally, as used 
herein, first device may be “communicatively coupled to a 
second device if the first device is capable of transmitting to 
and/or receiving from the second device one or more signals. 
Alternatively, each of the host processors 12 may comprise a 
respective microprocessor that is manufactured and/or com 
mercially available from a source other than the Assignee of 
the Subject application. 
0011. The one or more integrated circuits 42 may consti 
tute a single integrated circuit (and will be referred to as Such 
hereinafter) that may be comprised in a single integrated 
circuit chip 40. As used herein, an “integrated circuit” means 
a semiconductor device and/or microelectronic device. Such 
as a semiconductor integrated circuit chip. 
0012 Host 10 also may comprise computer-readable sys 
tem memory 21 and computer-readable memory 23 that may 
be communicatively coupled to integrated circuit 42. As used 
herein, "memory' may comprise one or more of the following 
types of memories: semiconductor firmware memory, pro 
grammable memory, non-volatile memory, read only 
memory, electrically programmable memory, random access 
memory, flash memory, magnetic disk memory, optical disk 
memory, and/or other or later-developed computer-readable 
memory. 

0013 Host 10 may include interface 50 that is communi 
catively coupled to integrated circuit 42. Interface 50 may be 
compatible with the Universal Serial Bus Specification Revi 
sion 2.0, published Apr. 27, 2000, copyright 2000, Compaq 
Computer Corporation, et al. (hereinafter referred to as the 
“USB protocol). One or more storage devices 32 may com 
prise USB protocol compatible interface 300 (see FIG.3) that 
may be electrically and physically mated with interface 50. 
When interface 300 is so electrically and physically mated 
with interface 50, one or more storage devices 32 (and/or 
other components thereof) may be capable of exchanging 
data and/or commands with integrated circuit 42 in accor 
dance with the USB protocol. 
0014. One or more storage devices 32 may comprise one 
or more portable solid state memory devices 34. Although 
one or more storage devices 32 will be referred to in the 
singular, it should be understood that it may comprise a plu 
rality of storage devices. Likewise, although one or more 
portable solid state memory devices 34 will be referred to in 
the singular, it should be understood that it may comprise a 
plurality of portable solid state memory devices. Portable 
Solid state memory device 34 may be or comprise, e.g., a flash 
memory device. Alternatively or additionally, device 34 may 
comprise one or more optical and/or magnetic storage devices 
(e.g., one or more hard disk drives). 
00.15 Administrator 30 may comprise computer-readable 
memory 60. Host 20 may comprise computer-readable 
memory 72 whose construction and operation in host 20 may 
be substantially analogous to the construction and operation 
of memory 23 in host 10. Host 20 also may comprise interface 
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70 whose construction and operation in host 20 may be sub 
stantially analogous to the construction and operation of 
interface 50 in host 10. 
0016 One or more links 44 and/or 46 may permit the 
exchange data and/or commands between host 10 and admin 
istrator 30, and between host 20 and administrator 30, respec 
tively, in accordance with, e.g., one or more communication 
protocols, such as, an Ethernet protocol and/or Transmission 
Control Protocol/Internet Protocol (TCP/IP) protocol. The 
Ethernet protocol utilized in one or more links 44 and/or 46 
may comply or be compatible with the protocol described in 
Institute of Electrical and Electronics Engineers, Inc. (IEEE) 
Std. 802.3, 2000 Edition, published on Oct. 20, 2000. Alter 
natively or additionally, the TCP/IP protocol utilized in one or 
more links 44 and/or 46 may comply or be compatible with 
the protocols described in Internet Engineering Task Force 
(IETF) Request For Comments (RFC) 791 and 793, pub 
lished September 1981. Such protocol or protocols may com 
prise one or more wireless protocols, such as, Institute of 
Electrical and Electronics Engineers (IEEE) 802.11-1999: 
Wireless LAN Medium Access Control (MAC) and Physical 
Layer (PHY) Specifications, IEEE Working Group (1999-07 
15), published 1999, IEEE, Inc., and/or other wireless proto 
cols. Additionally or alternatively, such protocol or protocols 
may comprise The Transport Layer Security (TLS) Protocol 
Version 1.1, IETF RFC 4346, published April 2006, Exten 
sible Authentication Protocol, IETF RFC 3748, published 
June 2004, and/or other and/or additional security, authenti 
cation, and/or cryptographic protocols. 
0017 Machine-readable program instructions may be 
stored in memory 21, 23, 60, and/or 72, and in not shown 
respective system memories in host 20 and administrator 30. 
The one or more instructions in memory 21 may be executed 
by the one or more host processors 12, and the one or more 
instructions in memory 23 may be executed by integrated 
circuit 42, respectively. When so executed, this may result in 
one or more host processors 12, integrated circuit 42, and/or 
other components of host 10 performing the operations 
described herein as being performed by these components of 
system 100. 
0018. The one or more instructions in not shown system 
memory in host 20 may be executed by the one or more not 
shown host processors in host 20, and the one or more instruc 
tions in memory 72 may be executed by a not shown inte 
grated circuit in host 20, respectively. When so executed, this 
may result in the not shown one or more host processors, 
integrated circuit, and/or other components of host 20 per 
forming the operations described herein as being performed 
by these components of system 100. 
0019. The one or more instructions in not shown system 
memory in administrator 30 may be executed by the one or 
more not shown host processors in administrator 30, and the 
one or more instructions in memory 60 may be executed by a 
not shown integrated circuit in administrator 30, respectively. 
When so executed, this may result in the not shown one or 
more host processors, integrated circuit, and/or other compo 
nents of administrator 30 performing the operations 
described herein as being performed by these components of 
system 100. 
0020 FIG. 2 illustrates an embodiment of integrated cir 
cuit 42. Integrated circuit 42 may comprise graphics and 
memory controller hub (GMCH) 208 that may couple one or 
more host processors 12, System memory 21 and a not shown 
user interface system to each other and to the not shown 
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interconnect. The not shown user interface system may com 
prise, e.g., a keyboard, pointing device, and display system 
that may permit a human user to input commands to, and 
monitor the operation of, host 10 and/or system 100. GMCH 
208 may comprise microcontroller 206. 
0021 Integrated circuit 42 also may comprise input/out 
put (I/O) controller hub 204 that is communicatively coupled 
to GMCH208. Hub 204 may comprise interface 200 that may 
be communicatively coupled to interface controller 202. Hub 
204 also may comprise data/command multiplexer 210 that 
may be communicatively coupled to controller 202, virtual 
ization engine 218, and encryption/decryption engine 212. 
Engine 212 also may be communicatively coupled to virtu 
alization engine 218. Engine 218 may comprise protocol/ 
packet encoder/decoder 214. 
0022 Interface 200 may be communicatively coupled to 
interface 50. Storage device 32 and interface 50 may be 
constructed to permit device 32 to be removably communi 
catively coupled to interface 50 via interface 300, thereby also 
resulting in storage device 32 being able to be removably 
communicatively coupled to interface 200 (i.e., via interface 
50) of integrated circuit 42. When storage device 32 is remov 
ably coupled to interface 50 via interface 300, microcontrol 
ler 206 may exchange data and/or commands with storage 
device 32 and/or memory device 34 via protocol encoder/ 
decoder 214, encryption/decryption engine 212, multiplexer 
210, interface controller 202, interface 200, and interface 50. 
Multiplexer 210 may multiplex data and commands thus 
exchanged between microcontroller 206 and storage device 
32 and/or memory device 34, Such that data are exchanged 
pass through encryption/decryption engine 212, but 
exchanged commands by-pass encryption/decryption engine 
212. 

0023) Hub 204 may comprise network interface controller 
(NIC) 216 that may permit hub 204 to be communicatively 
coupled via one or more links 44 to administrator 30. That is, 
NIC 216 may be capable of exchanging data and/or com 
mands with administrator 30 via one or more links 44 based 
upon, at least in part, commands and/or data provided to NIC 
216 by administrator 30 (e.g., via one or more links 44), 
GMCH 208, microcontroller 206, one or more host processor 
12, and/or other components of hub 204. This may permit 
GMCH 208, microcontroller 206, one or more host proces 
sors 12, and/or other components of hub 204 to exchange data 
and/or commands with administrator 30 via NIC 216 and one 
or more links 44. 
0024. Alternatively, although not shown in the Figures, 
integrated circuit chip 40 may comprise a plurality of inte 
grated circuit chips, with components of one or more inte 
grated circuits 42 being comprised in the plurality of inte 
grated circuit chips. GMCH 208 and/or microcontroller 206 
may be comprised in one or more integrated circuit chips, 
and/or I/O controller hub 204 and/or various of the compo 
nents of I/O controller hub 204 may be comprised in one or 
more other integrated circuit chips. Further alternatively, 
Some or all of the components of one or more integrated 
circuits 42 may be comprised in one or more host processors 
12. 

(0025. With reference now being made to FIGS. 1 to 3, 
operations that may be performed in system 100 will be 
described. After, a reset of system 100, administrator 30, 
and/or host 10, a human user (not shown) of host 10 may 
attempt to use (e.g., via the not shown user interface of host 
10) host 10. This may result in microcontroller 206 requesting 
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(e.g., the not shown user interface) that the human user log 
into and thereby authenticate himself or herself to the host 10 
and to the administrator 30. In response, the human user may 
provide one or more passwords and/or other secret credentials 
to the microcontroller 206. Microcontroller 206 may com 
pare these one or more passwords and/or other secret creden 
tials to one or more passwords and/or secret credentials issued 
from and authorized by the administrator 30 that were previ 
ously stored in the memory 23 to determine whether a match 
exists, and also may provide at least a Subset of user-provided 
one or more passwords and/or secret credentials to the admin 
istrator 30. The administrator 30 may compare one or more 
passwords and/or secret credentials provided from the micro 
controller 206 to one or more previously authorized pass 
words and/or other credentials stored in memory 60 to deter 
mine whether a match exists. If these comparisons by the 
microcontroller 206 and the administrator 30 result in the 
microcontroller 206 and administrator 30 determining that 
such matches exist, the microcontroller 206 and administrator 
30 may determine that the user is authenticated and autho 
rized to use the host 10. Thereafter, the administrator 30 
and/or microcontroller 206 may generate (a result of, e.g., one 
or more predetermined cryptographic operations involving a 
unique identification code assigned to the microcontroller 
206 and one or more of the passwords and/or secret creden 
tials previously authorized by and associated with the user by 
the administrator 30 and/or provided by the user) a device 
wrap key (referred to in FIG. 1 as “DWK1) associated with 
host 10 by administrator 30. Conversely, if the microcontrol 
ler 206 and/or administrator 30 determine that such match 
does not exist, the administrator 30 and/or microcontroller 
206 may determine that the user has not been authenticated 
and is not authorized. 

0026. Alternatively or additionally, microcontroller 206 
may perform one or more predetermined cryptographic 
operations on at least a Subset of the user-provided one or 
more passwords, secret credentials, and/or the unique identi 
fication code, and may compare these results to correspond 
ing cryptographically generated values previously stored in 
memory 23 to authenticate the user. Further alternatively or 
additionally, after the user has supplied the one or more 
requested passwords and/or credentials to the microcontroller 
206, the microcontroller 206 may perform these one or more 
predetermined cryptographic operations on the unique iden 
tification code and one or more of the user-supplied pass 
words and/or credentials, and transmit the resulting value to 
the administrator 30. The administrator 30 may perform these 
one or more predetermined cryptographic operations on the 
unique identification code (which may have been previously 
stored in memory 60) and one or more passwords and/or 
credentials that have been previously assigned to the user and 
authorized by the administrator 30, and may compare the 
resulting value with the value transmitted to the administrator 
30 from the microcontroller 206 for a match. If the two values 
match, the administrator 30 may indicate that the user and the 
host 10 have been authenticated and authorized by the admin 
istrator 30. If the two values do not match, the administrator 
30 may indicate that the host 10 and/or user have not been 
authenticated and are not authorized. If the user and the host 
10 are authenticated and authorized by the administrator 30, 
the host 10 may use the transmitted value as device wrap key 
DWK1. 

0027 Memory 23 and microcontroller 206 may not be 
accessible to or controllable by the one or more host proces 
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sors 12 and an operating system (OS) 25 that may be executed 
in host 10 by one or more processors 12. This may permit 
microcontroller 206 to act independently of the one or more 
processors 12 and operating system 25, in a manner that aids 
in enhancing and enforcing security of and within host 10, 
storage device 32, and system 100. 
0028 Administrator 30 may maintain and store in 
memory 60 a policy/key store 62 that may associate keys that 
have been authorized by administrator 30 with users, groups, 
and/or platforms (and related access privileges) in system 100 
that have been authorized by administrator 30. Administrator 
30 may authorize platforms (e.g., host 10 and/or 20), users, 
and/or groups of users in system 100. In store 62, adminis 
trator 30 may associate these authorized platforms and user 
groups with respective platform keys and group keys. Store 
62 also may associate these keys with the users authorized to 
use and assigned to them, as well as, the access privileges and 
policies authorized and assigned to the keys, users, groups of 
users, and platforms by the administrator 30. Store 62 may 
indicate that a first user group may be authorized and assigned 
to use group key GRK1, and hosts 10 and 20. Store 62 also 
may indicate that hosts 10 and 20 may be authorized and 
assigned to use platform keys PLK1 and PLK2, respectively. 
Store 62 may indicate that a second user group may be autho 
rized and assigned to use group key GRK2, and hosts 10 and 
20. However, store 62 may indicate that different access privi 
leges have been assigned to these user groups such that each 
respective user group may only access a respective Subset of 
user data associated with that respective user group. As is 
discussed below, store 62 may indicate that only users asso 
ciated with the first user group assigned group key GRK1 may 
access a subset 308A of user data 90 stored in device 34, and 
also may indicate that only users associated with the second 
user group assigned group key GRK2 may access another 
Subset 308N of user data 90. 

0029. In host 10, as a result of a previous initialization 
operation involving microcontroller 206 and administrator 
30, microcontroller 206 may have previously stored in 
memory 23 key store 52. Key store 52 may comprise 
encrypted keys 54, 56,58, and 60. Encrypted key 54 may be 
platform key PLK1 encrypted by device wrap key DWK1. 
Encrypted key 56 may be platform key PLK1 encrypted by 
another device wrap key DWK2 (generated and associated 
with host 20 in a manner similar to that described above in 
relation to device wrap key DWK1 associated with host 10). 
Encrypted key 58 may be group key GRK1 encrypted by 
platform key PLK1. Encrypted key 60 may be group key 
GRK2 encrypted by platform key PLK1. 
0030. Likewise, in host 20, as a result of a previous initial 
ization operation involving the not shown microcontroller in 
host 20 and administrator 30, the not shown microcontroller 
may have previously stored in memory 72 key store 74. Key 
store 74 may comprise encrypted keys 76, 78. 80, and 82. 
Encrypted key 76 may be platform key PLK2 encrypted by 
device wrap key DWK1. Encrypted key 78 may be platform 
key PLK2 encrypted by device wrap key DWK2. Encrypted 
key 80 may be group key GRK1 encrypted by platform key 
PLK2. Encrypted key 82 may be group key GRK2 encrypted 
by platform key PLK2. 
0031. The group keys and platform keys may be gener 
ated, at least in part, using pseudorandom and/or true random 
number generators seeded by a true random number genera 
tor. The sizes of these keys may be variable so as to meaning 
ful to modes compatible with Advanced Encryption Standard, 
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Federal Information Processing Standard Publication 197, 
published by National Institute of Standards and Technology, 
Nov. 26, 2001. 
0032 Each host’s platform key may be generated at the 
respective host, stored in administrator 30 (and/or a not 
shown key storage server) and thereafter may be provisioned 
to respective host. Alternatively, each host’s platform key 
may be generated by administrator 30 (and/or the key storage 
server), and thereafter, may be provisioned to the respective 
host. 
0033. After the human user and host 10 have been authen 
ticated and authorized by administrator 30, the human user of 
host 10 may insert storage device 32 into interface 50. This 
may result in storage device 32 becoming removably com 
municatively coupled to interface 50, and thereby, also to 
interface 200 of integrated circuit 42. 
0034. In response, at least in part, to the insertion of the 
storage device 32 into interface 50, interface controller 202, 
encoder/decoder 214, and/or other and/or additional compo 
nents of hub 204 may discover that storage device and/or 
memory device 34 are compatible and/or compliant with the 
USB protocol, may identify the storage device 32 and/or 
memory device 34 as constituting storage and/or memory 
devices, respectively, and may indicate same to microcontrol 
ler 206. Microcontroller 206 may issue commands to storage 
device 32 and/or memory device 34 that may request that 
some or all of metadata 306 stored in region 304 of memory 
device 34 be accessed. In this embodiment, a “region' of a 
memory device or storage device may comprise one or more 
contiguous and/or non-contiguous locations in the memory 
device or storage device. Also in this embodiment, “access 
ing a memory device or a storage device may comprise 
reading and/or writing. 
0035. As a result, at least in part, of the request from 
microcontroller 206, one or more signatures 312 comprised in 
metadata 306 may be read by microcontroller 206. One or 
more signatures 312 may indicate that storage device 32 
and/or memory device 34 have been authorized by the admin 
istrator 30 for use in system 100. 
0036 Metadata 306 and/or region 304 may located in one 
or more predetermined logical block address ranges of 
memory device 34 that are inaccessible to one or more host 
processors 12 and/or operating system 25. In host 10, 
attempts by one or more host processors 12 and/or operating 
system 25 to access these one or more predetermined logical 
block address ranges may be intercepted and blocked by 
microcontroller 206. 
0037. After determining, based at least in part, upon one or 
more signatures 312 that storage device 32 and/or memory 
device 34 have been authorized for use by administrator 30, 
microcontroller 206 may read encrypted keys 310A. . .310N 
stored in metadata 306. Each encrypted key 310A. . .310N 
may be a respective device encryption key encrypted by a 
respective group key authorized by administrator 30. 
Encrypted key 310A may be device encryption key DEK1 
encrypted by group key GRK1, and encrypted key 310N may 
be device encryption key DEK2 encrypted by group key 
GRK2. 

0038. If the user of host 10 is associated with the user 
group that has been assigned group key GRK1, microcontrol 
ler 206 may decrypt encrypted device encryption key DEK1 
(encrypted key 310A), based at least in part, upon one or more 
cryptographic operations based, at least in part, upon group 
key GRK1. Prior to this, microcontroller 206 may decrypt 
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encrypted group key GRK1 (encrypted key 58), based at least 
in part, upon one or more cryptographic operations based, at 
least in part, upon platform key PLK1. Prior to this, micro 
controller 206 may decrypt encrypted platform key PLK1 
(encrypted key 54 or 56) based at least in part, upon one or 
more cryptographic operations based at least in part upon 
device wrap key DWK1 or DWK2. 
0039 Conversely, if the user of host 10 is associated with 
the user group that has been assigned group key GRK2, 
microcontroller 206 may decrypt encrypted device encryp 
tion key DEK2 (encrypted key 310N), based at least in part, 
upon one or more cryptographic operations based, at least in 
part, upon group key GRK2. Prior to this, microcontroller 206 
may decrypt encrypted group key GRK2 (encrypted key 58), 
based at least in part, upon one or more cryptographic opera 
tions based, at least in part, upon platform key PLK1. 
0040. Thereafter, the user of host 10 may issue a request to 
microcontroller 206 to access one or more subsets 308A... 
308N of the data 90 stored in storage device 32. Each of the 
subsets 308A . . .308N may be stored in a respective region 
302A. . .302N in the storage device 32 and/or memory device 
and may be associated with a respective user group that has 
been granted access privileges to that respective region and 
subset. Thus, subset 308A may be associated with the user 
group that has been assigned group key GRK1 and with the 
access privileges associated with that user group. Thus, only 
those users who may be associated with the user group that 
has been assigned group key GRK 1 may access subset 308A 
and region 302A. Also, subset 308N may be associated with 
the user group that has been assigned group key GRK2 and 
with the access privileges associated with that user group. 
Thus, only those users who may be associated with the user 
group that has been assigned group key GRK2 may access 
subset 308N and region 302N. 
0041. As stored in device 34, subset 308A in region 302A 
may be encrypted by device encryption key DEK1, and subset 
308N in region 302N may be encrypted by device encryption 
key DEK2, respectively. Accordingly, if the user is associated 
with the user group that has been assigned group key GRK2, 
microcontroller 206 may not decrypt encrypted device 
encryption key DEK1; likewise, if the user is associated with 
the user group that has been assigned group key GRK1, 
microcontroller 206 may not decrypt encrypted device 
encryption key DEK2. This may be done to enforce and 
preserve the respective access privileges assigned to these 
two user groups by administrator 30. 
0042. If the user of host 10 is associated with the user 
group assigned to group key GRK1, and the user requests the 
reading of subset 308A, subset 308A may be read from region 
302A by interface controller 202 and decrypted for use by the 
user by engine 212 based, at least in part, upon one or more 
cryptographic operations involving device encryption key 
DEK1. Likewise, if the user is associated with user group 
assigned to group key GRK1, and the user requests the writ 
ing of data to region 302A, the data to be written to region 
302A may be encrypted by engine 212 based, at least in part, 
upon one or more cryptographic operations involving device 
encryption key DEK1, and may be written to region 302A by 
interface controller 202. 

0043 Conversely, if the user of host 10 is associated with 
the user group assigned to group key GRK2, and the user 
requests the reading of subset 308N, subset 308N may be read 
from region 302N by interface controller 202 and decrypted 
for use by the user by engine 212 based, at least in part, upon 
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one or more cryptographic operations involving device 
encryption key DEK2. Likewise, if the user is associated with 
user group assigned to group key GRK2, and the user requests 
the writing of data to region 302N, the data to be written to 
region 302N may be encrypted by engine 212 based, at least 
in part, upon one or more cryptographic operations involving 
device encryption key DEK2, and may be written to region 
302N by interface controller 202. 
0044) Further conversely, if the storage device 32 is 
inserted into interface 70 of host 20, a user of host 20 may be 
able, if authenticated and authorized by administrator 30, in 
accordance with the foregoing, to access one or more Subsets 
308A . . .308N. As stated previously, the construction and 
operation of host 20 may be substantially identical to the 
construction and operation of host 10. Accordingly, after 
determining, based at least in part, upon one or more signa 
tures 312 that storage device 32 and/or memory device 34 
have been authorized for use by administrator 30, the not 
shown microcontroller in host 20 may read encrypted keys 
310A . . .310N Stored in metadata 306. If the user of host 20 
is associated with the user group that has been assigned group 
key GRK1, the not shown microcontroller in host 20 may 
decrypt encrypted device encryption key DEK1 (encrypted 
key 310A), based at least in part, upon one or more crypto 
graphic operations based, at least in part, upon group key 
GRK1. Prior to this, the not shown microcontroller may 
decrypt encrypted group key GRK1 (encrypted key 80), 
based at least in part, upon one or more cryptographic opera 
tions based, at least in part, upon platform key PLK2. Plat 
form key PLK2 may have been previously decrypted by the 
not shown microcontroller based at least in part upon 
encrypted key 76 or 78 based, at least in part, upon one or 
more cryptographic operations based at least in part upon 
device wrap key DWK1 or DWK2. 
0045 Conversely, if the user of host 20 is associated with 
the user group that has been assigned group key GRK2, the 
not shown microcontroller in host 20 may decrypt encrypted 
device encryption key DEK2 (encrypted key 310N), based at 
least in part, upon one or more cryptographic operations 
based, at least in part, upon group key GRK2. Prior to this, the 
not shown microcontroller may decrypt encrypted group key 
GRK2 (encrypted key 82), based at least in part, upon one or 
more cryptographic operations based, at least in part, upon 
platform key PLK2. 
0046. Thereafter, the user of host 20 may issue a request to 
the not shown microcontroller to access one or more Subsets 
308A.. .308N of the data 90 stored in storage device 32. If 
the user of host 20 is associated with the user group assigned 
to group key GRK1, and the user requests the reading of 
subset 308A, subset 308A may be read from region 302A by 
the not shown interface controller in host 20 and decrypted for 
use by the user by the not shown encryption/decryption 
engine in host 20 based, at least in part, upon one or more 
cryptographic operations involving device encryption key 
DEK1. Likewise, if the user is associated with user group 
assigned to group key GRK1, and the user requests the writ 
ing of data to region 302A, the data to be written to region 
302A may be encrypted by the not shown encryption/decryp 
tion engine based, at least in part, upon one or more crypto 
graphic operations involving device encryption key DEK1, 
and may be written to region 302A by the not shown interface 
controller in host 20. 

0047 Conversely, if the user of host 20 is associated with 
the user group assigned to group key GRK2, and the user 
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requests the reading of subset 308N, subset 308N may be read 
from region 302N by the not shown interface controller in 
host 20 and decrypted for use by the user by the not shown 
encryption/decryption engine based, at least in part, upon one 
or more cryptographic operations involving device encryp 
tion key DEK2. Likewise, if the user is associated with user 
group assigned to group key GRK2, and the user requests the 
writing of data to region 302N, the data to be written to region 
302N may be encrypted by the not shown encryption/decryp 
tion engine based, at least in part, upon one or more crypto 
graphic operations involving device encryption key DEK2. 
and may be written to region 302N by the not shown interface 
controller. 

0048 Thus, an embodiment is provided that may include 
an integrated circuit to be removably communicatively 
coupled to at least one storage device. The integrated circuit 
of this embodiment may be capable of encrypting and/or and 
decrypting, based at least in part upon a first key, data to be, in 
at least in part, stored in and/or retrieved from, respectively, at 
least one region of the at least one storage device. The at least 
one region and a second key may be associated with at least 
one access privilege authorized, at least in part, by an admin 
istrator. The second key may be stored, at least in part, exter 
nally to the at least one storage device. The first key may be 
obtainable, at least in part, based, at least in part, upon at least 
one operation involving the second key. 
0049. In the apparatus of this embodiment, the at least one 
storage device is not required to include specialized internal 
circuitry of the type used in the prior art. Advantageously, this 
may permit the cost and complexity of the apparatus of this 
embodiment to be reduced compared to the prior art. 
0050 Also in this embodiment, data security, encryption, 
and decryption services may be provided, at least in part, by 
integrated circuit 42 comprised in a host. Advantageously, 
this reduces the amount of connection bandwidth and other 
network resources consumed in carrying out these services, 
improves the speed with which encryption and decryption 
may be carried out, and reduces latency in operations involv 
ing the at least one storage device in the apparatus of this 
embodiment compared to the prior art. Further advanta 
geously, provision is made in this embodiment to permit 
users’ respective data to be securely stored in the device, with 
Such security being made on individual user and/or user group 
basis. The above and other features of this embodiment per 
mit data security to be improved compared to the prior art. 
0051. The terms and expressions employed herein are 
used as terms of description and not of limitation, and there is 
no intention, in the use of Such terms and expressions, of 
excluding any equivalents of the features shown and 
described (orportions thereof), and various modifications are 
possible. For example, some or all of the functionality of 
administrator 30 may be comprised in host 10 and/or host 20: 
such that it may be possible to perform at host 10 and/or host 
20, some or all of the operations previously described herein 
as being performed at administrator 30, thereby making it 
possible to eliminate administrator 30 and links 44 and 46. 
Further alternatively, encrypted keys 76 and/or 56 may not be 
present in host 20 and/or host 10, respectively. 

1-14. (canceled) 
15. An apparatus comprising: 
a semiconductor integrated circuit chip to be comprised in 

a host chipset, the chip comprising a controller, 
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the controller to encrypt respective data to be stored in solid 
state memory and magnetic disk memory, encryption of 
the respective data to be based upon an Advanced 
Encryption Standard; 

the controller to determine whether the respective data is to 
be written to the solid state memory based at least in part 
upon user input provided via a user interface; 

the controller being capable of acting independently, at 
least in part, of at least one host operating system. 

16. The apparatus of claim 15, wherein: 
the controller comprises an encryption engine to carry out 

the encryption; and 
the controller is to be communicatively coupled to the solid 

state memory and to the magnetic disk memory. 
17. The apparatus of claim 15, wherein: 
the encryption is carried out based at least in part upon one 

or more keys. 
18. The apparatus of claim 15, wherein: 
the apparatus further comprises a host that comprises one 

or more host processors, system memory, a display sys 
tem, a keyboard, and a pointing device; and 

in operation of the host, the one or more host processors are 
to execute the operating system. 

19. An apparatus comprising: 
a semiconductor integrated circuit chip to be comprised in 

a host chipset, the chip comprising a controller, 
the controller to encrypt respective data to be stored in solid 

state memory and magnetic disk memory, encryption of 
the respective data to be based upon an Advanced 
Encryption Standard; 

the controller to determine whether the respective data is to 
be retained in the solid state memory based at least in 
part upon user input provided via a user interface; 

the controller being capable of acting independently, at 
least in part, of at least one host operating system. 

20. The apparatus of claim 19, wherein: 
the controller comprises an encryption engine to carry out 

the encryption; and 
the controller is to be communicatively coupled to the solid 

state memory and to the magnetic disk memory. 
21. The apparatus of claim 19, wherein: 
the encryption is carried out based at least in part upon one 

or more keys. 
22. The apparatus of claim 19, wherein: 
the apparatus further comprises a host that comprises one 

or more host processors, system memory, a display sys 
tem, a keyboard, and a pointing device; and 
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in operation of the host, the one or more host processors are 
to execute the operating system. 

23. An apparatus comprising: 
a controller to be associated with a host; 
the host comprising at least one host processor; 
the controller to be used to facilitate encryption of data to 

be stored in flash memory associated with the host; 
the encryption to be based at least in part upon at least one 

key to be stored in portable non-volatile solid state 
memory that is to be removably physically mated with 
an interface associated with the controller; and 

the encryption to be carried out independently of both the 
at least one host processor and at least one host operating 
system that is to be executed by the at least one host 
processor. 

24. The apparatus of claim 23, wherein: 
the controller comprises an encryption engine to carry out 

the encryption; and 
the controller is to be communicatively coupled to the flash 

memory. 
25. The apparatus of claim 23, wherein: 
the controller is also to encrypt disk memory. 
26. One or more computer-readable memories storing 

machine-readable program instructions that when executed 
by a machine result in operations comprising: 

using a controller to facilitate encryption of data to be 
stored in flash memory associated with a host, the host 
comprising at least one host processor, 

the encryption to be based at least in part upon at least one 
key to be stored in portable non-volatile solid state 
memory that is to be removably physically mated with 
an interface associated with the controller; and 

the encryption to be carried out independently of both the 
at least one host processor and at least one host operating 
system that is to be executed by the at least one host 
processor. 

27. The one or more computer-readable memories of claim 
26, wherein: 

the controller comprises an encryption engine to carry out 
the encryption; and 

the controller is to be communicatively coupled to the flash 
memory. 

28. The one or more computer-readable memories of claim 
26, wherein: 

the controller is also to encrypt disk memory. 
k k k k k 


