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tion . 

SECURE PERMANENT INTEGRATED In optical lithography , patterning a circuit layer is done 
CIRCUIT PERSONALIZATION through a photomask ( mask ) in cookie - cutter fashion . Chips 

patterned using the same mask set are identical . This is a big 
CROSS - REFERENCE benefit in volume production . However , a mask set generally 

5 costs weeks and millions of dollars to manufacture , and the 
design layout expressed through the mask is static , not This application claims priority as follows : this applica intrinsically enabling embedding chip - specific information tion is a non - provisional of U . S . Provisional Pat . App . No . during fabrication . 

62 / 240 , 536 , filed Oct . 13 , 2015 , and is a non - provisional of Because photo - mask information is fixed , all chips of a 
62 / 351 , 529 , filed Jun . 17 , 2016 , which are hereby incorpo - given design on a wafer receive the same pattern from 
rated by reference . optical lithography . Commercial - scale batches of ICs are 

generally produced such that most or all ICs in the batch are 
ACKNOWLEDGMENT OF GOVERNMENT effectively identical to one or more ( frequently all ) other ICs 

SUPPORT in the batch at the time when IC fabrication is completed . IC 
personalization for security generally either happens after 

This invention was made with Government support under or 15 fabrication , or not at all . 
Currently available hardware solutions for IC personal contract FA9453 - 13 - C - 0252 awarded by the United States ization include fuse - programmable integrated circuits , Flash Air Force . The Government has certain rights in the inven memory and physically unclonable functions ( “ PUFs ” ) . 

These approaches do not embed chip - specific information in 
20 interconnects within the IC . BACKGROUND In the fuse - programmable integrated circuit approach , 

after ICs are produced , encrypted information is written on 
The present application relates to methods , devices and each individual IC to enhance security . But the fusing 

systems for writing IC - specific ( integrated circuit - specific ) operation is typically outsourced and the data to be written 
information to semiconductor wafers using one or more 25 is exposed to potential access by , or through vulnerabilities 
charged particle beam columns , and more particularly to in the systems and operations of , the third party performing 
using charged particle beams to securely write wafers during the fusing operation ( typically the post - fabrication test 
wafer fabrication with secure non - volatile data that is cus operator ) . As a result , trust and security can be compro 

mised . ( Third party security issues can be avoided in the tomizable per - IC . 
Note that the points discussed below may reflect the 30 case of integrated device manufacturers ( " IDMs ” ) , where all 

steps from design to fabrication ( fab ) to test to packaging are hindsight gained from the disclosed inventions , and are not performed and controlled by the IDM ; but IDMs tend to be necessarily admitted to be prior art . a minority of device producers . ) Apple ' s Secure Enclave is Security software plays important roles defending against an example of a fuse - programmable approach to hardware 
device hacking and cyber intrusion . Software has been embedded information unique to each IC , and is disclosed in 
deployed at multiple levels of communication networks to 35 U . S . Pat . No . 8 , 832 . 465 , which is incorporated herein by 
secure data centers ( “ the cloud ” ) , Internet links , gateways , reference . 
and individual devices . Antivirus , anti - malware , and firewall Though Flash memories are often described or advertised 
software also provide some protection against cyberattacks . as non - volatile , Flash memories have data retention times of 
However , networks and devices are safe only until attackers about five to ten years ( or less ) . This may be acceptable for 
find ways around the defense . 40 fleeting consumer products , but it is likely inadequate for 

The strength of encryption systems used to protect elec - some types of IoT ( Internet of Things ) or PLC ( Program 
tronics systems , networks , and infrastructure depends on mable Logic Controller ) devices that are connected to or are 
unique , unpredictable , keys . Reliance on user - generated integral parts of critical infrastructure . Data in Flash is also 
passwords ( which are typically neither unique nor unpre generally visible external to the IC on which it is written , 
dictable ) or on cryptographic keys generated by software 45 making the dat dictable or on cryptographic keys generated by software 15 making the data vulnerable to external access and / or 
( which might be subverted , sidestepped , or compromised ) manipulation . 
has not prevented wide - scale data theft , eavesdropping , A physical unclonable function ( PUF ) establishes a data 
hijacking of systems ( e . g . , " ransomware " ) , and other string which depends upon partially random physical char 

acteristics of an IC . The physical characteristics are caused “ cyber ” crime . by variations during the manufacturing of the IC . Process Software coding errors , bugs , design errors , unforeseen 50 variations during IC manufacturing are both unavoidable code interactions , and other software flaws are both typical and difficult to reproduce . Thus , in principal , PUFs can be and often give rise to significant vulnerabilities . Finding used to establish unique , unreproducible , data strings for 
such vulnerabilities is generally expensive and time con each IC . However , the contents of a PUF cannot be prede 
suming . Vulnerabilities are also frequently introduced delib termined , and PUF responses are somewhat noisy . Further 
erately , e . g . , “ backdoors ” required by software providers to 55 more , PUF responses may change with temperature or time , 
access users ' software for updates , bug fixes , debugging , or may be read from , or derived from , memory . An example 
and other useful or valuable ( or other ) purposes . These are of a PUF is a volatile memory which at power - up has 
examples of types of vulnerabilities that have been discov contents that depend on the partially random physical char 
ered and exploited by cybercriminals . acteristics of the memory . Manufacturing variations lead to 
Hardware - embedded security can be used to fortify cyber 60 different physical characteristics for different memories . See 

defense and avoid or remedy many of the problems with U . S . Pat . App . Publ . 20140325237 , which is incorporated 
software - based security . Hardware - embedded security can herein by reference . 
be implemented using integrated circuit ( IC ) personalization 
to physically instantiate chip - specific ( unique ) and unpre SUMMARY 
dictable security keys . However , most ICs are patterned 65 
using optical lithography , which is not generally conducive The present application discloses new approaches to 
to per - IC customizable design . systems , devices and methods for secure permanent person 
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alization of integrated circuits using charged particle beams . ently preferred embodiments ( by way of example , and not of 
By combining fixed design information comprising the bulk limitation ) . The present application describes several inven 
of an IC ' s pattern with limited potential write positions tions , and none of the statements below should be taken as 
corresponding to selectable personalized - per - IC data values , limiting the claims generally . 
charged particle beams can write unique customized data to 5 The present application discloses new approaches to 
each IC , for an arbitrarily large number of ICs . Further , 
charged particle beams can do so with commercially useful systems , devices and methods for secure permanent person 
throughput , securely , and using data values that are pre alization of integrated circuits using charged particle beams . 
selected or generated at write time ( whether randomly or By combining fixed design information comprising the bulk 
according to algorithms ) . of an IC ' s pattern with limited potential write positions 

Personalized data values and related chip architecture can corresponding to selectable personalized - per - IC data values , 
be tailored to a variety of applications , for example , embed charged particle beams can write unique customized data to 
ded encryption keys or data supporting generation of each IC , for an arbitrarily large number of ICs . Further , 
encryption keys , communications address ( es ) , serial num charged particle beams can do so with commercially useful 
bers , and data supporting a random number generator func throughput , securely , and using data values that are pre 
tion . selected or generated at write time ( whether randomly or Personalized data values written using charged particle 
beams are secure , reliable , truly non - volatile , and can be according to algorithms ) . 
designed to meet a desired level of accessibility of written Personalized data values and related chip architecture can 
data ( ranging from fully accessible to fully inaccessible ) by be tailored to a variety of applications , for example , embed 
the manufacturer , input / output ports on the IC , and various 20 ded encryption keys or data supporting generation of 
functional units within the IC . encryption keys , communications address ( es ) , serial num 

Personalized data values can be made inaccessible ( kept bers , and data supporting a random number generator func 
secret , including from the customer and manufacturer ) by tion . 
using an encrypted data path from data generation through Personalized data values written using charged particle 
substrate processing and beyond . 25 beams are secure , reliable , truly non - volatile , and can be 

BRIEF DESCRIPTION OF THE DRAWINGS designed to meet a desired level of accessibility of written 
data ( ranging from fully accessible to fully inaccessible ) by 

The disclosed inventions will be described with reference the manufacturer , input / output ports on the IC , and various 
to the accompanying drawings , which show important functional units within the IC . 
sample embodiments and which are incorporated in the 30 Personalized data values can be made inaccessible ( kept 
specification hereof by reference , wherein : secret , including from the customer and manufacturer ) by 

FIG . 1 schematically shows an example of a charged using an encrypted data path from data generation through 
particle beam system for writing embedded secure data . substrate processing and beyond . FIG . 2 schematically shows an example of an IC fabri The disclosed innovations , in various embodiments , pro cation process using charged particle beams to write embed - 35 vide one or more of at least the following advantages . ded secure data . 

FIG . 3 schematically shows an example of a design layout However , not all of these advantages result from every one 
implementing embedded secure data . of the innovations disclosed , and this list of advantages does 

FIG . 4A schematically shows an example of a design not limit the various claimed inventions . 
enabling selection of chip - specific information at the writing 40 Enables writing of non - volatile data in interconnects ; 
stage . improved hardware security ; 

FIG . 4B schematically shows an example of a design improved hardware root of trust ; 
enabling selection of chip - specific information at the writing improved random number generator ; 
stage . enables secure writing of non - volatile data , with a prese 

FIG . 4C schematically shows an example of a design 16 lected degree of availability of written data values enabling selection of chip - specific information at the writing outside writing tool , from none to arbitrarily broad ; 
data is written during wafer fabrication , avoiding poten FIG . 4D schematically shows an example of a design tial third - party security issues ; enabling selection of chip - specific information at the writing 

stage . data written in interconnects is non - volatile for the life 
FIG . 5 schematically shows an example of an inverter 30 time of the IC ; 

layout implementing embedded secure data . fast writing of non - volatile data in interconnects ; 
FIG . 6A shows an example process for writing non minimal design impact ; 

volatile data into interconnects in an IC . data written in interconnects is reliable , and does not 
FIG . 6B shows an example process for securely writing change with temperature or time ; 

non - volatile data into interconnects in an IC . 55 faster encryption / decryption ; 
FIG . 7 schematically shows an example of a system - on secure non - volatile storage of private keys ; 

a - chip ( SoC ) design with register locations for embedded secure non - volatile storage of information used to gener 
secure data insertion . ate keys ; 

FIG . 8 schematically shows an example of a register . faster generation of keys ; 
FIG . 9 shows an example comparison of optical , CPB and 60 sensitive cryptographic information NOT stored in 

hybrid lithography process flows . memory ; 
sensitive cryptographic information NOT accessible 

DETAILED DESCRIPTION OF SAMPLE through any communications bus . 
EMBODIMENTS Some exemplary parameters will be given to illustrate the 

65 relations between these and other parameters . However it 
The numerous innovative teachings of the present appli - will be understood by a person of ordinary skill in the art that 

cation will be described with particular reference to pres - these values are merely illustrative , and will be modified by 

stage . 
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scaling of further device generations , and will be further can replace , supplement or complement writing of sensitive 
modified to adapt to different materials or architectures if non - volatile data into the IC after fabrication ( non - volatile 
used . data written after fabrication is typically written during 

Charged particle beam columns can be used to write testing , before or after packaging ) . Embedded secure data 
chip - specific information to a wafer with throughput suffi - 5 can comprise unique or random codes written into IC areas 
cient for volume production . Selected holes and / or cuts ( for isolated from busses ( and , preferably , from Input / Output 
example , a single cut feature per bit ) , designated in advance ports ) but usable by selected embedded functional units , 
or calculated by the writing tool on the fly from data to be such as an encryption engine or a random number generator . 
written , can be combined with static design information to Embedded secure data can also comprise unique or random 
implement chip - specific non - volatile data . 10 codes written such that the secure data is accessible by 

Charged particle beam systems comprising one or more on - chip bus and / or is externally accessible , e . g . , for a 
charged particle beams can be used to personalize IC ' s hardware - encoded communications address ( such as an 
( preferably each IC in a production run ) using electron beam IPv6 address ) or an IC - identifying number ( e . g . , an elec 
direct writing , CEBL ( complementary electron beam lithog - tronically readable ID number unique to each IC ) . 
raphy , in which optical lithography used to write a line 15 Where appropriate in context herein , references to sub 
pattern and electron beam lithography used to write a cut strate “ locations ” relating to writing or preparing to write cut 
pattern are applied to implement 1 - D gridded design ) , direct features ( cuts and / or holes ) to a substrate using charged 
etch , direct deposition , or other IC pattern - writing tech - particle beams are intended to also refer to beam deflection 
niques . Commercially reasonable throughput can be and other charged particle beam control parameters used to 
achieved without limiting writing to a fixed pattern . 20 write cut features to said locations . 

A charged particle beam system can comprise one or more FIG . 1 schematically shows an example of a charged 
charged particle beam columns for writing pattern to a particle beam system for writing embedded secure data 100 . 
semiconductor wafer or other substrate . Pattern can be In embodiments as illustrated , a Data Preparation System 
written by , for example , using the beams to change solubility 102 prepares chip - specific data to be written onto a substrate 
of an appropriate resist in a developer solution ( lithography ) , 25 by a charged particle beam tool 104 comprising one or more 
or by directly depositing , removing or modifying material charged particle beam writing modules 106 and wafer trans 
on or in the substrate . port system 112 . The Data Preparation System 102 com 

Direct deposition of material by a charged particle beam prises a database 108 storing chip - specific data to be written , 
tool is disclosed by , for example , U . S . patent application Ser . and a processor 110 which uses the chip - specific data to 
No . 14 / 745 , 463 , which is incorporated herein by reference . 30 provide the writing module ( s ) 106 information to be used to 
Direct removal of material by a charged particle beam tool perform the writing , e . g . , locations on the wafer where the 
( e . g . , direct etch ) is disclosed by , for example , U . S . patent writing module ( s ) will write pattern to express the chip 
application Ser . No . 14 / 694 , 710 , which is incorporated specific data in electronically functional features on the 
herein by reference . Direct modification of material by a wafer . The Data Preparation System 102 can accept from an 
charged particle beam tool is disclosed by , for example , U . S . 35 external source a design layout database with the locations 
patent application Ser . No . 14 / 980 , 884 , which is incorpo - of cuts or holes to be written or not 114 , a file with location 
rated herein by reference . Systems , methods and tools for of each IC on the wafer ( wafer map ) 116 , and a file 
etching cut features and depositing pattern material into said containing chip - specific data or algorithms to generate chip 
cut features within a single pass is disclosed by , for example , specific data 118 to be written by the charged particle beam 
U . S . patent application Ser . No . 15 / 171 , 922 , which is incor - 40 tool 104 , or use an algorithm and / or a random number 
porated herein by reference . generator built into the Data Preparation System 102 to 

As used herein , " embedded secure data ” refers to data designate the chip - specific data to be written by the charged 
written by one or more charged particle beams into inter - particle beam tool 104 . The files containing design layout 
connects in an IC . database and chip - specific information can be generated by 

“ Embedded ” refers to the ability to write the secure data 45 the chip designer , encrypted for transfer , and then decrypted 
deep within the surface of the chip , e . g . , in the Metal - 1 or by the data - prep system in the chip fabrication facility . 
Via - 1 layer , immediately after transistors are laid down . By Given appropriate circuit design and layout , a charged 
placing features determining embedded secure data values particle beam system 100 can fully write chip - specific data 
deep within the IC surface , the cost , time and resources to a die in milliseconds ( for example ) , and using minimal 
required to determine the embedded secure data values by 50 chip surface area . See , e . g . , FIGS . 3 - 5 . 
physical examination of the packaged IC can be significantly The Data Preparation System 102 can generate " on the 
increased . fly ” chip - specific data to be written . Because the charged 

“ Secure ” data refers both to the ability to securely write particle beam tool 104 does not require masks , and because 
the data to the chip so that only selected parties or no one the processor 110 can automatically ( without human inter 
at all ( potentially ever ) — knows the value ( s ) written ( poten - 55 vention ) determine locations to be written , the Data Prepa 
tially with different circles of knowledge for different data ration System 102 can autonomously generate the chip 
values written to an IC ) ; and to the ability to use the secure specific data to be written ( preferably , within specified 
data ( e . g . , public / private key pairs ) to substantially increase parameters ) AND determine the wafer locations to imple 
the time and resource cost to attack ( hack ) the chip in which ment said chip - specific data . This allows the chip - specific 
the data is embedded and / or systems in which the chip is 60 data and the corresponding wafer locations written by the 
embedded . Secure data is chip - specific ; preferably , every charged particle beam tool to be isolated to the charged 
chip is different , meaning that successfully guessing the particle beam system 100 . This means that it is a design 
secure embedded data of a single chip ( potentially enabling decision as to whether ( and / or which of ) such data and 
a hack ) will generally confer no advantage in guessing the locations as - written are available or accessible outside the 
secure embedded data of another chip . 65 charged particle beam system 100 . 

Embedded secure data , securely written by one or more On - the - fly calculation of writing locations by the charged 
charged particle beams into each ( or substantially each ) IC , particle beam system 100 is enabled by static circuit design 
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and layout infrastructure which , along with the features diligence , contracting , security , and other trust issues that 
written by the charged particle beam tool 104 , express the might otherwise be implicated by a process used to write 
chip - specific data on the wafer . See , e . g . , FIGS . 3 - 5 . embedded secure data can thereby be not merely mitigated , 

A " secure tool ” is defined herein as a tool designed to but avoided . 
prevent fab or operator access to or modification of security 5 Embedded secure data written by a charged particle beam 
information ( e . g . , values , locations , and inspection data of tool 100 can have a significantly smaller physical size on 
chip - specific features written to potential write locations ) ; chip ( and place less stress on the chip , potentially improving 
and is further defined as including a hardware security yield ) than other methods of chip personalization , which 
module that safeguards and manages digital keys for strong generally require significantly larger amounts of die area : for 
authentication and encryption and decryption of informa - 10 example , laser cutting , fusing , anti - fuses , eFuses , non - vola 
tion . Preferably , a charged particle beam system 100 is a tile memories , and PUFs ( physically unclonable functions ) . 
secure tool . The smaller physical size allows placement of embedded 
One or more chip - specific , unique , secure data values can secure data or other chip - specific data into multiple func 

be inserted in ICs during production , preferably so that one tional units within an individual chip ( e . g . , each control 
or more different data values is inserted into each different 15 block in a chip ) . 
IC , to complement one or more of a variety of useful Embedded secure data written by a charged particle beam 
applications . Some or all of the data values written can be tool 100 is truly non - volatile , i . e . , interconnects expressing 
recorded to be available to , for example , customers , manu the embedded secure data will generally last for the lifetime 
facturers , testers , or device feature managers ( e . g . , commu - of the IC . Embedded secure data written by a charged 
nication subscription plan managers , employers , informa - 20 particle beam tool 100 into the electronically functional 
tion technology assistance , or installed application managers interconnect structure of the chip is also generally function 
or distributors ) . ally stable , i . e . , not subject to change with temperature or 

Alternatively and in addition , some or all of the data time . 
values written can be “ forgotten ” - deleted from memory of Some exemplary applications for embedded secure data 
the charged particle beam system 100 , or otherwise not 25 written onto ICs as unique or random codes are listed below . 
made available or deliberately made unrecoverable outside In some embodiments , embedded secure data can be used 
the charged particle beam system 100 ( e . g . , using encryp - to provide identifiers ( IDs ) for individual chips . Embedded 
tion ) . Forgetting can be a feature of the charged particle chip identity can be used to defend against counterfeiting 
beam system 100 itself , limiting the number and scope of and enable supply chain traceability from wafer ( pre - fabri 
fabrication tools and other resources that must be trusted ( in 30 cation ) to end of life ( EOL ) for the packaged , sold and 
the security sense ) to securely guarantee embedded secure installed chip . Chip ID values can comprise information 
data that is unknown , inaccessible and unpredictable . Fur - specifying , for example , the chip ’ s manufacturer , production 
ther , forgetting avoids the risk of a human or electronic location , fab - lot , wafer number , die location and / or sequen 
external system being compromised to allow a third party to tial code . 
obtain secure data and thereby compromise the die ( or the 35 In some embodiments , embedded secure data can be used 
system protected by the die ) containing the secure data . to encode a communications address in hardware . An IC 
Forgetting can also be used to create secure embedded data embedded communications address for network communi 
that no human has knowledge of , and that no human has the cation is truly non - volatile and can be uniquely associated 
ability to access ( at least , without extraordinary expenditure with a single IC . With IPv6 every IC produced can have one 
of time and / or resources ) . The ability to securely “ forget ” 40 or more unique IP addresses physically encoded . These 
chip - specific data is related to the ability of a charged communications addresses can be , for example , written to 
particle beam tool 100 to write pattern to a substrate without specification provided prior to or at the time of fabrication , 
a mask : a charged particle beam tool 100 uses electronic or serial ( or random ) within an allotted range . A MAC 
data , rather than a physical mask set , to specify write ( media access control ) address can also be written to a chip 
locations . It is generally true that electronic data can be 45 to give it a unique communication address . 
made inaccessible via deletion or encryption . In some embodiments , embedded secure data can be used 
As used herein , “ unpredictable ” data is defined as data to provide encryption keys . “ Private key ” ( asymmetric ) 

such that the numerical value of an arbitrary instance of such encryption ensures secure authentication and / or authoriza 
data cannot be predicted from knowledge of numerical tion and is typically considered an effective defense against 
values and other fabrication information of an arbitrarily 50 malicious ( or otherwise unauthorized ) access to data or other 
large number of other instances of such data ( “ unpredict - system resources . More than one key , or public and private 
able ” data written to other chips and / or to other locations on key pair , can be added to each IC to , for instance , individu 
the same chip for the same or other application ( s ) ) . Prefer - ally protect communications ports or allow for different 
ably , knowledge of an algorithm used to generate unpredict - levels of authorization to various parts of the IC . The public 
able data also does not enable prediction of the numerical 55 keys can be written such that they are accessible on a 
value of an arbitrary instance of such data . communications bus , while the private keys can be written 

Writing module ( s ) 106 can write pattern to wafers as part in various locations in an IC electrically separated from any 
of the fabrication process , rather than as a post - fabrication communication bus but useable for encryption / decryption . 
structural modification of the IC ' s finished physical layout Public / private key pairs can also be written for use with 
( such as fuse burning ) . Movement of individual wafers is 60 respect to decoding data or instructions where decoded 
typically minimized during fabrication to avoid potential plaintext is to be transmitted out of the chip . This can be 
defect - causing events . Consequently , the entity ( ies ) and used to avoid some of the vulnerabilities of private keys 
personnel performing the charged particle beam data - writing stored and accessed ( potentially without authorization ) by 
process will generally be the same and therefore , just as software . 
trusted ( in the security sense ) — as those performing the 65 In some embodiments , embedded secure data can be used 
lithography , CEBL , or other wafer - writing process ( es ) used to embed unique , unpredictable data within an encryption 
to write the rest of the IC pattern . Various third - party due engine to comprise and / or be used to generate one or more 
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keys for symmetric encryption or public and private key The insertion of secure data generally does not signifi 
pairs for asymmetric encryption . The data can be written in cantly impact overall IC design . It is sufficient for the 
various locations in an IC and isolated from any communi designer to allocate space ( such as the Register ( s ) in FIG . 7 , 
cation bus but useable by an encryption engine to generate which can typically be fit into a small enough chip area not 
keys or key pairs . 5 to significantly impact design ) in which to write the secure 

For example , a chip ID can be embedded with a private data . Each Register can consist of one or more standard cells 
key . Correct decryption of the chip ID using the publicly designed to facilitate charged particle beam embedding of 
known public key can be used to verify authenticity of the 
chip , particularly if no person has ever had access to the FIG . 3 schematically shows an example of a design layout 
private key . 10 implementing embedded secure data . Preferably , most fea 

In some embodiments , embedded secure data can com - tures in an IC comprising embedded secure data correspond 
prise unique , unpredictable data embedded within a random to a fixed design layout , with locations for vias ( or cuts or 
number generator for use in generating random numbers . holes ) being specified according to the values to be written 
The data can be isolated from any communication bus but for chip - specific data . 
useable by , for example , an encryption engine to generate 15 In the same manner as the input to an inverter can be 
keys or key pairs . programmed by a hole or cut pattern , multiple inputs to more 

Accurate writing of embedded secure data can be verified complex circuits can also be programmed . FIG . 3 shows a 
during a test cycle following fabrication , regardless of register 302 made up of buffers 304 that are connected to 
whether the secure data can be directly accessed through either VHI 306 or Vlo 308 by a charged particle beam 
communications channels ( input / output and / or an on - chip 20 writing corresponding vias 310 . Data values to be written 
bus ) , or is hidden from direct ( and / or indirect ) external can be determined by , for example , a data file , an algorithm , 
access or internal cross - functional - unit access . For example , or a random number generator , with write locations deter 
a chip ID or an IP address can be read during chip final test , mined based on the design layout database . Binary “ O ” or 
and results can be part of production records . A private key “ 1 ” values for particular bits ( the embedded secure data as 
can be verified during test by encrypting a message or 25 written 312 ) correspond to vias written to connect particular 
instruction ( s ) with the public keys and letting the embedded data lines 314 to V , 306 or V , 308 . 
encryption engine decode it . Good ( test - passing ) and trust Registers can have various widths , e . g . , 16 - bit , 32 - bit , 
worthy chips can be documented in a vendor database which 64 - bit or 128 - bit . Buffer 302 outputs can be made accessible 
customers can query to confirm an IC ' s legitimacy ( e . g . , by , for example , a CPU , encryption engine , random number 
source , or design specifications for the corresponding pro - 30 generator , or other logic or memory block allowing use of 
duction run ) . The impact on test cost and time is negligible . the data 314 for specific and limited functions , or various 

A charged particle beam system 100 can be used to write operations . One example would be to read the register and 
embedded secure data to provide hardware - embedded send the data off - chip for use external to the IC . 
device - level security expressed in interconnects to comple - Table 1 shows an example of how a chip ID can be stored 
ment software security , enhance cyber defense , and 35 in a 64 bit register . 
strengthen the chain of trust in the silicon - to - chip manufac 
turing process . TABLE 1 

FIG . 2 schematically shows an example of an IC fabri 
cation process using charged particle beams to write embed Q63 - Q24 Q23 - Q16 Q15 - 20 
ded secure data . An IC fabrication process ( e . g . , a conven - 40 ID Lot # Wafer # Die # tional process ) can be modified to include chip 
personalization by addition of embedded secure data in 
between ( or before or after ) other IC fabrication steps . That Table 2 shows an example of how private and public 
is , chip personalization can occur during IC fab ( fabrica - encryption keys can be stored in a 2048 bit register . For 
tion ) — in between IC fab steps — and need not replace or 45 larger numbers of bits , a via - ROM may be preferred to a 
disrupt typical IC fab steps . For example , during IC fabri - register . 
cation processes 202 — such as while the wafer is being 
processed at a Via - x layer — the wafer can be transferred 204 TABLE 2 
to the charged particle beam system 100 at step 206 to 

Q2047 - Q1024 01023 - 00 perform charged particle beam work ( plus etch ) to add 50 – 
embedded secure data , and then returned 208 to normal Public 
process flow to complete IC fabrication 202 . 

To insert and embed embedded secure data in a Via - x Table 3 shows how a communications address such as 
layer , it is generally sufficient for the charged particle beam IPV6 ( Internet Protocol version 6 ) or MAC ( Media Access 
system 100 to be given the chip - specific values 118 ( spe - 55 Cor » Control ) could be stored in registers . cifically , or as an algorithm to generate data values ) , the 
relevant portion of the design layout specifying potential TABLE 3 write locations for corresponding data values 114 , and a 
wafer map with locations for each chip on the wafer 116 . Q127 - QO Q47 - QO 
This is generally unchanged by whether the process node is 60 - 
mature or leading - edge ; or whether the layout style is 2D , or Communication address IPV6 MAC 
1D “ lines - and - cuts ” . 

In some embodiments , when one or more wafers will be In some embodiments , embedded secure data to be writ 
processed with the same potential write locations within ten can be specified and provided to the charged particle 
each chip and substantially fixed positions for each chip on 65 beam system 100 . In some such embodiments , an IC 
a wafer , a single file combining design layout and wafer map designer designates locations for chip - specific data , with 
can be used by the data - prep system . potential write locations corresponding to potential bit val 

Key Private 
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ues , within each IC . The designer provides files with chip Metal - 1 line 706 to Metal - 2 line 412 . A hole is written and 
specific data to be written in each IC . The charged particle a via is fabricated at potential hole location 408 ( based on 
beam system inserts chip - specific data by patterning “ holes ” some selection criteria , e . g . , random , sequential , algorithmic 
in designated locations in the metallization structure on the or pre - selected , as discussed with respect to FIG . 3 ) to 
wafer . 5 connect line 402 ( VDD ) across line 412 , through the via 

In some embodiments , embedded secure data to be writ fabricated at hole 414 , to line 406 . Line 406 is thereby 
ten can be determined by a specified algorithm . In some such connected to Vop and carries Vpp further through a corre embodiments , an IC designer designates locations for chip sponding memory circuit ( e . g . , a buffer 304 corresponding to specific data , with potential write locations corresponding to a single bit ) to influence a resulting output data value of that potential bit values , within each IC . The designer ( or other 10 memory circuit . person , e . g . , a customer ) provides algorithms that generate FIG . 4C schematically shows an example of a design chip - specific data to be written in each IC . The charged enabling selection of chip - specific information at the writing particle beam system inserts chip - specific data by using 

stage . In embodiments as shown in FIG . 4C , interconnect algorithms to determine chip - specific data to be patterned , 
and then patterning " cuts ” or “ holes ” in designated locations 15 line 420 connects to power rail Vop and interconnect line 
in the metallization structure on the wafer . 422 connects to power rail V ss . Line 424 is an interconnect 

In some embodiments , embedded secure data to be writ - that will be connected to either VoD ( line 420 ) OR ( not 
ten can be randomly generated . In some such embodiments , AND this is an exclusive or ) Vss ( line 422 ) . 
an IC designer designates locations for random writing of Line 426 spans lines 420 , 422 and 424 . In a typical IC , 
chip - specific data , with potential write locations correspond - 20 lines c - 420 , 422 and 424 would be implemented in the 
ing to potential bit values , within each IC . The charged metal - 1 layer , while line 426 would be implemented in 
particle beam system inserts chip - specific data by randomly Metal - 2 running perpendicular to Metal - 1 and one layer 
generating data to be patterned , and then patterning “ holes ” higher in the interconnect stack . Holes 428 , 430 , and 432 
in designated locations in the metallization structure on the represent a " hole ” layer , for example Via - 1 , which connects 
wafer . 25 Metal - 1 and Metal - 2 features . “ Cut ” locations 434 and 436 

FIG . 4A schematically shows an example of a design are fixed design , and separate the portion of line 426 used to 
enabling selection of chip - specific information at the writing connect lines 420 , 422 and 424 from portions of line 426 

It is typical in CMOS logic to have set to the ss used by other circuits on the die . voltage level , and “ 1 ” set to the Vpp voltage . ( In some Features 438 and 440 are potential cut locations . Prefer 
embodiments , the reverse is true ; and some embodiments 30 abi S ably , during wafer fabrication using a charged particle beam can use multi - value logic . ) system 100 , a cut will be written at only one of potential cut In embodiments as shown in FIG . 4A , interconnect line locations 438 and 440 . Line 424 will be cut off either from 402 connects to power rail V and interconnect line 404 
connects to power rail Vss . Line 406 is an interconnect that Vop using a cut at potential cut location 438 or cut off from 
will be connected to either V using a via fabricated using 35 . Vss using a cut at potential cut location 440 . The cut at 
a hole written at 408 , OR ( not and — this is an exclusive or ) potential cut location 438 or 440 effects the exclusive - or 
V . using a via fabricated using a hole written at 410 . Line connection of line 424 to one of Vapor Vss . 
406 continues past the circuit portion shown in FIG . 4A , and FIG . 4D schematically shows an example of a design 
at least partially determines output data for a corresponding enabling selection of chip - specific information at the writing 
memory circuit . A via fabricated at location 408 will result 40 stage . In particular , FIG . 4D shows the interconnect struc 
in an inverter buffer ( as illustrated in FIG . 5 ) containing the ture after Metal - 2 processing according to the design of FIG . 
circuit of FIG . 3 outputting a logical “ O ” ( inverted “ 1 ” ) , 4C . As shown , after Metal - 2 processing , lines 420 , 422 and 
while a via fabricated at location 410 will result in the 424 are physical lines fabricated in the Metal - 1 layer and 
inverter buffer outputting a logical “ 1 ” ( inverted “ O ” ) . line 426 is a physical line fabricated in the Metal - 2 layer . A 
Line 412 spans lines 402 , 404 and 406 . In a typical IC , 45 via is fabricated at hole 430 in the Via - 1 layer and connects 

lines 402 , 404 , and 406 would be implemented in the Metal - 1 line 424 to Metal - 2 line 426 . Holes written and vias 
Metal - 1 layer , while line 412 would be implemented in fabricated at 428 , 430 and 432 are fabricated in the via - 1 
Metal - 2 running perpendicular to Metal - 1 and one layer layer and connect metal - 1 lines to metal - 2 lines . Cut 440 is 
higher in the interconnect stack . Hole 414 represents a written and fabricated ( based on some selection criteria , e . g . , 
" hole ” layer , for example Via - 1 , which connects Metal - 1 and 50 random , sequential , algorithmic or pre - selected , as discussed 
Metal - 2 features ; here , a via fabricated using hole 414 will with respect to FIG . 3 ) to allow Metal - 2 line 426 to connect 
use line 412 to connect line 406 to either line 402 ( VD , if Metal - 1 lines 420 and 424 , while splitting Metal - 2 line 426 
a hole is written at location 408 ) or line 404 ( Vss , if a hole to prevent connection between Metal - 1 lines 420 and 424 . 
is written at location 410 ) . Locations 408 and 410 represent Design principles illustrated in FIGS . 4A , 4B , 4C and 4D 
potential hole locations ; which of the potential hole loca - 55 can be applied to a CMOS circuit as shown in FIG . 5 to 
tions 408 and 410 is written with a hole determines the fabricate embedded secure data . The circuit as shown in 
corresponding logical bit value ( “ O ” or “ 1 ” ) outputted by a FIG . 5 performs a logical inverter function , in which the 
memory circuit containing the structure illustrated in FIG . logical state of the output is the Boolean inverse of the 
4A . logical state of the input . In other words , a “ 0 ” at the input 

FIG . 4B schematically shows an example of a design 60 produces a “ 1 ” at the output and vice - versa . 
enabling selection of chip - specific information at the writing FIG . 5 schematically shows an example of an inverter 
stage . In particular , FIG . 4B shows the interconnect structure layout implementing embedded secure data 500 . The 
after Metal - 2 processing according to the design of FIG . 4A . inverter layout in FIG . 5 can be used to implement a buffer 
As shown , after Metal - 2 processing , lines 402 , 404 and 406 304 as shown in FIG . 3 . As illustrated in FIG . 5 , a single cut 
are physical lines fabricated in the Metal - 1 layer and line 65 feature ( a " hole " used to make a via ) is sufficient to write a 
412 is a physical line fabricated in the Metal - 2 layer . A via bit . By limiting the amount of writing to be performed by a 
is fabricated at hole 414 in the Via - 1 layer and connects charged particle beam tool 104 to a relatively small total 
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surface area requiring irradiation , embedded secure data can referred to as cut patterns herein ) . ( Stripe writing is dis 
be fabricated quickly enough to support commercial - level closed in , for example , U . S . patent application Ser . No . 
throughput . 14 / 522 , 563 , which is incorporated herein by reference . ) 

The circuit in FIG . 5 performs a logical inverter function , Chip - specific information to be written as embedded 
in which the logical state of the output is the Boolean inverse 5 secure data values ( one or more binary numbers ) can be 
of the logical state of the input . In other words , a “ O ” at the received or algorithmically calculated 608 . Chip - specific 
input produces a “ 1 ” at the output and vice - versa . information can be , for example , an identification code 

In embodiments as shown in FIG . 5 , interconnect line 402 based on lot , wafer or die , or it could be a public or private 
connects to power rail Vop and interconnect line 404 con - encryption key , or a value used to improve random number 
nects to power rail Vss . An NMOS transistor is formed by 10 generation . 
the intersection of diffusion layer region 502 and gate Using the chip - specific information to be written and the 
electrode layer region 504 . A PMOS transistor is formed by design layout database , chip - specific “ do not cut ” features 
the intersection of diffusion layer region 506 and gate for corresponding ICs are mapped to locations on the 
electrode layer region 504 . The source of the NMOS tran - substrate corresponding to the locations of said ICs , and the 
sistor is connected to Vss through contact hole 508 . The 15 IC - mapped locations are mapped to stripes ( in writing areas 
source of the PMOS transistor is connected to VD through of corresponding columns if using a multiple beam column 
contact hole 510 . The drains of the NMOS and PMOS writer ) and sorted into a write order 610 . Step 610 outputs 
transistors are connected together by contact holes 512 ( and one or more ordered lists ( preferably per column , if using a 
Metal - 1 line 514 ) and 516 ( and Metal - 1 line 518 ) and multiple beam column writer ) of " do not cut ” features 
Metal - 2 line 520 . Line 520 is the output of the inverter 20 ( locations ) which will be used by the writer to control 
circuit 500 . writing . The “ do not cut ” features can be sorted in the same 

The input of the inverter circuit is the gate electrode 504 manner as the “ default cut ” features ( see step 606 ) . “ Do not 
connected to Metal - 1 line 406 through contact hole 522 . cut ” features are those potential locations to which the 
Line 406 is connected to Metal - 2 line 412 by Via - 1 hole 414 . charged particle beam ( s ) will NOT write cut features to 

Line 412 can be connected to either line V , 306 by 25 embody the chip - specific information in interconnects on the 
tagged ( potential ) Via - 1 hole 408 , or ( not and — this is an wafer . 
exclusive or ) to line V10 308 by tagged ( potential ) Via - 1 The wafer is then ( stripe ) written 612 , during which the 
hole 410 . desired ( fixed and chip - specific ) pattern is written to the 
Here , VH1 306 and VDD 402 are set to logical “ 1 ” , and Vio substrate . Cut features are written or not in dependence on 

308 and Vss 404 are set to logical “ O ” . 30 the “ default cut ” and “ do not cut ” ordered lists generated in 
Writing hole 408 results in inverter input gate electrode steps 606 and 610 . As the charged particle beam tool 104 is 

504 being connected to Vh / 306 , resulting in the source and ready to write a potential cut feature from the list generated 
drain of the NMOS transistor being connected , connecting in step 606 , the location of the potential cut feature is 
line 520 ( output ) to Vss 404 . Consequently , setting the input compared to the first unmatched location in the correspond 
to logical “ 1 ” ( V 306 ) will cause the inverter to output 35 ing " do not cut " list generated in step 610 . If the locations 
logical “ O ” ( Vss 404 ) . match , then that potential cut feature is skipped and not 

Writing hole 410 results in inverter input gate electrode written 614 ( and the next “ do not cut ” list entry is used in the 
504 being connected to V , 308 , resulting in the source and next comparison ) ; if the locations do not match , that cut 
drain of the PMOS transistor being connected , connecting feature is written 616 ( and the same “ do not cut ” list entry 
line 520 ( output ) to V2 402 . Consequently , setting the input 40 is used in the next comparison ) . This comparison is prefer 
to logical “ O ” ( V , 308 ) will cause the inverter to output a bly done for each potential cut feature in the " default cut ” 
logical “ 1 ” ( VDD 402 ) . list . 

Circuit design layout for a logical inverter as shown in As will be apparent to one of ordinary skill in the art of 
FIG . 5 can be predominantly fixed prior to determination of charged particle beam substrate writing , the process of FIG . 
values to write as embedded secure data . Preferably , the 45 6 A can alternatively be performed using a set of ordered “ do 
portion of the design implementing secure embedded data cut ” feature lists comprising both fixed - design cut features 
that changes from IC to IC is limited to the selectable vias and those of the potential cut features that are calculated 
408 and 410 , pairs of which comprise the binary - choice ( using the values and the design file ) to be written to embody 
potential write locations corresponding to potential embed the received or generated values ( see step 608 ) in intercon 
ded secure data bit values ( “ O ” or “ 1 ” ) . 50 nects on the substrate . Steps 602 through 606 can be delayed 

FIG . 6A shows an example process for writing chip - until after step 608 , and ordered list generation ( including 
specific non - volatile data into interconnects in an IC . Cuts calculating and mapping locations , and sorting the results 
and / or holes ( " cut features ” ) can be selectively written using into ordered lists ) can be performed on a combination of the 
a charged particle beam tool 104 to instantiate embedded fixed and potential cut features . 
secure data in interconnects . 55 Use of " do cut ” feature lists may be preferable in some 
As shown , a design file ( a design layout database ) con - embodiments , e . g . , in which a single substrate ( or small 

taining the locations of fixed and potential cut features to be number of substrates ) is being written . 
written is read from storage 602 . Fixed and potential cut Use of “ default cut ” and “ do not cut ” feature lists may be 
feature locations are mapped to stripes ( in writing areas of preferable in some embodiments , e . g . , in which multiple 
corresponding columns if using a multiple beam column 60 substrates are being written . In such embodiments , the 
writer ) 604 , and are then sorted into the order in which they " default cut ” feature lists can be constructed once prior to 
will be written 606 . For example , cut features can be sorted writing a run of multiple substrates , with the “ do not cut " 
first by row , then by lateral location within corresponding feature lists being constructed prior to writing of corre 
rows . The output of step 606 is one or more ordered lists sponding individual substrates . Also , separation of " default 
( preferably per column , if using a multiple beam column 65 cut ” and “ do not cut ” feature lists advantageously isolates 
writer ) of " default cut ” features ( locations ) which will be chip - specific location information from fixed design infor 
used by the writer to control writing ( cut lists are also mation . 
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The methods disclosed herein for writing chip - specific The logic states of “ 0 ” and “ 1 ” are available on the 

information advantageously enable separation of domains of interconnect lines 712 and 714 , respectively . Either line ( line 
information in the design - to - chip process . In other words , 712 or line 714 ) can be connected to inputs to the registers 
while the IC design group specifies where cuts or hole are 704 . For example , an input 704 to a register 702 can be 
possible , and tags locations that can be programmed ( pos - 5 programmed to a “ 0 ” by programming the connection in a 
sible write locations corresponding to possible embedded switch 716 ( as shown , switch 718 ) using a hole or cut . In a 
secure data values ) , the design group can be restricted or similar manner , other register inputs 704 can be pro 
prevented from access to information such as chip ID grammed to either logic state ( “ O ” or “ 1 ” ) using the switches 

716 . numbers , encryption keys or communications addresses as 
written , and from access to algorithms for generating such 10 Inputs are preferably each programmed to one of the 

available logic states to ensure predictable functionality . values . The methods disclosed herein also advantageously FIG . 8 schematically shows an example of a system - on allow sensitive information such as private encryption keys a - chip ( SOC ) design with register locations for embedded to be calculated and used ( with respect to the design - to - chip secure data insertion . An SoC design can comprise locations 
process ) within the writer while preventing user access ( by 15 for insertion of embedded secure data during production in 
authorized or unauthorized users ) to the sensitive informa the wafer fab . 
tion ( including by software hack or by spear phishing or As shown in FIG . 8 , registers 802 containing embedded 
other social engineering hack ) . secure data can be contained within a purpose - designed 

FIG . 6B shows an example process for writing non - functional unit . In the embodiment ( s ) shown , an encryption 
volatile data into interconnects in an IC while preventing 20 unit 804 contains and limits ( or prevents ) access to the 
human access to written values . As shown , a value to be registers 802 containing embedded secure data . 
written as secure embedded data is generated 620 , and is FIG . 9 shows an example comparison of optical , CPB and 
encrypted ( preferably immediately , to prevent external hybrid process flows . As shown in FIG . 9 , an optical 
access ) by the generating processing core using a public key lithography substrate fabrication process 902 typically com 
corresponding to a private key ( preferably in secure embed - 25 prises performing optical lithography using a fixed circuit 
ded data ) of the processing core that will be used to build layout 904 ( i . e . , using a mask set ) and then performing etch 
cut / hole lists 622 . The encrypted value can be further 906 to express the optically - exposed pattern . As discussed 
encrypted using a private key ( preferably in secure embed above , optical - only lithography is not well suited to express 
ded data ) of the generating processing core to authenticate ing chip - specific data in interconnects on a substrate . A 
the source of the value . The processing core that will be used 30 hybrid optical / CPB process 908 , however , can use optical 
to build cut / hole lists receives and decrypts the value 624 lithography 904 to write a fixed design layout ( see step 202 ) ; 
( using its private key and , if applicable , the public key of the and a CPB system 100 , in step 910 , to write a chip - specific 
generating processing core ) , and a write process is per - design layout ( see step 206 ) . ( Etch steps 906 express 
formed using steps 602 - 606 and 610 - 616 to write the value exposed and irradiated pattern after respective optical 904 
to the substrate as secure embedded data ( steps 602 - 606 can 35 and CPB 910 steps . ) A CPB system 100 can also be used to 
be performed before , during or after steps 620 - 624 ) . write both fixed and chip - specific design layout 912 , with 

Generation and encryption of values to be written as charged particle beam work performed in step 914 , followed 
secure embedded data do not need to happen in the " fab ” by etch 906 to express the irradiated pattern . 
( substrate device fabrication plant ) ; they can be performed According to some but not necessarily all embodiments , 
anywhere , and a file containing the encrypted values can be 40 there is provided : A method of writing a substrate using a 
sent to the fab for writing . Preferably , the device used to charged particle beam tool , comprising the actions of : writ 
generate values to be written as secure embedded data is ing multiple cut features to multiple dies on a substrate using 
itself trusted ( in a security sense ) . one or more charged particle beams , different features being 

Instances in memory of the value and of the chip - specific written to different dies , values permanently stored in said 
" do cut ” or “ do not cut ” pattern are preferably encrypted 45 dies being at least partially determined by the locations of 
when not actively in use to write the substrate . Decrypted said cut features , said locations being determined by the 
and encrypted instances in memory of the value are deleted charged particle beam tool in dependence on said values ; 
after the value is used to generate chip - specific “ do not cut ” and preventing and restricting access to and transmission of 
( or “ do cut ” ) patterns to be written to the substrate as secure said values and said locations from the tool , wherein said 
embedded data 626 . The chip - specific “ do cut ” or “ do not 50 preventing and restricting persist before , during and after 
cut ” patterns are deleted after being written to the substrate said writing , and wherein said preventing applies to unen 
as secure embedded data 628 . crypted instances of said values and said locations and said 

In some embodiments , non - encrypted instances in restricting applies to encrypted instances of said values and 
memory of values to be written as secure embedded data are said locations . 
deleted immediately after said non - encrypted values are 55 According to some but not necessarily all embodiments , 
used to calculate corresponding potential write locations , there is provided : A method of writing a substrate using a 
e . g . , “ do cut ” or “ do not cut ” lists ( i . e . , immediately after charged particle beam tool , comprising the actions of : gen 
step 610 ) . erating a unique or random value to be written to a substrate 

FIG . 7 schematically shows an example of a register 700 . using a value - generating integrated circuit ( IC ) ; encrypting 
Multiple inputs to complex circuits can be programmed 60 said value with a public key using said value - generating IC , 
using a hole or cut pattern in similar fashion to programming said value not having been transmitted out of said value 
of an input to an inverter ( see FIG . 5 ) . FIG . 7 shows a 4 - bit generating IC prior to said encrypting ; decrypting said 
register 700 made up of 4 “ D ” flip flops 702 . Such registers encrypted value with a private key corresponding to said 
are widely used in digital logic circuits . An input “ D ” 704 is public key using a writing - preparation IC ; calculating loca 
latched on the rising edge of the clock input CLK 706 ; 65 tions on the substrate to write to embody said value in 
whatever logic state was latched appears at the output “ Q ” interconnects on the substrate as electronically readable 
708 after some internal delay . “ Q - ” 710 is the inverse of “ Q ” . data , said data not accessible to any external input / output 
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port of a corresponding IC , in at least partial dependence on given . It is intended to embrace all such alternatives , modi 
said decrypted value and the design layout database of the fications and variations that fall within the spirit and broad 
substrate ; writing cut features on the substrate in at least scope of the appended claims . 
partial dependence on said calculated locations using one or In some embodiments , a charged particle beam writing 
more charged particle beams ; and making said value and 5 process is used to write both a fixed layout and embedded 
said locations permanently inaccessible following said writ secure data . 

In some embodiments , embedded secure data is applied to According to some but not necessarily all embodiments , other applications than those described herein . there is provided : A method of writing a substrate using a In some embodiments , other charged particle beam wafer charged particle beam tool , comprising the actions of : gen - 10 writing tools than those described above can be used to write erating one or more integrated circuit - specific ( IC - specific ) embedded secure data . values to be written in interconnects on the substrate ; In some embodiments , more or fewer than two potential calculating a list of default - write locations comprising the 
fixed write locations and the potential write locations speci alternative write locations are used to designate the value of 
fied by a design layout database of the substrate , wherein 15 an output bit . 
said potential write locations comprise the possible substrate In some embodiments , the value of more than one output 
locations that can be written to embody an arbitrary IC - bit is designated by a single potential write location , multiple 
specific value in interconnects ; calculating a list of do - not - alternative write locations , or one or multiple groups of 
cut locations in dependence on said design layout database , multiple potential write locations . 
said do - not - cut list comprising those of said potential write 20 Those of ordinary skill in the art of charged particle beam 
locations NOT to be written to embody said values in said IC fabrication will understand that other techniques and 
interconnects ; writing cut features to the substrate using one tools than those recited herein for charged particle beam 
or more charged particle beams , wherein said beams write writing can be used . 
cut features to locations specified in said default - write list In some embodiments , particular numbers or types of 
EXCEPT for locations specified in said do - not - cut list . 25 charged particle beam columns are disclosed . As will be 

According to some but not necessarily all embodiments , essarily all embodiments , apparent to one of ordinary skill in the art of charged particle 
there is provided : A method of writing a substrate using beam IC fabrication , one or more columns can be used , and 
multiple charged particle beams , comprising the actions of : columns can project electron or ion beams , to perform the writing multiple die - specific interconnect features to mul above - described semiconductor manufacturing processes . 
tiple dies on the substrate using one or more first charged 30 In some embodiments , embedded secure data can be used 
particle beams , locations of said die - specific interconnect by function units on - chip , or in functional units external to features determining values of non - volatile electronically the chip . readable data on said dies , different interconnect features 
corresponding to different values of said data being written In some embodiments , different data values are inserted 
to different ones of said dies ; and writing multiple fixed - 35 " 25 into some or each of the different ICs in a patterned wafer 
design interconnect features to said dies using one or more and / or in some or each of the different patterned wafers in 
second charged particle beams . locations of said fixed - a production run or across all production runs . 
design interconnect features being specified by a design In some embodiments , individual embedded secure data 
layout database of the substrate to be the same among said values can be used for one or multiple purposes . In some 
dies ; wherein said die - specific writing and said fixed - design 40 embodiments , individual embedded secure data values can 
writing are performed independently and simultaneously by express one or multiple sets of information ( e . g . , an embed 
said first and second beams . ded secure data value can be a single number formed by 

According to some but not necessarily all embodiments , multiple numbers multiplied by or otherwise convolved with 
there is provided : Methods , systems and devices for using each other ) . 
charged particle beams ( CPBs ) to write different die - spe - 45 In some embodiments , " Q ” outputs can be made acces 
cific , non - volatile , electronically readable data to different sible to a CPU , allowing a program to handle the embedded 
dies on a substrate . CPBs can fully write die - specific data secure data during chip operation . For example , a register 
within the chip interconnect structure during the device containing the “ Q ” outputs can be read , and the data can be 
fabrication process , at high resolution and within a small sent off - chip for use elsewhere in a system containing the 
area , allowing one or multiple usefully - sized values to be 50 chip . 
securely written to service device functions . CPBs can write In some embodiments , chip - specific cuts or holes can be 
die - specific data in areas readable or unreadable through a used to change resistor values , capacitance values , or other 
( or any ) communications bus . Die - specific data can be used parameters to personalize , adjust performance , trim electri 
for , e . g . : encryption keys ; communications addresses ; manu - cal parameters , or otherwise modify an IC . 
facturing information ( including die identification numbers ) ; 55 In some embodiments using a secure data path from value 
random number generator improvements ; or single , nested , generation through writing of secure embedded data , value 
or compartmentalized security codes . Die - specific data and generation and encryption can be performed by a separate 
locations for writing die - specific data can be kept in tool and / or a third party ( e . g . , a customer ) if the values to be 
encrypted form when not being written to the substrate to written are generated by a trusted device not allowing the 
conditionally or permanently prevent any knowledge of said 60 manufacturer or third party access to unencrypted values . 
data and locations . For example , a processing core generating the value ( s ) to be 

Modifications and Variations written can encrypt the encrypted values , immediately fol 
As will be recognized by those skilled in the art , the lowing step 624 , using a hardware - embedded private key , 

innovative concepts described in the present application can the public key for which is previously known to the tool that 
be modified and varied over a tremendous range of appli - 65 will be used to write the values to a substrate as secure 
cations , and accordingly the scope of patented subject matter encrypted data . This can act as a guarantee of origin ( i . e . , 
is not limited by any of the specific exemplary teachings from a particular access - resistant value generator ) . 
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In some embodiments , the algorithm used to generate semiconductor device manufacturer , and use the process 
values to be written as secure embedded data remains described with respect to FIG . 6B ( with private keys as 
encrypted when not in use generating values . described being secure embedded data ) to prevent the manu 

In some embodiments , the decision to write ( or not write ) facturer and other third parties from accessing said values . 
a cut can be made by a random number generator during 5 In some embodiments , access to inspection ( imaging ) 
writing , immediately before writing ( or not writing ) said cut . data of substrate locations corresponding to secure embed 

In some embodiments , the sorted “ do not cut ” list created ded data - defining features is prevented during inspection in step 610 is encrypted using hardware - embedded encryp and analysis , and is encrypted and / or deleted after inspection tion immediately after creation , and decrypted using hard and analysis . In some embodiments , such prevention is ware - embedded decryption immediately prior to use in 10 effected by fab protocol . In some embodiments , such pre writing the values to the substrate as secure embedded data . vention is effected by the tool generating a " skip areas ” file In some embodiments , long - term solutions for handling comprising substrate regions containing said locations , said inaccessible data can include deletion or permanent storage 
in encrypted form of data values written and / or of the “ skip areas ” file being used to prevent inspection of , or to skip 

e secure embed 15 prevent reporting of potential defects within , said regions . 
ded data . In some embodiments , a “ skip areas ” file would cause an 

In some embodiments , deletion and / or encryption of inspection tool to be directed to ignore , skip inspection of , 
values and / or locations following preparation for writing or exclude defects from “ skip ” areas . In some embodiments , 
and / or writing can be performed at different times ( e . g . , the “ skip areas ” file can be the same for every wafer , 
following different steps , or following later fabrication steps , 20 containing every possible location of said cut features . In 
e . g . , after - develop or after - etch inspection ) than those dis - some embodiments , an electron beam inspection tool would 
closed hereinabove . skip inspection of " skip ” areas . In some embodiments , an 

In some embodiments , encrypted instances in memory of optical tool would be instructed to ignore ( or to not report ) 
the value and of the " do not cut ” ( or " do cut ” ) list are either defects in " skip ” areas . 
deleted or stored in encrypted form after the value is written 25 In some embodiments , a " skip areas ” file can be encrypted 
to the substrate as secure embedded data , such that the with a public key for which only authorized inspection tools 
corresponding decryption key is inaccessible to all , or to all possess a corresponding private key . In some such embodi 
but a specified entity or list of entities ( e . g . , the encryption ments , inspection is restricted or prevented unless the “ skip 
key can be a public key of an entity allowed access ) . areas ” file is decrypted . In some embodiments , the design 

In some embodiments in which encrypted data values 30 layout database or a portion thereof ( e . g . , containing regions 
and / or write locations are retained by a first party after in which secure embedded data is written ) is encrypted with 
writing , the decryption key ( s ) can be retained by a second a public key for which only authorized inspection tools 
party , neither the first nor the second parties nor any affili - possess a corresponding private key ( e . g . , the same keys as 
ated person or entity thereof having the power to require for the “ skip areas ” file ) . 
( e . g . , order ) the encrypted information and decryption key ( s ) 35 In some embodiments specifying encryption , transmis 
to be united . In such embodiments , release of the key to sion of data that is described as being encrypted during a 
decrypt the values and / or write locations can be allowed process is prevented until such encryption is performed . 
based on previously specified conditions . In some embodiments , encryption and / or deletion of 

In some embodiments , after writing , decryption keys for values and / or locations used to write secure embedded data 
encrypted values and / or locations can be maintained in 40 can be delayed until inspection ( e . g . , after - develop inspec 
escrow by a third party ( e . g . , with conditional release based tion or after - etch inspection ) of such locations is performed 
on predetermined factors ) . ( to confirm accurate writing ) . Inspection performed by the 

In some embodiments using one or more charged particle same tool as used to write is disclosed in , for example , U . S . 
beam columns to write secure embedded data , local control Pat . No . 8 , 999 , 627 , which is incorporated herein by refer 
computers can be used to control the columns as disclosed 45 ence . 
in U . S . patent application Ser . No . 14 / 085 , 768 , which is In some embodiments , inspection of potential write loca 
incorporated herein by reference . A writing area ” is defined tions , or of a larger area containing the potential write 
as the substrate area targetable by a charged particle beam locations , is prevented ( e . g . , by fab ( wafer fabrication facil 
emitted from the column , taking into account stage move - ity ) policy , or by encryption of corresponding portions of the 
ment . 50 design layout database which only designated secure tools 

In some embodiments , each column is controlled by a can decrypt ) for tools other than the charged particle beam 
different local control computer . In some embodiments in tool 100 or other secure tools configured to prevent access 
which " writing areas ” contain multiple secure embedded to inspection data covering said potential write locations 
data locations from multiple dies , a processor core generat - and / or said larger area . 
ing the values to be written in said locations encrypts said 55 In some embodiments , values to be written as secure 
values with public keys corresponding to hardware - embed - embedded data that are encrypted when generated are 
ded private keys held by the local control computers con - encrypted with additional information that is known to the 
trolling the columns with corresponding writing areas . tool that will perform decryption ( either known specifically , 

In some embodiments , communications addresses and / or or within a limited set of potential messages ) , to thereby 
unique IDs in secure embedded data are encrypted with 60 prevent ( hidden ) tampering . 
hardware - embedded private keys to authenticate origin ( pre - In some embodiments , one or more values to be written 
venting address or ID spoofing ) . are encrypted using a public key of the Data Preparation 

In some embodiments , the same chip - specific value can System 102 . In some embodiments , one or more values to be 
be written to multiple locations on a die as secure embedded written are encrypted using a private key of the system that 
data . 65 generated the values . 

In some embodiments , a customer can provide encrypted Particular examples of encryption arrangements are dis 
values to be written as secure embedded data to a third party closed herein . Those of ordinary skill in the arts of hardware 
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embedded encryption will understand that alternative writing multiple cut features to multiple dies on a sub 
encryption arrangements can be used . strate using one or more charged particle beams , dif 

In some embodiments , calculation , mapping and sorting ferent features being written to different dies , data 
as in steps 604 and 606 can be performed separately on fixed values permanently stored in interconnects in said dies 
cuts and potential cuts — the full list of potential cuts , or only 5 being at least partially determined by the locations of 
those cuts required to write the received or locally generated said cut features , said locations being determined by 
value as secure embedded data and one or more resulting the charged particle beam tool in dependence on said 
ordered lists can be generated data values ; and 

In some embodiments , " do not cut ” features correspond to preventing and restricting access to and transmission of 
the potential locations that a charged particle beam would 10 said data values and said locations from the tool , 
write to embody the two ' s - complement ( s ) of the chip wherein said preventing and restricting persist before , 
specific information to be written in interconnects on the during and after said writing , and wherein said pre 
wafer . venting applies to unencrypted instances of said data 

In some embodiments , private keys are hardware - embed values and said locations and said restricting applies to 
ded ( e . g . , secure embedded data ) . In some embodiments , 15 encrypted instances of said data values and said loca 
encryption and / or decryption are performed in hardware tions . 
( rather than in software ) . 2 . The method of claim 1 , wherein different cut features 

In some embodiments in which one or more selected are written to each different die . 
entities have access to decryption keys for encrypted values 3 . The method of claim 1 , further comprising receiving 
and / or locations after being written to an IC as secure 20 and / or generating said values prior to said writing ; and 
embedded data , security protocols are maintained by those preventing storage of unencrypted instances of said values 
entities to prevent storage in memory of unencrypted and said locations outside the tool after said receiving and / or 
instances of said values and / or locations except as presently generating . 
required for prompt use of said unencrypted values and / or 4 . The method of claim 3 , wherein said preventing com 
locations . 25 prises deleting said unencrypted values and locations from 

Additional general background , which helps to show all memories of the tool in which said unencrypted values 
variations and implementations , may be found in the fol - and said locations are stored , said deleting values being 
lowing publications , all of which are hereby incorporated by performed after initially calculating said locations using said 
reference : U . S . Pat . Nos . 7 , 316 , 934 ; 8 , 832 , 465 ; 9 , 147 , 606 ; values and a design layout database , said deleting locations 
6 , 355 , 994 ; 6 , 617 , 587 ; 6 , 734 , 428 ; 6 , 738 , 506 ; 6 , 777 , 675 ; 30 being performed after said writing . 
6 , 844 , 550 ; 6 , 872 , 958 ; 6 , 943 , 351 ; 6 , 977 , 375 ; 7 , 122 , 795 ; 5 . The method of claim 1 , further comprising preventing 
7 , 227 , 142 ; 7 , 435 , 956 ; 7 , 456 , 402 ; 7 , 462 , 848 ; 7 , 786 , 454 ; inspection of said features other than by the tool or by 
7 , 928 , 404 ; 7 , 941 , 237 ; 8 , 242 , 457 ; 8 , 384 , 048 ; 8 , 999 , 627 ; another secure tool . 
8 , 999 , 628 ; 9 , 184 , 027 ; and 9 , 207 , 539 . 6 . The method of claim 1 , further comprising the tool 

Additional general background , which helps to show 35 generating a " skip areas ” file of substrate regions comprising 
variations and implementations , as well as some features said locations , wherein said “ skip areas ” file is used to 
which can be implemented synergistically with the inven - restrict inspection of , or to restrict reporting of potential 
tions claimed below , may be found in the following US defects within , said substrate regions . 
patent applications . All of these applications have at least 7 . The method of claim 6 , wherein the tool encrypts said 
some common ownership , copendency , and inventorship 40 " skip areas ” file using a public key , said file not having been 
with the present application , and all of them , as well as any transmitted out of said tool prior to said encrypting ; and 
material directly or indirectly incorporated within them , are wherein an inspection tool decrypts said file using a private 
hereby incorporated by reference : U . S . patent application key corresponding to said public key . 
Ser . No . 14 / 085 , 768 ; U . S . patent application Ser . No . 8 . The method of claim 1 , wherein some features written 
14 / 703 , 306 ; U . S . patent application Ser . No . 14 / 522 , 563 ; 45 to said dies are the same among different dies , and some 
U . S . patent application Ser . No . 14 / 523 , 909 ; U . S . patent features written to said dies are die - specific . 
application Ser . No . 14 / 694 , 710 ; U . S . patent application Ser . 9 . The method of claim 1 , wherein said writing uses 
No . 14 / 695 , 767 ; U . S . patent application Ser . No . 14 / 695 , multiple beams , and wherein said features designed to be the 
776 ; U . S . patent application Ser . No . 14 / 695 , 785 ; U . S . same among different dies are written at the same time , by 
patent application Ser . No . 14 / 745 , 463 ; U . S . patent appli - 50 different ones of said beams , as said die - specific features . 
cation Ser . No . 14 / 809 , 985 ; U . S . patent application Ser . No . 10 . The method of claim 1 , further comprising initially 
14 / 966 , 165 ; U . S . patent application Ser . No . 14 / 980 , 884 ; generating ones of said values using a local processing unit 
and U . S . patent application Ser . No . 15 / 171 , 922 . also used to control said beams to perform said writing , said 
None of the description in the present application should locations being calculated in at least partial dependence on 

be read as implying that any particular element , step , or 55 said values and a design layout database of the substrate , 
function is an essential element which must be included in said values and said locations not being transmitted out of 
the claim scope : THE SCOPE OF PATENTED SUBJECT said local processing unit between said generating and said 
MATTER IS DEFINED ONLY BY THE ALLOWED writing . 
CLAIMS . Moreover , none of these claims are intended to 11 . A method of writing a substrate using a charged 
invoke paragraph six of 35 USC section 112 unless the exact 60 particle beam tool , comprising the actions of : 
words “ means for ” are followed by a participle . generating a unique or random data value to be written to 

The claims as filed are intended to be as comprehensive a substrate using a value - generating integrated circuit 
as possible , and NO subject matter is intentionally relin ( IC ) ; 
quished , dedicated , or abandoned . encrypting said data value with a public key using said 
What is claimed is : value - generating IC , said data value not having been 
1 . A method of writing a substrate using a charged particle transmitted out of said value - generating IC prior to said 

beam tool , comprising the actions of : encrypting ; 

65 
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decrypting said encrypted data value with a private key decrypted immediately prior to said writing by a writing 

corresponding to said public key using a writing control chip that controls one or more of said beams to 
preparation IC ; perform said writing . 

calculating locations on the substrate to write to embody 14 . The method of claim 11 , wherein unencrypted said data value in interconnects on the substrate as 5 5 instances of said value are deleted from memories corre electronically readable data , said data not accessible to 
any external input / output port of a corresponding IC , in sponding to said value - generating IC during and / or after said 
at least partial dependence on said decrypted data value encrypting . 
and the design layout database of the substrate ; 15 . The method of claim 11 , further comprising prevent 

writing cut features on the substrate in at least partial ning said value and said locations from being retained after 
dependence on said calculated locations using one or said writing in an unencrypted form in any memory corre 
more charged particle beams ; and sponding to said writing - preparation IC . 

making instances of said data value and said locations 16 . The method of claim 11 , further comprising prevent 
stored on said tool permanently inaccessible following ble following ing said value and / or said locations from being retained after said writing . 15 said writing in any memory in an unencrypted form . 12 . The method of claim 11 , wherein said making inac 

cessible comprises encrypting and / or deleting , from all 17 . The method of claim 11 , further comprising addition 
memories corresponding to a processing unit controlling no ally encrypting said value with a private key of said value 
said beams to perform said writing , said value and said generating IC ; and additionally decrypting said value with a 
locations . public key corresponding to said value - generating IC private 

13 . The method of claim 11 , wherein said calculated 20 key . 
locations are encrypted after said calculating , and are * * * * 


