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RAID PARITY STRIPE RECONSTRUCTION

Cross-Reference To Related Application

[0001] This application claims the benefit of priority of Singapore patent application
No. 201306456-3, filed August 27, 2013, the content of which incorporated herein by
reference in its entirety for all purposes.

Field

[0002] Various embodiments disclosed herein relate to storage systems.

Background

[00.03] The technology of Redundant. Array of Independent Disks (RAID) has been
widely used in storage systems to achieve high data performance and reliability. By
maintaining redundant information within an array of disks, RAID can recover the data in
case one or more disk failures occur in the array. RAID systems are classified into
different levels according to their structures and characteristics. RAID level 0 (RAIDO)
has no redundant data and cannot recover from any disk failure. RAID level 1 (RAID 1)
implements mirroring on a pair of disks, and therefore can recover from one disk failure
in the pair of disks. RAID level 4 (RAID4) and RAID level 5 (RAIDS) implement XOR
parity on an array of disks, and can recover from one disk failure in the array through
XOR computation. RAID level 6 (RAID6) is able recover from any two concurrent disk
failures in the disk array, and it can be implemented through various kinds of erasure

codes, such as the Reed-Solomon codes.
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[0004) The process of recovering data from disk failures in a RAID system is called data
reconstruction. The data reconstruction process is very critical to both the performance
and reliability of the RAID systems. Take the RAIDS system as an example, when a disk
fails in the array, the array enters degraded mode, and user I/O requests falls on the failed
disk hav‘e to reconstruct data on the fly, which is quite expensive and causes great
performance overhead. Moreover, the user I/O processes and reconstruction process run
concurrently and compete for the disk bandwidth with each other, which further degrades
the system pérformance severely. On the other hand, when the RAIDS system is
recovering from one disk failure, a second disk failure may occur, which will exceed the
system’s failure tolerance ability, and cause permanent data loss. Thus, a prolonged data
reconstruction process will introduce a long period of system vulnerability, and severely
degrade system reliability. Based on these reasons, the data reconstruction process should
be shortened as much as possiblé, and seeking ways and methods to optimize the data
reconstruction of current RAID systems is of great importance and significance.

[0005] For data reconstruction, an ideal scenario is offline reconstruction, in which the
array stops serving the user I/O requests, and let the data reconstruction process run at its
full speed. However, this scenario is not practical in most production environments,
where the RAID systems are required to provide uninterrupted data services even when
they are recovering from disk failures. In other words, RAID systems in production
environments are doing online reconstruction, in which the reconstruction process and
user I/O processes are running concurrently. In previous work, several methods have
been proposed to optimize the reconstruction process of RAID systems. The Workout

method aims to redirect the user write data cache popular read data to a surrogate RAID,
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and reclaim the write data to the original RAID when the reconstruction of original RAID

-completes. By doing so, Workout tries to separate the reconstruction process from the

user I/O processes and leave the reconstruction process undisturbed. Different from
Workout, our proposed methods let the user /O processes cooperate with reconstruction
process, and contribute to the data reconstruction while serving user read/write requests.
Another previous method is called Victim Disk First (VDF). VDF defines the systerh
DRAM cache policy that caches .the data in the failed disk in higher priority, so that the
performance overhead of reconstructing the failed data on the fly can be minimized.
Different from VDF, our methods include a policy to optimize the reconstruction
sequence by utilizing the data in the NVM caches of the surviving disks in the array. A
third previous work is called live block récovery. The method of live block recovery aims
to recover only live file system data during reconstruction, skipping the unused data
blocks. However, this method relies 6n the passing of file system information to the
RAID block level, aﬁd thus requires significant changes of existing file systems.
Moreover, this méethod can only be applied to replication based RAID, such as RAIDI,
and cannot be applied to parity based RAID, such as RAIDS and RAID6. Our proposed
method also aims at reconstruct only used data blocks, but our method works entirely at
block level, and requires no modification to the file systems. Besides, our method can be
applied to any RAID levels including parity based RAID systems.

[0066] Hybrid drive is a new kind of hard disk drive which places a spinning magnetic
disk media together with a NVM cache inside one disk enclosure. In the normal mode,
the NVM cache serves as a read/write cache for user 1/O requests. In the reconstruction

mode, the data in the NVM cache can be exploited to accelerate the reconstruction
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process. In the following description of our methods, we will illustrate how to optimize

the reconstruction of RAID systems by exploiting NVM caches inside hybrid drives.

Summary

[0007] According to exemplary embodiments, methods for optimizing the reconstruction
process of RAID systems composed of hybrid drives are disclosed. RAIDS3, for example,
may be used as an example to illustrate the disclosed methods. It must be noted that,
these methods can also be applied to other RAID levels such as, but not limited to
RAID1, RAID4 and RAID6. Various methods in accordance with exemplary
embodiments may include:

[0008] - Fine-grained reconstruction control for each individual parity stripe.

[0009] A corrésponding exemplary method is illustrated in Figure 3, Figure 4 and Figure
5.

[0010] -Fast reconstructing the data in the NVM cache of the failed hybrid drive through
direct copying.

[0011] A corresponding exemplary method is illustrated in Figu‘re 6.

[0012] -Skip reconstructing unused free space and the space holding invalid/useless data.

[0013] A corresponding exemplary method is illustrated in Figure 7

Brief Description of the Drawings

[0014] In the drawings, like reference characters generally refer to like parts throughout
the different views. The drawings are not necessarily to scale, emphasis instead generally

being placed upon illustrating the principles of the invention. In the.following
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description, various embodiments of the invention are described with reference to the
following drawings, in which:

[0015] Figure 1 illustrates the workflow of user read/write processes of a typical RAID
system in the normal mode according to one embodiment.

[0016] Figure 2 illustrates the workflow of user read/write processes (on the failed disk) |
and the réconstruction process of a typical RAID system in the reconstruction mode

according to one embodiment.

[0017] Figure 3 illustrates the workflow of user read/write processes (on the failed disk)

and the reconstruction process of a RAID system with bitmap based fine-grained
reconstruction control according to one embodiment.

[0018] Figure‘ 4 illustrates the workflow of reconstruction process of a RAID system
which schedules the reconstruction sequence according to the data in the NVM caches of
the hybrid drives according to one embodiment.

[0019] Figure 5 illustrates the workflow of user read/write processes (on the failed disk)
of a RAID system with bitmap based fine-grained reconstruction control, where the
corresponding data block has already been reconstructed according to one embodiment.
[0020] Figure 6 illustrates the reconstruction process of directly copying the data in the
NVM cache of the failed hybrid drive to the replacing disk according to one embodiment.
[0021] Figure 7 illustrates the reconstruction process of a RAID system with a bitmap to
indicate the used and unused space in the system, in which only the used space are

reconstructed, and the unused space are skipped according to one embodiment.
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Detailed Description

[0022] The following detailed description refers to the accompanying drawings that
show, by way of illustration, speciﬁc details and embodiments in which the invention
may be practiced. These embodiments are described in sufficient detail to enable those
skilled in the art to practice the invention. Other embodiments may be utilized and
structural, logical, and electrical changes méy be made without departing from the scope
of the invention. The Varioﬁs embodiments are not necessarily mutually exclusive, as
some embodiments can be combined with one or more other embodiments to form new
embodiments.

[0023] Embodiments described in the context of one of the methods or devices are
analogously valid for the other method or device. Similarly, embodiments described in
the context of a method are analogously valid for a device, and vice versa.

[0024] Features that are described in the context of an embodiment may correspondingly
be applicable to the same or similar features in the other embodiments. Features that are
described in the context of an embodiment may correspondingly be applicable to the
other embodiments, even if not explicitly described in these other embodiments.
Furthermore, additions and/or combinations and/or alternatives as described for a feature
in the context of an embodiment may correspondingly be applicable to the same or
similar feature in the other embodiments.

[0025] In the context of variqus embodiments, the articles “a”, “an” and “the” as used
with regard to a feature or element includes a reference to one or more of the features or

elements.
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[0026] In the context of various embodiments, the phrase “at least substantially” may
include “exactly” and a reasonable variance.

[0027] In the context of vaﬁous embodiments, the terrﬁ “about” or “approximately” as
applied to a numeric value encompasses the exact value and a reasonable variance.

[0028] As used herein, the term “and/ovr” includes any and all combinations of one or
more of the associated listed items.

[0029] As used herein, the phrase of the form of “at least one of A or B” ma‘y include A

or B or both A and B. Correspondingly, the phrase of the form of “at least one of A or B

~ or C”, or including further listed items, may include any and all combinations of one or

more of the associated listed items.

[0030] In accordance with exemplary embodiments, a parity stripe may refer to a unit for
parity RAID systems to organize data. As shown in Fig 1A, a parity stripe may be
composed of multiple blocké.

[0031] Each block of a parity stripe may reside in a different disk. As show in the
example of Flg 1 A, the parity blocks of the enclosed first parity stripe reside over storage |
disks 1-4.

[0032] A block in a parity stripe may either be a data block or a parity block with a
typical size of approximately 4KB. A data block can hold user data. A parity block can
hold parity value(s) computed from the data blocks of the parity stripe according to
certain parity algorithm, which may uses XOR computation.

[0033] Fig. 1B shows according to an exemplary embodiment, how a typical (e.g., un-
optimized) RAID system 100 handles the user read/write requests (140, 145). For read

requests, the read processes read data directly from the data disks (D1, D2, D3, D4) and
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send it back to users. For write requests, the write processes first read out the old data
and its corresponding parity, and use them together with the new data to generate the new
parity, and then write the new dafa and new parity to the data and parity disks (D1, D2, .
D3, D4, P1). |

[0034] Figure 2 shows according to an exempléry embodiment, how a typical RAID
system 200 does the online reconstruction when a disk fails. The reconstruction pfocess
may reconstruct the parity stripes of the RAID system 200 sequentially from the first to
the last parity stripe. To construct each parity stripe, the reconstruction process may
reads out the corresponding data and parity blocks from the surviving disks (205, 215,
220, 225), regenerates the data block on a failed disk 210 through parity computation, and
writes the data block back to a replacing disk 230. During the online reconstruction, user
I/O requests (240, 245) which fall onto the failed disk have to reconstruct the data on the
fly. For a read request 240, all the other data and parity blocks in the parity group will be
read out and the requested data will be reconstructed through parity computation. For a
write request 245, all the other data blocks expect the parity block will be read out, then |
the new parity block will be reconstructed and written back to the parity disk. Therefore,

the user I/O processing in the reconstruction mode is more complicated and has lower

performance than in the normal mode. It must be noted that, the reconstruction process

and the user I/O processes are running separately from each other, and the user /O
processing will not return to normal mode until the entire failed disk are reconstructed.
We refer to this scheme as coarse-grained reconstruction control.

[0035]) Figure 3 shows according to an exemplary embodiment, a RAID system 300

using a bitmap based fine-grained reconstruction control. On the start of reconstruction, a
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bitmap (RECON BITMAP 350) is setup to record the reconstruction status of each
individual parity stripes. The bitmap 350 is initially set to all zero, and when a parity
stripe is reconstructed, its corresponding bit in the bitmap is set to one. Different from
the coarse-grained reconstruction Qontrol, which requires the reconstruction to be done in
strictly sequential order, the bitmap based fine-grained reconstruction control allows 'the
reconstruction of the parity stripes to be done in any order. Under the fine-grained
reconstruction control, the user I/O processes cooperate with the reconstruction process.
When a user I/O process requests for a failed data block that has not been reconstrﬁcted,
the failed block will be reconstructed on the fly and written back to.a replacing disk 230.
Then, the corresponding bit of this block in the bitmap is set to one, indicating that this
failed block has been reconstructed. On the other hand, the reconstruction process still
rﬁns sequentially from the first to the last parity stripe. However, before reconstructing a
parity stripe, the reconstruction process will check the bitmap to see if the corresponding
bit has been set or not. If the bit has been set, the reconstruction process will skip
reconstructing this parity stripe.

[0036] Figure 4 shows according to an exemplary embodiment, utilizing data in NVM
cache of the hybrid drives (405, 410, 415, 420, 425, 430) to optimize the reconstruction
sequence. To reconstruct a failed block, the reconstruction process needs to read out all
the other data and parity blocks in the same parity stripe. Since reading data from NVM
cache is much faster than reading data from the spinning disk, and data stored in the NV
cache are the hot and/or important data, it will be more efficient to reconstruct a parity
stripe if all or most of its data and parity blocks have been cached in the NVM caches of

the surviving disks (405, 415, 420, 425). Therefore, the reconstruction process first scans



10

15

20

WO 2015/030679 PCT/SG2014/000406

through the NVM caches of the hybrid drives, and reconstruct the parity stripes which
have more data and parity blocks cached in the NVM in higher priority than other parity
stripes. For the parity stripes which have just part of their parity blocks cached in the
NVM, additional optimization can be made to hint the NVM cache management module
to prefetch the uncached parity blocks into the NVM cache for subsequent. reconstruction
use. When the parity stripes are reconstructed, their corresponding bits are set in the
reconstruction bitmap (RECON BITMAP 350).

[0037] Figure 5 shows according to an exemplary embodiment processing of user /O
requests under the bitmap based fine-grained reconstruction control. As shown in Figure
3, when the user request falls on a failed data block that has not been reconstrﬁcted, the
data block (for a read request 240) or the parity block (for a write request 245) will be
reconstructed on the fly, and it requires all the surviving disks (205, 215, 220, 225) in the
parity stripes to be accessed, which is quite expensive. Under the coarse-grained
reconstruction control, all the user I/O reqﬁests will be processed in this expensive way
until the reconstruction process completes. However, under the fine-grained
reconstruction control, th¢ user I/O requests can be processed according to the
reconstruction status of each individual parity stripe. As shown in Figure 5, if the user /O
request falls on a failed block that has already been reconstructed, the request will be
processed the same as the normal mode shown in Figure 1.

[0038] Figure 6 shows according to an exemplary embodiment a method of
reconstructing the data cached in NVM cache of the failed hybrid drive through direct
copying. In a practical RAID system 600, a disk failure is usually caused by the

read/write errors of the spinning disk media. Therefore, when a hybrid drive 410 fails, its

10
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NVM cache may still be accessible. On the start of reconstruction, the RAID system first
detects if the NVM cache of the failed hybrid drive 410 is still accessible. If the NVM
cache is accessible, the data blocks in it is read out and copied to the replacing disk, then
their corresponding bits in the reconstruction bitmap are set and they are marked as
reconstructed. In this way, the data blocks in the NVM cache are constructed ina

straightforward way that is more efficient than the parity-computation way. Moreover,

. the data blocks cached in the NVM cache are usually hot data, and are accessed by a

large proportion of user requests. When they are reconstructed, the user requests on these
data blocks can be processed more efficiently.

[0039] Figure 7 shows according to an exemplary embodiment a method of shortening
the total reconstruction time by reconstructing only the used space of the RAID system.
A space bitmap 750 is setup to record the allocated/free status of each parity stripe. To
reduce the size of the space bitmap 750, multiple parity stripes can be regarded as a unit,
and correspond to one same bit in the bitmap. On the creation of the RAID system 700,
the synchrohization is done through writing zero to all the data and parity disks (705, 710,
715, 720, 725). The content of the replacing disk 730 is also initialized to zero in the
backgrouhd. The space bitmap 750 is initialized to be all zero. When a parity stripe is
allocated for the first time, its corresponding bit in the space bitmap 750 is set to one.
During reconstruction, the reconstruction process checks the space bitmap 750 before it
reconstructs a particular parity stripe. If the bit has been set, the parity stripe should have
been allocated and must be reconstructed; otherwise, the parity stripe should be free and
contains only zero blocks, and therefore does not need to be reconstructed. It must be

noted that, the space bitmap 750 is implemented at the block level, and does not require

11
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modifications to the above file systems. However, in order for the space bitmap 750 to
be optimally used, the file system may support a trim-like command, and when it frees a
previously allocated parity stripe, it can inform the RAID system 700. The RAID system
700 will write the parity stripe back to zero in the background, and then unset the
corresponding bit in the space bitmap.

[0040] In accordance with exemplary embodiments, a space bitmap may be initialized at
the start of data reconstruction that is after RAID creation. That is, when a data
reconétruction process for a RAID system begins, the parity block for each parity stripe to
be constructed reconstruction can be checked. If the parity block is all zero, the space
bitmap can be updated so as to indicate that the associated parity stripe is unused. If it is
not all zero, the bitmap can be updated to indicate that the associated parity stripe is used.
[0041] For example, during a RAID creation process, all the data and parity block in the
RAID system may be initialized to zero blocks. Thus if a parity stripe is used, its parity
block must be updated and thus can become non-zero. However if a parity stripe is never
used, its parity block may remain as an all-zero block. |

[0042] In some exemplary embodiments, as previously disclosed, the parity blocks of
associated parity stripes can be checked on the fly during reconstruction. Therefore, a
space bitmép may not be used to indicate whether a parity stripe has been used or unused.
In response to the on the fly checking of the parity blocks of the parity stripe for
reéonstruction, the parity stripe can be reconstructed by writing a zero to the replacement
disk if the parity block is zero. If the parity block is not all zero, the reconstruction

process can proceed in accordance with embodiments herein.

12
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- [0043] In accordance with exemplary embodiments, systems and methods for optimizing’

a reconstruction process in a RAID system with either conventional HDDs or hybrid
HDDs are disclosed herein.

[0044] In accordance with exemplary embodiments, one or more bitmaps (e.g., metadata
recording mechanism) may be used for reconstruction scheduling, reading/writing data,
and even data caching after a disk drive failed and reconstruction process started. In
exemplary embodiments two bitmaps may be built or generated at the start of a data
reconstruction process. For example, one bitmap that may be used is a reconstruction
bitmap, in which each bit represents the reconstruction status of a parity stripe. The
reconstruction bitmap may be initialized to be all-zero, and when a parity stripe is
reconstructed, a corresponding bit of the bitmap is seta 1.

[0045] Similarly, another bitmap that may be used for data reconstruction is a space
bitmap, in which each bit represents whether a parity stripe (or a group of parity stripes)
is used or not. For example, if a parity stripe is determined or identified as previously
used, a typical normal reconstruction process proceeds. Otherwise, reconstruction the
parity stripe may consist of simply writing a zero to the replacement drive/disk.

[0046] In accoxjdance with exemplary embodiments, bitmaps use‘d in the reconstruction
process may be kept in volatile memory such as system memdry or NVM or any other
fast access storage space.

[0047] In accordance with exemplary embodiments, a reconstruction scheduler, in a data
reconstruction process, may use bitmap information and/or other information to

determine a reconstruction sequence and/or how to reconstruct each parity stripe.

13
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[0048] In accordance with exemplary embodiments, scheduling strategy to optimize a
data reconstruction process in RAID system with conventional hard disk drives (HDDs)
may include:

[0049] 1. Determining, if there is no request sent from any applications, and if not, a
reconstruction scheduler starts to schedule the reconstruction process by checking from a
1st bit in the reconstruction bitmap (associated with a 1st parity stripe). If it is 0
(indicating the parity stripe associated with the bit has not been reconstructed), the

reconstruction scheduler will issue the commands to reconstruct the 1st parity stripe. The

‘reconstruction scheduler may further check the 1st bit in the space bitmap. Ifitis 0

(indicating the parity stripe associated with the checked has not been used or allocated
and contains all zero), the parity stripe may be reconstructed by writing zero to the
replacement disk. Otherwise if the checked bit of the space bitmap is 1 (indicating it has
been used/allocated), the parity stripe associate with the checked bit is reconstructed
following the normal reconstruction procedure. After reconstruction of the parity bit, the
reconétmction scheduler may update the reconstruction bitmap and set the bit associated
with the reconstructed parity bit to 1. If the 1st bit value of the recons‘truction bitmap is
already a 1, the reconstruction scheduler may skip the current parity stripe (for example,
the 1st parity stripe) and proceed to check the 2nd bit value to see if the parity stripe
associated with the 2nd bit of the reconstructioﬁ bit map (2nd stripe), has been
reconstructed already. That is, the reconstruction scheduler may continue and repeat this
process until the last bit in the bitmap, assuming there is no interruption such a sent

request from one or more applications.

14



10

15

20

WO 2015/030679 PCT/SG2014/000406

[0050] 2. In exemplary embodiments, if there is a request sent out from an application
to access the failed drive during the above mentioned process, based on a priority setting
of the RAID system the reconstruction scheduler may first complete the reconstruction of
a currently selected checked parity stripe first, and then allow the system to serve the
requesting application. For example, if the requesting application needs to write data to
thé failed drive, the reconstruction schedule may write directly to the replacement drive

and update then update the reconstruction bitmap to indicate that the corresponding parity

stripe has been reconstructed. If the requesting, application needs to read data from a

failed drive but the data has not been reconstructed yet, the reconstruction scheduler may
issue a command to reconstruct the data by reading from other available drives in the
RAID group and reconstruct the data on the fly. The reconstruction scheduler may then
write the data to the replacement drive and update the reconstruction bitmap of the
corresponding reconstruction stripe to 1 to indicate that the stripe has been reconstructed.
The bitmap can allow the reconstruction scheduler to avoid reconstructing a parity stripe
again.

[0051] 3. By checking the bitmap, the system can easily check with particular data the
application requests to read has been reconstructed or not. If the data have already been
reconstructed, the data may be read out directly from the replacement drives and sent
back to the requesting application.

[0052] In accordance with exemplary embodiments, in a RAID system with hybrid
drives, similar to a RAID system with conventional HDDs, the aforementioned methods

may be used.

15
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[0053] 1. In accordance with exemplary embodiments, in a RAID systeﬁ with hybﬁd
drives, when a hybrid drive fails, the system may first to identify whether the NVM of the
failed hybﬁd drive can be accessed or not. If yes, the data in the NVM may be read out
and directly copied to a NVM of replacement hybrid drivq After copying has finished,
the reconstruction bitmap may be updated by setting the bit values corresponding to the
copied data to 1s.

[0054] In accordance with exemplary embodiments, in a RAID system with hybrid
drives, priority reconstruction may be scheduled based on data in the NVMs. For
example, if all the data required for reconstruction is available in the NVMs of available
hybrid drives, the parity stripes with high priority are reconstructed and then after the
corresponding bit value in the reconstruction bitmap can be updated to 1. If only partial
data is available, other remaining portion of the required data for reconstruction not in the
NVM can be prefetched or caused to be prefetched to the NVMs. Once the necessary
data is in the NVMs, the scheduler can schedule to reconstruct these parity stripes.
[0055] In accordance with exemplary embodiments, before data reconstruction in a
RAID system, bitmaps may be built or generéted, for example, a reconstruction bitmap
and a space bitmap. As previously disclosed, in the reconstruction bitmap, each bit may
represent the reconstruction status of a parity stripe. After generation, the bits in the
reconstruction bitmap may be initialized to be all-zero. Thus when a parity stripe is
reconstructed, its corresponding bit may be set to 1. |

[0056] In a space bitmap, in which each bit may represent whether a parity stripe (or a
group of parity stripes) is used/allocated or not. If a parity stripe was used or allocated, a

data reconstruction process such as one disclosed herein may be implemented. If a parity
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stripe was not previously used or allocated, reconstructing the parity stripe may be
accomplished by simply writing zero to the replacement disk.

[0057] In accordance with exemplary embodiments, a space bitmap may be generated.
For each parity/reconstruction stripe, the associated parity block can be checked. For
example if it is an all-zero block, then it can be indicated as unused in the bitmap (e.g.
“0”); otherwise, it may be indicated it as used (e.g., “1”"). During initialization, all the
data and parity block in a RAID system may initialized to zero blocks. Thus, if a parity
stripe is subsequently used, then its parity block must be updated and become non-zero.
If a parity stripe is never used, its parity block must remain to be an all-zero block.
[0058] In accordance with some exemplary embodirhents, a space bitmap may be
avoided or not used. Instead, parity-block checking may be implemented on the fly
dﬁring reconstruction, and a space bitmap is not needed to record or indicate unused
space. For example, before reconstructing each parity stripe, first the parity block is
checked. If the parity block is all zero, this parity stripe is reconstructed by writing 0 to
the replacement disk; otherwise, it is reconstructed.

[0059] In accordance with exemplary embodiments, the various exemplary RAID
systems disclosed herein may include and/or be operatively coupled to one or more
computing devices not shown. The computing devices may, for example, include one or
more processors and other suitable components such as memory and computer storage.
For example, at least one RAID controller included with a RAID system and may be
operatively connected to the storage drives constituting the RAID system. It should be

understood that processor may also comprise other forms of processors or processing
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devices, such as a microcontroller, or any other device that can be progfammed to
perfonh the functionality described herein.

[0060] Accordingly, the computing devices may execute éoftware so as to implement, at
least in part one or more of various methods, or aspects thereof, disclosed herein such as
the reconstruction scheduler processes, various input/output requests, etc. Such software
may be stored on any appropriate or suitable non-transitory computer readable media so
as to be executed by a processor(s). In other words, the computing devices may interact
or interface with the various drives of the RAID systems disclosed herein. Accordingly,
the computing devices may be used to create, update, access, etc., the tables disclosed
herein (e.g., the space bitmap, the reconstruction bitmap, etc.). The tables may be stored
as data in any suitable storage device, éuch as in any suitable computer storage device or
memory.

[0061] In accordance with exerﬁplary embodiments, a method for data reconstruction in a
RAID storage system that includes a plurality of storage drives, one of which that has
failed, may include: selecting for réconstruction, a parity stripe from a plurality of parity
stripes for reconstruction; determining whether the selected parity stripe for
reconstruction has been previously reconstructed by checking a reconstruction table, the
reconstruction table comprising entries each indicating a reconstruction status
corresponding to at least one of the plurality of parity stripes for reconstruction, wherein
each reconstruction status indicates whether or not the at least one corresponding parity
stripe has been previously reconstructed; determining whether the selected parity stripe
has been previously allocated by checking a space table, the space table comprising

entries indicating an allocation status corresponding to at least one of the plurality of
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parity stripes for reconstruction, wherein the allocation status indicates whether or not the
at least one corresponding parity stripe has been previously allocated; and if the selected
parity stripe has been determined to not have been previously reconstructed and if the
selected parity stripe has been determined to have been previously allocated, the method
further comprises reconstructing the selected parity stripe in a replacement disk and
updating the reconstruction status in the reconstruction table corresponding to selected
parity stripe to indicate that the selected stripe has been reconstructed.

[0062] In accordance with exemplary embodiments, the method may further include
writing a zero to the replacement disk for data corresponding to the selected parity stripe,
if the selected parity stripe has been determined to not have been previously allocated.
[0063] In accordance with exemplary embodiments, the method may further include
receiving an input/output request for data associated with a parity stripe before the
selecting of a parity stripe; and wherein the selecting of a parity stripe includes selecting
the parity stripe to which the input/output request for data is associated. In accordance
with exemplary embodiments, if no input/output operation request is received, the
selecting of a parity stripe may include selecting a parity stripe corresponding to a first
entry of the reconstruction table that indicates reconstruction has not occurred. In
accordance with‘exemplary embodiments, the reconstruction table may be a bitmap
including a plurality of bits, each bit representing a reconstruction status of each of the
plurality of parity stripes for reconstruction.

[0064] In accordance with exemplary embodiments, the space table may be a bitmap
including a plurality of bits, each bit representing the reconstruction status of each of the

plurality of parity stripes for reconstruction.
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[0065] In accordance with exemplary embodiments, the method may further include
selecting an additional parity stripe from the plurality of parity stripes for reconstruction.
[0066] In accordance with exemplary embodiments, the method may further include
executing the received input/output request.

[0067] In accordance with exemplary embodiments, each of the plurality of storage
drives may be a hard disk drive. |

[0068] In accordance with exemplary embodiments, each of the plurality of storage
drives may be a hybrid drive that includes a non-volatile memory (NVM) and a magnetic
disk media. In accordance with exemplary embodiments, the method may further include
determining whether data of a NVM of the failed drive is accessible before the selecting
of a parity stripe for reconstruction; and copying the data from the NVM of the failed
hybrid drive to a NVM of a replacement hybrid drive if the NVM of the failed hybrid
drive is determined to be accessible.

[0069] In accordance with exemplary embodiments, the method may further include
before the selecting of a parity stripe for reconstruction, identifying one or more parity
stripes for reconstruction that all of its parity blocks needed for reconstruction stored in
the NVMs of non-failed disks and reconstructing the one or more identified parity stripe |
in a replacement disk.

[0070] In accordance with exemplary embodiments, the method may further include
before the selecting of a parity stripe for reconstruction, identifying one or more
additional parity stripes for reconstruction, the one or more additionally identified parity
stripes having a portion of parity blocks associated with the parity stripe stored in the one

or more NVMs of non-failed hybrid drives and a portion of the parity blocks stored in the
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magnetic disk media of the non-failed hybrid drives; instructing one or more of the non-
failed hybrid drives to fetch the portion parity blocks associated with the identified parity
stripes from the magnetic disk media of the non-failed hybrid drive and store in the
respective NVM cache of the non-failed hybrid drives; and reconstructing the one or

more identified additional parity stripes in a replacement disk.

.[0071] While the invention has been particularly shown and described with reference to

specific embodiments, ‘it should be understood by those skilled in the art that various
changes in form and detail may be made therein without departing from the spirit and
scope of the invention as defined by the appended claims. The scope of the invention is
thus indicated by the appended claifns and all changes which come within the meaning

and range of equivalency of the claims are therefore intended to be embraced.
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CLAIMS

1. A method for data reconstruction in a RAID storage system comprising a plurality of
storage drives, one of which that has-failed, the method comprising:

selecting for reconstruction, a parity stripe from a plurality of parity stripes for
reconstruction;

determining whether the selected parity stripe for reconstruction has been
previously reconstructed by checking a reconstruction table, the reconstruction table
comprising entries each indicating a reconstruction status corresponding to at least one of
the plurality of parity stripes for reconstruction, wherein each reconstruction status
indicates whether or not the at least one corresponding parity stripe has been previously
reconstructed;

determining whether the selected parity stripe has been previously allocated by
checking a space table, the space table comprising entries indicating an allocation status
corresponding to at least one of the plurality of parity stripes for reconstruction, wherein
the allocation status indicates whether or not the at least one corresponding parity stripe
has been previously allocated; and

if the selected parity stripe has been determined to not have been previously
reconstructed and if the selected parity stripe has been determined to have been
previously allocated, the method further comprises reconstructing the selected parity
stripe in a replacement disk and updating the reconstruction status in the reconstruction
table corresponding to selected parity stripe to indicate that the selected stripe has been

reconstructed.

2. The method of claim 1, further comprising »
if the selected parity stripe has been determined to not have been previously
allocated, writing a zero to the replacement disk for data corresponding to the selected

parity stripe.

3. The method of claim 1, further comprising, before the selecting of a parity stripe,

- receiving an input/output request for data associated with a parity stripe; and
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wherein the selecting of a parity stripe comprises selecting the parity stripe to

which the input/output request for data is associated.

4. The method of claim 3, wherein if no input/output operation request is received, the

selecting of a parity stripe comprises selecting a parity stripe corresponding to a first

- entry of the reconstruction table that indicates reconstruction has not occurred.

5. The method of claim 1, wherein the reconstruction table comprises a bitmap

comprising a plurality of bits, each bit representing a reconstruction status of each of the

plurality of parity stripes for reconstruction.

6. The method of claim 1, wherein the space table comprises a bitmap comprising a
plurality of bits, each bit representing the reconstruction status of each of the plurality of

parity stripes for reconstruction.

7. The method of claim 1, further comprising, selecting an additional parity stripe from

the plurality of parity stripes for reconstruction.

8. The method of claim 3, further comprising, executing the received input/output

request.

9. The method of claim 1, wherein each of the plurality of storage drives comprises hard

disk drive.
10. The method of claim 1, wherein each of the plurality of storage drives comprises a
hybrid drive, each of the hybrid drives comprising a non-volatile memory (NVM) and a

magnetic disk media.

11. The method of claim 10, further comprising,

before the selecting of a parity stripe for reconstruction:
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determining whether data of a NVM of the failed drive is accessible; and
copying the data from the NVM of the failed hybrid drive to a NVM of a
'replacement hybrid drive if the NVM '_of the failed hybrid drive is determined to

be accessible.

12. The method of claim 10, before the selecting of a parity stripe for reconstruction, the
method further comprising: ‘
identifying one or more parity stripes for reconstruction that all of its parity blocks

needed for reconstruction stored in the NVMs of non-failed disks

13. The method of claim 12, further comprising:

reconstructing the one or more identified parity stripe in a replacement disk.

14. The method of claim 12, further comprising:

identifying one or more additional parity stripes for reconstruction, the one or
more additionally identified parity stripes having a portion of parity blocks associated
with the paﬁty stripe stored in the one or more NVMs of non-failed hybrid drives and a
portion of the parity blocks stored in the magnetic disk media of the non-failed hybrid
drives;

instructing one or more of the non-failed hybrid drives to fetch the portion parity
blocks associated with the identified parity stripes from the magnetic disk media of the
non-failed hybrid drive and store in the respective NVM cache of the non-failed hybrid

drives.
15. The method of claim 14, the method further comprising

reconstructing the one or more identified additional parity stripes in a replacement

disk.

24



PCT/SG2014/000406

WO 2015/030679

1/7

4T 'Ol
514

LM
ovt

o<mm\\\

001
V1 Old
P ¥sig £3sig ZAsid L ysig
¥o0q Aed %00|q eleq oolq eleq %o0|q B1EQ
O Wiyl I i tuiaiat I PR i I R -
120iq Aiued %00|q eleQ %00|q eleq s00q BlRQ m
]

aduis Alued <—




PCT/SG2014/000406

2/7

WO 2015/030679

ol

SvT
\
LM bz
o<wm\
- A
(D
NUVAREEE 7\ BN \
A A WA PA
ooe|doy _

AV3IYHLNOILONYLSNOD3Y



PCT/SG2014/000406

WO 2015/030679

3/7

1g1ss

(03274

N
dVW L8 0Sg
NOD3Y

€ O

/ v

N )

YA o L

L/ QV3YHLNOILONYLSNOOZN




PCT/SG2014/000406

WO 2015/030679

4/7

\

¥ 'Ol

/

dvyi lig
NOO3Y

ugieg

0sv

aoe|dey
Jsid
WAN
N
sl
L™ tonuisnooay




PCT/SG2014/000406

WO 2015/030679

5/7

B
dviA 1ig ﬂ
NOO3Y

0s¢t

jgisal

0gc

<

\/
AVIXHLNOILONYLSNOO3N



PCT/SG2014/000406

WO 2015/030679

6/7

N

¥gies

0g9”

dviNlig /

Nooaw 099

aoejday

Msid

WAN

9 'Sl

ONIAJOD




PCT/SG2014/000406

WO 2015/030679

7/7

0€L

mowuawm S¢L 0cL

L SOl

STL

0

A

S0L

AVIYHLNOILONALSNOO3IY




INTERNATIONAL SEARCH REPORT International application No.
PCT/SG2014/000406

A. CLASSIFICATION OF SUBJECT MATTER
GO6F 11/10 (2006.01)

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

Database : AusPat & keywords (JIN, Chao, Xi, Weiya, YONG, Khai, CHING, Zhi, HUO, Feng) & like terms. Database : PAMS &
keywords (JIN, Chao, Xi, Weiya, YONG, Khai, CHING, Zhi, HUO, Feng) & like terms. Database : Espacenet & keywords (JIN,
Chao, Xi, Weiya, YONG, Khai, CHING, Zhi, HUO, Feng, Agency) & like terms. Database : WPI : & Keywords (allocate, array,
hybrid, non volatile, nvm, parity, raid, reconstruct, redundant, register, registries, registry, space, strip, table) & like terms.
Database : TXTUSS, TXTUS4, TXTUS3, TXTUS2, TXTUSI, TXTUSO, TXTEP1, TXTGBI1, TXTWOI1, TXTAUI1, TXTCAI,
TXTSG1 : & Keywords (allocate, array, bitmap, parity, raid, rebuild, reconstruct, recover, redundant, register, registries, registry,
repair, space, strip, table) & like terms. Database : INSPEC : & Keywords (array, parity, raid, redundant, strip) & like terms.

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to
claim No.

Documents are listed in the continuation of Box C

X | Further documents are listed in the continuation of Box C X | See patent family annex
* Special categories of cited documents:
"A"  document defining the general state of the art which is not "T" later document published after the international filing date or priority date and not in
considered to be of particular relevance conflict with the application but cited to understand the principle or theory
underlying the invention
"E"  earlier application or patent but published on or after the "X"  document of particular relevance; the claimed invention cannot be considered novel
international filing date or cannot be considered to involve an inventive step when the document is taken
alone
"L"  document which may throw doubts on priority claim(s) or ~ "Y"  document of particular relevance; the claimed invention cannot be considered to
which is cited to establish the publication date of another involve an inventive step when the document is combined with one or more other
citation or other special reason (as specitied) such documents, such combination being obvious to a person skilled in the art
"o" document referring to an oral disclosure, use, exhibition o ) ) .
or other means & document member of the same patent family
"P"  document published prior to the international filing date
but later than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report
5 November 2014 05 November 2014
Name and mailing address of the ISA/AU Authorised officer
AUSTRALIAN PATENT OFFICE Ross Stopford
PO BOX 200, WODEN ACT 2606, AUSTRALIA AUSTRALIAN PATENT OFFICE
Email address: pct@ipaustralia.gov.au (ISO 9001 Quality Certified Service)
Telephone No. 0262832177

Form PCT/ISA/210 (fifth sheet) (July 2009)




INTERNATIONAL SEARCH REPORT International application No.

C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT PCT/SG2014/000406

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

GB 2343265 A (INTERNATIONAL BUSINESS MACHINES CORPORATION) 03
May 2000
A Abstract, page 3 lines 33/36 1-15

US 5774643 A (LUBBERS et al) 30 June 1998
A Abstract, claim 1 1-15

Form PCT/ISA/210 (fifth sheet) (July 2009)




INTERNATIONAL SEARCH REPORT International application No.
Information on patent family members PCT/SG2014/000406

This Annex lists known patent family members relating to the patent documents cited in the above-mentioned international search
report. The Australian Patent Office is in no way liable for these particulars which are merely given for the purpose of information.

Patent Document/s Cited in Search Report Patent Family Member/s
Publication Number Publication Date Publication Number Publication Date
GB 2343265 A 03 May 2000 None
US 5774643 A 30 June 1998 None
End of Annex

Due to data integration issues this family listing may not include 10 digit Australian applications filed since May 2001.

Form PCT/ISA/210 (Family Annex)(July 2009)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - claims
	Page 24 - claims
	Page 25 - claims
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - wo-search-report
	Page 34 - wo-search-report
	Page 35 - wo-search-report

