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(57) Abstract: The invention relates to a method for monitoring an environment through a plurality of sensors, wherein a control
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monitoring judgments and the cell/sensor relationships.
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METHOD AND SYSTEM FOR MONITORING AN ENVIRONMENT

DESCRIPTION

The present invention relates 1o a surveillance method for monitoring an cnviromment
according to the preamble of claim 1.

‘The invention also relates to a system adapted o implement said surveillance methaod.

In many situations. from public places to private companies. there is a need o monitor an
environment for the purpose of detecting any anomalous events such as thelt, vandalic acts.
agpression, robbery, and in general any events that may put people and property at risk.

To this end. surveillance systems are commonty used whercin a plurality ol sensors, such as
video recording devices (e.p. video cameras) or motion sensors (c.p. infrared or volumetric
sensors), monitor different arcas ol the environment in guestion,

The information signals sent by the sensors (c.g. a video of a room or an alarm signal of a
sensor) are reeeived by a monitoring station attended by a watchman,

Known surveillance systems require a sctup stage that focuses on the sensors.,

During this sctup stage. a maodel of the system is created which defines, for cach sensor, a
monitored area and the adjacent sensors, f.e. the sensors that monitor the border of said arca.
Thus. during the tracking procedures the system will follow  the trucked subject by switching
from one sensor to the adjacent one designated at setup.

In cnhanced video surveillance systems, such as those disclosed by patent applications
1IS2003/0085992 and WO2005/120071. this kind of configuration provides that. onee an
environment arca has heen selected through a monitor, the svstem will automatically reeall the
video signal of the video camera associated with that area.

Llowever, all known surveillance systems suffer from the drawback that, should a sensor fail,
the system will not'be able to make up automatically for the absence of that sensor.

For example. during the exceution ol a tracking algorithm, the subject will be fost and the
algorithm will stop as soon as the system switches 1o an oul of order video camera,

Another problem suffered by known surveillance systems ariscs when two users of the system
(¢.g. two watchmen using two different monitoring stations) want (o watch the same area of
the monitored environment. ‘Though the video signal can be sent to both monitoring stations,

the control of the main video camera can only be granted o onc user (who is typically chosen
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according Lo priority criteria). In this casc, the sceond user must autonomously seleet another
video camera and control it manually.

In large systems having multiple sensors and video cameras, searching for a video camera can
be a complex task.

Another drawback of known survcillance systems is the complexity of the setup Stage.
wherein the installer must specify in the system which sensor is monitoring a certain area of
the environment and which adjacent sensors are covering the border of the monttored arca. An
example of this procedure is known from patent application US2003/0085992, according to
which {or cach scenc taken by a video camera the installer must specily in the system the
name of the shooting video camera and build a table by indicating which video camera is
covering the northern border. which video camera is covering the southern border, and so on.
Such a configuration is disadvantageous and difficutt 1o implement in larpe systems
comprising many sensors.

Aiming a1 overcoming this drawback. patent LS 6,.437.819, has disclosed a sctup procedure
that does not require sensor names and adjacent sensors to be entered manually (which might
Jead o errors).

However, the sctup procedure described in patent LIS 6.437.819 has the drawback that it
requires the presence of an installer who follows an appropriate path within the monitored
arca. This is disadvantageous wherever the arca to be monitored is very wide (e.g. parking
lots. airport terminals). Morcover, said procedure is not applicable to the case wherein some
areas are not accessible to the installers. c.g. when updating old surveillance systems in
prisons or plants that process dangerous substancces.

The ohjeet of the present invention is 10 overcome the problems of known video surveillance
Systems.

In particulat, it is the object of the present invention to improve the reliability of surveillance
systems. in particular of video surveillance systems. by providing a dynamic adaptation of the
system whenever a scnsor cannot be used by the system.

This object is achicved through a surveillance method and a surveillance system incorporating
the features set out in the appended claims, which are intended as an integral part of the
present deseription,

The present invention is based on the idea of executing a sctup stage focused on the

cnvironment., not the sensors.

[
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In the sctup stage according to the invention, the installer first creates a model of the
environment by defining a plurality of areas of said environment. ¢.g. parking lot, muin
cntrance, ele.

The installer then associates. with each arca. at least one sensor in one or more of its possible
positions (preset positions) and assigns an area monitoring judgment to cach position.

The moniloring judgment preferably corresponds 10 an estimation of the probability of
detecting an event oceurring in the associated arca by means of the sensor concerned. and in
the operational stage it alows to carry out an intelligent sclection of the sensors in order 1o
monitor the environment, For video cameras. the monitoring judgment essentially corresponds
to an arca visibility judgment in the preset position taken into account.

During the operational stage. the controf system of the surveillance system finds. among all
the installed sensors. those sensors which can be used (c.p. those not out of order or not used
by other users) in order to carry out the surveillance function.

Onee the usable sensors bave been verified, the control system controls one or more usable
sensors by referring to the model created during the system setup stage and to the monitoring
judgments assigned by the operator W the various presct positions of the sensors,

This allows {or & dynamic association between the arcas o be monitored and the sensors: i a
sensor operating in the area of interest is not available (because it is out of order or alrcady
used by another user), that sensor will not be taken into consideration and the control system
will seleet a second sensor in the configuration which is most suitable for monitoring the arca
of interest.

In addition. should a scnsor fail. the system will reorganize the remaining sensors by
positioning them in such a way as to optimize the possibility of detecting an cvent within the
environment by using the availuble sensors. More specifically. this is made possible by the
fact that the choice of the sensor is not only dependent on its association with the area of
interest. but also on the monitoring judgments that. as aforesumid, are representative of the
probability of deteeting an event through the sensor.

in particular. said monitoring judgments can be used for selecting a sensor according to a
heuristic methodology which, for example. assigns the available sensor having the highest
monitoring judgment 1o a cell monitoring task.

These solutions allow to reduce the computational complexity of the algorithms used for

managing the sensors.

L]
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Alternativety. the method according to the invention may provide for setting up the sensors so
as 1o maximize the prohability of detecting an event after defining an area 1o be monitored or
constraints on the available sensors,
This allows 1o optimize the monitoring performance.
Iurthermore, the surveillance systern preferably has a distributed architecture with a plurality
of computers communicating with one another over a network. A set of sensors is associated
with cach computer.
This (statistically) reduces the number of algorithms that each computer must execute
simultaneously, e.g. in order to manage several tasks requested to different sensors which are
managed by one computcr,
In the preferred solution. the computers are integrated in the sensors. which thus become
inteHigent and capable of communicating with one another in order (o automaticaily sclect
their optimal confipuration for the execution of the tasks requested by the operator,
Further objects and advantages will hecome more apparent from the following description and
from the annexed drawings. which are supplicd by way of non-limiting example. wherein:
- Fig. | shows a video surveillance system according to the present invention.
~ Figs. 2a, 2b and 2c show an covironment model used by the system for activating the
video cameras.

Figs. 30 and 3b show an environment model used by the system for activating the video
cameras.
Architecture of the surveillance system
In Fig. 1, reference numeral 1 schematically designates an environment to be monitored,
Environment 1 consists of a building, 100 and an outdoor courtyard 200,
The following arcas of particular interest are tdentitied within the environment 1:
- an building entrance: arca C1;
- a parking lot P1: area (C2:
- a parking Jot P2 arca C3:
- an entrance gate: arca C4:
The areas C1-C4 are monitored by four video cameras 81-84 and one volumetric sensor 83
atranged within the environment to be monitored.
T'he number of arcas into which the environment 1s divided and the number of sensors (video

cameras and other sensors) are not limiting factors of the invention, but depend on the
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installer’s choices.

Video cametas S1-84 may be fixed or movable ones, in particular P17 type (pan/tilt/zouom).

tn the example of Fig. 1. video cameras ST oand 83 arc fixed video camerus and only shoot
respective arcas €1 and C3, whereas video cameras $2 and §4 are P17 video cameras capable
of shooting arcas C1-C2 and C3-C4, respectively. _

Volumetric sensor 85 is a fixed one and sends an alarm signal when it detects motion inside
buitding 100. c.g. because the door of entrance C is being openced.

The sensors are connecied 1o a data network 2 through which they exchange signals with
monitoring station 3. c.g. video cameras $1-84 send the images taken.

Data network 2 may be a wired LAN. but of course said data network may alse comprise
wireless clements which may facilitate the installation of the video cameras.

Monitoring station 3 comprises a computer 31 which receives the images from the video
cameras and displayvs them on suitable visualization means 32 adapted to display a plurality of
images 33 simultancousty.

Said visvalization means preferably comprise a plurality of screens or a single screen
displaying several images next to onc another (this solution is known as multiplexing).
Monitoring station 3 alse comprises other per se known components, such as a keyboard 34, a
mouse 35 and a jovstick 36 uscd by the warchman for controlling P'IZ. video cameras by
changing the pan. tilt and zoom angles thercof.

Like the visualization means. these components are also connected o computer 31, which is
equipped with suitable interfaces, e.g. an interface for joystick 36. video interlaces for sending
the images received from video comeras S1-84 1o visualization means 32, and a network
interface through which the control data is sent to the video cameras,

This user interface, along with the keyboard. the joystick and the mouse. atlows the user o
select and control the video cameras. thus activating the transfer of an image from one or
more video cameras to visualization meuans 32,

When any of areas C1-C4, ¢.g. parking lot P2, is selected. an image is transferred from a video
camera, e S2, which is automatically associated with the selected area according to a
predetermined  criterion aiming, as described below. at maximizing the prohability of
detecting an anomalous event within an area ol interest.

The details of the interface that allows the video cameras to be recatled will be described later

on in a dedicated section,

N
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In the example of Fig. 1. the architecture of the system is of the centralized type. with a single
computer 31 exceuting the caleulation algorithm reguired for controlfing the sensors and
performing surveillance functions such as tracking subjects moving within the enviromment,
recording video portions, and automatic event detection, Other solutions are still possible as
well: for example. the surveillance system may be provided in the form of a distributed system
like the one described later on in the section entitied “Variant with a control system having a
distributed architecture™.

System setup

According to the invention, during the surveillance system setup stage a madel of the
environment is ereated by defining the areas of interest C1-C4 of the environment and the
adjacencics thereof.,

in the following description. the areas of said model will be called “cells™ in order to avord any
confusion with the physical arcas of the environment.

Subscquently, cach cell C1-C4 is assoctated with one or more sensors capable of monitoring
at Jeast a portion of the arca corresponding to that cell.

In particular, since P17 video cameras can take a plurality of positions, cach cell is associated
not ondy with 2 video camera, but with a video camera in a given position (called “preset”).

Of course, for lixed video cameras or sensors there is only one predetermined position which
is sct when the sensor is installed,

During the sctup stage. the sensors are activated sequentially,

For cach maobile video camera or sensor, the operator defines the preset positions of the
mobile scnsor which best meet the operator’s surveitlance needs,

For cach preset position. the operators associates the sensor with an area of the environment
through selection means, and assigns a monitoring, judgment (e.g. expressed as a value
between 0 and 1) representing the quality of the image laken,

The monitoring judgment corresponds to an estimation of the prabability of detecting through
said sensor an evenl occurring within the cell with which the sensor in a certain presct
position has been associated.

In the operational stage. this allows to control the sensors by positioning them in those preset
positions that maximize the probability of monitoring the environment.

The examples of Figs. 2a-2c and 3a-3b illustrate two diflerent environment modcls. which are

used by the uscr interface for showing the environment to be monitored to the installer and for

6
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allowing him to sclect an area.

With reference to the example of Figs, 2a. 2b and 2c¢. the program providing the user interface
allows to define a list of cells and the connections thereol through a graphic interface that
allows to draw a graph in which the cells are represented as nodes connected by arches.
Advantageously. the spatial arrangement of the nodes is [rec. so thar during the setup stage the
operator can arrange them in such a manner as to reflect the geographical arrangement of the
arcas 10 be monitored. thus allowing the watchman to immediately find the area 10 be
momnitored during the operational stage.

According (0 an alicrnative solution which is less complex from a computational viewpoint
but shightly less user-friendly. the definition of the arcas and connections thercof can be done
in text mode.

Referring back to the example of Figs. 2a-2¢. in the setup stage the operator creates the
environment model and then activates the sensors sequentially (e.g. eycles the video cameras).
For each sensor. the operator verifies the monitored arca (¢.g. he sces the image taken by a
video camera on the sereen) and crcates a connection with the model arcas while assigning a
monitoring judament,

The sensor/arca connection may be provided by drawing a Jink between the icon represemting
the sensor and the block representing the framed arcu,

In this manner. a cell/sensor graph is created like the one shown in Fig. 2¢.

The presct of the sensor and the monitoring judgment are stored into a database of the control
system by the software.

In the example of Figs. 3a-3b, the environment maodel consists of a map of the area to be
monitored.

The map. shown in Fig. 3a. may be built clectronically by the operator by using common
graphic programs, or it may be an imported graphice file,

In the solution of Figs. 3a-3h. during the setup stage the operator selects a seasor and. for cach
presct position. marks the monitored area on the map. as showa in Fig. 3b. and associates a
monitoring judgment, c.g. by typing a value on keyboard 34 or by selecting a displaved value
with mousce 35,

When a group of pixels corresponding to the arean monitored by the sensor is selected. the
soltware will automatically create the model cells and the respective adjacencies.

In an embodiment of the invention, each pixel selection corvesponds (o one cell of the model,
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Neighbouring pixel groups are adjacent celis.

In a preferred embodiment, pixel groups overlapping cucli other 1o a sufficient extent are
srouped inta a single cell.

The criterion used for deciding whether two pixel groups should be grouped together into 4
single cell or not is defined during the programming stage: if two pixel gmu;is just touch. 1
may in fact be preferable to keep the two cells separated.

The geometrical information associated with cach cell (arca. shape) and the information about
the dircction of transit between the cells are extracted automatically.

Barricts may be included in the map which will be taken into account when caleulating
adjacencics: for example. two non-communicating rooms are not adjacent to each other.

Other information (cell Jabels, arca mobility. time~dependent bartiers, arch orientation, cte.)
may be added by the user once the model has been built.

When setup is over, the control system will draw a cell/sensor graph like the one shown in
Fig. 2c.

Algorithm for optimal coverage

After the sclup stage, the control system is ready (0 start (he operational stage of environment
survcillance.

Given an arca of interest and a set of sensors. the goal is to monitor said arca by sclecting the
most suitable sensors and by controfling them in the most appropriate manner,

This translates into maximizing the probability of detecting an anomalous cvent accurring
within a given area of interest.

In particular. it is assumed that the arca of interest is a set of N cells of the environment modcl
built during the sctup stage.

¢ designates the anomalous event occurming in cell 7.

The surveillance system comprises M sensors, v, designating the position of sensor j.

In particular, Tor P17 (Pan Tilt Zoom) sensors, the position may take values within a finite
diserete set of values called “presct”.

A fixed sensor may be treated like a particular P'IZ sensor with only one preset.

In general, the position of a sensor may take values within a continuous domain and may
comprise geographical coordinates for sensors located on mobile means (patrol car, robol,

cle).
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The detection of an cvent being designated D | the expression
PUNC OO LN Yy,) (1)

indicates the probability of detection of an anomalous event on condition that the event oceurs
in only one of N cells associated with the eavironment portion to be monitored and that A/
SCNSOTS are in certaun preset ;.

The problem ol the optimal coverape of a given arca therefore translates into finding the
oplimal sensor conliguration that will maximize suid probability. Said conliguration may be

expressed as:

~n A ~ = b ‘T (‘2)
RpeXnqeen Xy margmax p(D ] CyuCy . oy Xh. Xy )
Xy ey,
The detection probability may be expressed as:
N PDIC, Xexy ) PC) (3
/7(/.): (l k.}(-l U...U(_.-:\:,.l‘,...,..\A/ ) = [
2. p(C)
e}

The above expression is obtained by exploiting the immediate observation that the occurrence
of an event in cell 7 is independent of the position of A7 sensors. ie. p(C by v, )= p(C).
The probability p(¢7) that the event oceurs in o given cell 7 can be proportional to the size of
the corresponding arca and to the criticality that characterizes the cell from the surveillance
point of view,

For simplicity’s sake. it will be assumed below that all the arcas of the model have the same
probabilitics; the detection probability expression will thus become:

N
Z pPUIIC Xy

— ()

/,)(_ I_) E‘ (‘l ‘._.’ (.‘\ \,) - [ (..“':\: N .a\:| ...... X .:\[ ) = \/'

. NS . . . - - - '
Where p(D1CLx,,...X,, ) is the detection probability of an event, the latter occwrring in cell

i and the sensors being in certain preset x ;.

9
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Now let us consider the case wherein a given cell is walched by a single seusor of the
surveitlance system. ¢.g. sensor 1.

It is thus obtained that p(DHC  x.x, Y p(21C,x) e the detection in cell . does not
depend on the position of those sensors that are not monitoring cell 7,

p(DIC  x) is assmed o be the monitoring judgment assigned by the installer when setting
up the surveiflance system. In more detail, said monitoring judgment is the one that was
assigned 1o sensor Tin position x, when it was associated with cell 7.

Quite reasonably, il the monitoring judgment is high. then the probability of detecting an
cvent in the given arca of the model will be high as well. Vice versal if the judgment were
zero, i would be impossible (null probability) to attain « detection in the given cell with
sensor bin the preset .

let us now consider the case wherein a cell 7 is watched by multiple sensors in appropriate
presct,

Aiming at helping the nstaller. the above-deseribed setup procedure does not provide
combined monitoring information.

For this reason. in the absence of such information the worst case will be taken into account:
the sensor having the highest visibility is found and it 1s assumed that the other sensors cannot
add any information which may increase the visibility of the given arca of the maodcel. It is thus

obtained that:

~ g (5)
(1] C.x ,...x_F max p(D] ("i' X, ) ‘
' M \f .

Let us now consider the following example. Two sensors st and s2 positioned in x; and x>
see a given cell ¢, with visibility judgments 0.8 and 0.0. respectively.

It is assumed that the other sensors do not see the given cell in any preset. or that they are
positioned in presets where they canpot see the given ccll.

It is thus obtined that p(D{C, XY= 08 . p(D{C, x, )00 HDIC, v )=0 j»2 and
that. from the previous expression. p(DC,. X Xy x, ) =08 .

By developing (4) based on this assumprion, it will thus be obtained that:

10
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N

" l¢° .
}-;./nt].d'.\.w P2 Cnx) (0)

DC IO e O X Xy N
where  p(D]C.x,) is the monitoring judgment with which the sensor /j in the preset x, s
monitoring the eell (. The above expression quantitics in a rigorous manner the quality off
the coverage of a given area, thus allowing to compare different configurations of sensors
uscd for that purpose,

The optimal configuration §.%.....%,, can be searched for among all possible configurations
as explained below,

The algorithm that allows the optimal configuration to be found starts from the information
contained in the cel/sensor graph (Fig. 2¢) drawn when setting up the sorveitlance system,

Jor each cell there are one or more arches that tie the cell to the sensors that monitor it

For cach arch there is a piece of information indicating the sengor preset. By taking into
account all the cells of the arca o be covered. it is possible to build the set of scnsors to be
uscd for obtaining said coverage. with the respective presets.

The optimal sensor configuralion X, f,....%,, is the one which maximizes the detection
probability; hence. in a preferred solution the algorithm proceeds by calculating (6) lor every
sensor combination. and then chooses the sensor combination having the highest detection
probability,

This will become apparent {rom the following example: given three cells ¢ CLeCycell €
is scen by sensor 1 in preset af . cetl €7, is seen by sensor 2 in preset xy and in preset x; . and
eell €, is seen by sensor 2 in preset x;

The range of possible configurations consists of the pairs {x].v1) and (x}.x7).

Of course, a configuration like (x].x1.x7) is not acceptable because at any instant of time a
given sensor can only be in one position.

Once the two possible configurations have been determined, the algorithm caleulates the
detection probabilities corresponding to said two conligurations,

Let us now assume that all monitoring judgments are cqual to |, except the one of preset x3.
which is 0.8 (this presct secs 2 cells, but with inferior quality).

In these conditions. the first conliguration (x,x3) has a probability of detecting an anomafous

event occurring, within the environment which is equal to

i
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IO Oy € X XY

[P N )

Whereas the sceond configuration (v,.x3) has a probability ol detecting an anomalous event
occeurring within the environment which is cqual to

v, 2
POyl xdy = =2

Y

The algorithm then compares the two caleulated detection probabilities and chooses the
configuration (x],x7). i.e. the one that maximizes the probability of detecting an event in a
siven arca, which in this case corresponds 1o the entire environment.

It is apparent from the above description that il the number of possible configurations is large.
scarching for the optimal configuration may be a heavy computational task.

In such a casc. operational research methods may be applied in order to obtain a sub-optimal
solution.

These methods. although based on the monitoring judgments and on the celi/sensor graph.
minimize a suitable cost function obtained from the detection probability,

Alternatively. the computational complexity may also be reduced by introducing heuristic
methodologies: Tor example. one may choose to set every sensor 1o the position that has the
highest monitoring judgment. so as o monitor one or more cells which are scen only by that
SENSOT.

Onee established. these heuristic methodologics are independent of the caleulation of the
detection  probability, even though this probability may be used for comparing the
performance ol the difTerent heuristic methodologics when designing the algorithm: il several
heuristic methodologies are proposed. the calculation of the detection probability will allow o
establish which configuration among those proposed by the heuristic methodologics s most
appropriate for detecting events.

Optimal coverage with the lowest number of sensors

‘The optimal coverage problem discussed in the previous section can be supplemented by the
constraint of having to usc the lowest possible nuniber of sensors.

The algorithm tor caleulating the optimal coverage with the lowest number of sensors is also
based on the assumption that the probability of detecting an event in a cell does not increase

with the number of sensors used for covering that cell. Tt is thus assumed that:
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JHDC xoxy, Ii}}](l,&/ PC, X)) (7')

Therclore, the algorithm only considers the sensor having the highest monitoring judgment
among all those sensors that see the same cell.

Sensors having a lower judgment are constdered to be redundant. Although from a practical
point of view it may be useful 10 add information from more sensors (c.g. 1o add {rames of an
arca) in order to improve the monitoring performance o some extent. there are nonetheless
situations where it is important that no redundant information is reccived: an operator
receiving redundant information will evaluate what is happening in the monitored scene more
stowly and with more difficulty.

Not less important. the use of the minimum number of resources in a multi-user and multi-
tasking  system  will increase the possibility of serving more operators and  tasks
simultancously.

The optimal solution in the presence of the aforementioned constraint is found by considering
all the possible subscts of the global set of sensors to be used for optimal coverage.

For cach subset, the optimal preset configuration is found as described in the previous scetion
“Algorithm for optimal coverage™.

The solution 1o the current problem is represented by the minimum cardinality set having the
highest detection probability.

It should be remarked that it is not necessary to take into consideration all the possible sensor
subscts: when the detection probability of the optimal solution scarched for in the sensor
subsets having N cardinality is ¢qual to the optimal detection probabitity scarched for in the
subsets having N-1 cardinality, then the optimal solution will be a configuration with N-|
sensors.

Therefore, the method advantageously provides for searching the solution to the optimal
coverage problem in increasing cardinality sensor subsets.

Time-variant optimal coverage

Let us now consider a situation in which the optimal solution cannot provide coverage of the
whole environment., e.g. because the numbcer of available sensors is rather small.

In order to monitor the whole environment. a task called “patrol” is carricd out which

comprises the following steps.

—_—
‘et
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First of all, the configuration that maximizes the probubility of detecting an event oceurring
within the cnvironment is calculated: this is obtained through the optimal coverage algorithm
discussed above in the section so entitled.

Through the eltect of said algorithm. the scnsors position themselves in such a manner as to
monitor a number X of cells which is smatier than the total number of ¢ells {which is assumed
to be a number N),

This configuration is maintained for a predetermined time, after which the optimal coverage
algorithm is upplicd to the N-X cells that were not monitored by the sensors of the previously
calculated configuration,

The new sensor configuration is maintained for a predetcrmined time, which is prefcrably set
by the operator,

If the new configuration does not cover all the cells. then the method will apply again the
optimal coverage algorithm to the remaining cclls and will maintain the new configuration for
a predetermined time,

The procedure is repeated until all cells are covered.

It is possible that. when maximizing the probability of detecting an event in a progressively
decreasing number of cells. configurations are found which include redundant sensors: it is for
this reason that it may be advantageous to usc the optimal coverage algorithm under the
constraint that the lowest number of sensors should be used,

In this manncr, any sensors which are redundant in the coverage of the selected cells will be
used Tor covering cells alrcady seen at previous steps, so as o maximize the probability of
detection within the cnvironment. As will be explained in detail below. in traditional video
surveillance  systems the patrol function utilizes independent sensors ¢yeling o their
respective presets and not co-operating together to covering the monitored area,

Optimal border coverapge

Surveillance systems provide a [unction catled “targer tracking”. Le. wacking a moving target
within the monitored environment.

The cell accupied by the target is called “active cell’. while adjacent cells are cailed *border
cetls’.

The adjacencies between the eells are defined in the cell/sensor graph drawn at system sctup.
In order (o not lose the target. while a sensor is positioned on the active cell the other sensors

are so configured as 1o provide optimal coverage of the border arca.

14
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The purpose of the optimal border coverage atgorithm is to maximize the following
probability:

pDLCCoOUC X ‘) (8)

Said probability corresponds to the probability ol detecting an event on condition that the
event comes {rom the cell 4 and occurs in one of N border cells C, of cell 4. and that A/
Sensors are in certain positions x|

Under conditions similar to those deseribed for the optimal coverage caleulation, the deteetion

probability is given by the following relationship:

X _
AR s -
?:'/n;n\\/ /!(l. '(.' .\/) P e (9)

PDTC, o [P WINLIEY AV B
G
1]
where p(21C.x,) is the monitoring judgment of sensor / in preset x watching cell €,
while p(C,{(,) is the probability that the target moves from the active cell to the presumably
existing border cell 7.
According to a preferred emboadiment. when creating the environment mode} during the setup
stage it is necessary o specify the probabilities of transition from one cell o another.
These probabilitics correspond to the p(¢C 1C,) instances in the above formula.
I the information about the probability of transition from onc cell to an adjacent one 1s not
specified, as in the cmbodiment example deseribed with reference to Figs. 2a-2¢ and 3a-3b,
then all p(€]¢5) instances are equal and the relationship for the calculation of the
probability of detecting the event in the border cell will he given by:
AY
Z max p(21C,.0x))
BV !

A
p
!
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Finally, since border coverage is a particular optimal coverage problem. it can also be tackled
by using time-variant coverage methodologics similar o the one deseribed in scetion “Time-
variant optimal coverage™.

Dvnamic sensor co-operation and reconfiguration

In @ given surveillance system, the set of sensors that can participate in g task for providmg
optimal coverage of a given arca will change over time due to the different priorities of the
tasks to be carried out and of the various operators reguesting them,

By way of examplc. il is possible that. while the svstem is performing a “patrol” function for
cheeking the environment, an operator requests the control of o video camera: if the operator
has priority over the automated patrol procedure. it is clear that said procedure will have to be
carried out without the video camera controlled by the operator.

Furthermore, any sensors out of order will change the ser of available sensors over time,

In order o cope with these situations, the system caleulates the optimal configuration for
covering a given arca every time the set of seosors participating in the coverage chanpes.

lFor example, when the number of video cameras that can be used for a task decreases. the
remaining video cameras covering the given arca will be controlled in such a manner as to
provide wider zoom frames. or according 0 a time-variant coverage procedure (as described
above) which will change the framing over time so0 as 10 cover all cells.

fn this latter casc. the time of permuncnce of the sensors in a given configuration can be
reduced in order to epsure adequate coverage.

Vice versa. if the number of sensors increases, the sensor configurarions used will be aimed at
covering smaller arcas, c.g. video cameras with higher zoom levels, with an increase in the
time of permanence of each sensor in a certain preset.

The surveitlance method according 10 the invention thus allows the sensors to be reconfigured
dynamically.

The control system of the surveillance svstem, whether a centralized one (as in Fig, 1) or a
distributed one (as described below in section “Variant with a control system having a
distributed architecture™). verifies which sensors are available and decides which task they
must participate in.

For example. when an event is being tracked. once the target has been found in the active eetl

the sensors that monitor the border are configured in such a manner as o provide the best
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border coverage. These sensors are then controlied according to an optimal boreder coverage
alporithm,

The remaining sensors are dedicated to the optimal coverage task for the remaining cells. and
arc thus so configured as to maximize the probability of detecting an event in the remaining
cells,

Dynamic sensor configuration is made possible by the fact that the coverage problem is
formulated as a function of the environment and of the cell/sensor graph, not of sensor
adjacencics.

This approach brings some degrees of freedont in the choiee of the sensors, in that an arca can
be covered in different ways by using sensors in different configurations.

‘These degrees of freedom allow to manage those situations whercin the sensors participating
in the coverage task may vary.

Border coverage is a broader form of co-operation which. in addition 10 co-operation aimed at
altining optimal border coverage, also provides co-operation between the active sensor and
the border sensors. As the active sensor or the position of a given active sensor changes, the
border will change as well along with the sensors covering it and the configuration thercol,
This functionality s called “assisted navigation™ and will be described in detail in the next
section.

ASSISTED NAVIGATION

The surveillance system according to the invention performs a function called assisted
navigation’. which provides u simple and cffective tracking of moving targets within the
cnviropment,

Tracking the movements of a target (target tracking) is a difficult task and. as known, poses a
number of problems related to the selection of the active cumcera (the one that is framing the
target) and o the switching from the active camera to another camera to be activated in order
to continue tracking the target.

The assisted navigation function is the solution 1o said problems.

Once an event has been detected (automatically or by the operator). the operator sefects the
camera shooting the event and turns on the navigation function,

The assisted navigation algorithm deteets the sensor chosen hy the operator (active sensor),

thereby identifying it and abtaining its positioning data (orientation in space).



WO 2008/142504 PCT/IB2008/001172

Through the cell/sensor graph drawn during the setup stage. the navigation algorithm
determines the environment portion currently monitored by the active sensor (active region)
by calculating the set of cells that {orm the active region,

When the sensor that is monitoring the active cell is controtled manually by the operator, as is
the case of a PTZ sensor. the latter may be in a position other than the preset pasitions
recorded at sctup; this is due to the fact that the P17 sensor can shift among a substantially
continuous set of positions. whercas the method according to the invention requires thal a
discrete number of positions be recorded (at sctup).

Based on suitable mctrics, the algorithm estimates the preset position which is closest w the
position set by the operator.

Starting from the presct position thus cateutated. the algorithm then oblains the border of the
active region, f.e. the sct of ¢ells not belonging to the active region but adjacent thereto.

The caleulation of the active cells and of the border is dynamie: therefore, il the active sensor
changes its position. the assisted navigation algorithm will repeat the caleulation and update
the border accordingly.

By using the optimal border coverage algorithm, the assisted navigation algorithm chooses the
most suitable sensors and positions them in a manner such that the monitoring of the border of
the active region is maximized. Among all sensors in the system. this procedure selects only
those sensors which can potentially detect the target should the latter exit the active region, ie.
the range of the active sensor,

If the semsors are video camcras, the assisted navigation functionality provides for
simultancously displaying the view of the active camera and the views of the cameras that are
monitoring the border (adjacent cameras).

When the target exits the visibility range of the active camera, if the border is wholly
monitored it will appear in one of the views of the adjacent cameras. Finding the target in one
of the adjacent views is an casy task for an operator, who can thus easily Jocate the new active
video camera and possibly take control of it

Advantageousty. the images taken by the video cameras are displaved oo a touch screen.

In this cmbodiment. by touching the view containing the target the operator generates a signal
that is used by the assisted navigation algorithm for identifving the video camcera which is
responsible for the sclected view and, with the help of said information. for exceuting the

above-described algorithm steps.
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If the border is nol completely monitored, the probability of losing the target is minimized by
using for a task of the optimal coverage of the remaining cells those sensors not employed by
the navigation task.

SEQUENCE PER AREA

Anather function provided by the surveillance system according lo the present invention is
called “scquence per arca’™,

This function allows to overcome the drawbacks of known  sequences, which show the
images taken by the system video cameras one at a Ume according to a sequence defined by an
operator al sctup.

The method according to the invention requires that during the sctup stage the operator seleets
the arca to be monitored by sequence.

The selection of the area can be done by highlighting a portion of an clectronic map or by
specifying a set of cells Torming the arca of interest.

At this stage. the operator only has o specify the area to be monitored. the length of the views
and. optionally. the coverage direetion.

Preferably the operator will not provide any indications about the sensors o be used for
creating the sequence; however, the operator may set constraints to the choice of onc or more
SCNSOrS,

Based on this information, the method exceutes the optimal coverage algorithm under the
constraint that only video camceras should be used and. prelerably. also under the constraint
that the lowest number of video cameras should be used. thereby linding a camera
configuration that will cover the arca specified by the operator.

As discussed above, the optimal coverage algorithm takes into account the priorities and
availability of the sensors: if a sensor is busy performing another task. the algorithm will make
the calenlations by considering only the avatlable sensors.

The sensor caleulation is dynamic and depends on the activities for which the sensors are
used,

After selecting the set of sensors that will participate in the sequence, it is necessary 1o define
the time order of the sequence of images to be displayed.

In an cmbodiment of the invention, the operator specifics a shooting order for the cells
associated with the area 1o be monitored by the sequence,

In the preferred embodiment, the sequence by arca algorithm exceutes a final caleulation step
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to determine the time order according to which the scasors will be activated.

This final cuk{ululion is made by using the information about the positions ol the sensors
contained in the cell/sensor graph. .
Preferably. the algorithun provides spatial continuity of the different views, so that sensors
shooting adjacent cells will be comiguous n the seyuence.

The above-described sequence per area method allows the sequence of the scensors invelved in
the sequence per area to be calculated automatically, thus allowing to overcome the efficiency
limits of scquences set manually by the operator.

Furthermore, the above described  sequence per arca mcthod provides dynamic sensor
selection, so that it is possible to carry out a sub-optimal sequence that covers the area of
interest even in the presence of conflicts caused by a multi-user and multi-tasking
cnvironment, ¢.g. two users or tasks requesting the same sensor simultancously.

USER INTERFACE "
%y

The invention uses an advanced interface that allows the operator to monitor the entire
enviromment quickly and effectively.

The interface shows the operator a model of the environment in the form of a cell/sensor
graph (Fig. 2¢) or an clectronic map.

This allows the operator to recall the images of an arca simply by selecting the corresponding
cell in the celi/sensor graph or by pointing at it with the mouse or touching it (it a touch screen
is used) on the clectronic map.

This provides fast surveillance because the watchman can quickly and intuitively concentrate
on the image ol the arca of interest,

The user’s selection is read by the interface and sent to the control system. which then recalls
the images (or. generally speaking. the information) of one or more sensors that are
monitoring the seleeted arca.

The sensors are sclected according to the selected area and to the operator’s prelerences. whao
may, for example. decide to display a single frame ol the area or 1o execute an optimal
coverage of the area.

These preferences may be set. for example. through a drop-down menu which can be opencd

by clicking with the right mouse button on the arca ol interest,
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Variant with a control system having a distributed architecture

The above-deseribed surveillance system and method allow for multi-user and multi-tasking
mOonNtoring.

It is therefore possible that at a given time instant multiple tusks are requested. such as optimal
coverage of different environment arcas. or that the above-described navigation and sequence
per area funclions are activated.

It is thus apparent that the computational power of the system must be suificient to withstand
the computational complexity  deriving  from  the  simultancous  activation ol multiple
algorithms,

In Jarge surveillance systems with many sensors, such computational complexity may not be
casily handled by a control svstem having a centralized architecuure like the one shown in Iig,
I

In an advantageous embodiment. the control system that executes the algorithms of the
various tasks is a distributed onc. i.c. it consists of a plurality of computers communicating
with one another over a data network.,

The large number of computers also ensures a good level of redundancy in the event of any
tailures.

‘The computers are preferably located in different and distanm places in order to ensure a higher
level of security against any attacks aimed at the physical destruction thereof.

According to this embodiment, the eovironment model and the cell/sensor graph drawn during
the setup stage are stored in all computers. so that cach compuler can exceute the above-
deseribed coverage algorithms autonomously.

Lach computer is associated with a subset of gensors (preferably just one) and 1s therefore
refated. through the cell/sensor graph. to a subset of arcas within the monitored environment,
A computer participates in a task (e.g. a sequence per arcu or navigation (ask) concerning a
piven arca il one of the sensors managed by that computer sces at least one cell of the arca
at feast onc of its presets,

The computer also decides if one of its sensors must participate in a task depending on the
prioritics of the different tasks requested, For example, if' a sequence per arca is requested and
the sensor involved is already used Tor a navigation task. the computer may decide not to

participate in the new task because navigation has higher priority than the sequence per arca,
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Once the participation 1 a certain task has been decided. a computer needs to known which
other sensors will also participate in that 1ask in order 1o caleutate the optimal coverage.

This is made possible by the fact that each computer sends o all the other computers, over the
data network, a picee of information indicating the tasks in which its sensors are participating.
Fach computer thus knows the complete set of sensors participating in the task. and can
therefore ealeulate the configuration of the controlled sensors in order 1o obtain the optimal
coverage.

Fach computer is dimensioned for executing at least one optimal coverage algorithm tor the
whole environment.

However, the number of tasks in which a computer is simultuncously involved is reduced as
the number of sensors associated therewith deereases: it follows that the computational power
of every single computer belonging to a distributed system can be reduced compared with that
required by a centralized control system.

The optimal solution. therefore. would be to use one compuier per sensor or. better still, to
integrate the computers into the sensors. thus making the latter intelligent.

Other variants of the surveillance system

The advanmages of the video surveillance system arc apparcnt from the above description,
while it is afso clear that many changes may be made thereto, c.g. by concentrating or
distributing the control system resources or by using equivalent procedures for managing the
same information required and processed by the above-described surveitlance methods.

For cxample, the cell/sensor graph drawn at the end of the setup stage has been proposed
because it allows the operator to read the celi/sensor relationships very easily. However, for
strictly numerical processing purposes the cell/sensor graph may be replaced with a cell/sensor

table containing the same information about the relationships between cells and sensors.
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CLAIMS

{. Method for monitoring an environment (1) through a plurality of sensors (S1-S5). wherein a

control system (31) reccives information from one or mare sensors of said plurality and uscs

said information in order to monitor said environment (1).

characterized by comprising a sctup stage wherein an operator of said control system:

- creates a model of the environment by defining 4 plurality ol cells corresponding to arcas

of said environment,

- creates cell/sensor relationships between said plurality of cells and swid plurality of

sensors. by defining for each sensor of said plurality at least one possible position (X)) and

associating said at least one possible position (x,) with at least one ccll of said plurality. and
assigns to cach possible position (Xi) thus defined & monitoring judgment for the

associated cell

and by comprising an operational stage wherein., in order to carry out a surveillance function

on an arca to be monitored. said control system:

- finds the scosors which can be used for carrying out said surveillance function among said

plurality, and

- controls at least once of said usable sensors by positioning it in a possible position (X))

selected on the basis of said cell/sensor relationships and of the monitoring judgments

associated with the possible positions (x,) of said plurality of sensors.

2. Mcthod according to claim 1. wherein said monttoring judgment corresponds 1o an

estimation ol the probability of detecting an event occurring in the associated cell.

3. Method according to claim | or 2. wherein said plurality of sensors comprises ot least one

video cameru, and whercin a monitoring judgment assigned 10 at least one position of said

video camera corresponds to a judgment of visibility of the associated celt.

4. Method according te any of the preceding claims, wherein when creating said model of the

environment said operator specifies in the control system the adjacencies among said cells.

5. Method according to any of the preceding claims. wherein said selected possible position

(x;) maximizes a probability of detecting an cvent in aid arca 1o be monitored.

0. Method according 1o any of the preceding claims. wherein said control system controls a

group of sensors of said plurality of usable sensors by positioning them in respecli@ possible

positions (xi) according to a configuration chosen among the various possible combinations of

the possible positions (x,) of said group ol sensors.
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7. Method according to claim 6. wherein said configuration maximizes the probability of
detecting an event in said area to be monitored,

8. Mecthod according 10 claim 7. wherein said probability is constrained to the use of the
lowest number of sensors required for performing said surveillance function.

9. Mcthod according to claim 7 or 8. wherein said arca to be monitored is associated with a
first set ol cells of said plurality, and wherein said sensor configuration covers a subset of the
cells to be monitored, the method comprising the steps ol

a. defining said sensor configuration,

b. maintaining said usable sensors in said configuration for a predetermined time,

¢, defining 8 sccond subsct of cells not covered by said first configuration.

d. determining a second sensor configuration which maximizes a probability of detecting un
cvent in said second subscl.

10. Method according to claim 9, wherein if said sceond configuration does not cover all the
cells of said second subset. then steps ¢) to d) are carried out again until said sccond subsct of
cells is nuil.

11, Method according to claim 9 or 10, wherein said predetermined time is sct by said
operador.

12. Mcthod according to claim 10 or 11. wherein said predetermined time is set by said
control svstem,

13, Method according 1o anvone of claims 9 to 120 wherein during cach caleulation of said
second configuration the control system finds, umong said plurality, thosc sensors which can
be used for performing said surveillance function on said sccond set of cells.

14. Mcthod according o anyone of claims 9 to 13 when dependent on claim 8. wherein the
sensors of said plurality which arc not used for performing said surveillanee function are uscd
for performing a sceond surveittance function on a second arca to be monitored.

I5. Method according to anyone of claims 6 to 8. wherein said plurality of sensors comprises
a phurality of video cameras, and wherein said surveillance function monitors sid area to be
monitored through a scquence of images taken by said plurality of video camceras, suaid
configuration being determined under the constraint that video cameras only should be used.
16, Mcthod according to claim 15, wherein said operator specifies a shooting order for the
cells associated with said area 10 be monitored, and whercin said sequence of images is

determined by said shooting order.
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17. Method according 1o claim 15 when dependent on claim 4, whercin said sequence of
images thllowS an order which depends on the adjacencies among the cells associated with
said arca to be monitored.

18, Method according to any of ¢laims 15 to 17, wherein said configuration is conditioned by
constraints imposed by said operator on the video cameras that can he used for said tunction.
19. Mcthod according to any of claims 6 1o 8 when dependent on claim 4. whercin an cvent is
detected in an active cell, and wherein said arca to be monitored corresponds to the border of
said cell.

20, Method according 1o claim 19, wherein said operator specifics in the control system an
caviropment arca where said event s detected and wherein said control system locates said
active ceil.

21. Mcthod according to claim 20. wherein said environment arca in which said event is
detected corresponds o the environment portion taken by a video camera sclected by said
QPCrator,

23, Method according o claim 21, wherein said sclected video ¢amera is a mobile video
camera. and wherein said operator controls said mobile video camera.

23, Mctbod according to claim 22. wherein said control system determines said configuration
by considering that said mobile video camera is in o possible position (xX,) delined by said
operator.

24. Method according Lo claim 23, wherein said possible position (x,) taken into consideration
is determined by comparing said at least one possible position (x,) of said mobile video
camera with the position of said mobile video camera when said surveillance function is
executed.

25. Method according to any of claims 19 o 24, wherein said configuration is determined
under the constraint that video cameras only should be used. and wherein said method atso
comprising the operations of displaying the images taken by the video cameras controlied by
said control system for performing said surveillance function.

26. Mcethod according to claim 25, wherein said displayed images are displayed near an imuge
taken by smid selected video camera.,

27. Method according to claim 26, wherein said displayed images and said image taken by

said sclected video camera are displayed on a touch screen.

[
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28. Method according to claim 27, whercin said operator activates a surveillance function by
touching an arca of said touch screen.

29. Mcthod according to any of claims 1 to 4, wherein, for performing said surveillance
function, said control system selects the possible position (x,) with which the highest
monitoring  judgmert for the arca 1o be menitored is associated, and  controls  the
corresponding. sensor by positioning it in said possible position (x,) with the highest
monioring judgment,

30. Method according to any of claims 1 to 5. wherein said control system uses operational
rescarch methods for determining the sensors to be controlied for performing said surveillance
function and the positions of the sensors to be controfled,

31, Mecthod according to claim 30, wherein said surveillance methods minimize a cost
function which is dependent on said monitoring judgments.

32. Mcthod according to any of the preceding claims. wherein said model is built graphically
through o graphic representation of said cclls,

33. Method according to any of claims | to 31, whercin said operator defines said cells by
selecting a group of pixels from an clectronic map of said environment.

34. Method according to claim 33. wherein partly overlapping groups of pixels are grouped
into a single cell,

35. Method according to any of the preceding claims, whercin the possible positions (x,) of
said sensors are associated with said eclls through a graphic procedure,

36. Video surveillance system comprising a plurality of sensors adapted to monitor an
environment and a control svstem adapted to receive information {rom one or more sensors of
said plurality and to usc said information in order 1o monitor said environment. characterized
in that said control system is adapted to receive commainds from an operator and to implement
a surveillance method according (o any of claims T to 25.

37, Computer program comprising code portions adapted to be stored in @ memory arca and to
be exceuted by said computer for the purpose of implementing a method according to any of

claims 1 Lo 35,
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