wO 2016/140038 A1 |1 I} NP0 O 00 A A

(12) fF%E‘FT%;’JJ%%’J(:\EO“L\’C’AFﬁ snt-EfRHRE

(19) tH SR &NBOFR A HEHLES >
EEHR g
@3) ERABE _-'9//

2016 &9 A 9 H(09.09.2016) WIPO | PCT

OO 0 OO R A 0
(10) ER2RES
WO 2016/140038 A1l

1) ERfFES 5
GOGF 21/55 (2013.01)

@) ERHEBES: PCT/JP2016/054102
(22) ERHRER: 2016 Z£ 2 A 12 H(12.02.2016)
(25 EFEHBEDSE: HAE
(26) EFABEDEEE: HAEE

(30) BEIET—4:
4% 2015-043940 2015 £ 3 A 5 H(05.03.2015) P

(71 HEEA: BAREIEEFE#H X &t (NIPPON TELE-
GRAPH AND TELEPHONE CORPORATION)
[JP/JP]; T 1008116 RIRAMFKEBARKFE—TH
5% 15 Tokyo (JP).

(72 FOBAE: FE K{IC(CHIBA, Daiki); T 1808585 &K
RAMEBEFHEE3TEO—11 NTT %
HIBTE ¥ 4N Tokyo JP). /AR  ZR(YAGI, Take-
shi); T 1808585 RIRAN B EFHHEI3 TH 9 — 1
1 NTT HBtEL2 M Tokyo (JP).

) REAN: BRAXBEIANBEAEREHEHH

(SAKAI INTERNATIONAL PATENT OFFICE); T
1000013 RAHFRAXENEITESHF 15
EDOFA=ZHEILT 1 >4 Tokyo (JP).

@8y EBEE (ERTDHEWRY, ETOEHFOEAR

#EATEEE): AE, AG, AL, AM, AO, AT, AU, AZ, BA,
BB, BG, BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN,
CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE, EG, ES,
FL, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN,
IR, IS, JP, KE, KG, KN, KP, KR, KZ, LA, LC, LK, LR,
LS, LU, LY, MA, MD, ME, MG, MK, MN, MW, MX,
MY, MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH,
PL, PT, QA, RO, RS, RU, RW, SA, SC, SD, SE, SG, SK,
SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA,
UG, US, UZ, VC, VN, ZA, ZM, ZW.

84 EBEE (RTODEWEY, £ TOEEOLER

% AYE] HE): ARIPO (BW, GH, GM, KE, LR, LS, MW,
MZ, NA, RW, SD, SL, ST, SZ, TZ, UG, ZM, ZW), 1 —

5 <7 (AM, AZ, BY, KG, KZ, RU, TJ, TM), 3 —
0w /8 (AL, AT, BE, BG, CH, CY, CZ, DE, DK, EE,

[(fEH]

(54) Title: DEVICE FOR CALCULATING MALICIOUSNESS OF COMMUNICATION DESTINATION, METHOD FOR CALCULATING MA -
LICIOUSNESS OF COMMUNICATION DESTINATION, AND PROGRAM FOR CALCULATING MALICIOUSNESS OF COMMUNICATION

DESTINATION

(G4) EEADRT  BEABHEEHEE. AEAEHEFHAZRUBEABHERHIOIS A

(1]

5100
BEAEMEERES
s101 5103 5104
EAIEE
P2t
WM [ BEERHE
BLALEE
ARE
1102
5200
BELFRIREEE
5201 $202 5203
FHE{F IR Fo gz 1E SRR
IRSRER IRSeER IR SRER

100... DEVICE FOR CALCULATING MALICIOUSNESS OF
COMMUNICATION DESTINATION

101... TARGET COMMUNICATION DESTINATION INPUT UNIT

102... ALREADY-KNOWN COMMUNICATION DESTINATION INPUT UNIT

103... CHARACTERISTIC EXTRACTION UNIT

104... MALICIOUSNESS CALCULATION UNIT

200... DEVICE FOR COLLECTING COMMUNICATION
DESTINATION INFORMATION

201... EVALUATION INFORMATION COLLECTION UNIT

202... CORRESPONDENCE RELATION COLLECTION UNIT

203... EXTERNAL INFORMATION COLLECTION UNIT

(57) Abstract: A communication destination that is already
known to be malicious or benign is inputted to an already-
known communication destination input unit (102). A target
communication destination, the maliciousness of which is to
be calculated, is inputted to a target communication destina-
tion input unit (101). A change over time in whether the
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nication destinations at a predetermined point of time in the
past is extracted by a characteristic extraction unit (103) as
characteristic information regarding the already-known com-
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ation. On the basis of the characteristic information regarding
the already-known communication destination and the target
communication destination, a maliciousness calculation unit
(104) calculates the maliciousness of the target communica-
tion destination.
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