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FLEXIBLE CONDITION MONITORING OF INDUSTRIAL MACHINES
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is an International Patent Application which claims the benefit of
priority under 35 U.S.C. § 119(e) to U.S. Patent Application No. 15/947,764, filed on April 6,

2018, the entire disclosure of which is incorporated herein by reference.
BACKGROUND

[0002] Many industries, such as hydrocarbon refining and power generation, can rely heavily
upon operation of machinery, and in some instances, continuous operation of machinery. In
these environments, failure of one or more machines can incur significant costs due to repair
expenses as well as loss of production and potential injury to workers. Given these risks, it can
be common to monitor certain operating parameters of one or more machine components.
Measurements of the operating parameters can provide an indication of the mechanical condition
of a machine component, allowing preventative maintenance (e.g., repair, replacement, etc.) to
be performed on the machine component prior to failure. This monitoring can provide one or
more long term benefits, such as lower production costs, reduced equipment down time,

improved reliability, and enhanced safety.
SUMMARY

[0003] In general, apparatus, systems, methods and article of manufacture for flexible condition

monitoring of industrial machines.

[0004] In one embodiment, a condition monitoring circuit can include a circuit controller and a
node. The node can include a gate controller, a node controller and one or more gates. The node
can be configured to detachably couple to a bus of a monitoring system associated with an
industrial machine. The circuit controller can be configured to identify an operating parameter
associated with the industrial machine. The gate controller can be configured to transfer, via the
one or more gates, one or more data packets including data characterizing the operating
parameter from the bus in the monitoring system. The one or more gates can be configured to

prevent transfer of an outgoing data packet to the bus via the node.
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[0005] One or more of the following features can be included in any feasible combination.

[0006] In one embodiment, the one or more gates include a unidirectional data flow circuit, the
unidirectional data flow circuit prevents transfer of the outgoing data packet to the bus via the
one or more gates. In another embodiment, the gate controller can configure the one or more
gates in the node to transmit the one or more data packets from the bus in the monitoring system
to the node controller. The gate controller can provide a control signal to a gate of the one or
more gates. The gate transmits a data packet of the one or more data packets from the bus in the
monitoring system based on the control signal. In yet another embodiment, the condition

monitoring circuit can be configured to detachably couple to the bus in the monitoring system.

[0007] In one embodiment, the gate controller can be configured to transfer the one or more data
packets by receiving a beacon packet from the bus. The beacon packet can include a system
frame schedule of the monitoring system. The system frame schedule can be indicative of a first
plurality of time slices during which the one or more data packets including the data
characterizing the operating parameter are broadcasted on the bus. The gate controller can be
configured to configure the node to transfer the one or more data packets from the bus during the

first plurality of time slices.

[0008] In one embodiment, the gate controller can be configured to transfer a plurality of data
packets broadcasted on the bus to the node controller. The node controller can be configured to
select, from the transferred plurality of data packets, the one or more data packets including data
characterizing the operating parameter by at least identifying the one or more data packets based

on unique identifiers contained within the one or more data packets.

[0009] In one embodiment, the operating parameter can be identified based on a request from a
condition monitoring system. In another embodiment, the circuit controller can be further
configured to determine a condition monitoring parameter indicative of an operational status of

the industrial machine based on the data characterizing the operating parameter.

[0010] In one embodiment, the condition monitoring unit can include a memory configured to
store the one or more data packets including data characterizing the operating parameter. In

another embodiment, the circuit controller can be further configured to calculate at least a
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portion of a condition monitoring parameter calculation. In yet another embodiment, the circuit
controller can be configured to communicate with a data collection software. The data collection
software can include a condition monitoring software operating in a server and configured to
monitor the operation of the industrial machine. In one implementation, the circuit controller can

be configured to execute at least a portion of the condition monitoring software.

[0011] In one embodiment, a method can include identifying an operating parameter associated
with an industrial machine. The method can also include transferring, via one or more gates in a
node, one or more data packets including data characterizing the operating parameter from a bus
in a monitoring system associated with the industrial machine. The one or more data packets can
be broadcasted on the bus by one or more monitoring circuits of the monitoring system. The one
or more gates can be configured to prevent transfer of an outgoing data packet to the bus via the
node. The method can further include providing the data characterizing the operating parameter

to a condition monitoring system.
[0012] One or more of the following features can be included in any feasible combination.

[0013] In one embodiment, the one or more gates can include a unidirectional data flow circuit,
the unidirectional data flow circuit prevents transfer of the outgoing data packet to the bus via the
one or more gates. In another embodiment, the method can further include determining a
condition monitoring parameter indicative of an operational status of the industrial machine

based on the data characterizing the operating parameter.

[0014] In one embodiment, transferring the one or more data packets can include receiving a
beacon packet from the bus, wherein the beacon packet includes a system frame schedule of the
monitoring system, the system frame schedule indicative of a first plurality of time slices during
which the one or more data packets including the data characterizing the operating parameter are
broadcasted on the bus. The transferring the one or more data packets can also include
configuring the node to transfer the one or more data packets from the bus during the first

plurality of time slices.

[0015] In one embodiment, transferring the one or more data packets can include transferring

data packets broadcasted on the bus, and selecting, from the transferred data packets, the one or
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more data packets including data characterizing the operating parameter by at least identifying
the one or more data packets based on unique identifiers contained within the transferred data

packets.

[0016] In one embodiment, the node can include a node controller and a gate controller. The
gate controller can configure the one or more gates in the node to transmit the one or more data
packets from the bus in the monitoring system to the node controller. In another embodiment,
the gate controller can provide a control signal to a gate of the one or more gates. The gate can
transmit a data packet of the one or more data packets from the bus in the monitoring system

based on the control signal.

[0017] In one embodiment, a condition monitoring circuit can include the node and a circuit
controller. The condition monitoring circuit can be detachably coupled to the bus in the
monitoring system. In another embodiment, the operating parameter can be identified by the
circuit controller. In yet another embodiment, the operating parameter can be identified based on

a request from the condition monitoring system.

[0018] In one embodiment, a portable monitoring system can include a secondary bus and a first
monitoring circuit detachably coupled to the secondary bus. The first monitoring circuit can be
configured to receive, from a first bus via a node comprising one or more gates, a first beacon
packet of a monitoring system of an industrial machine. The first beacon packet can include a
first system frame schedule indicative of a plurality of time slices during which a plurality of
data packets can be configured to be broadcasted on the first bus of the monitoring system. The
first monitoring circuit can also be configured to determine, a first set of time slices of the
plurality of time slices during which a first set of data packets including data characterizing one
or more predetermined operating parameters are broadcasted on the first bus. The first
monitoring circuit can be further configured to transfer the first set of data packets from the first
bus to the first monitoring circuit by activating the one or more gates in the node during a first
set of time slices of the plurality of time slices. The one or more gates are configured to prevent

transfer of an outgoing data packet to the first bus.

[0019] One or more of the following features can be included in any feasible combination.
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[0020] In one embodiment, the first monitoring circuit can be further configured to set a second
reference time of the portable monitoring system based on a first reference time of the
monitoring system. The plurality of time slices can be temporally arranged relative to the first
reference time. The first reference time of the monitoring system can be included in the beacon
packet. In another embodiment, the plurality of data packets can be broadcasted on the first bus

by one or more monitoring circuits communicatively coupled to the first bus.

[0021] In one embodiment, the first set of data packets including data characterizing one or more
predetermined operating parameters can include unique identifiers indicative of the one or more
predetermined operating parameter. In another embodiment, activating the one or more gates in
the node can include sending a control signal to the one or more gates. The control signal can be
configured to set the one or more gates in a first operational mode in which data packets

broadcasted on the first bus are transferred to the portable monitoring system.

[0022] In one embodiment, the one or more gates can include a unidirectional data flow circuit,
the unidirectional data flow circuit can prevent transfer of the outgoing data packet to the first
bus via the one or more gates. In another embodiment, the portable monitoring system of claim
1, can be further configured to receive data characterizing sensor measurement by one or more
sensors coupled to the industrial machine. The data characterizing sensor measurement can
include a detected operational parameter value and time associated with the detected operational
parameter. In yet another embodiment, the portable monitoring system can be further configured
to determine an operation status of the industrial machine based on the received data
characterizing sensor measurement and the received data characterizing one or more

predetermined operating parameters.

[0023] In one embodiment, the portable monitoring system can further include an input
monitoring circuit detachably coupled to the secondary bus. The input monitoring circuit can be
configured to receive data characterizing sensor measurement. The portable monitoring system
can also include a processing circuit detachably coupled to the secondary bus which can be

configured to determine an operation status of the industrial machine.

[0024] In one embodiment, a method can include receiving, from a first bus via a node

comprising one or more gates, a first beacon packet of a monitoring system of an industrial
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machine. The first beacon packet can include a first system frame schedule indicative of a
plurality of time slices during which a plurality of data packets can be configured to be
broadcasted on the first bus of the monitoring system. The method can also include determining,
a first set of time slices of the plurality of time slices during which a first set of data packets
including data characterizing one or more predetermined operating parameters are broadcasted
on the first bus. The method can further include transferring the first set of data packets from the
first bus to a monitoring circuit of a portable monitoring system by activating the one or more
gates in the node during the first set of time slices of the plurality of time slices. The one or

more gates can be configured to prevent transfer of an outgoing data packet to the first bus.
[0025] One or more of the following features can be included in any feasible combination.

[0026] In one embodiment, the method can further include setting a second reference time of the
portable monitoring system based on a first reference time of the monitoring system. The
plurality of time slices can be temporally arranged relative to the first reference time. The first
reference time of the monitoring system can be included in the beacon packet. In another
embodiment, the plurality of data packets can be broadcasted on the first bus by one or more
monitoring circuits communicatively coupled to the first bus. In yet another embodiment, the
first set of data packets including data characterizing one or more predetermined operating
parameters an include unique identifiers indicative of the one or more predetermined operating

parameter.

[0027] In one embodiment, activating the one or more gates in the node can include sending a
control signal to the one or more gates. The control signal can be configured to set the one or
more gates in a first operational mode in which data packets broadcasted on the first bus are
transferred to the portable monitoring system. In another embodiment, the one or more gates can
include a unidirectional data flow circuit. The unidirectional data flow circuit prevents transfer
of the outgoing data packet to the first bus via the one or more gates. In yet another
embodiment, the method can further include receiving data characterizing sensor measurement
by one or more sensors coupled to the industrial machine. The data characterizing sensor
measurement can include a detected operational parameter value and time associated with the

detected operational parameter.
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[0028] In one embodiment, the method can further include determining an operation status of the
industrial machine based on the received data characterizing sensor measurement and the
received data characterizing one or more predetermined operating parameters. In another
embodiment, the receiving, the determining and transferring can be performed by the monitoring

circuit in the portable monitoring system.

[0029] These and other capabilities of the disclosed subject matter will be more fully understood

after a review of the following figures, detailed description, and claims.
BRIEF DESCRIPTION OF THE FIGURES

[0030] These and other features will be more readily understood from the following detailed

description taken in conjunction with the accompanying drawings, in which:

[0031] FIG. 1A is a diagram illustrating one exemplary embodiment of an operating

environment containing an existing monitoring system;

[0032] FIG. 1B is a diagram illustrating one exemplary embodiment of a backplane of the
monitoring system of FIG. 1A;

[0033] FIG. 2A is a diagram illustrating one exemplary embodiment of an operating
environment containing a flexible monitoring system configured to monitor operating parameters

of a machine;

[0034] FIG. 2B is a diagram illustrating exemplary embodiments of circuits configured for use

with the flexible monitoring system of FIG. 2A;

[0035] FIG. 3 is a diagram illustrating one exemplary embodiment of a backplane of the flexible
monitoring system of FIG. 2A;

[0036] FIG. 4 is a schematic illustration of an exemplary monitoring system;

[0037] FIG. 5 is an illustration of an exemplary monitoring system that can monitor the

operation of an industrial machine;

[0038] FIG. 6 is a schematic illustration of an exemplary condition monitoring circuit;
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[0039] FIG. 7 is a process flow diagram illustrating an exemplary method of transferring data

packets from a monitoring system to the condition monitoring system;

[0040] FIG. 8 is a schematic illustration of an exemplary unidirectional coupling between a

monitoring system and a portable monitoring system via a condition monitoring circuit; and

[0041] FIG. 9 is a process flow diagram illustrating an exemplary method of monitoring an

industrial machine by a portable monitoring system.
DETAILED DESCRIPTION

[0042] Industrial machines can be complex with multiple operational states and multiple
operational parameters. A monitoring system can monitor the operation of a complex industrial
machine and take necessary actions to ensure that the machine is operating as desired. For
example, the monitoring system can detect the operational state and/or the operational
parameters of the machine (e.g., via multiple sensors coupled to the machine). The monitoring
system can provide condition monitoring wherein the monitoring system can notify a user of the
operating conditions of the machine. Additionally or alternately, the monitoring system can
provide protection monitoring wherein the monitoring system can shut the machine down when

the detected operational parameters of the machine exceed a threshold value.

[0043] A monitoring system with condition monitoring capabilities can require an expensive
infrastructure (e.g., a server) with a large processing power and/or large memory. It may not be
feasible to establish an expensive and/or a bulky infrastructure for some monitoring systems
(e.g., remotely located monitoring systems, monitoring systems of a facility with few industrial
machines, and the like). This can be obviated by installing the condition monitoring system
(e.g., condition monitoring software) at a remote server that can perform condition monitoring
for multiple monitoring systems. However, having a remote condition monitoring system that
can communicate with the monitoring system can leave the monitoring system susceptible to
hacking and/or malware. This application provides for a condition monitoring circuit that can
act as a liaison between the monitoring system and the condition monitoring system (e.g.,
remotely deployed). The condition monitoring circuit can be designed to transfer data (e.g.,

sensor data) from the monitoring system to the condition monitoring system but prevent a
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transfer of data to the monitoring system. In an embodiment, the transfer of data can be in one
direction, from the monitoring system to the condition monitoring system, but not in the other
direction, from the condition monitoring system to the monitoring system. This can prevent an

unauthorized user from altering/corrupting the operation of the monitoring system.

[0044] A monitoring system can require one or more operational parameters of the machine in
order to provide condition monitoring and/or protection monitoring to the machine. These
operational parameters can be obtained via one or more machine sensors that can detect the
operational parameters and provide them to the monitoring system. However, while monitoring
the machine, it may be determined that additional operational parameters of the machine are
required that may not be available to the monitoring system. For example, the machine sensors
may be incapable of detecting the additional operational parameters. Furthermore, the machine
can be remotely located and it may be cumbersome to reconfigure the monitoring system to
detect the additional operational parameter. This can be obviated by using a portable monitoring
system present in the vicinity of the machine that can detect the additional operating parameters
and can allow for condition/protection monitoring. However, having a portable monitoring
system that can communicate with the monitoring system can leave the monitoring system
susceptible to hacking and/or malware in some instances. This application provides for a
condition monitoring circuit that can act as a liaison between the monitoring system and the
condition monitoring system (e.g., remotely deployed). The condition monitoring circuit can be
designed to transfer data from the monitoring system to the condition monitoring system but
prevent a transfer of data to the monitoring system. In an embodiment, the transfer of data can
be in one direction, from the monitoring system to the condition monitoring system, but not in
the other direction, from the condition monitoring system to the monitoring system. This can

prevent an unauthorized user from altering/corrupting the operation of the monitoring system.

[0045] Embodiments of systems and corresponding methods for monitoring industrial machines
are discussed herein. However, embodiments of the disclosure can be employed for monitoring

other machines without limit.

[0046] An operating environment 100 containing an existing monitoring system is illustrated in

FIG. 1. The operating environment 100 can include a target 102, at least one sensor 104, and a
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monitoring system 106 in communication with the sensor 104, an internal network 110a, and an

external network 110b.

[0047] The target 102 can be any component of any machine. Examples of the target 102 can
include gears, bearings, and shafts, amongst others. Examples of machines can include

turbomachines, turbines (e.g., hydro, wind), generators, and reciprocating compressors.

[0048] The sensor 104 can be configured to sense an operating parameter of the target 102, to
generate at least one sensor signal 104s representing the measured operating parameter, and to
transmit the sensor signal 104s to the monitoring system 106 (e.g., via field wiring). As an
example, the sensor 104 can include a probe, a transducer, and a signal conditioning circuit (not
shown). The probe can interact with the target 102 for measurement of the operating parameter.
The transducer can convert measurements of the operating parameter into an electrical signal
(e.g., a voltage). The signal conditioning circuit can condition and/or amplify the electrical
signal to generate the sensor signal 104s (e.g., a voltage ranging between a minimum and
maximum). Thus, in one aspect, the sensor signal 104s can contain the direct or raw
measurement made by the sensor transducer. The sensor signal 104s can be an analog signal or a

digital signal.

[0049] In another aspect, the sensor signals 104s can also include an enhanced data set, in
addition to the direct measurements of the operating parameter. The enhanced data set can
contain a variety of measured variables that depend upon the type of operating parameter being
measured. As an example, the target 102 can be a rotating component, such as a shaft, and radial
vibration can be a variable measured by a sensor 104 in the form of a proximity sensor. Under
these circumstances, the enhanced data set can include one or more of a gap voltage, a 1x filtered
amplitude, a 2x filtered amplitude, a 1x filtered phase, a 2x filtered phase, Not 1x amplitude, and
maximum shaft displacement (Smax). Gap voltage is the voltage output by the probe and
represents the physical distance between the target 102 and a tip of the probe. 1x amplitude is
the amplitude of vibrations having the same frequency as the shaft rotation, while 2x amplitude
is the amplitude of vibrations having a frequency twice that of the shaft rotation. For instance, a
rotation speed of 1480 revolutions per minute corresponds to a frequency of 24.66 cycles per

second (Hz). Phase is the time delay between a vibration measured at a predetermined

10
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measurement location with respect to a reference location. Thus, 1x phase refers to phase of
vibrations having the same frequency as the shaft rotation, while 2x phase refers to phase of
vibrations having a frequency twice that of the shaft rotation. Not 1x amplitude refers to all
amplitudes except for the 1x amplitude. In other embodiments, the enhanced data set can
include metadata regarding one or more components of the sensor 104, such as the transducer.
Examples of metadata can include one or more of a serial number, revision number, operating

temperature, and state of health.

[0050] The number and type of sensor 104 can be dictated by the operating parameter(s) that are
intended to be measured. In one aspect, the sensor 104 can take the form of one or more
proximity probes for measurement of vibration, position, speed, direction of motion, and
eccentricity. In another aspect, the sensor 104 can take the form of one or more accelerometers
for measurement of seismic vibration and acceleration. In a further aspect, the sensor 104 can
take the form of one or more temperature probes or pressure probes for measurement of
temperature and pressure, respectively. It can be understood that the sensor types and
corresponding operating parameters listed above are not exhaustive and embodiments of the
sensor 104 can include any sensor or combination of sensors suitable for measurement of

operating parameters of interest.

[0051] In use, the monitoring system 106 can be configured to process the received sensor
signals 104s and output monitoring signals 106s, 108s. As an example, the monitoring system
106 can be configured to determine a value characterizing an operating parameter measurement.
The monitoring system 106 can also compare this determined value, and/or any measured
variables of the enhanced data set, to one or more corresponding predetermined alarm conditions
in real-time and determine an alarm status (e.g., OK, not OK, alert, danger, etc.). For instance,
when the target 102 is a rotating shaft and the measured operating parameter is radial vibration of
the shaft, the sensor signal 104s can include measurements of displacement of the shaft as a
function of time. From the sensor signal 104s, the monitoring system 106 can determine the

value of vibration amplitude from the peak-to-peak displacement.

[0052] The monitoring system 106 can also be configured to output monitoring signals 106s,

108s to the internal network 110a and/or the external network 110b. The output monitoring

11
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signals 106s, 108s can include one or more of the measured variables of the enhanced data set,
the determined values, and the determined status. Alarm statuses, such as alert and danger, can
be annunciated via physical relays on the monitoring system 106 or to the external systems 110
by the monitoring signals 106s, 108s. In another aspect, the monitoring system 106 can

additionally or alternatively store the sensor signals 104s for later processing.

[0053] The internal network 110a can be a plant network that is in communication with a
machine control system 112. The machine control system 112 can be configured to provide
commands to a machine operative to control one or more operating parameters of the target 102.
The internal network 110a can also be in communication with other systems, such as computing
devices executing configuration software (not shown), human-machine interfaces (HMlIs) 114
and/or a customer historian 116. The configuration software can be used to provide
configuration information, such as the pre-determined alarm conditions, to the monitoring
system 106. The HMI 114 can be one or more computing devices in communication with user
interface devices (e.g., displays) allowing an operator of the machine to review measured

operating parameters and/or provide instructions to the machine control system 112.

[0054] So configured, the monitoring system 106 can facilitate protection of a machine
containing the target 102. As an example, in response to annunciation of an alarm status, the
machine control system 112 can be utilized to control operation of the target 102 (e.g.,
automatically according to programmed logic or manually using the HMI 114) to cause the
measured operating parameters to change and move out of the alarm status. Under extreme
circumstances, the machine control system 112 can be employed to shut down operation of the
machine to protect the target 102 from damage and/or workers from injury. The historian 116

can store any of the data contained within the monitoring signals 106s.

[0055] The external network 110b can be a business network that is in communication with a
diagnostic system 120. The diagnostic system 120 can analyze any of the data contained within
the monitoring signals 108s received from the monitoring system 106 to diagnose improper
operation of the target 102 and/or predict improper operation of the target 102 before it occurs.
Thus, by providing monitoring signals 108s to the external network 110b, the monitoring system

106 can facilitate condition monitoring of the target 102.

12
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[0056] The monitoring system 106 is illustrated in greater detail in FIG. 1B. As shown, the
monitoring system 106 includes a backplane 150 that can be configured to allow communication
between different components coupled thereto. The components can include a measurement
processing circuit 152a, a relay output circuit 154a, a measurement output circuit 156a, a
configuration and diagnostic circuit 160a, and corresponding interface circuits 152b, 154b, 156b,
160b. The interface circuits 152b, 154b, 156b, 160b can provide hardware interfaces for
communication to and from their respective circuits 152a, 154a, 156a, 160a. The individual
circuits 152a, 154a, 156a, 160a can communicate selected information on the backplane 150

using protocols running on busses formed from passive traces extending across the backplane

150.

[0057] In one aspect, the measurement processing circuit 152a can be coupled to an interface
circuit 152b such that sensor signals 104s received by the interface circuit 152b are transmitted
directly to the measurement processing circuit 152a. That is, the sensor signals 104s are not
transmitted to the backplane 150. The sensor signals 104s can be accessed by an operator
through an output port 162. Multiple measurement processing circuits 152a and interface circuit
152b can be present, on a one-to-one basis, for receipt of the sensor signals 104s. As discussed
above, the measurement processing circuit 152a can be configured to determine one or more
values for the operating parameter measurements contained within the received sensor signal
104s. The measurement processing circuit 152a can also compare determined values, and/or
measured variables of the enhanced data, to pre-determined alarm conditions in real-time and
determine a status for the target 102. The measurement processing circuit 152a can further
output signals representing the measured variables of the enhanced data, the determined values,

and the determined statuses to the backplane 150.

[0058] The measurement processing circuit 152a can also format process variables (e.g.,
determined values, measured variables of the enhanced data set, annunciated alarms, etc.) for
output to the machine control system 112. As an example, the format can be a current that
ranges between about 4 mA to about 20 mA (also referred to as 4-20) and is proportional to the
determined values and/or measured variable as compared to a corresponding scale. The machine

control system 112 can utilize the process variables for process control of the target 102.

13
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[0059] The statuses determined by the measurement processing circuits 152a can be retrieved by
the relay processing circuit 154a from the backplane 150. The relay processing circuit 154a can
include relays that are programmed to actuate based upon received alarm statuses to annunciate
an alarm. In one example, relays can actuate based upon a single status. In another example,
relays can actuate based upon Boolean expressions (e.g., AND or voting) that combine two or
more statuses. The relay processing circuit 154a can also output signals representing
annunciated alarms directly to the machine control system 112 for process control of the target
102. As an example, the machine control system 112 can shut down operation of the target 102
upon receipt of an alarm annunciation. Annunciated alarms can also be used to provide
indications and/or to drive into digital input of the machine control system 112, the HMI 114, or

historian 116.

[0060] The measurement output circuit 156a can retrieve data such as determined values,
measured variables of the enhanced data, determined statuses, and annunciated alarms from the
backplane 150 for transmission to the internal network 110a. Upon receipt, the retrieved data

can be stored by the historian 116 and/or reviewed by an operator using the HMI 114.

[0061] The configuration and diagnostic circuit 160a can receive first configuration commands
from the internal network 110a and transmit the first configuration commands to the backplane
150 for use by the circuits 152a, 154a, 156a, 160a. The first configuration commands can
provide one or more set points for use by the measurement processing circuit 152a in
determining statuses. The first configuration commands can also provide logic instructions and
identify statuses to be used by the relay output circuit 154a for alarm annunciation. The first
configuration commands can further identify data such as determined values, measured variables
of the enhanced data, determined statuses, and/or annunciated alarms to be retrieved from the
backplane 150 by the measurement output circuit 156a and transmitted to the internal network

110a.

[0062] The configuration and diagnostic circuit 160a can also receive second configuration
commands from the internal network 110a. The second configuration commands can identify

data such as determined values, measured variables of the enhanced data, determined statuses,

14



WO 2019/195531 PCT/US2019/025750

and annunciated alarms to be retrieved from the backplane 150 and transmitted to the external

network 110b for use by the diagnostic system 120.

[0063] While capable of facilitating protection monitoring and condition monitoring of the target
102, in some instances, the architecture of monitoring systems such as monitoring system 106
can lack flexibility. In one aspect, placement of the configuration and diagnostic circuit 160a in
communication with both the internal and external networks 110a, 110b can cause delays when
updating the second configuration commands. When diagnosing machine problems, it can be
desirable to change the data received by the diagnostic system 120. However, transmissions to
or from components in communication with the internal network 110a can be strictly regulated in
order to protect the machine control system 112 from unauthorized access. This regulation can
include permitting the configuration and diagnostic circuit 160a to transmit data to the external
network 110b for condition monitoring but prohibiting transmission of changes to the second
commands from the external network 110b to the configuration and diagnostic circuit 160a.
Instead, an authorized operator of the machine control system 112 can be required to approve
any changes to the second configuration commands and transmit the updated second
conditioning commands from the internal network 110a to the configuration and diagnostic

circuit 160a.

[0064] In another aspect, directly coupling the interface circuit 152b receiving the sensor signals
104s to the measurement processing circuit 152a can limit access of the sensor signal 104s to
only the measurement processing circuit 152a. As a result, the other circuits 154a, 156a, 160a of
the monitoring system 106, as well as the diagnostic system 120, cannot utilize the raw operating
parameter measurements transmitted by the sensor signal 104s. Furthermore, should a second
measurement processing circuit (not shown) be added to the monitoring system for receipt of
additional sensor signals from another sensor, each measurement processing circuit could utilize
the operating parameter measurements it receives but not operating parameters received by the

other.

[0065] In a further aspect, process variables output by the measurement processing circuit 152a
to the machine control system 112 can be limited. In general, for each sensor signal 104s

received by the measurement processing circuit 152a, there can be a variety of possible process
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variables (e.g., determined values and/or measured variables of the enhanced data set). As an
example, there can be 8 possible process variables determined by the measurement processing
circuit 152a from a sensor signal 104s measuring radial vibration (vibration amplitude, gap
voltage, 1x filtered amplitude, 2x filtered amplitude, 1x filtered phase, 2x filtered phase, Not 1x
amplitude, and Smax. However, the measurement processing circuit 152a can possess the ability
to output a single process variable for each sensor 104 from which it receives sensor signals

104s.

[0066] One or more of these limitations can be addressed by embodiments of a flexible
monitoring system of the present disclosure. FIG. 2A illustrates an exemplary embodiment of an
operating environment 200 including a flexible monitoring system 202. The operating
environment 200 can be similar to the operating environment 100, except that the monitoring
system 106 is replaced with the flexible monitoring system 202. The flexible monitoring system
202 can include a base 204 containing a backplane 206, and one or more circuits 210. The
backplane 206 can be configured to communicatively couple with two or more circuits 210 and
receive data from at least one circuit 210 coupled thereto. As discussed herein, data transmitted
to the backplane 206 can be referred to as monitoring data. In one aspect, monitoring data can
include information contained within the sensor signals 104s, such as measured operating
parameters of the target 102 and measured variables of the enhanced data set. Monitoring data
can also include any values, statuses, and/or annunciated alarms that are determined based upon
the measured operating parameters of the target 102 and/or measured variables of the enhanced
data set. Circuits 210 coupled to the backplane 206 can retrieve monitoring data from the
backplane 206. In certain embodiments, the backplane 206 can be passive. A passive backplane
can contain substantially no or no logical circuitry that performs computing functions. Desired
arbitration logic can be placed on daughter cards (e.g., one or more of the circuits 210) plugged

into or otherwise communicatively coupled to the passive backplane.

[0067] In contrast to the circuits 152a, 154a, 156a, 160a of the monitoring system 106, the
circuits 210 can be designed with a common architecture that is programmable to perform
different predetermined functions of the flexible monitoring system 202. Sensor signals 104s
received by one or more of the circuits 210 can be transmitted to the backplane 206 and

monitoring data represented by the sensor signals 104s can be accessed by any circuit 210.
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Furthermore, the flexible monitoring system 202 can communicatively couple multiple bases in a
manner that forms a common backplane 206’ from the individual backplanes 206 of each base
204 (e.g., a logical backplane). Thus, circuits 210 can retrieve monitoring data from any
backplane 206 forming the common backplane 206', rather than just from the backplane 206 to
which they are physically coupled.

[0068] In certain embodiments, the circuits 210 of the flexible monitoring system 202 can be
configured to provide at least functionality similar to that of circuits 152a, 154a, 156a, 160a of
the monitoring system 106. Exemplary embodiments of circuits 210 are illustrated in FIGS. 2A-
3 and discussed in detail below. As an example, circuits 210 can include input circuits 2101,
processing circuits 210p, output circuits 2100, and infrastructure circuits 210n. It can be
understood, however, that the circuits 210 can be programmed to perform other functions.
Further discussion of the circuits 210 can also be found in U.S. Patent Application No.
15/947,716, entitled “Gated Asynchronous Multipoint Network Interface Monitoring System,”
the entirety of which is incorporated by reference. Accordingly, the flexible monitoring system
202 can be configured to receive sensor signals 104s and output monitoring signals 206s, 208s to
the internal and external networks 110a, 110b, respectively. As discussed in detail below,
embodiments of the flexible monitoring system 202 can receive command signals 209s, 211s
from the internal and external networks 110a, 110b, respectively, without compromising security
of the machine control system 112. As a result, the flexible monitoring system 202 can be a
suitable replacement for existing deployments of monitoring systems 106 while providing

improved flexibility and functionality.

[0069] With this architecture, the circuits 210 can be combined in various ways on one or more
backplanes 206 to form different implementations of the flexible monitoring system 202. The
number of bases 204, input circuits 2101, processing circuits 210p, output circuits 2100, and
infrastructure circuits 210n included in a given implementation of the flexible monitoring system
202 can also be varied independently of one another. In some implementations, the flexible
monitoring system 202 can be in the form of a single base 204 including circuits 210 configured
to provide signal input, signal output, protection monitoring, condition monitoring, and
combinations thereof. In other implementations, the flexible monitoring system 202 can be in

the form of at least two bases 204 and circuits 210 configured to perform any combination of
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signal input, signal output, protection monitoring, and condition monitoring can be distributed
between the at least two bases 204. In this manner, the input, processing, and output capabilities
of the flexible monitoring system 202, as well as the physical location of different circuits 210 of

the flexible monitoring system 202, can be tailored to specific monitoring applications.

[0070] Furthermore, implementations of the flexible monitoring system 202 can be modified
after initially deployed to modify the circuits 210 coupled to a given base 204 in the event that
the intended monitoring application changes. Given their common architecture, circuits 210 can
be easily added to a base 204 having capacity to couple to a new circuit 210. Alternatively, one
or more new bases 204 can be communicative coupled to an existing base 204, allowing one or
more new circuits 210 to be couple to respective backplane(s) 206 of the new base(s) 204 and
expanding the monitoring capabilities of the flexible monitoring system 202. In some instances,
circuits 210 removed from one base 204 of the flexible monitoring system 202 can be stored in
reserve as spares or redeployed to another base 204 of the same or a different implementations of

the flexible monitoring system 202, which may be beneficial.

[0071] In certain embodiments, input circuits 2101 can be configured to receive sensor signals
104s, perform signal conditioning on the sensor signals 104s, and output the conditioned sensor
signals 104s to the backplane 206. In contrast to the monitoring system 106 of FIGS. 1A-1B, the
input circuits 2101 can be decoupled from processing circuits 210p, allowing the number of input
circuits 2101 of the flexible monitoring system 202 to be varied independently of the number of

processing circuits 210p.

[0072] The sensor signals 104s can be received from a variety of different types of sensor 104.
Examples of sensor types can include, but are not limited to, vibration sensors, temperature

sensors (e.g., resistance temperature detectors or RTD), position sensors, and pressure sensors.

[0073] Embodiments of the flexible monitoring system 202 can include one or more input
circuits 2101. As shown in the FIG. 2A, the flexible monitoring system 202 includes two input
circuits 2101. Each of the input circuits 210i can be in communication with a respective sensor
104 for receipt of a corresponding sensor signal 104s. As an example, one sensor signal 104s
can represent first monitoring data including measurements of a first operating parameter of a

first machine component (e.g., acquired by a first sensor). The other sensor signal 104s can
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represent second monitoring data including measurements of a second operating parameter of a
second machine component (e.g., acquired by a second sensor, different from the first sensor).
In certain embodiments, the first and second machine components can be the same (e.g., the
target 102). In other embodiments, the first and second machine components can be different
(e.g., the target 102 and a different target [not shown]). Similarly, in some embodiments, the
first and second operating parameters can be the same operating parameter. In one aspect, this
configuration can provide redundancy in case of failure of one of the sensors 104. In another
aspect, this configuration can be utilized where a desired measurement (e.g., shaft rotation speed)
is derived from two sensor measurements coordinated in time (phase). In additional
embodiments, the first and second operating parameters can be different. While two input
circuits 2101 have been illustrated and discussed, other embodiments of the monitoring system

can include greater or fewer input circuits.

[0074] Different types of sensors 104 can generate sensor signals 104s in different formats, and
input circuits 2101 can be programmed to perform signal conditioning appropriate to the different
sensor signals 104s before transmitting conditioned sensor signals to the backplane 206. As an
example, a sensor signal 104s received from a position sensor can be received by a position input
circuit 250. A sensor signal 104s received from a vibration sensor can be received by a vibration
input circuit 252. A sensor signal 104s received from a temperature sensor can be received by a
temperature input circuit 254. A sensor signal 104s received from a pressure sensor can be

received by a pressure input circuit 256.

[0075] In other embodiments, the input circuit 210i can be in the form of a discrete contact
circuit 260. The discrete contact circuit 260 can include a pair of contacts that can be closed by
an external switch or relay. The pair of contacts can be closed by the machine control system
112 or by an operator of the machine control system 112 closing a switch. The discrete contact
circuit 260 can be used to change the behavior of the flexible monitoring system 202. Examples
of behavior changes can include, but are not limited to, a different mode of machine operation,
causing the flexible monitoring system 202 to inhibit alarm determination, and resetting alarm

states.
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[0076] While the monitoring system 106 can include a discrete contact, it can lack specificity.
As an example, changes effected by closing a discrete contact in the measurement system 106
can be effected upon all alarms generated by the measurement system 106. In contrast, because
the discrete contact circuit 260 of the flexible monitoring system 202 can be separate {from the
protection processing circuit 264, the discrete contact circuit 260 can be configured to effect only

selected alarm determinations and/or reset alarm states, or effect all alarms.

[0077] In further embodiments, the input circuit 2101 can be in the form of a digital data stream
input circuit 262. As an example, the digital data stream input circuit 262 can be configured to
receive digital data streams from the sensor 104, the machine control system 112, and/or a

trusted third-party system, as opposed to an analog data stream (e.g., from sensor 104).

[0078] Processing circuits 210p can be configured to retrieve any data from the backplane 206,
analyze the retrieved operating parameters, and output the results of such analysis. In certain
embodiments, the processing circuits 210p can be configured to perform protection functions and
can be referred to as protection processing circuits 264 herein. In other embodiments, the
processing circuits 210p can be configured to retrieve selected data from the backplane 206 and
transmit the retrieved information to the diagnostic system 120 for performing diagnostic and/or
predictive functions (e.g., condition monitoring) and can be referred to as condition processing

circuits 266 herein.

[0079] The number of processing circuits 210p and input circuits 210i included in a given
implementation of the flexible monitoring system 202 can be varied independently of the one
another. In certain embodiments, processing circuits 210p can be added to the backplane 206 or
removed from the backplane to tailor the amount of computing resources available for protection
monitoring and/or condition monitoring. In other embodiments, a given processing circuit 210p

can be replaced by another processing circuit 210p having greater or less computing power.

[0080] Any of these scenarios can be beneficial under certain circumstances, providing
computational flexibility to the flexible monitoring system 202 that can be tailored to a given
application and/or modified as needed. In one instance, machines having relatively low
importance can have higher cost pressures and lower processing requirements. In this

circumstance, an implementation of the flexible monitoring system 202 can include processing
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circuits 210p having processing resources tailored for cost. In another instance, a particular
monitoring application can require high processing requirements (e.g., for determining values
characterizing the measured parameters, for output of monitoring data, etc.). In this
circumstance, an implementation of the flexible monitoring system 202 can include processing
circuits 210p having processing resources tailored for processing resources. Thus, the
architecture of the flexible monitoring system 202 can allow adaptation for different use cases

depending upon the priorities of the intended monitoring application.

[0081] The protection processing circuits 264 and the condition processing circuits 266 are
discussed below with reference to different functionalities. However, protection processing
circuits 264 can be programmed to perform any function of the condition processing circuits 266.
Condition processing circuits 266 can be programmed to perform functions of the protection
processing circuits 264, except for transmitting data to the backplane 206 and providing local
storage. The ability to inhibit the condition processing circuit 266 from transmitting data to the
backplane 206 can inhibit unauthorized intrusion and facilitate protection of the internal network

110a and machine control system 112.

[0082] Protection processing circuits 264 can be configured to retrieve selected monitoring data
from the backplane 206 in response to receipt of a protection command. As an example, one or
more protection commands can be transmitted to protection processing circuits 264 in the form
of protection command signal 209s received from the internal network 110a (e.g., from an
operator of the machine control system 112). The selected monitoring data can include at least a
portion of the monitoring data transmitted to the backplane 206. The monitoring data
transmitted to the backplane can be received from an input circuit 2101 or another protection
processing circuit 264. The protection processing circuits 264 can also be configured to
determine a value characterizing the selected monitoring data and transmit the determined value

to the backplane 206 as additional monitoring data.

[0083] The protection processing circuit 264 can be configured to determine a status for the
selected monitoring data based upon a comparison of the determined value, another determined
value retrieved from the backplane 206 (e.g., from another protection processing circuit 264),

and combinations thereof, with one or more predetermined set points. Predetermined set points
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can correspond to respective alarm conditions (e.g., an Alert condition, a Danger condition, etc.).
Continuing the example above, where the determined value is an amplitude of a radial vibration,
the one or more set points can include an Alert set point, a Danger set point that is greater than
the Alert set point, and combinations thereof. In certain embodiments, a single set point can be
employed. Assuming the use of Alert and Danger set points, if the radial vibration amplitude
value is less than the Alert set point, the status of the radial vibration amplitude can be
determined as “OK.” If the radial vibration amplitude value is greater than or equal to the Alert
set point, the status of the radial vibration amplitude can be determined as “Alert.” If the radial
vibration amplitude value is greater than the Danger set point, the status of the operating
parameter can be determined as “Danger.” After the status of the selected monitoring data is
determined in this manner, the protection processing circuit 264 can transmit the determined
status to the backplane 206. The condition processing circuit 266 can be configured to retrieve
selected monitoring data from the backplane 206 and to provide the retrieved monitoring data to
the external network 110b for use by diagnostic system 120. In certain embodiments, the
selected monitoring data can be retrieved by the condition processing circuit 266 in response to
receipt of a conditioning command. As an example, one or more conditioning commands can be
transmitted to condition processing circuits 266 in the form of conditioning command signals
211s can be received from the external network 110b. (e.g., from an operator of the diagnostic
system 120). In turn, the diagnostic system 120 can utilize the retrieved monitoring data to
determine the cause of statuses and/or alarm conditions. Alternatively or additionally, the
diagnostic system 120 can also employ the retrieved monitoring data to predict the development
of statuses and/or alarm conditions before they arise. In further embodiments, the diagnostic
system 120 can store the retrieved monitoring data for subsequent analysis. In additional
embodiments, the diagnostic system 120 can transmit the retrieved monitoring data to another

computing device for analysis.

[0084] In further embodiments, the condition processing circuit 266 can retrieve selected
monitoring data from the backplane 206 based upon detection of a pre-determined status. As an
example, the condition processing circuit 266 can retrieve and review statuses generated by the
protection processing circuit 264 to identify a status matching the pre-determined status. The
identified status can also include a status time characterizing the time when the status was

determined. Upon identification of a match, the condition processing circuit 266 can retrieve

22



WO 2019/195531 PCT/US2019/025750

selected monitoring data including operating parameter measurements corresponding to the pre-
determined status for time durations before and/or after the status time. In this manner, the
diagnostic system 120 can be provided with operating parameter information relevant to
determining the cause of the status. The pre-determined statuses and selected monitoring data

can be contained within the one or more conditioning commands.

[0085] The number of condition processing circuits 266 present in the flexible monitoring
system 202 can be varied independently of the number of input circuits 210i. In certain
embodiments, condition processing circuit 266 can be added to increase the ability of the flexible
monitoring system 202 to output monitoring data. As an example, when two or more condition
processing circuits 266 are present in the flexible monitoring system 202, each can tasked with
output of different measured operating parameters. In another example, two or more condition
processing circuits 266 can output the same measured operating parameters in order to provide
redundancy. Each can be beneficial under certain circumstances, providing computational
flexibility to the flexible monitoring system 202. In a further example, condition processing
circuits 266 can be added to implement custom analytics without interfering with standard

operation (e.g., when beta-testing a new analytic).

[0086] Output circuits 2100 can be configured to obtain any monitoring data contained on the
backplane 206 in response to receipt of output commands (e.g., contained in the one or more
protection command signal 209s received {rom the internal network 110a). The output circuits
2100 can further output the retrieved monitoring data to the internal network 110a in the form of
monitoring signals 206s. Examples of monitoring data retrieved by output circuits 2100 can
include, but are not limited to, operating parameter measurements, the determined values,

variables of the enhanced data set, statuses, and alarms.

[0087] In one aspect, output circuits 2100 can be in the form of proportional output circuits 270.
The proportional output circuits 270 can be configured to output monitoring signals 206s in the
form of process control signals 300s. The process control signals 300s can be proportional to
process variables, such as direct measurement values or variables of the enhanced data set, as
compared to a predetermined scale. As an example, a current output can be a 4-20mA output.

The process control signals 300s can be provided to the machine control system 112, either
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directly or via the internal network 110a, to facilitate control of operating parameters of the
target 102. The process variables included in the process control signals 300 can be specified by

the protection command signal 209s.

[0088] In further embodiments, output circuits 2100 can be in the form of one or more relay
circuits 272 configured to retrieve selected status data from the backplane 206 and to actuate
based upon received alarm statuses to annunciate an alarm. Annunciated alarms can be output in
the form of alarm signals 302s. In one example, relays can actuate based upon a single status. In
another example, relays can actuate based upon predetermined Boolean expressions (e.g., AND
or OR voting) that combine two or more statuses. The alarm signals 302s can be provided to the
machine control system 112 via the internal network 110a, or directly to the machine control
system 112, to facilitate control of operating parameters of the target 102. As an example, the
machine control system 112 can shut down operation of the target 102 in response to receipt of
an alarm signal 302s. The selected status data and the logic employed for actuation of a relay

can be specified by the protection command signal 209s

[0089] In other embodiments, output circuits 2100 can be in the form of at least one
communication interface circuits 274. The communication interface circuit 274 can be
configured to retrieve selected monitoring data from the backplane 206 in response to receipt of
the protection command signal 209s. The selected monitoring data can include one or more of
the measured operating parameters, the measured variables of the enhanced data set, determined
statuses, and determined alarms. The retrieved data can be transmitted to the internal network
110a in one or more return signals 306s for use by machine control system 212 (e.g., for process

control), the HMI 114 (e.g., display to an operator) and/or stored by the historian 116.

[0090] Infrastructure circuits 210n can be configured to perform functionality required for the
flexible monitoring system 202 to operate. In one aspect, infrastructure circuits 210n can take
the form of a system interface circuit 276. The system interface circuit 276 can function as an
access point for transmission of protection command signals 209s from the internal network
110a to the monitoring system 220, facilitating configuration of the circuits involved in
protection monitoring (e.g., protection processing circuit 264, output circuits 2101). The

protection command signals 209s can include one or more signals including any of the following
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in any combination: identification of selected monitoring data for each of the protection
processing circuit 264 and output circuits 210i to retrieve and/or output, alarm set points for the
protection processing circuit 264, and logic for annunciation of relays by relay output circuits

272.

[0091] It can be appreciated that, in contrast to the monitoring system 106, embodiments of the
flexible monitoring system 202 can separate the circuits 210 that configure protection monitoring
functions (e.g., the system interface circuit 276) and condition monitoring functionality (e.g., the
condition processing circuit 266). As a result, protection monitoring configuration can be
performed entirely on the internal network 110a while condition monitoring configuration can be
performed entirely on the external network 110b. That is, the internal network 110a is not
communicatively coupled to the external network 110b. As a result, conditioning command
signals 211s can be provided to the condition processing circuit 266 without the need to obtain

approval from an authorized operator of the machine control system 112.

[0092] In appreciation of cybersecurity risks inherent in allowing the condition processing
circuit 266 to communicate with the external network 110b and the backplane 206, the condition
processing circuit 266 can be limited to unidirectional communication with the backplane 206
for data retrieval only. Such unidirectional communication can be established by any
combination of hardware (e.g., data diodes), firmware, and/or software. In certain embodiments,
this unidirectional communication is provided at least through hardware. As a result, the flexible
monitoring system 202 can be kept secure from malicious actors while facilitating rapid

configuration of the condition processing circuit 266.

[0093] In another aspect, infrastructure circuits 210n can take the form of power input circuits
280. Power input circuits 280 can provide the ability to connect one or more power sources to

the flexible monitoring system 202.

[0094] In a further aspect, infrastructure circuits 210n can take the form of bridge circuits 282.
The bridge circuits 282 can provide the ability to connect the backplanes 206 of two or more

bases 204 together and to form the common backplane 206’ for communication therebetween.
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[0095] So configured, embodiments of the circuits 210 can be arranged in any combination
distributed amongst one or more bases 204 to form implementations of the flexible monitoring
system having desired monitoring capabilities (e.g., input, processing, output, etc.). Exemplary
embodiments of flexible monitoring systems 202 constructed from different groupings of circuits

210 and bases 204 to provide different monitoring functions are illustrated below.

[0096] FIG. 4 is a schematic illustration of an exemplary monitoring system 400. The
monitoring system 400 can include a plurality of monitoring circuits 402a-n that can be
detachably coupled to a backplane 404 via ports (e.g., port 406) of the backplane 404. The
backplane 404 can be, include, or form part of, a physical bus. The backplane can be a passive
backplane configured to facilitate multipoint asynchronous electronic communication between
the monitoring circuits 402a-n that are coupled to the backplane 404. Therefore, data packets
delivered to the backplane can be received by one or more monitoring circuits coupled to the
backplane. In FIG. 4, the backplane can include a number of data lanes 408a-c that are in
electronic communication with a number of ports (e.g., port 406) that are configured to receive
monitoring circuits. Each port can be configured to facilitate electronic communication between
a monitoring circuit (e.g., monitoring circuit 402b) coupled to the port (e.g., port 406), and one

or more data lanes (e.g., 408a-c) of the backplane 404.

[0097] Various types of monitoring circuits can be coupled to the backplane. For example, as
described above, a monitoring circuit can be an input circuit, a processing circuit, a
communication gateway circuit, a SIM circuit, a relay circuit, a condition monitoring (CM)
circuit and the like. Some monitoring circuits (e.g., processing circuits) can be configured to
both broadcast data packets on the data lanes of the bus and read / receive data packets from the
data lanes of the bus. Other monitoring circuits (e.g., condition monitoring circuits) can be
configured to only read / receive data packets from the data lanes of the bus. In some
embodiments, each monitoring circuit can have a unique ID that can be used to identify the
monitoring circuit. Data packets broadcasted by a monitoring circuit can include the unique ID

associated with the monitoring circuit.

[0098] A monitoring circuit can include a circuit controller unit 405 that can control the

operation of the monitoring circuit. The circuit controller unit 405 can include a circuit

26



WO 2019/195531 PCT/US2019/025750

controller 412, a schedule controller 414, a node controller 416 and a gate controller 418. The
monitoring circuit can include a gate (or multiple gates) 420 that can broadcast data packets to
the data lanes of the back plane (e.g., data packets from the circuit controller 412, node controller
416, etc.) and/or transfer data packets from the data lanes of the back plane to the circuit
controller 412. In some implementations, the gates 420 can transfer data packets to an external
condition monitoring system, a portable monitoring system and the like. In some embodiments,

the node controller, gate controller, and/or gates can be a field programmable gate array (FPGA).

[0099] In some implementations, the schedule controller 414, the node controller, the gate
controller 418 and the gates 420 can form a node 430 of the monitoring circuit 402a. The node
can act a liaison between the circuit controller 412 and the data lanes of the back plane 404. The
node 430 can facilitate and control electronic communication between the circuit controller 412
and the back plane 404. For example, the node 430 can control delivery of data packets from the
circuit controller 412 to the data lanes of the backplane 404. The node can also control the
transfer of data packets from the data lanes to the circuit controller of the monitoring circuit. For
example, the node 430 can be configured to transfer data packets from the data lane to the circuit
controller (or an external condition monitoring system) based on a predetermined schedule of the

monitoring system.

[00100] The circuit controller 412 can include a memory, at least one data processor, and/or
other circuitry configured facilitate operation as described herein. The circuit controller 412 can
be configured to perform specific operations corresponding to desired functionality of the
monitoring circuit. In some embodiments, the circuit controller 412 can be configured to receive
data from an external source (e.g., a sensor, or a user device, a data acquisition system, a
condition monitoring system, etc.), process the data, and provide the data to the node 430. For
example, the circuit controller 412 can include an analog-to-digital (A/D) converter that can be
configured to receive analog signals from sensors (e.g., sensors configured to detect operating
parameters of industrial machines) and convert the analog signals to digital signals. The circuit
controller 412 can be configured to receive data from one or more data lanes of the backplane
(e.g., via the node), process the data, and provide the data to an external source (e.g., a user
device, a data acquisition system, a condition monitoring system, etc.). The circuit controller

412 can also be configured to provide control signals to the node controller 416 and/or gate
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controller 414 to instruct delivery of data packets to / received data packets from the data lanes

of the backplane 404.

[00101] Node controller 416 can be in electronic communication with the circuit controller 412
and gate controller 418 of the corresponding monitoring circuit. The node controller 416 can
include memory 413, at least one data processor, and/or other circuitry configured facilitate
operation as described herein. The node controller 416 can function as an interface between the
circuit controller 412 and the gate controller 418 and/or the gates. For example, the node
controller 416 can be configured to control which data is delivered to the circuit controller 412
using, e.g., packet filtering techniques. As an example, a circuit controller 412 of a monitoring
circuit (e.g., a processing circuit, input circuit, output circuit, condition monitoring circuit, and
the like) can send a signal to the node controller 416 to request specific data from the backplane
404. The node controller 416 can monitor data lanes of the backplane, identify the desired data
packets, and deliver the data packets to the circuit controller for processing. This can be done,
for example, by the gate controller 418 which can send a control signal to the gate 420 which can
instruct the gate 420 to transfer data packets from the backplane 404 to the node controller 416.
The node controller can, in turn, transfer the data in the transferred data packets to the card

controller 412.

[00102] In some embodiments, the node controller 416 can use information provided with data
packets delivered to the backplane (e.g., by various monitoring circuits 402a-n coupled to the
backplane) to identify relevant data to provide to the circuit controller 412. For example, the
node controller 416 can use IP addresses, MAC addresses, TCP/IP headers, UDP/IP headers,
message headers, object headers, source information, destination information, and/or contents of
the data packets to identify relevant data packets to provide to the circuit controller. In some
implementations, gates 420 can transfer multiple data packets from the backplane 404 to the
circuit controller 412 / node controller 416, and the circuit controller 412 / node controller can
filter out specific data packets (e.g., based on request from a conditional monitoring system).
The filtering can be based on unique identifier in the data packets (e.g., representative of the

operating parameters contained in the data packets).
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[00103] In some embodiments, the node controller can be configured to receive signals from the
circuit controller, encode the signals into bits, and deliver signals corresponding to the encoded
bits to the gate controller (e.g., in the form of data packets) for the data to be delivered to data
lanes of the backplane. The node controller can also store a copy of a system frame schedule

that can be used to control operation of the gates.

[00104] The gate controller 418 can include memory, at least one data processor, and/or other
circuitry configured facilitate operation as described herein. Each gate controller can be in
electronic communication with the gates 420 and the node controller 416 of the corresponding
monitoring circuit. Each gate controller can be configured to control operation of the gates of
the corresponding monitoring circuit, thereby controlling data flow between the monitoring
circuit and the data lanes of the backplane. For example, gate controller 418 can control
operating modes of the gate 420 (which can include a receiver 424 and a transmitter 422). In
some embodiments, the gate controllers can be configured to control operating modes of the
gates based on a predetermined schedule and/or instruction provided by the node controller. As
an example, the gate controllers can be configured to receive data from the node controller, store
the data, and deliver the data (e.g., in the form of data packets) to the data lanes at a scheduled
time. In some embodiments, the gate controller can receive the schedule from the node
controller. In some embodiments, each data lane can have a corresponding schedule that defines

when the various monitoring circuits can deliver signals to that particular data lane.

[00105] The gate 420 can include a transmitter 422 that can broadcast data packets to a data
lane in the back plane 404. The gate 420 can also include a receiver 424 that can read / transfer
data packets from a data lane in the back plane 404 to the node controller 416. In some
embodiments, the receiver 424 can be configured to modify and/or control signals delivered to
the node controller 416 from the backplane 404. For example, the receiver 424 can receive
signals from the data lanes of the backplane, amplify the signals, and provide the signals to the

circuit controller 412 (e.g., via the gate controller and/or the node controller).

[00106] In some embodiments, the receiver 424 can have a first and a second operating modes.
In the first operating mode, the receivers can be configured to allow data packets to be

transferred from the data lane (e.g., data lanes 408a-c) to the node controller 416. In the second

29



WO 2019/195531 PCT/US2019/025750

operating mode, the receivers can be configured to prevent data packets from the data lane (e.g.,

data lanes 408a-c) to the node controller 416.

[00107] The schedule controller 414 can generate a schedule that can determines when
each monitoring circuit can deliver data to each data lane of the backplane. The schedule can be
distributed among the monitoring circuits (e.g., monitoring circuits 402a-n) via the data lanes
(e.g., data lanes 408a-c) of the backplane 404. For example, schedule controller 414 in the
monitoring circuit 402a can prepare the schedule which can be distributed to the monitoring

circuits 402b-402n via one or more data lanes 408a-c.

[00108] Controlling operating modes of the gates 420 can be referred to as gating. Each
schedule can include a time frame (also referred to as “system frame”) that can correspond to a
predetermined amount of time associated with transfer of data packets between monitoring
circuits. The frame can be divided into a number of time slices. The schedule can assign /
allocate a time slice to a monitoring circuit. Schedule generation can also be referred to as
arbitration. Monitoring circuits that are capable of generating schedules (e.g., monitoring
circuits that include a schedule controller 414) and delivering the schedules to the data lanes can
be referred to as arbitration capable monitoring circuits (or master monitoring circuits). The
generated schedules can be broadcasted to the data lanes in a beacon packet which can be
received by the monitoring circuits of the monitoring system. The beacon packet can include a
reference time. The time slices in the schedule can be temporally arranged relative to the beacon
packet. Additionally, the reference time can be indicative of an internal clock of the master

monitoring circuit.

[00109] FIG. 5 illustrates an exemplary monitoring system 500 that can monitor the
operation of an industrial machine 550. The monitoring system 500 can include multiple
monitoring circuits 402a-n. The monitoring circuits can be configured to operate as an input
circuit (e.g., input circuit 2101), a relay output circuit (e.g., output circuit 2100), processing
circuit (e.g., processing circuit 266), SIM circuit, and the like. The monitoring system 500 can
also include a condition monitoring circuit 506 that can transfer data broadcasted on the back
plane 404 to a data collection software and/or a condition monitoring software which can

operate, for example, on a condition monitoring system 510, a server, and the like. The
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monitoring circuits 402a-n and condition monitoring circuit 506 can be detachably coupled to the
back plane 404. The condition monitoring system 510 can communicate with the condition
monitoring circuit 506 (e.g., request data broadcasted on the back plane 404). Additionally or
alternately, the condition monitoring circuit 506 can transfer data (e.g., data requested by the

condition monitoring system 510) to the condition monitoring system 510.

[00110] The condition monitoring circuit 506 can support an operating system. The
operating system can communicate with the operating system on the condition monitoring
system 510. In one implementation, the condition monitoring circuit 506 can perform condition
monitoring operations on the machine 550. For example, the condition monitoring circuit 506,
can execute a portion of the condition monitoring software in the condition monitoring system
510. The condition monitoring circuit 506 can generate an alarm and notify an authorized
operator if operating parameters of the machine 550 exceeds a threshold value. The condition
monitoring circuit 506 can be configured to transfer data packets from data lanes in the back
plane 404 to the condition monitoring system 510. The condition monitoring circuit 506 can also
be configured to prevent transfer of a data packet to the monitoring system 500 from the

condition monitoring system 510.

[00111] FIG. 6 is a schematic illustration of an exemplary condition monitoring circuit
506. As described before, the condition-monitoring circuit 506 can include a circuit controller
unit 405 that can include a circuit controller 412, a schedule controller 414, a node controller 416
and a gate controller 418. The condition monitoring circuit can include one or more gates 620
that can include one or more receivers 424. However, the gates 620 may not include a
transmitter. Therefore, the condition monitoring circuit can allow for a unidirectional flow of
data packets where data packets can only be read / transmitted data from the back plane 404 to
the components of the monitoring card (e.g., card controller 412, node controller 416, gate
controller 418, etc.), but cannot broadcast data packets to the data lanes of the back plane. For
example, the transmitter 424 can transmit data packets broadcasted on the back plane 404 to the
node controller 416. This can be done, for example, by transmission of data on the data packets
broadcasted on the back plane 404 directly to the node controller 416 or to the node controller
416 via the gate controller 418. The gate controller 418 can send a control signal to the

transmitter 424 based on which the transmitter 424 can transfer data packets from the backplane
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404 to the node controller 416. The node controller 416 can transmit data in the transferred data

packets to the circuit controller 412.

[00112] FIG. 7 is a process flow diagram illustrating an exemplary method of transferring
data packets from the monitoring system 500 to the condition monitoring system 510. At 702, an
operating parameter associated with the industrial machine 550 can be identified (e.g., by the
circuit controller 412 of the condition monitoring circuit 506). The identification of the
operating parameter can be based on a request from the condition monitoring system 510. For
example, the condition monitoring system can send a request signal to the condition monitoring
circuit 506 (e.g., circuit controller 412 of the condition monitoring circuit 506) that identifies the
operating parameter (e.g., position, vibration, temperature, speed, etc. associated with machine
550). Alternately, the circuit controller 412 may identify the operating parameter (e.g., based on
a condition monitoring operation executed by the circuit controller 412). The monitoring system
500 can detect operating parameters of the machine 550 (e.g., operating parameters identified by
the condition monitoring system 510) via one or more sensors and broadcast the detected data on
the back plane 404. For example, the identified operating parameter can be broadcasted on one
or more data lanes of the backplane 404 by an input circuit (not shown) that receives the

identified operating parameter from a sensor associated with machine 550.

[00113] At 704, one or more data packets that include data characterizing the identified
operating parameter (e.g., identified at step 702) can be transferred from the backplane 404 of the
monitoring system 500. This can be done, for example, by configuring one or more gates 620
(e.g., receivers 424 in a gate 620) in the node 630 to transfer data packets that are being
broadcasted in the data lanes of the bus 404. These data packets can be transmitted to the node
controller 416 and/or the circuit controller 412. The node controller 416 and/or the gate
controller 418 can control the operation of the gates 620 (e.g., set the gates 620 to the first
operating mode in which receivers 424 in the gates 620 are configured to transfer data packets
broadcasted on the data lanes of the bus 404 to the node controller 416 / circuit controller 412).
In some implementations, gates 620 can transfer the data packets directly to the condition

monitoring system 510 obviating the circuit controller 412.
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[00114] In some implementations, the circuit controller 412 can receive a beacon packet
from the backplane 404. The beacon packet can include a system frame schedule of the
monitoring system 510. The system frame schedule can be indicative of time slices during
which one or more data packets are scheduled to be broadcasted on the back plane 404. The data
packets can include data characterizing the identified operating parameter (e.g., operating
parameter identified at 702). The beacon packet can also include a reference time associated
with the monitoring system 510. The circuit controller 412 can synchronize the internal time of
the circuit controller 412 with the reference time in the beacon packet. This can allow the circuit
controller 412 to determine the occurrence times of the time slices associated with the system
frame schedule with precision (e.g., precision of tens of nanoseconds). This can allow the circuit
controller 412 to configure the gates 620 (e.g., via gate controller 418) to operate in the first
operating mode during the occurrences of selected time slices of the system frame schedule. As
a result, data packets broadcasted on the back plane 404 during the selected time slices to be
transferred to the circuit controller 412. For example, the selected time slices can correspond to
the time when data packets associated with the identified operating parameters are broadcasted
on the back plane 404. Selection of time slices can be based on the schedule in the beacon

packet.

[00115] In another implementation, the gate controller 418 can configure the gates 620 to
transfer data packets from the backplane 404 to the circuit controller 412 during the entirety (or
during multiple time slices) of the system frame schedule. The transferred data packets can be
transmitted to the circuit controller 412 which can then select the one or more data packets that
include data characterizing the identified operating parameters. The data packets associated with
the identified operating parameters can be selected (e.g., by node controller 416 and/or circuit
controller 412) based on unique identifiers in the transferred data packets. The unique identifiers

can be indicative of the operating parameter included in the corresponding data packet.

[00116] At 706, the data characterizing the operating parameters can be provided to the
condition monitoring system 510. The circuit controller 412 can transmit the data in the data

packets selected at 704 directly or indirectly to the condition monitoring system 510. In some
implementations, the circuit controller 412 can aggregate the data in the various selected data

packets (e.g., data packets selected at 704) into one data packet and transmit the aggregated data
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packet. In some implementations, the circuit controller 412 can store the data in the data packets
selected at 704 in a local memory 413 or on a cloud. The circuit controller 412 may also provide
the selected data packets to a user (e.g., display the data). In some implementations, the circuit
controller 412 can determine an operational status (e.g., health of the machine, alarms associated
with the machine, and the like) based on the selected data packets. Additionally or alternately,
the circuit controller 412 can perform condition monitoring operation of the machine 550.
Condition monitoring operation can include calculation / determination of one or more condition
monitoring parameters such as configuration of sensors (e.g., sensors configured to detect
operating parameters of machine 550), location and operating parameters of the machine 550,

operating states of the machine 550, and the like.

[00117] FIG. 8 is a schematic illustration of an exemplary unidirectional coupling between
the monitoring system 500 and a portable monitoring system 840 via the condition monitoring
circuit 506. As described before, the monitoring system 500 can include multiple monitoring
circuits 402a-n detachably coupled to the back plane 404. The monitoring system 500 can
monitor the operations of the machine 850 (e.g., via multiple machine sensors [not shown]
configured to detect one or more operating parameters of the machine 850 and transmit the

measurement data to the back plane 404 via an input circuit ).

[00118] A portable monitoring system 840 can communicate with the condition
monitoring circuit 506 (e.g., request data broadcasted on the back plane 404). The portable
monitoring system 840 can include a secondary bus 844 to which multiple monitoring circuits
842a-d can be coupled (e.g., detachably coupled). The portable monitoring system 840 can be
coupled to a sensor 860 configured to detect one or more operating parameter associated with the
machine 850. For example, the sensor 860 can detect an operating parameter of the machine 850
that may not be directly available to the monitoring system 500 (e.g., monitoring system may not
have a sensor that can detect the operational parameter detected by sensor 860). Additionally or
alternately, sensor 860 can detect operating parameters at a higher temporal and/or spatial
resolution than the sensors associated with the monitoring system 500. For example, sensor 860
can include multiple sub-sensors that can be coupled to the machine 850 that can detect multiple
operating parameters of a given region of the machine 850 (e.g., a region of a machine behaving

in an undesired manner).
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[00119] FIG. 9 is a process flow diagram illustrating an exemplary method of monitoring
an industrial machine by a portable monitoring system. At 902, a beacon packet associated with
the monitoring system 500 is received {rom the bus 404. The beacon packet can be received by
the portable monitoring system 840. For example, the beacon packet can be detected by receiver
424 in the gate 620 of the condition monitoring circuit 506. The beacon packet can be
transmitted to the portable monitoring system 840 (e.g., by the circuit controller 412 of the
monitoring circuit 506). An input monitoring circuit 842d of the portable monitoring system 840
can receive the beacon packet transmitted by the condition monitoring circuit 506. The beacon
packet can be stored in a memory of the input monitoring circuit 824d. The beacon packet can
include a first system frame schedule indicative of a plurality of time slices during which a
plurality of data packets are configured to be broadcasted on the bus 404. The beacon packet can
also include a reference time indicative of an internal time of the monitoring system 500. The
portable monitoring system can set its internal clock based on the reference time of the
monitoring system 500. The beacon packet can be broadcasted on the bus 404 by a monitoring
circuit (e.g., one of the monitoring circuits 402a-c designated as the master monitoring circuit)

detachably coupled to the bus 404.

[00120] At 904, a first set of time slices of the plurality of time slices are determined.
During the first set of time slices a first set of data packets including data characterizing one or
more predetermined operating parameters are broadcasted on the back plane 404 (e.g., by one or
more of the monitoring circuits 402a-c). The predetermined operating parameters can be a set of
operating parameters that may be needed by the portable monitoring system 840 to provide
condition and/or protection monitoring to the machine 850. For example, the portable
monitoring system 840 can determine that it requires an operational parameter ((e.g., position,
vibration, temperature, speed, etc.) associated with the machine 850 which is available to the
monitoring system 500 (e.g., monitoring system 500 can be coupled to sensors that that can
detect the required operating parameters from the machine 850). In some implementations, the
portable monitoring system 840 (e.g.. a processor circuit in the portable monitoring system) can
determine the first set of time slices based on the schedule in the beacon packet. The schedule
can indicate the time slices during which data packets containing the one or more operating
parameters of the machine 850 are broadcasted on the back plane 404. In some implementations,

the system frame schedule in the beacon packet can indicate the time slices corresponding to
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unique identification (e.g. mac address) of the input monitoring circuit configured to broadcast
during the time slices. The portable monitoring system 840 may know the input monitoring
circuits (and their unique identification) that will broadcast the predetermined operating
parameters on the back plane 404. Based on this information, the portable monitoring system

840 can determine the first set of time slices in the system frame schedule.

[00121] Data packets broadcasted on the back plane 404 can include a unique identifier
that can be indicative of its content. For example, the unique identifier can indicate the operating
parameter data contained in the data packet. In some implementations, multiple data packets
broadcasted on the data plane 404 can be transmitted to the portable monitoring system 840. A
monitoring card in the portable system 840 can receive the data packets and determine the first
set of data packets that include the unique identifier associated with the predetermined data

parameter.

[00122] At 906, the first set of data packets are transferred from the bus 404 to a
monitoring circuit of the portable monitoring system 840. This can be done, for example, by
activating one or more gates 620 in the node 630 of the condition monitoring circuit 506. In one
implementation, the portable monitoring system 840 can send a node activity schedule to the
circuit controller 412. The node activity schedule can include the time durations during which
the gate 620 needs to be activated. Based on the node activity schedule, the gate controller 418
can activate the receivers 424 in the gate 620. For example, the gate 620 can be activated during
the time slices determined at 904 (e.g., time slices during which data packets that include
predetermined operating parameters are broadcasted) that are included in the node schedule. The
data packets transferred from the back plane 404 to the portable monitoring system 840 can
include unique identifiers can be indicative of the predetermined operating parameter included in

the corresponding data packet.

[00123] The portable monitoring system 840 can receive the data packets from the
backplane 404. Additionally or alternately, the portable monitoring system 840 can be further
configured to receive data characterizing sensor measurement from one or more sensors (e.g.,
sensor 860) coupled to the industrial machine 850. The data characterizing sensor measurement

can include an operational parameter value detected by the sensor 860. The data characterizing
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sensor measurement can also include the time associated with the detected operational
parameter. Time measurement of the detected operational parameter can allow the portable
monitoring system to synchronize the detected sensor measurement with data packets obtained

from the backplane 404.

[00124] The portable monitoring system 840 can determine an operation status of the
industrial machine 850 based on the received data characterizing sensor measurement and the
received data characterizing one or more predetermined operating parameters. Determination of
the operation status can involve arranging the sensor measurement data and the data received
from the backplane 404 based on their detection time. In some implementations, an input
monitoring circuit 842d can be detachably coupled to the secondary bus 844. The input
monitoring circuit 842d can be configured to receive data characterizing sensor measurement
from the sensor 860. The portable monitoring system 840 can also include a processing circuit
842c¢ detachably coupled to the secondary bus 844. The processing circuit 842c can configured
to determine an operation status (e.g., alarm associated with the condition monitoring, protection
monitoring, etc.) of the industrial machine 850. The portable monitoring system can
communicate the operation status of the machine 850 to one or more of a data collection system,

a condition monitoring system, an authorized user, etc.

[00125] Other embodiments are within the scope and spirit of the disclosed subject matter.
One or more examples of these embodiments are illustrated in the accompanying drawings.
Those skilled in the art will understand that the systems, devices, and methods specifically
described herein and illustrated in the accompanying drawings are non-limiting exemplary
embodiments and that the scope of the present invention is defined solely by the claims. The
features illustrated or described in connection with one exemplary embodiment may be
combined with the features of other embodiments. Such modifications and variations are
intended to be included within the scope of the present invention. Further, in the present
disclosure, like-named components of the embodiments generally have similar features, and thus
within a particular embodiment each feature of each like-named component is not necessarily

fully elaborated upon.

[00126] Certain exemplary embodiments described above provide an overall
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understanding of the principles of the structure, function, manufacture, and use of the systems,
devices, and methods disclosed herein. One or more examples of these embodiments are
illustrated in the accompanying drawings. Those skilled in the art will understand that the
systems, devices, and methods specifically described herein and illustrated in the accompanying
drawings are non-limiting exemplary embodiments and that the scope of the present invention is
defined solely by the claims. The features illustrated or described in connection with one
exemplary embodiment may be combined with the features of other embodiments. Such
modifications and variations are intended to be included within the scope of the present
invention. Further, in the present disclosure, like-named components of the embodiments
generally have similar features, and thus within a particular embodiment each feature of each

like-named component is not necessarily fully elaborated upon.

[00127] The subject matter described herein can be implemented in digital electronic
circuitry, or in computer software, firmware, or hardware, including the structural means
disclosed in this specification and structural equivalents thereof, or in combinations of them.
The subject matter described herein can be implemented as one or more computer program
products, such as one or more computer programs tangibly embodied in an information carrier
(e.g., in a machine-readable storage device), or embodied in a propagated signal, for execution
by, or to control the operation of, data processing apparatus (e.g., a programmable processor, a
computer, or multiple computers). A computer program (also known as a program, software,
software application, or code) can be written in any form of programming language, including
compiled or interpreted languages, and it can be deployed in any form, including as a stand-alone
program or as a module, component, subroutine, or other unit suitable for use in a computing
environment. A computer program does not necessarily correspond to a file. A program can be
stored in a portion of a file that holds other programs or data, in a single file dedicated to the
program in question, or in multiple coordinated files (e.g., files that store one or more modules,
sub-programs, or portions of code). A computer program can be deployed to be executed on one
computer or on multiple computers at one site or distributed across multiple sites and

interconnected by a communication network.

[00128] The processes and logic flows described in this specification, including the

method steps of the subject matter described herein, can be performed by one or more
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programmable processors executing one or more computer programs to perform functions of the
subject matter described herein by operating on input data and generating output. The processes
and logic flows can also be performed by, and apparatus of the subject matter described herein

can be implemented as, special purpose logic circuitry, e.g., an FPGA (field programmable gate

array) or an ASIC (application-specific integrated circuit).

[00129] Processors suitable for the execution of a computer program include, by way of
example, both general and special purpose microprocessors, and any one or more processor of
any kind of digital computer. Generally, a processor will receive instructions and data from a
read-only memory or a random access memory or both. The essential elements of a computer
are a processor for executing instructions and one or more memory devices for storing
instructions and data. Generally, a computer will also include, or be operatively coupled to
receive data from or transfer data to, or both, one or more mass storage devices for storing data,
e.g., magnetic, magneto-optical disks, or optical disks. Information carriers suitable for
embodying computer program instructions and data include all forms of non-volatile memory,
including by way of example semiconductor memory devices, (e.g., EPROM, EEPROM, and
flash memory devices); magnetic disks, (e.g., internal hard disks or removable disks);
magneto-optical disks; and optical disks (e.g., CD and DVD disks). The processor and the

memory can be supplemented by, or incorporated in, special purpose logic circuitry.

[00130] To provide for interaction with a user, the subject matter described herein can be
implemented on a computer having a display device, e.g., a CRT (cathode ray tube) or LCD
(liquid crystal display) monitor, for displaying information to the user and a keyboard and a
pointing device, (e.g., a mouse or a trackball), by which the user can provide input to the
computer. Other kinds of devices can be used to provide for interaction with a user as well. For
example, feedback provided to the user can be any form of sensory feedback, (e.g., visual
feedback, auditory feedback, or tactile feedback), and input from the user can be received in any

form, including acoustic, speech, or tactile input.

[00131] The techniques described herein can be implemented using one or more modules.
As used herein, the term “module” refers to computing software, firmware, hardware, and/or

various combinations thereof. At a minimum, however, modules are not to be interpreted as
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software that is not implemented on hardware, firmware, or recorded on a non-transitory
processor readable recordable storage medium (i.e., modules are not software per se). Indeed
“module” is to be interpreted to always include at least some physical, non-transitory hardware
such as a part of a processor or computer. Two different modules can share the same physical
hardware (e.g., two different modules can use the same processor and network interface). The
modules described herein can be combined, integrated, separated, and/or duplicated to support
various applications. Also, a function described herein as being performed at a particular module
can be performed at one or more other modules and/or by one or more other devices instead of or
in addition to the function performed at the particular module. Further, the modules can be
implemented across multiple devices and/or other components local or remote to one another.
Additionally, the modules can be moved from one device and added to another device, and/or

can be included in both devices.

[00132] The subject matter described herein can be implemented in a computing system
that includes a back-end component (e.g., a data server), a middleware component (e.g., an
application server), or a front-end component (e.g., a client computer having a graphical user
interface or a web browser through which a user can interact with an implementation of the
subject matter described herein), or any combination of such back-end, middleware, and
front-end components. The components of the system can be interconnected by any form or
medium of digital data communication, e.g., a communication network. Examples of
communication networks include a local area network (“LAN”) and a wide area network

(“WAN?”), e.g., the Internet.

[00133] Approximating language, as used herein throughout the specification and claims,
may be applied to modify any quantitative representation that could permissibly vary without
resulting in a change in the basic function to which it is related. Accordingly, a value modified
by a term or terms, such as “about” and “substantially,” are not to be limited to the precise value
specified. In at least some instances, the approximating language may correspond to the
precision of an instrument for measuring the value. Here and throughout the specification and
claims, range limitations may be combined and/or interchanged, such ranges are identified and

include all the sub-ranges contained therein unless context or language indicates otherwise.
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What is claimed is:

1. A condition monitoring circuit comprising:

a circuit controller;

a node comprising a gate controller, a node controller and one or more gates, the node
configured to detachably couple to a bus of a monitoring system associated with an industrial
machine,

wherein the circuit controller is configured to identify an operating parameter associated
with the industrial machine,

wherein the gate controller is configured to transfer, via the one or more gates, one or
more data packets comprising data characterizing the operating parameter from the bus in the
monitoring system, and

wherein the one or more gates are configured to prevent transfer of an outgoing data

packet to the bus via the node.

2. The condition monitoring circuit of claim 0, wherein the one or more gates include a
unidirectional data flow circuit, wherein the unidirectional data flow circuit prevents transfer of

the outgoing data packet to the bus via the one or more gates.

3. The condition monitoring circuit of claim 0, wherein the gate controller is configured to
transfer the one or more data packets by:

receiving a beacon packet from the bus, wherein the beacon packet includes a system frame
schedule of the monitoring system, said system frame schedule indicative of a first plurality of
time slices during which the one or more data packets comprising the data characterizing the
operating parameter are broadcasted on the bus; and

configuring the node to transfer the one or more data packets from the bus during the first

plurality of time slices.

4. The condition monitoring circuit of claim 0, wherein the gate controller is configured to
transfer a plurality of data packets broadcasted on the bus to the node controller, and

wherein the node controller is configured to select, from the transferred plurality of data
packets, the one or more data packets including data characterizing the operating parameter by at

least identifying the one or more data packets based on unique identifiers contained within the
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one or more data packets.

5. The condition monitoring circuit of claim 0, wherein the gate controller configures the one
or more gates in the node to transmit the one or more data packets from the bus in the monitoring

system to the node controller.

6. The condition monitoring circuit of claim 5, wherein the gate controller provides a control
signal to a gate of the one or more gates, wherein the gate transmits a data packet of the one or

more data packets from the bus in the monitoring system based on the control signal.

7. The condition monitoring circuit of claim 5, further configured to detachably couple to the

bus in the monitoring system.

8. The condition monitoring circuit of claim 0, wherein the condition monitoring circuit can
include a memory configured to store the one or more data packets comprising data

characterizing the operating parameter.

9. The condition monitoring circuit of claim 0, wherein the operating parameter is identified

based on a request from a condition monitoring system.

10. The condition monitoring circuit of claim 0, wherein the circuit controller is further
configured to determine a condition monitoring parameter indicative of an operational status of

the industrial machine based on the data characterizing the operating parameter.

11. A method comprising:
identifying an operating parameter associated with an industrial machine;
transferring, via one or more gates in a node, one or more data packets comprising data
characterizing the operating parameter from a bus in a monitoring system associated with the
industrial machine,
wherein the one or more data packets are broadcasted on the bus by one or more
monitoring circuits of the monitoring system, and
wherein the one or more gates are configured to prevent transfer of an outgoing data
packet to the bus via the node; and

providing the data characterizing the operating parameter to a condition monitoring system.
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12. The method of claim 11, wherein the one or more gates include a unidirectional data flow
circuit, the unidirectional data flow circuit prevents transfer of the outgoing data packet to the

bus via the one or more gates.

13. The method of claim 11, wherein transferring the one or more data packets includes:
receiving a beacon packet from the bus, wherein the beacon packet includes a system frame
schedule of the monitoring system, the system frame schedule indicative of a first plurality of
time slices during which the one or more data packets comprising the data characterizing the
operating parameter are broadcasted on the bus; and
configuring the node to transfer the one or more data packets from the bus during the first

plurality of time slices.

14. The method of claim 11, wherein transferring the one or more data packets includes:
transferring data packets broadcasted on the bus; and
selecting, from the transferred data packets, the one or more data packets including data
characterizing the operating parameter by at least identifying the one or more data packets based

on a unique identifier contained within the transferred data packets.

15. The method of claim 11, wherein the node includes a node controller and a gate controller,
wherein the gate controller configures the one or more gates in the node to transmit the one or

more data packets from the bus in the monitoring system to the node controller.

16. The method of claim 15, wherein the gate controller provides a control signal to a gate of the
one or more gates, wherein the gate transmits a data packet of the one or more data packets from

the bus in the monitoring system based on the control signal.

17. The method of claim 15, wherein the node is detachably coupled to the bus in the monitoring

system.

18. The method of claim 17, wherein the operating parameter is identified by the circuit

controller.

19. The method in claim 11, wherein the operating parameter is identified based on a request

from the condition monitoring system.
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20. The method of claim 11, further comprising determining a condition monitoring parameter
indicative of an operational status of the industrial machine based on the data characterizing the

operating parameter.
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