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Impairment Detection System and Method

Related Application

|001] This application claims the benefit of U.S. Provisional Application No.
62/351,665, filed on 17 June 2016, entitled “Impairment Detection Systems and

Methods™, the contents of which are incorporated herein by reference.

Technical Field

|002] This disclosure relates to detection systems and, more particularly, to

impairment detection systems.

Background

|003] Accidents 1n the workplace cost many mullions of dollars, hundreds of
lives, and damage to the environment every year, wherein the majority of these
accidents are caused by human error. As 1s known, human error has many causes; one
of which 1s impairment (e.g., due to lack of sleep, 1llness and/or the influence of drugs
/ alcohol).

|004] In an effort to reduce accidents 1n the United States, 7.5 mullion workers 1n
high-risk occupations are required to take random blood and/or urine tests to deter the
use of drugs and/or alcohol on the job. However, fatigue, 1llness and stress are more
common causes of impairment than are the effects of drugs or alcohol. Accordingly,
accidents continue to occur 1n large part because workers are impaired by e.g.,
exhaustion, stress, side-effects from prescription medications or from a combination

of these factors.

Summary of Disclosure

Invention #10

|005] In one implementation, a computer-implemented method 1s executed on a
computing device and includes administering an alertness test on a client electronic

device to determine a result for a user, wherein the result 1s indicative of a level of
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alertness of the user. Biometric information concerning the user may be received
from a biometric device. The result for the user may be adjusted based, at least in
part, upon the biometric information.

|006] One or more of the following features may be included. Administering the
alertness test to the user may include rendering a plurality of objects for use within the
alertness test being administered to the user. A disrupter configured to distract the
user may be rendered. A response may be solicited from the user concerning the
plurality of objects. The response may be received from the user. The result may be
determined for the user based, at least in part, upon the response received from the
user. The disrupter may include one or more of: a visual disrupter; an audible
disrupter; and a physical disrupter. The biometric information may concern one or
more health aspects of the user. The biometric device may include a heart rate
monitoring device. The biometric device may include a blood glucose monitoring
device. The biometric device may include a blood oxygen monitoring device.

|007] In another implementation, a computer program product resides on a
computer readable medium and has a plurality of instructions stored on 1t. When
executed by a processor, the instructions cause the processor to perform operations
including administering an alertness test on a client electronic device to determine a
result for a user, wherein the result 1s indicative of a level of alertness of the user.
Biometric information concerning the user may be received from a biometric device.
The result for the user may be adjusted based, at least in part, upon the biometric
information.

|008] One or more of the following features may be included. Administering the
alertness test to the user may include rendering a plurality of objects for use within the
alertness test being administered to the user. A disrupter configured to distract the
user may be rendered. A response may be solicited from the user concerning the
plurality of objects. The response may be received from the user. The result may be

determined for the user based, at least in part, upon the response received from the
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user. The disrupter may include one or more of: a visual disrupter; an audible
disrupter; and a physical disrupter. The biometric information may concern one or
more health aspects of the user. The biometric device may include a heart rate
monitoring device. The biometric device may include a blood glucose monitoring
device. The biometric device may include a blood oxygen monitoring device.

|009] In another implementation, a computing system includes a processor and
memory 1S configured to perform operations including administering an alertness test
on a client electronic device to determine a result for a user, wherein the result 1s
indicative of a level of alertness of the user. Biometric information concerning the
user may be received from a biometric device. The result for the user may be adjusted
based, at least in part, upon the biometric information.

|0010] One or more of the following features may be included. Administering the
alertness test to the user may include rendering a plurality of objects for use within the
alertness test being administered to the user. A disrupter configured to distract the
user may be rendered. A response may be solicited from the user concerning the
plurality of objects. The response may be received from the user. The result may be
determined for the user based, at least in part, upon the response received from the
user. The disrupter may include one or more of: a visual disrupter; an audible
disrupter; and a physical disrupter. The biometric information may concern one or
more health aspects of the user. The biometric device may include a heart rate
monitoring device. The biometric device may include a blood glucose monitoring
device. The biometric device may include a blood oxygen monitoring device.

|0011] The details of one or more implementations are set forth in the
accompanying drawings and the description below. Other features and advantages

will become apparent from the description, the drawings, and the claims.
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Brief Description of the Drawings

|0012] FIG 1 1s a diagrammatic view of a distributed computing network
including a computing device that executes an i1mpairment detection process
according to an embodiment of the present disclosure;

|0013] FIG 2 1s a diagrammatic view of a client electronic device executing the
impairment detection process of FIG 1 according to an embodiment of the present
disclosure;

|0014] FIGS. 3A-3F are a diagrammatic views of display screens rendered by the
impairment detection process of FIG 1 according to an embodiment of the present
disclosure;

|0015] FIG 4 1s a flowchart of one embodiment of the impairment detection
process of FIG 1 according to an embodiment of the present disclosure;

|0016] FIG 5 1s a flowchart of another embodiment of the impairment detection
process of FIG 1 according to an embodiment of the present disclosure;

|0017] FIG 6 1s a flowchart of another embodiment of the impairment detection
process of FIG 1 according to an embodiment of the present disclosure;

|0018] FIG 7 1s a flowchart of another embodiment of the impairment detection
process of FIG 1 according to an embodiment of the present disclosure;

|0019] FIG 8 1s a flowchart of another embodiment of the impairment detection
process of FIG 1 according to an embodiment of the present disclosure;

|0020] FIG 9 1s a flowchart of another embodiment of the impairment detection
process of FIG 1 according to an embodiment of the present disclosure;

|0021] FIG 10 1s a flowchart of another embodiment of the impairment detection
process of FIG 1 according to an embodiment of the present disclosure; and

10022] FIG 11 1s a flowchart of another embodiment of the impairment detection
process of FIG 1 according to an embodiment of the present disclosure.

|0023] Like reference symbols in the various drawings indicate like elements.
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Detailed Description of the Preferred Embodiments

System Overview

[0024] In FIG: 1, there 1s shown impairment detection process 10. Impairment
detection process 10 may be implemented as a server-side process, a client-side
process, or a hybrid server-side / client-side process.

|0025] For example, impairment detection process 10 may be implemented as a
purely server-side process via impairment detection process 10s. Alternatively,
impairment detection process 10 may be implemented as a purely client-side process
via one or more of impairment detection process 10cl, impairment detection process
10c2, impairment detection process 10c¢3, and impairment detection process 10c4.
Alternatively still, impairment detection process 10 may be implemented as a hybrd
server-side / client-side process via impairment detection process 10s in combination
with one or more of impairment detection process 10cl, impairment detection process
10c2, impairment detection process 10c¢3, and impairment detection process 10c4.
Accordingly, impairment detection process 10 as used 1n this disclosure may include
any combination of impairment detection process 10s, impairment detection process
10cl, impairment detection process 10c¢2, impairment detection process 10c3, and
impairment detection process 10c¢4.

[0026] Impairment detection process 10s may be a server application and may
reside on and may be executed by computing device 12, which may be connected to
network 14 (e.g., the Internet or a local area network). Examples of computing device
12 may 1include, but are not limited to: a personal computer, a server computer, a
series of server computers, a min1 computer, a mainframe computer, or a cloud-based
computing network.

[0027] The nstruction sets and subroutines of impairment detection process 10s,
which may be stored on storage device 16 coupled to computing device 12, may be
executed by one or more processors (not shown) and one or more memory

architectures (not shown) included within computing device 12. Examples of storage
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device 16 may include but are not limited to: a hard disk drive; a RAID device; a
random access memory (RAM); a read-only memory (ROM); and all forms of flash
memory storage devices.

|0028] Network 14 may be connected to one or more secondary networks (e.g.,
network 18), examples of which may include but are not limited to: a local area
network; a wide area network; or an intranet, for example.

|0029] Examples of impairment detection processs 10cl, 10¢2, 10¢3, 10c4 may
include but are not limited to a corporate user interface, a web browser, or a
specialized application (e.g., an application running on e.g., the Android "™ platform or
the 10S '™ platform). The instruction sets and subroutines of impairment detection
processes 10cl, 10c2, 10c3, 10c4, which may be stored on storage devices 20, 22, 24,
26 (respectively) coupled to client electronic devices 28, 30, 32, 34 (respectively),
may be executed by one or more processors (not shown) and one or more memory
architectures (not shown) incorporated into client electronic devices 28, 30, 32, 34
(respectively). Examples of storage devices 20, 22, 24, 26 may include but are not
limited to: hard disk drives; RAID devices; random access memories (RAM); read-
only memories (ROM), and all forms of flash memory storage devices.

|0030] Examples of client electronic devices 28, 30, 32, 34 may include, but are
not limited to: smartphone 28; laptop computer 30; specialty device 32; personal
computer 34; a notebook computer (not shown); a server computer (not shown); a
dedicated network device (not shown); a tablet computer (not shown), a portion of an
area access controller (not shown and configured to allow a user to gain access to a
restricted area), a portion of an interlock controller (not shown and configured to
allow a user to gain access to a piece of restricted equipment), a portion of a computer
access controller (not shown and configured to allow a user to gain access to a
restricted computing system) and/or a portion of a timeclock controller (not shown

and configured to allow a user to log into work).
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[0031] Client electronic devices 28, 30, 32, 34 may each execute an operating
system, examples of which may include but are not limited to Microsoft Windows "™,
Android "™, 10S "™ Linux "™, or a custom operating system.

[0032] Users 36, 38, 40, 42 may access impairment detection process 10 directly
through network 14 or through secondary network 18. Further, impairment detection
process 10 may be connected to network 14 through secondary network 18, as
1llustrated with link line 44.

|0033] The various client electronic devices (e.g., client electronic devices 28, 30,
32, 34) may be directly or indirectly coupled to network 14 (or network 18). For
example, smartphone 28 and laptop computer 30 are shown wirelessly coupled to
network 14 via wireless communication channels 44, 46 (respectively) established
between smartphone 28, laptop computer 30 (respectively) and cellular network /
bridge 48, which 1s shown directly coupled to network 14. Further, specialty device
32 1s shown wirelessly coupled to network 14 via wireless communication channel 50
established between specialty device 32 and wireless access point (1.e., WAP) 52,
which 1s shown directly coupled to network 14. Additionally, personal computer 34 1s
shown directly coupled to network 18 via a hardwired network connection.

|0034] WAP 52 may be, for example, an IEEE 802.11a, 802.11b, 802.11g,
802.11n, Wi-F1, and/or Bluetooth device that 1s capable of establishing wireless
communication channel 50 between specialty device 32 and WAP 52. As 1s known 1n
the art, IEEE 802.11x specifications may use Ethernet protocol and carrier sense
multiple access with collision avoidance (1.e., CSMA/CA) for path sharing. The
various 802.11x specifications may use phase-shift keying (1.e., PSK) modulation or
complementary code keying (1.e., CCK) modulation, for example. As i1s known in the
art, Bluetooth 1s a telecommunications industry specification that allows e.g., mobile
phones, computers, and personal digital assistants to be interconnected using a short-

range wireless connection.
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|0035] Referring to FIG 2, client electronic device 28, 30, 32, 34 (alone or In
combination with computing device 12) may be configured to execute impairment
detection process 10 and implement an alertness test (e.g.., alertness test 100) to
determine a result (e.g., result 102) for the taker (e.g., user 36, 38, 40, 42) of alertness
test 100. Result 102 may be indicative of the level of alertness of the taker (e.g., user
36, 38, 40, 42) of alertness test 100. Impairment detection process 10 may then
determine 1f result 102 1s sufficient to pass alertness test 100. For example and as will
be discussed below 1n greater detail, result 102 may be required to be at (or
proximate) a baseline for the user of alertness test 100 to pass. If the user (e.g., user
36, 38, 40, 42) passes alertness test 100, a passcode (e.g., passcode 104) and other
indicia (e.g., actual score, time of test, date of test) may be stored on one or more
storage devices.

|0036] One example of the one or more storage devices for storing passcode 104
may Include but 1s not limited to a centralized, network accessible storage device
(e.g., storage device 16) in implementations in which client electronic devices 28, 30,
32, 34 are hardwired and/or wirelessly-coupled to computing device 12 via network
14 and/or network 18.

|0037] Area access controller 106 (1.e., a device for allowing a user to gain access
to a restricted area), interlock controller 108 (1.e., a device for allowing a user to gain
access to a piece of restricted equipment), computer access controller 110 (1.e., a
device for allowing a user to gain access to a restricted computing system) and/or
timeclock controller 112 (1.e., a device for allowing a user to log into work) may be
hardwired and/or wirelessly-coupled to network 14, network 18 and/or client
electronic devices 28, 30, 32, 34 (which may execute impairment detection process
10). Area access controller 106, interlock controller 108, computer access controller
110 and/or timeclock controller 112 may be configured to access / obtain the above-

described passcode (e.g., passcode 104) from e.g., storage device 16.
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|0038] An example of area access controller 106 may include but 1s not limited to
Dortronics of Sag Harbor, NY. An example of interlock controller 108 may include
but 1s not Iimuted to products offered by Trimble of Sunnyvale CA. An example of
computer access controller 110 may include but 1s not limited to products offered by
Tyco of Cork, Ireland. An example of timeclock controller 112 may include but 1s not
limited to products offered by Tyco of Cork, Ireland.

|0039] Additionally / alternatively, electronic devices 28, 30, 32, 34 (1.e., the
devices that execute impairment detection process 10 and 1mplement alertness test
100) may be directly coupled to, wirelessly coupled to, included within and/or a
portion of area access controller 106, interlock controller 108, computer access
controller 110 and/or a timeclock controller 112.

|0040] Another example of the one or more storage devices for storing passcode
104 may 1nclude but 1s not limited to a datacard (e.g., datacard 114) of the user (e.g.,
user 36, 38, 40, 42), wherein datacard 114 (which e.g., includes passcode 104) may
subsequently be utilized to e.g., gain access to a restricted area via area access
controller 106, gain access to a piece of restricted equipment via interlock controller
108, gain access to a restricted computing system via computer access controller 110
and/or log into work via timeclock controller 112. Examples of datacard 114 may
include but are not limited to an electrical or optical smart card, an electrical or optical

1dentification badge, and an electrical or optical 1identification bracelet,

Centralized Testing with Datacard Storage:

|0041] Impairment detection process 10 may be configured to 1mplement
centralized testing of alertness test 100. For example, impairment detection process
10 and alertness test 100 may be executed on one or more centralized testing
computers (e.g., personal computer 34). During use, employees of a company may
insert their datacard 114 into personal computer 34, which may be configured to read
data from (and write data to) datacard 114. Personal computer 34 and impairment

detection process 10 may be configured to implement an alertness test (e.g., alertness
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test 100) on personal computer 34. Impairment detection process 10 may determine a
result (e.g., result 102) for the test taker (e.g., user 36, 38, 40, 42) and may determine
if result 102 1s sufficient to pass alertness test 100.

|0042] In such a centralized testing configuration, result 102 may be stored on
datacard 114 by personal computer 34. If result 102 1s sufficient to allow the user
(e.g., user 36, 38, 40, 42) to pass alertness test 100, passcode 104 may also be stored
on datacard 114. Other indicia may also be stored on datacard 114, examples of
which may include but are not limited to: the actual test score, the time of the test, the
date of test, a user name, a user 1dentification number, a company name, a security
level, a date of hire, a testing level, and a test type.

|0043] Specifically and 1in such a centralized testing configuration, the user (e.g.,
user 36, 38, 40, 42) may take datacard 114 with them once the admunistration of
alertness test 100 has been completed. Datacard 114 (which may include passcode
104) may then be utilized by the user (e.g., user 36, 38, 40, 42) to gain access to
various restricted locations, restricted devices and/or restricted equipment. For
example, datacard 114 may be inserted into, accessed and read by:

e area access controller 106 (which may be configured to read datacard 114)
to determine 1f the user (e.g., user 36, 38, 40, 42) should be allowed to
access a restricted area, such as a control room at a nuclear power plant or
a weapon room within a military base:

e 1nterlock controller 108 (which may be configured to read datacard 114) to
determine 1f the user (e.g., user 36, 38, 40, 42) should be allowed to gain
access a piece of restricted equpment, such as a piece of heavy
construction equipment or a piece of aviation equipment;

e computer access controller 110 (which may be configured to read datacard

114) to determine 1f the user (e.g., user 36, 38, 40, 42) should be allowed
to access a restricted computing system, certain applications within the

restricted computing system and/or certain data within the restricted

10
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computing system, such as a computer system that allows access to a
company’s database or a computer system that that allows access to a
weapons control platform; and/or

e timeclock controller 112 (which may be configured to read datacard 114)

to determine 1f the user (e.g., user 36, 38, 40, 42) should be allowed to log
into their job, such as a job as an assembly line worker or a job as a

construction worker.

Centralized Testing with Centralized Storage:

|0044] As discussed above, impairment detection process 10 may be configured
to 1implement centralized testing of alertness test 100. For example, impairment
detection process 10 and alertness test 100 may be executed on one or more
centralized testing computers (e.g., personal computer 34), wherein these one or more
centralized testing computers (e.g., personal computer 34) may be coupled to a
centralized, network accessible storage device (e.g., storage device 16). During use,
personal computer 34 and impairment detection process 10 (alone or in combination
with computing device 12) may be configured to execute an alertness test (e.g..
alertness test 100). Impairment detection process 10 may determune a result (e.g..
result 102) for the test taker (e.g., user 36, 38, 40, 42) and may determune if result 102
1s sufficient to pass alertness test 100.

[0045] In such a centralized testing configuration, result 102 may be stored on a
centralized, network accessible storage device (e.g., storage device 16). If result 102
1s sufficient to allow the user (e.g., user 36, 38, 40, 42) to pass alertness test 100,
passcode 104 and other indicia (such as the actual score, the time of the test, the date
of test, etc.) may also be stored on the centralized, network accessible storage device
(e.g., storage device 16). In the event that the centralized, network accessible storage
device (e.g., storage device 16) 1s unavailable / offline, the above-described
information may be stored locally until the remote storage (e.g., storage device 16) 1s

once again available / online.
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[0046] Specifically and 1in such a centralized testing configuration, the centralized,
network accessible storage device (e.g., storage device 16) may be accessed so that
e.g.. result 102, passcode 104 and other indicia may be obtained for the user (e.g., user
36, 38, 40, 42) when the user wishes to gain access to various restricted locations,
restricted devices and/or restricted equipment. For example, the user (e.g., user 36,
38, 40, 42) may 1dentify themselves (via e.g., an ID card, an employee number, a
fingerprint scan, a retinal scan, etc.) and:

e area access controller 106 (which may be coupled to storage device 16)
may determine 1f the user (e.g., user 36, 38, 40, 42) should be allowed to
access a restricted area, such as a control room at a nuclear power plant or
a weapon room within a military base:

e nterlock controller 108 (which may be coupled to storage device 16) may
determine 1f the user (e.g., user 36, 38, 40, 42) should be allowed to gain
access a piece of restricted equipment, such as a piece of heavy
construction equipment or a piece of aviation equipment;

e computer access controller 110 (which may be coupled to storage device
16) may determune 1f the user (e.g., user 36, 38, 40, 42) should be allowed
to access a restricted computing system, certain applications within the
restricted computing system and/or certain data within the restricted
computing system, such as a computer system that allows access to a
company s database or a computer system that allows access to a weapons
control system; and/or

e timeclock controller 112 (which may be coupled to storage device 16) may
determine 1f the user (e.g., user 36, 38, 40, 42) should be allowed to log
into their job, such as a job as an assembly line worker or a job as a

construction worker.
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Localized Testing with Datacard Storage:

[0047] Impairment detection process 10 may be configured to 1mplement
localized testing of alertness test 100. As discussed above, electronic devices 28, 30,
32, 34 (1.e., the devices that implement alertness test 100) may be directly coupled to,
wirelessly coupled to, included within and/or a portion of area access controller 106,
interlock controller 108, computer access controller 110 and/or a timeclock controller
112.

|0048] Accordingly, in addition to allowing a user to gain access to a restricted
area, area access controller 106 may also be configured to execute impairment
detection process 10 and implement alertness test 100. And in addition to allowing a
user to gain access to a piece of restricted equipment, interlock controller 108 may
also be configured to execute impairment detection process 10 and alertness test 100.
Further, 1n addition to allowing a user to gain access to a restricted computing system,
computer access controller 110 may also be configured to execute i1mpairment
detection process 10 and implement alertness test 100. Further still, in addition to
allowing a user to log into work, timeclock controller 112 may also be configured to
execute impairment detection process 10 and implement alertness test 100.

|0049] Accordingly and 1n such a configuration, a separate and discrete alertness
test 100 may need to be implemented each time the user (e.g., user 36, 38, 40, 42)
wishes to gain access to various restricted locations, restricted devices and/or
restricted equipment. So if the user (e.g., user 36, 38, 40, 42) wishes to gain access to
a control room, area access controller 106 may be configured to execute impairment
detection process 10 and implement alertness test 100 for the user (e.g., user 36, 38,
40, 42) to determune 1f the user may enter the control room. If the user (e.g., user 36,
38, 40, 42) leaves the control room and then wishes to utilize a bulldozer, interlock
controller 108 may be configured to execute impairment detection process 10 and
implement alertness test 100 for the user (e.g., user 36, 38, 40, 42) to determine 1f the

user may utilize the bulldozer. If the user (e.g., user 36, 38, 40, 42) has completed
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using the bulldozer and then wishes to access the payroll system for the company with
which they are employed, timeclock controller 112 may be configured to execute
impairment detection process 10 and implement alertness test 100 for the user (e.g.,
user 36, 38, 40, 42) to determine 1f the user may access the payroll system for the
company with which they are employed.

|0050] When executing the above-described impairment detection process 10 and
implementing alertness test 100, employees of a company may insert their datacard
114 1into e.g., the above-described area access controller 106, interlock controller 108,
computer access controller 110 and/or timeclock controller 112, each of which may be
configured to read data from (and wrte data to) datacard 114. In such an
1implementation, area access controller 106, interlock controller 108, computer access
controller 110 and/or timeclock controller 112 may then implement alertness test 100.
Impairment detection process 10 may determine a result (e.g., result 102) for the test
taker (e.g., user 36, 38, 40, 42) and may determune 1if result 102 1s sufficient to pass
alertness test 100, wherein result 102 may be stored on datacard 114. If result 102 1s
sufficient to allow the user (e.g., user 36, 38, 40, 42) to pass alertness test 100,
passcode 104 and other indicia (such as the actual score, the time of the test, the date
of test, etc.) may also be stored on datacard 114.

|0051] Further and 1n such a localized testing configuration, the user (e.g., user
36, 38, 40, 42) may take datacard 114 with them once the administration of alertness
test 100 has been completed, so that datacard 114 may be utilized when additional
testing 1s required to determine if the user (e.g., user 36, 38, 40, 42) should be allowed
to gain access to other restricted locations, restricted devices and/or restricted
equipment. Additionally, datacard 114 may be configured to permanently (or semi-

permanently) store result 102, passcode 104 and any other indicia.

Localized Testing with Centralized Storage:

|0052] As discussed above, impairment detection process 10 may be configured

to implement localized testing of alertness test 100. As discussed above, in addition

14



CA 03028131 2018-12-17

WO 2017/218999 PCT/US2017/038040

to allowing a user to gain access to a restricted area, area access controller 106 may
also be configured to execute immpairment detection process 10 and 1mplement
alertness test 100. And 1n addition to allowing a user to gain access to a piece of
restricted equipment, interlock controller 108 may also be configured to execute
impairment detection process 10 and implement alertness test 100. Further, 1n
addition to allowing a user to gain access to a restricted computing system, computer
access controller 110 may also be configured to execute impairment detection process
10 and implement alertness test 100. Further still, in addition to allowing a user to log
into work, timeclock controller 112 may also be configured to execute impairment
detection process 10 and implement alertness test 100.

|0053] Further and as discussed above, a separate and discrete alertness test 100
may need to be implemented each time the user (e.g., user 36, 38, 40, 42) wishes to
gain access to various restricted locations, restricted devices and/or restricted
equipment (e.g., a first test when the user wishes to gain access to a control room, a
second test when the user wishes to utilize a bulldozer, and a third test when the user
wishes to access the payroll system for the company with which they are employed).

|0054] In such an implementation, area access controller 106, interlock controller
108, computer access controller 110 and timeclock controller 112 may be coupled to a
centralized, network accessible storage device (e.g., storage device 16). Further, area
access controller 106, interlock controller 108, computer access controller 110 and/or
timeclock controller 112 may execute alertness test 100 and impairment detection
process 10 may determine a result (e.g., result 102) for the test taker (e.g., user 36, 38,
40, 42) and may determine if result 102 1s sufficient to pass alertness test 100. Result
102 may be stored on the centralized, network accessible storage device (e.g., storage
device 16). If result 102 1s sufficient to allow the user (e.g., user 36, 38, 40, 42) to
pass alertness test 100, passcode 104 and other indicia (such as the actual score, the
time of the test, the date of test, etc.) may also be stored on the centralized, network

accessible storage device (e.g., storage device 16). Additionally, the centralized,
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network accessible storage device (e.g., storage device 16) may be configured to
permanently (or semi-permanently) store result 102, passcode 104 and any other
indicia. In the event that the centralized, network accessible storage device (e.g.,
storage device 16) 1s unavailable / offline, the above-described information may be
stored locally until the remote storage (e.g., storage device 16) 1s once again available

/ online.

General Implementations:

|0055] Impairment detection process 10 may implement alertness test 100 as a
video-based / movement-based test. Alertness test 100 may be administered to the
user (e.g., user 36, 38, 40, 42) 1n various configurations, wherein some configurations
may take longer to complete and other configurations may be completed
comparatively quickly (e.g., in one minute or less). Additionally and 1if the user (e.g..
user 36, 38, 40, 42) performs particularly well on a given day, impairment detection
process 10 may be configured to provide the user (e.g., user 36, 38, 40, 42) with a
passing score after a shortened test period (thus allowing the user to complete
alertness test 100 early).

[0056] Impairment detection process 10 may render the test result (e.g., result
102) of the user (e.g., user 36, 38, 40, 42) on a display screen (e.g., display screen
116) of client electronic device 28, 30, 32, 34. Result 102 may then be saved on a
centralized, network accessible storage device (e.g., storage device 16) or datacard
114. Accordingly, client electronic devices 28, 30, 32, 34 may be configured to be
coupled to storage device 16 and/or configured to be coupled to card reader 118.

[0057] In one 1mplementation, 1mpairment detection process 10 may be
configured to allow the user (e.g., user 36, 38, 40, 42) to immediately retake alertness
test 100 1n the event that the user (e.g., user 36, 38, 40, 42) fails alertness test 100. In
other implementations, impairment detection process 10 may be configured to prevent
the user (e.g.., user 36, 38, 40, 42) from immediately retaking alertness test 100 1n the

event that the user (e.g., user 36, 38, 40, 42) fails alertness test 100.
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|0058]| In configurations that utilize a datacard, when nitially inserting datacard
114 into card reader 118 of client electronic device 28, 30, 32, 34, impairment
detection process 10 may determune whether datacard 114 1s invalid / unreadable /
malfunctioning. In the event that datacard 114 1s 1nvalid / unreadable /
malfunctioning, impairment detection process 10 may render an error message on
display screen 116.

|0059] In configurations that utilize centralized storage, the user (e.g., user 36, 38,
40, 42) may 1dentify themselves (via e.g., an ID card, an employee number, a
fingerprint scan, a retinal scan, etc.) on client electronic device 28, 30, 32, 34 and
impairment detection process 10 may determiune that storage device 16 1s accessible.
In the event that storage device 16 1s not accessible, impairment detection process 10
may render an error message on display screen 116.

[0060] Assuming that datacard 114 1s valid and readable and/or storage device 16
1S accessible; upon completion of alertness test 100, impairment detection process 10
may be configured to render on display screen 116 an alertness gauge (e.g., alertness
gauge 120) that may be configured to graphically display a score of the user (e.g., user
36, 38, 40, 42) relative to the baseline (e.g., a passing grade) for alertness test 100.

|0061] For example, impairment detection process 10 and alertness gauge 120
may be configured to textually render a numeric score 122 of the user (e.g., user 36,
38, 40, 42) on display screen 116. Additionally / alternatively, impairment detection
process 10 and alertness gauge 120 may be configured to graphically render a score
(e.g., arrow 124) of the user (e.g., user 36, 38, 40, 42) relative to an absolute pass / fail
line (e.g., pass / fail line 126) that defines the passing range of scores and the failing
range of scores. Accordingly, all feedback and indicators rendered by impairment
detection process 10 may be provided in various forms, examples of which may
include but are not limited to e.g., text-based indicia (e.g., numeric score 122),
ographical indicia (e.g., arrow 124) and/or graphical symbols (e.g., thumbs up symbol

128 or a thumbs down symbol (not shown)).
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Alertness Test Implementations:

[0062] As will be discussed below in greater detail, alertness test 100 may be
implemented 1in various fashions that require the user (e.g., user 36, 38, 40, 42) to
examine objects to determine whether the displayed objects match.

|0063] The particular manner 1n which alertness test 100 1s implemented may
vary depending upon e.g., the type of processor / memory included within client
electronic device 28, 30, 32, 34, the type of display included within client electronic
device 28, 30, 32, 34, and the type of network connection available to client electronic
device 28, 30, 32, 34. Examples of the types of alertness tests (e.g., alertness test 100)
that impairment detection process 10 may implement may include but are not limited
to:

e Referring also to FIG 3A and FIG 4, there 1s shown an implementation of
alertness test 100 that includes a pair of static objects (e.g., objects 200,
202) that are rendered 300 by impairment detection process 10, wherein
the pair of static objects (e.g., objects 200, 202) may or may not be
different. In such an implementation, impairment detection process 10
may solicit 302 a response from the user (e.g., user 36, 38, 40, 42) and the
user may be required to indicate whether the pair of static objects (e.g.,
objects 200, 202) are 1dentical by pressing YES buttons 204 or NO button
206. This response may be received 304 by impairment detection process
10 from the user (e.g., user 36, 38, 40, 42). Examples of YES buttons 204
or NO button 206 may include but are not limited to physical (1.e..
mechanical) buttons and soft buttons (selectable via e.g., a touchscreen, a
stylus or a mouse).

e Referring also to FIG 3B and FIG 4, there 1s shown an implementation of
alertness test 300 that includes three or more static objects (e.g., objects
208, 210, 212) that are rendered 300 by impairment detection process 10,

wherein one of the three or more static objects (e.g., objects 208, 210, 212)
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may be different. In such an 1mplementation, impairment detection
process 10 may solicit 302 a response from the user (e.g., user 36, 38, 40,
42) and the user may be required to identify the static object that 1s
different by selecting 1t (e.g., via a touch command, a stylus or a mouse
click) or the user (e.g., user 36, 38, 40, 42) may select “They’re All the
Same” button 214 (e.g., via a touch command, a stylus or a mouse click).
This response may be received 304 by impairment detection process 10
from the user (e.g., user 36, 38, 40, 42).

e Referring also to FIG 3C and FIG 4, there 1s shown an implementation of
alertness test 300 that includes a pair of moving objects (e.g., objects 216,
218) that are rendered 300 by impairment detection process 10, wherein
the pair of moving objects (e.g., objects 216, 218) may or may not be
different. This pair of moving objects (e.g., objects 216, 218) may be e.g.,
rotating with respect to themselves, rotating with respect to each other,
sliding around display screen 116, or a combination of thereof. In such an
implementation, 1mpairment detection process 10 may solicit 302 a
response from the user (e.g., user 36, 38, 40, 42) and the user may be
required to indicate whether the pair of moving objects (e.g., objects 216,
218) are 1dentical by pressing YES buttons 220 or NO button 222. This
response may be received 304 by impairment detection process 10 from
the user (e.g., user 36, 38, 40, 42). Examples of YES buttons 220 or NO
button 222 may include but are not limited to physical (1.e., mechanical)
buttons and soft buttons (selectable via e.g., a touchscreen, a stylus or a
mouse).

e Referring also to FIG 3D and FIG 4, there 1s shown an implementation of
alertness test 300 that includes three or more moving objects (e.g., objects
224, 226, 228) that are rendered 300 by impairment detection process 10,

wherein one of the three or more moving objects (e.g., objects 224, 226,
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228) may be different. These moving objects (e.g., objects 224, 226, 228)
may be e.g., rotating with respect to themselves, rotating with respect to
each other, sliding around display screen 116, or a combination of thereof.
In such an implementation, impairment detection process 10 may solicit
302 a response from the user (e.g., user 36, 38, 40, 42) and the user may be
required to 1dentify the moving object that 1s different by selecting it (e.g.,
via a touch command, a stylus or a mouse click) or the user (e.g., user 36,
38, 40, 42) may select “They re All the Same™ button 230 (e.g., via a touch
command, a stylus or a mouse click). This response may be received 304
by impairment detection process 10 from the user (e.g., user 36, 38, 40,
42).

e Referring also to FIG 3E and FIG 4, there 1s shown an implementation of
alertness test 300 that includes a disrupter (e.g., disrupter 232) rendered
306 by impairment detection process 10. In this particular embodiment,
disrupter 232 may be configured to rotate. Additionally and 1n this
implementation, alertness test 100 1s shown to include five objects that
may be configured to remain static, rotate with respect to themselves,
rotate with respect to each other, slide around display screen 116, or any
combination thereof. In this particular implementation, disrupter 232 may
be configured to distract the user (e.g., user 36, 38, 40, 42). For example,
disrupter 232 may be configured to change color, change shape, change
rotational direction, change rotational speed, etc. Accordingly and 1n this
implementation, disrupter 232 may temporarily obscure one or more of the
five objects included within this embodiment of alertness test 100. In such
an 1mplementation, impairment detection process 10 may solicit 302 a
response from the user (e.g., user 36, 38, 40, 42) and the user may be
required to 1dentify the object that 1s different by selecting 1t (e.g., via a

touch command, a stylus or a mouse click) or the user (e.g., user 36, 38,
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40, 42) may select “They’'re All the Same” button 234 (e.g., via a touch
command, a stylus or a mouse click). This response may be received 304
by impairment detection process 10 from the user (e.g., user 36, 38, 40,
42).

e Referring also to FIG 3F and FIG 4, there 1s shown another
implementation of alertness test 300 that includes a disrupter (e.g..
disrupter 236) rendered 306 by impairment detection process 10. In this
particular embodiment, disrupter 236 may be configured to rotate.
Additionally and in this implementation, alertness test 100 1s shown to
include five objects that may be configured to remain static, rotate with
respect to themselves, rotate with respect to each other, slide around
display screen 116, or any combination thereof. In this particular
implementation, disrupter 236 may be configured to distract the user (e.g.,
user 36, 38, 40, 42). For example, disrupter 236 may be configured to
change color, change shape, change rotational direction, change rotational
speed, etc. Accordingly and 1n this implementation, disrupter 236 may
temporarily obscure one or more of the five objects included within this
embodiment of alertness test 100. In such an implementation, impairment
detection process 10 may solicit 302 a response from the user (e.g., user
36, 38, 40, 42) and the user may be required to i1dentify the object that 1s
different by selecting 1t (e.g., via a touch command, a stylus or a mouse
click) or the user (e.g., user 36, 38, 40, 42) may select “They’re All the
Same”™ button 238 (e.g., via a touch command, a stylus or a mouse click).
This response may be received 304 by mmpairment detection process 10
from the user (e.g., user 36, 38, 40, 42).

|0064] While the above-described disrupters (e.g., disrupters 232, 236) are shown
as being a propeller, this 1s for i1llustrative purposes only and 1s not intended to be a

limitation of this disclosure. For example, these disrupters may also include other
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visually-disruptive effects, such as any combination of areas of changing background
color of display screen 116, areas of moving visual distortion of display screen 116,
areas of blanking / saturating / washing of display screen 116, areas of variable and/or
user-definable transparency, and the use of ammmated characters / 1images / overlays on
display screen 116. Additionally / alternatively, these disrupters may also include
audibly-disruptive components, such as any combination of disrupting sounds (e.g.,
ring tones, clicking sounds, screaming, crying), disrupting music, disrupting
conversations / language / spoken words, and disrupting noise. Additionally /
alternatively, these disrupters may also include physically-disruptive components,
such as any combination of vibrations / haptic feedback. Additionally / alternatively,
these disrupters may also include temporally-disruptive components, such as the
rendering of a first object, followed by the blanking of display screen 116 to introduce
a delay for a defined period of time, followed by the rendering of a plurality of objects
from which the user needs to choose the one object that matches the previously-
rendered object. Accordingly, a disruptor (e.g., disrupters 232, 236) may be any
combination of visually-disruptive elements, audibly-disruptive elements, physically-
disruptive elements, and/or temporally-disruptive elements that 1s designed to confuse
/ distract / disorient / annoy the user (e.g., user 36, 38, 40, 42) and make 1t more
difficult for them to focus on achieving a desired task (e.g., such as the examination of
objects).

|0065] The various buttons described above (e.g.., buttons 204, 206, 214, 220,
222, 230, 234, 238) may be spaced far enough apart to allow the users (e.g., user 36,
38, 40, 42) to use either one or both hands to respond, wherein buttons 204, 206, 214,
220, 222, 230, 234, 238 may be large enough (or configured) to be used while e.g.,
wearing gloves.

|0066] The enclosure of client electronic device 28, 30, 32, 34 may be configured
1n various manners depending upon the particular implementation of the device. For

example, 1f the client electronic device (e.g., client electronic device 28, 30, 32, 34) 1s
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a specialty device (e.g., specialty device 32), the enclosure may be wall-mounted.
Alternatively, one or more of client electronic device 28, 30, 32, 34 may be positioned
on a piece of furniture, mounted within a vehicle, mounted within a piece of
construction equipment, mounted within a piece of aviation equipment, mounted to a
piece of assembly line equipment, mounted to a piece of mechanical equipment,
mounted on an access door, mounted on an access panel, or attached to a computing

device, for example.

Operation of Alertness Test:

|0067] The following discussion concerns the general operation of impairment
detection process 10 and the implementation of alertness test 100. The 1dentity of the
user (e.g., user 36, 38, 40, 42) and (1f available) any baseline performance data may
be read by impairment detection process 10 from e.g., centralized, network accessible
storage device (e.g., storage device 16) or datacard 114 (when 1nserted into datacard
reader 118). An example of a baseline for a user (e.g., user 36, 38, 40, 42) may
include but 1s not limited to a measure of the normal daily level of alertness and
mental fitness of the user. For example, a baseline for a user (e.g., user 36, 38, 40, 42)
may be the average of the last ten, twenty or fifty test results (e.g., result 102)
determined 308 by impairment detection process 10. Naturally, as a user performs
additional testing, this baseline may change as newer test results determined 308 by
impairment detection process 10 may be added to the baseline calculation and older
test results may be removed from the baseline calculation.

|0068] When a baseline 1s being established for a user (e.g., user 36, 38, 40, 42),
data may be read from and/or written to e.g., centralized, network accessible storage
device (e.g., storage device 16) or datacard 114. Once the baseline 1s established, this
baseline may be accessed at the start of each test (e.g., alertness test 100) and may be
used for comparison to the test results (e.g., result 102) determined 308 by impairment
detection process 100 for the user (e.g., user 36, 38, 40, 42) to determine whether a

user 1s alert enough to performs a specific task.
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|0069] Alternatively and 1n some situations, the use of a baseline may not be
practical / possible when determuning 1f someone has the requisite level of alertness to
perform a task. For example, a roadside alertness test performed at a police
checkpoint may not allow the use of a baseline, as the people being tested are random
strangers and, therefore, there 1s no testing history from which a baseline may be
calculated. Accordingly and in such situations, a simple pass / fail determine may be
made by requiring the user (e.g., user 36, 38, 40, 42) to get 70% of the questions
correct.

[0070] As discussed above, once the administration of alertness test 100 has been
completed and if the user (e.g., user 36, 38, 40, 42) passes alertness test 100, pass
code 104 and other indicia (e.g., actual score, time of test, date of test) may be stored
on one or more storage devices (e.g., storage device 16 and/or datacard 114).
Conversely, 1f the user (e.g., user 36, 38, 40, 42) fails alertness test 100, impairment
detection process 10 may write a fail code (or no code) to the one or more storage
devices (e.g., storage device 16 and/or datacard 114).

|0071] When data (e.g., a pass code, a fail code or other indicia) 1s written to the
storage device (e.g., storage device 16 or datacard 114), the data may be stored
permanently or temporarily. For example and when permanently stored, the data may
be maintained indefinitely until purposefully deleted. Altematively and when
temporarily stored, the data may be maintained for a defined period of time (e.g., a
minute, an hour, a day, a week) and then automatically deleted.

|0072] Impairment detection process 10 may be configured to perform a
fundamental screening and baselining of users via alertness test 100 to 1dentify those
users who are significantly below, at, or significantly above their own normal daily
level of alertness and mental fitness (1.e., their baseline). Additionally, alertness test
100 may be configured to test for broad-based, generalized alertness, to test for
specific types of alertness, and/or to test for alertness concerning a specific task.

Additionally, impairment detection process 10 may be configured to establish a
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baseline for each type of task that a user may perform, wherein these multiple
baselines may be configured to be building blocks / prerequisites of each other, or
standalone tests / baselines. For example, the same construction work may be
required to have a higher level of alertness when operating a crane then when driving
a pickup truck.

|0073] Generally, impairment detection process 10 and alertness test 100 may be
configured to determine a user’s level of visual perception, information processing,
focused attention, decision-making, and eye-hand coordination, wherein these levels
may 1ndicate the level of general alertness and mental fitness for a user. Accordingly,
the failing of alertness test 100 may indicates that the user has a level of alertness that

1s reduced to a level below a predefined percentage of their normal baseline.

Short Term Memory Testing:

|0074] As discussed above, impairment detection process 10 may be configured
to admuinister various implementations of alertness test 100, wherein one or more
objects may be rendered and a response may be solicited from a user (e.g., user 36,
38, 40, 42) concerning the rendered objects. These various implementations of
alertness test 100 may be configured to accomplish many different tasks. For
example, impairment detection process 10 may administer an 1mplementation of
alertness test 100 that 1s configured to test short term memory.

|0075] Referring also to FIG 5, impairment detection process 10 may render 350
a first group of objects for use within alertness test 100 being adnministered to a user
(e.g., user 36, 38, 40, 42). The first group of objects may include a single object. For
example, impairment detection process 10 may render 350 a single object on display
screen 116 (in a fashion similar to the objects shown mn FIGS. 3A-3F).

|0076] Impairment detection process 10 may then render 352 a disrupter
configured to introduce a delay for a defined period of time. One example of this
disrupter may include but 1s not limited to blanking display screen 116 associated with

alertness test 100 for the defined period of time. Examples of this defined period of
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time may vary from seconds to hours depending upon the implementation of alertness
test 100, and, during this defined period of time, the shape previously rendered 350 1s
not shown.

|0077] Another example of this disrupter may include any of the disrupters
defined above, such as any combination of visually-disruptive elements, audibly-
disruptive elements, physically-disruptive elements, and/or temporally-disruptive
elements that 1s designed to confuse / distract / disorient / annoy the user (e.g., user
36, 38, 40, 42) and make 1t more difficult for them to focus on achieving a desired
task.

[0078] Impairment detection process 10 may then render 354 a second group of
objects for use within alertness test 100 being administered to the user (e.g., user 36,
38, 40, 42). This second group of objects may include a plurality of objects. For
example, impairment detection process 10 may render 354 a group of e.g., three to six
objects on display screen 116 (in a fashion similar to the objects shown in FIGS. 3A-
3F).

|0079] Impairment detection process 10 may then solicit 356 a response from the
user (e.g., user 36, 38, 40, 42) concerning the first group of objects rendered 350 or
the second group of objects rendered 354. Soliciting 356 a response from the user
(e.g., user 36, 38, 40, 42) may include requiring 358 the user to 1dentify an object
(chosen from the plurality of objects in the second group of objects) that matches the
single object 1n the first group of objects. For example, the user (e.g., user 36, 38, 40,
42) may be required to i1dentify the matching object by selecting 1t (e.g., via a touch
command, a stylus or a mouse click).

|0080] This response may be received 360 by impairment detection process 10
from the user (e.g., user 36, 38, 40, 42) and impairment detection process 10 may then
determine 362 a result for the user (e.g., user 36, 38, 40, 42) based, at least in part,
upon the response received from the user (in a fashion similar to that described

above).
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Adaptive Alertness Testing:

|0081] As discussed above, impairment detection process 10 may be configured
to administer various 1mplementations of alertness test 100. Further and when
administering alertness test 10, impairment detection process 10 may: render a
plurality of objects for use within alertness test 100 being administered to a user (e.g.,
user 36, 38, 40, 42); render a disrupter (e.g., disrupter 232, 236) configured to distract
the user; solicit a response from the user concerning the plurality of objects; receive
the response from the user; and determine a result for the user based (at least in part)
upon the response received from the user. Further, alertness test 100 (or portions
thereof, such as the above-described disrupters) may be adaptive in nature and may be
adjustable based upon environmental variables concerning the client electronic device
administering alertness test 100 or the user taking administrative test 100. Examples
of such environmental variables may include but are not limited to: local time, elapsed
time, location of the user / device, sound proximate the user / device, lighting
conditions proximate the user / device, temperature proximate the user / device,
humidity proximate the user / device, the presence / concentration of gas(es)
proximate the user / device, etc.

|0082]| Specifically and referring also to FIG. 6, impairment detection process 10
may monitor 400 one or more environmental variables concerning a client electronic
device (e.g., client electronic device 28, 30, 32, 34) configured to administer alertness
test 100 to a user (e.g., user 36, 38, 40, 42). Impairment detection process 10 may
select 402 a disrupter for inclusion within alertness test 100 based, at least 1n part,
upon the environmental variables concerning the client electronic device (e.g., client
electronic device 28, 30, 32, 34). Impairment detection process 10 may then
administer 404 alertness test 100 to the user (e.g., user 36, 38, 40, 42), wherein the
alertness test administered includes the selected disrupter.

|0083] Accordingly and when monitoring 400 environmental variables

concerning the client electronic device, impairment detection process 10 may monitor
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e.g., the camera, the microphone, and/or the GPS chipset of client electronic device
28, 30, 32, 34 and may select 402 a disrupter for inclusion within alertness test 100
based, at least 1n part, upon the environmental variables monitored 400 concerning the
client electronic device (e.g.. client electronic device 28, 30, 32, 34).

|0084] For example, impairment detection process 10 may monitor 400 the
microphone included within the client electronic device and, when the user (e.g., user
36, 38, 40, 42) 1s 1n a noisy environment, impairment detection process 10 may select
402 a visual disrupter. Conversely and when the user (e.g., user 36, 38, 40, 42)1s1n a
quiet environment, impairment detection process 10 may select 402 an audible
disrupter. Impairment detection process 10 may then administer 404 alertness test
100 to the user.

|0085] Additionally, mmpairment detection process 10 may monitor 400 the
camera included within the client electronic device and, when the user (e.g., user 36,
38, 40, 42) 1s 1n a dark environment, impairment detection process 10 may select 402
a bright visual disrupter. Impairment detection process 10 may then administer 404
alertness test 100 to the user.

|0086]| Further, impairment detection process 10 may monitor 400 the GPS
chipset included within the client electronic device to determine the location of the
client electronic device. And when using disrupting conversations / language / spoken
words, impairment detection process 10 may determine the native language of the
location and may select 402 a disrupter (that includes conversations / language /
spoken words) in the native language (to prevent the disrupting conversations /
language / spoken words from being mentally-dismissed as background noise).
Impairment detection process 10 may then administer 404 alertness test 100 to the
user.

|0087| Further and referring also to FIG. 7, impairment detection process 10 may
monitor 450 one or more environmental variables concerning a user (e.g., user 36, 38,

40, 42) of a client electronic device (e.g., client electronic device 28, 30, 32, 34)
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configured to administer alertness test 100. Impairment detection process 10 may
select 452 a disrupter for inclusion within alertness test 100 based, at least 1n part,
upon the environmental variables concerning the user. Impairment detection process
10 may then administer 454 alertness test 100 to the user (e.g., user 36, 38, 40, 42),
wherein the alertness test administered includes the selected disrupter.

|0088] Accordingly and when monitoring 450 environmental varables
concerning the user, impairment detection process 10 may monitor e.g., the clock, the
camera and/or the GPS chipset of client electronic device 28, 30, 32, 34 and may
select 452 a disrupter for inclusion within alertness test 100 based, at least in part,
upon the environmental variables monitored 450 concerning the user.

|0089] For example, impairment detection process 10 may monitor 450 the
forward-facing camera (1.e., the camera facing the user) included within the client
electronic device to look for signs of impairment of the user (e.g., bloodshot eyes
and/or dilated pupils). In response to detecting such signs of impairment, impairment
detection process 10 may select 452 a disrupter that 1s effective at detecting
impairment. Impairment detection process 10 may then administer 454 an alertness
test to the user (regardless of whether or not to the user had previously taken an
alertness test).

|0090] Further, impairment detection process 10 may monitor 450 the clock
included within the client electronic device to determune 1f the user (e.g., user 36, 38,
40, 42) has been working for an extended period of time (e.g., 12 hours). In response
to determuning that the user has been working for an extended period of time,
impairment detection process 10 may select 452 a disrupter that 1s effective at
detecting fatigue. Impairment detection process 10 may then admunister 454 an
alertness test to the user (regardless of whether or not to the user had previously taken
an alertness test).

|0091] Additionally, impairment detection process 10 may monitor 450 the GPS

chipset included within the client electronic device to determine the location of the
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user (e.g., user 36, 38, 40, 42). In response to determining that e.g., the user has
moved from a lower-risk area to a higher rnisk area within a factory, impairment
detection process 10 may select 452 a disrupter that checks for the level of alertness
required for the higher risk area within the factory. Impairment detection process 10
may then administer 454 an alertness test to the user (regardless of whether or not to

the user had previously taken an alertness test).

Geo-Fencing:

|0092] As discussed above, impairment detection process 10 may be configured
to administer various 1mplementations of alertness test 100. Further and when
administering alertness test 10, impairment detection process 10 may: render a
plurality of objects for use within alertness test 100 being administered to a user (e.g.,
user 36, 38, 40, 42); render a disrupter (e.g., disrupter 232, 236) configured to distract
the user; solicit a response from the user concerning the plurality of objects; receive
the response from the user; and determine a result for the user based (at least in part)
upon the response received from the user.

|0093] Further and as discussed above, impairment detection process 10 may be
configured to establish a baseline for each type of task that a user may perform. For
example, the same construction work may be required to have a higher level of
alertness when operating a crane then when driving a pickup truck. Additionally,
different levels of alertness may be required when performing the same task at
different geographic locations. For example, when a user (e.g., user 36, 38, 40, 42) 1s
driving a quarry dump truck within a strip mine, a first level of alertness may be
required. But when the same user 1s driving that same quarry dump truck on a public
road to transport the quarry dump truck from one mining facility to another mining
facility, the user may be required to have a higher level of alertness.

|0094] Accordingly and referring also to FIG 8, impairment detection process 10
may administer 500 an alertness test (e.g., alertness test 100) on a client electronic

device (e.g., client electronic device 28, 30, 32, 34) to determine a result (e.g., result
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102) for user (e.g., user 36, 38, 40, 42), wherein result 102 may be indicative of a
level of alertness of the user.

[0095] Impairment detection process 10 may determine 502 a location of the
client electronic device, thus defining a determined location. For example,
impairment detection process 10 may monitor the GPS chipset included within the
client electronic device to determine 502 the location of the client electronic device.
Alternatively, cell tower triangulation location methodologies or wif1 signal strength
location methodologies may be utilized to determune 502 the location of the client
electronic device. Impairment detection process 10 may then take 504 remedial
action 1f the level of alertness of the user 1s insufficient for the user to perform a task
at the determined location of the client electronic device.

|0096] For example, impairment detection process 10 may determine 502 the
location of the client electronic device (and, therefore, the location of the user of the
client electronic device) during the performance of a specific task and determine
whether remedial action needs to be taken 504. Accordingly, assume that impairment
detection process 10 administers 500 alertness test 100 on a client electronic device
(e.g., client electronic device 28, 30, 32, 34) to determune 1f the user has a sufficient
level of alertness to (in this example) drive a quarry dump truck within a mining
facility. Further, assume that the user 1s deemed to have the requisite level of
alertness by impairment detection process 10.

|0097] Assume that the user performs the task of driving the quarry dump truck
within the mining facility. Impairment detection process 10 may monitor the location
of the client electronic device (which may be included within (or rigidly affixed to)
the quarry dump truck) to determune 502 a location for the client electronic device
(thus defining a determined location). As discussed above, impairment detection
process 10 may monitor a GPS chipset included within the client electronic device.

|0098] Continuing with the above-stated example, assume that 1t 1s subsequently

determined (e.g., through GPS tracking) that the user 1s now driving the quarry dump
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truck outside of the mining facility, which requires a higher level of alertness (due to
the enhanced level of risk) that exceeds the level of alertness required for the user to
drive the quarry dump truck inside the mining facility. Accordingly, impairment
detection process 10 may take 504 remedial action since the level of alertness of the
user 1s sufficient for the user to perform the current task (e.g., drive a quarry dump
truck) at the determuned location of the client electronic device (e.g., outside of the
mining facility).

|0099] Examples of such remedial action may include but are not limited to:
writing an entry into a log file (e.g., writing about the incident 1n a personnel log file
associated with the user), notifying a supervisor of the user (e.g., via automated voice
call, text message or email that the user does not have the appropriate level of
alertness), sounding an alarm (e.g., indicating that a deficient level of alertness
situation 1s occurring), disabling a piece of equipment being utilized by the user (e.g.,
disabling the quarry dump truck), and notifying the user that they need to take another

alertness test.

Biometric Interface:

|00100] As discussed above, impairment detection process 10 may be
configured to administer various implementations of alertness test 100. Further and
when administering alertness test 100, impairment detection process 10 may: render a
plurality of objects for use within alertness test 100 being administered to a user (e.g.,
user 36, 38, 40, 42); render a disrupter (e.g., disrupter 232, 236) configured to distract
the user; solicit a response from the user concerning the plurality of objects; receive
the response from the user; and determine a result for the user based (at least in part)
upon the response received from the user.

|00101] Additionally, impairment detection process 10 may be configured to
interface with biometric device 130 so that result 102 of the above-described alertness
test (e.g., alertness test 100) may be adjusted (upward or downward) based upon

biometric information 132 provided by biometric device 130.
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|00102]  Accordingly and referring also to FIG 9, impairment detection process
10 may administer 550 an alertness test (e.g., alertness test 120) on a client electronic
device (e.g., client electronic device 28, 30, 32, 34) to determine a result (e.g., result
120) for a user (e.g., user 36, 38, 40, 42), wherein result 120 may be indicative of a
level of alertness of the user.

|00103] Impairment detection process 10 may receive 552 biometric
information 132 concerning the user from biometric device 130. Biometric
information 132 may concern one or more health aspects of the user such as: a pulse
rate of the user; a blood glucose level of the user; and a blood oxygen level of the
user. Accordingly, examples of biometric device 130 may include but are not linited
to: a heart rate monitoring device, a blood glucose monitoring device, and a blood
oxygen monitoring device. Impairment detection process 10 may then adjust 554 the
result for the user based, at least in part, upon the biometric information.

|00104]  For example, assume that impairment detection process 10 administers
550 alertness test 120 on a client electronic device (e.g., client electronic device 28,
30, 32, 34) to determune 1f a user has the requsite level of alertness to fly a Boeing
737. Further assume that impairment detection process 10 determines that the user
does indeed have the requisite level of alertness. However, assume that impairment
detection process 10 receives 552 biometric information 132 from biometric device
130 (e.g., a blood glucose monitoring device) that indicates that the blood glucose
level of the user 1s 70 milligrams per deciliter (1.e., 30 milligrams per deciliter below
normal). Accordingly, while the user may currently have an acceptable level of
alertness, they may not in the immediate future, since the user may be deemed
susceptible to lightheadedness. Accordingly, impairment detection process 10 may
adjust 554 the result for the user downward based upon this blood glucose reading and
conclude that the user 1s not fit to fly (1.e., the user does not have the requisite level of

alertness).
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Cognitive Degeneration Tracking:

[00105] As discussed above, impairment detection process 10 may be
configured to administer various implementations of alertness test 100. Further and
when administering alertness test 10, impairment detection process 10 may: render a
plurality of objects for use within alertness test 100 being administered to a user (e.g.,
user 36, 38, 40, 42); render a disrupter (e.g., disrupter 232, 236) configured to distract
the user; solicit a response from the user concerning the plurality of objects; receive
the response from the user; and determine a result for the user based (at least in part)
upon the response received from the user. Further and as discussed above,
impairment detection process 10 may be configured to calculate a baseline for a user
(e.g., user 36, 38, 40, 42) with respect to alertness test 100.

|00106]  Accordingly and referring also to FIG 10, impairment detection
process 10 may administer 600 a first alertness test (e.g., alertness test 100) to
determine a first result (e.g., result 102) for a user (e.g., user 36, 38, 40, 42), wherein
this first result may be indicative of a first level of alertness of the user at the time of
the first alertness test.

|00107] Impairment detection process 10 may administer 602 at least a second
alertness test (e.g., alertness test 100) to determune at least a second result (not shown)
for the user (e.g., user 36, 38, 40, 42), wherein the at least a second result may be
indicative of at least a second level of alertness of the user at the time of the at least a
second alertness test.

|00108] Impairment detection process 10 may then compare 604 the first result
(e.g., result 120) to the at least a second result (not shown) to identify a level of
cognitive decline for the user, wherein the level of cognitive decline for the user may
be indicative of a cognitive disorder (e.g., Delirtum, Dementia, Amnesia).

|00109] For example, when comparing 604 the first result (e.g., result 120) to
the at least a second result (not shown) to 1dentify a level of cognitive decline for the

user, impairment detection process 10 may: 1dentity 606 a baseline (in the manner
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described above) for the user after the admunistration of the first alertness test; modify
608 the baseline (in the manner described above) for the user after the administration
of the at least a second alertness test; and determine 610 a rate of change (e.g., a first
order derivative) for the baseline to 1dentify the level of cognitive decline for the user.
For example, 1f the level of cognitive decline exceeds a certain percentage over a unit
time, the user may be deemed to be suffering from a cognitive disorder. Additionally
/ alternatively and for users that have already been diagnosed with a cognitive
disorder, the rate of advancement of the cognitive disorder (and the long term

cognitive performance) may be monitored via impairment detection process 10.

Forward Circadian Projection:

|00110] As discussed above, impairment detection process 10 may be
configured to administer various implementations of alertness test 100. Further and
when administering alertness test 10, impairment detection process 10 may: render a
plurality of objects for use within alertness test 100 being administered to a user (e.g.,
user 36, 38, 40, 42); render a disrupter (e.g., disrupter 232, 236) configured to distract
the user; solicit a response from the user concerning the plurality of objects; receive
the response from the user; and determine a result for the user based (at least in part)
upon the response received from the user. Further and as discussed above,
impairment detection process 10 may be configured to calculate a baseline for a user
(e.g., user 36, 38, 40, 42) with respect to alertness test 100.

|00111]  As 1s known, a circadian rhythm 1s a roughly twenty-four hour cycle 1n
the physiological processes of living beings, including humans, plants, and animals.
In a strict sense, circadian rhythms are endogenously generated, although they can be
modulated by external cues such as sunlight and temperature, wherein these circadian
rhythms generally defines the sleep patterns and sleep needs of (in this example) a
user.

|00112] Accordingly and referring also to FIG 11, impairment detection

process 10 may administer 650 an alertness test (e.g., alertness test 100) on a client
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electronic device (e.g., client electronic device 28, 30, 32, 34) to determine a result
(e.g., result 120) for a user (e.g.., user 36, 38, 40, 42), wherein the result may be
indicative of a level of alertness of the user.

|00113] Impairment detection process 10 may receive 652 circadian
information 134 concerning the user. As discussed above, circadian information 134
may concern historical sleep patterns of the user. Circadian information 134 may be
based, at least 1n part, upon one or more of biometric information 132 obtained from
biometric device 130, a questionnaire (e.g., an electronic survey) filled out by the
user, and a work schedule for the user. Impairment detection process 10 may then
adjust 654 result 120 for the user based, at least in part, upon circadian information
134,

|00114] For example, assume that impairment detection process 10 administers
650 alertness test 120 on a client electronic device (e.g., client electronic device 28,
30, 32, 34) to determune 1f a user has the requisite level of alertness to operate a crane.
Further assume that impairment detection process 10 determines that the user does
indeed have the requisite level of alertness. However, assume that impairment
detection process 10 receive 652 circadian information 134 that indicates that the user
almost always works a 6:00 a.m. to 6:00 p.m. shift and, therefore, 1t 1s understood that
the user sleeps sometime between 6:00 p.m. and 6:00 am. Further assume that 1t 1s
10:00 p.m. and, therefore, 1t 1s likely that during the time the user would be operating
the crane, the user would typically be sleeping. Accordingly, while the user may
currently have an acceptable level of alertness, they may not in the immediate future,
since the user may likely get tired or drowsy. Accordingly, impairment detection
process 10 may adjust 654 result 120 for the user based, at least in part, upon
circadian information 134 and conclude that the user 1s not fit to operate a crane (1.e.,

the user does not have the requisite level of alertness).

36



CA 03028131 2018-12-17

WO 2017/218999 PCT/US2017/038040

General

|00115]  As will be appreciated by one skilled in the art, the present disclosure
may be embodied as a method, a system, or a computer program product.
Accordingly, the present disclosure may take the form of an entirely hardware
embodiment, an entirely software embodiment (including firmware, resident software,
micro-code, etc.) or an embodiment combining software and hardware aspects that
may all generally be referred to herein as a “circuit,” “module”™ or “system.”
Furthermore, the present disclosure may take the form of a computer program product
on a computer-usable storage medium having computer-usable program code
embodied in the medium.

|00116] Any suitable computer usable or computer readable medium may be
utilized. The computer-usable or computer-readable medium may be, for example but
not limited to, an electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, device, or propagation medium. More specific
examples (a non-exhaustive list) of the computer-readable medium may include the
following: an electrical connection having one or more wires, a portable computer
diskette, a hard disk, a random access memory (RAM), a read-only memory (ROM),
an erasable programmable read-only memory (EPROM or Flash memory), an optical
fiber, a portable compact disc read-only memory (CD-ROM), an optical storage
device, a transmission media such as those supporting the Internet or an intranet, or a
magnetic storage device. The computer-usable or computer-readable medium may
also be paper or another suitable medium upon which the program 1s printed, as the
program can be electronically captured, via, for instance, optical scanning of the paper
or other medium, then compiled, interpreted, or otherwise processed in a suitable
manner, 1f necessary, and then stored in a computer memory. In the context of this
document, a computer-usable or computer-readable medium may be any medium that
can contain, store, communicate, propagate, or transport the program for use by or in

connection with the instruction execution system, apparatus, or device. The
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computer-usable medium may include a propagated data signal with the computer-
usable program code embodied therewith, either in baseband or as part of a carrier
wave. The computer usable program code may be transmitted using any appropriate
medium, including but not limited to the Internet, wireline, optical fiber cable, RF, etc.

|00117] Computer program code for carrying out operations of the present
disclosure may be written 1n an object oriented programming language such as Java,
Smalltalk, C++ or the like. However, the computer program code for carrying out
operations of the present disclosure may also be written 1n conventional procedural
programming languages, such as the "C" programming language or similar
programming languages. The program code may execute entirely on the user's
computer, partly on the user's computer, as a stand-alone software package, partly on
the user’s computer and partly on a remote computer or entirely on the remote
computer or server. In the latter scenario, the remote computer may be connected to
the user’s computer through a local area network / a wide area network / the Internet
(e.g., network 14).

|00118] The present disclosure 1s described with reference to flowchart
1llustrations and/or block diagrams of methods, apparatus (systems) and computer
program products according to embodiments of the disclosure. It will be understood
that each block of the flowchart illustrations and/or block diagrams, and combinations
of blocks 1n the flowchart 1llustrations and/or block diagrams, may be implemented by
computer program instructions. These computer program instructions may be
provided to a processor of a general purpose computer / special purpose computer /
other programmable data processing apparatus, such that the instructions, which
execute via the processor of the computer or other programmable data processing
apparatus, create means for implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

|00119] These computer program instructions may also be stored in a

computer-readable memory that may direct a computer or other programmable data
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processing apparatus to function in a particular manner, such that the instructions
stored 1n the computer-readable memory produce an article of manufacture including
instruction means which implement the function/act specified in the flowchart and/or
block diagram block or blocks.

|00120] The computer program i1nstructions may also be loaded onto a
computer or other programmable data processing apparatus to cause a series of
operational steps to be performed on the computer or other programmable apparatus
to produce a computer implemented process such that the instructions which execute
on the computer or other programmable apparatus provide steps for implementing the
functions/acts specified in the flowchart and/or block diagram block or blocks.

|00121] The flowcharts and block diagrams in the figures may 1illustrate the
architecture, functionality, and operation of possible implementations of systems,
methods and computer program products according to various embodiments of the
present disclosure. In this regard, each block 1n the flowchart or block diagrams may
represent a module, segment, or portion of code, which comprises one or more
executable instructions for implementing the specified logical function(s). It should
also be noted that, in some alternative implementations, the functions noted in the
block may occur out of the order noted 1n the figures. For example, two blocks shown
In succession may, 1n fact, be executed substantially concurrently, or the blocks may
sometimes be executed in the reverse order, depending upon the functionality
involved. It will also be noted that each block of the block diagrams and/or flowchart
1llustrations, and combinations of blocks 1n the block diagrams and/or flowchart
illustrations, may be implemented by special purpose hardware-based systems that
perform the specified functions or acts, or combinations of special purpose hardware
and computer nstructions.

|00122]  The terminology used herein 1s for the purpose of describing particular
embodiments only and 1s not intended to be limiting of the disclosure. As used

herein, the singular forms "a", "an" and "the" are intended to include the plural forms
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as well, unless the context clearly indicates otherwise. It will be further understood
that the terms "comprises" and/or "comprising." when used 1n this specification,
specify the presence of stated features, integers, steps, operations, elements, and/or
components, but do not preclude the presence or addition of one or more other
features, integers, steps, operations, elements, components, and/or groups thereof.

|00123] The corresponding structures, materials, acts, and equivalents of all
means or step plus function elements 1n the claims below are intended to include any
structure, material, or act for performing the function in combination with other
claimed elements as specifically claiamed. The description of the present disclosure
has been presented for purposes of 1llustration and description, but 1s not intended to
be exhaustive or limited to the disclosure 1in the form disclosed. Many modifications
and varniations will be apparent to those of ordinary skill in the art without departing
from the scope and spirit of the disclosure. The embodiment was chosen and
described 1n order to best explain the principles of the disclosure and the practical
application, and to enable others of ordinary skill in the art to understand the
disclosure for various embodiments with various modifications as are suited to the
particular use contemplated.

|00124] A number of implementations have been described. Having thus
described the disclosure of the present application 1n detail and by reference to
embodiments thereof, 1t will be apparent that modifications and variations are possible

without departing from the scope of the disclosure defined in the appended claims.
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What Is Claimed Is:

Invention #10

1. A computer-implemented method, executed on a computing device,
comprising:
administering an alertness test on a client electronic device to
determine a result for a user, wherein the result 1s indicative of a level of
alertness of the user:
recerving biometric information concerning the user from a biometric
device; and
adjusting the result for the user based, at least in part, upon the

biometric information.

2. The computer-implemented method of claam 1 wherein administering the
alertness test to the user includes:
rendering a plurality of objects for use within the alertness test being
administered to the user:
rendering a disrupter configured to distract the user;
soliciting a response from the user concerning the plurality of objects;
receiving the response from the user; and
determining the result for the user based, at least in part, upon the

response received from the user.

3. The computer implemented method of claim 2 wherein the disrupter includes
one or more of:

a visual disrupter;

an audible disrupter; and

a physical disrupter.
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4. The computer-implemented method of claam 1 wherein the biometric

information concerns one or more health aspects of the user.

5. The computer-implemented method of claam 1 wherein the biometric device

includes a heart rate monitoring device.

6. The computer-implemented method of claam 1 wherein the biometric device

includes a blood glucose monitoring device.

7. The computer-implemented method of claam 1 wherein the biometric device

includes a blood oxygen monitoring device.

8. A computer program product residing on a computer readable medium having
a plurality of instructions stored thereon which, when executed by a processor, cause
the processor to perform operations comprising:
administering an alertness test on a client electronic device to
determine a result for a user, wherein the result 1s indicative of a level of
alertness of the user:
recerving biometric information concerning the user from a biometric
device; and
adjusting the result for the user based, at least in part, upon the

biometric information.

9. The computer program product of claim 8 wherein administering the alertness
test to the user includes:
rendering a plurality of objects for use within the alertness test being

administered to the user:
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rendering a disrupter configured to distract the user:;

soliciting a response from the user concerning the plurality of objects;
recerving the response from the user; and

determining the result for the user based, at least in part, upon the

response receirved from the user.

10. The computer program product of claim 9 wherein the disrupter includes one
or more of:

a visual disrupter;

an audible disrupter; and

a physical disrupter.

11. The computer program product of claim 8 wherein the biometric information

concerns one or more health aspects of the user.

12. The computer program product of claam 8 wherein the biometric device

includes a heart rate monitoring device.

13. The computer program product of claam 8 wherein the biometric device

includes a blood glucose monitoring device.

14 The computer program product of claam 8 wherein the biometric device

includes a blood oxygen monitoring device.
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15.

A computing system including a processor and memory configured to perform

operations comprising:

16.

administering an alertness test on a client electronic device to
determine a result for a user, wherein the result 1s indicative of a level of
alertness of the user:

recerving biometric information concerning the user from a biometric
device; and

adjusting the result for the user based, at least in part, upon the

biometric information.

The computing system of claam 15 wherein administering the alertness test to

the user includes:

17.

of:

18.

rendering a plurality of objects for use within the alertness test being
administered to the user:

rendering a disrupter configured to distract the user:;

soliciting a response from the user concerning the plurality of objects;

recerving the response from the user; and

determuning the result for the user based, at least in part, upon the

response receirved from the user.

The computing system of claim 16 wherein the disrupter includes one or more

a visual disrupter;

an audible disrupter; and

a physical disrupter.

The computing system of claam 15 wherein the biometric nformation

concerns one or more health aspects of the user.
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19.  The computing system of claam 15 wherein the biometric device includes a

heart rate monitoring device.

20.  The computing system of claam 15 wherein the biometric device includes a

blood glucose monitoring device.

21.  The computing system of claam 15 wherein the biometric device includes a

blood oxygen monitoring device.
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rendenng a plurality of objects for
use within an aleriness test being
admanistered to a user {300)

rendening a disrupter configured to
distract the user {(306)

soliciiing a response from the user
concerning the plurality of objects
(302}

receiving the response from the
user (304)

determining a result for the user
based, at ieast 1in part, upon the

response recerved from the user
(308 )
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rendering a first group of objects
tor use within an alertness test
being admimstered to a user {350}

rendering a disrupter contigured 1o
introduce a delay for a defined
periad of time {352

rendering a second group of objects

tor use within the alertness test
being administered to the user
(354}

soliciiing a response from the user
concerning the first or second
aroup of objects {356}

receiving the response from the
user {360}

determining a result for the user

based, at least in part, ypon the

response received from the user
{(362)

i 5

PCT/US2017/038040

requiting the user {0 wdentify an
object chosen from the plurality of
objects in the second group of
objects that maiches the single
object 1o the first group of objecis
{358}
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. momionng one or more

environmental vartables concermng

: a client electronic device
configured to administer an
alertness test to a user {(400)

selecting a disrupter tor inclusion
within the aleriness test based, at

ieast 1 part, upon the one of more
environmental varniables concerning
the client electronic device (402

4

administering the alertness test {0
the user {404}
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. MONToNng ohe or more
environmental varables concerning
' a user of a client electronic device
configured (o administer an
alertness test {o the user (450)

selecting a disrupter for inclusion
within the alertness test based, at

least in part, upon the one ¢r more
environmental vanables concerning
the user (452)

administering the alertness fest to
the user (454)
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admnistering an alertness test on a

client electromic device 10
determne a result for user (S00)

- determining a location of the client

electronic device, thus defimung a
determined location {(502)

taking remedial action if the level
of alertness of the user 1s
insutficient tor the user to perform

a task at the determined location
{(504)
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admurnistering an alertness test on a

client electronic device 1o
determine a result for a user {550)

receiving brometric information
concerning the user from a
hiometnc device {S52)

adjusting the resuit for the user

based, at least in part, upon the
biometnic information {5543
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adnnnistering a first aleriness test

{0 determine a hivst result for a gser

{600}
@ » o {m“
administering at least a second : et fy baseline for
e ‘ o identifying a baseline for the user
alertness test to determine at least a ; ;’f’ th}{ gd* AasCHIE O;}*" "?ﬁ“
_ o e after the administration 1e firs
second result for the user (602) ; BLIET NG & HRUCH Ol thS KI5t
. g aleriness test {(600)
|
|
: " | | i
comparing the first result to the ¢ - .
""; panng ; Btl gsu‘tito t,;’ i : modifying the baseline for the user
cast a secong resuit o identity a N ST .
Y ! after the admimstration of the at

level of cognitive deching for the
user {604}

least a second alertness test (608)

determining a rate of change for the

baseline to idenfity the level of
cognitive decline for the user (610}
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adimunisienng an aleriness test on a

client electronic device o
determune a result for a user {650}

receiving circadian information
concerning the user {(652)

adiusting the result for the user

based, at least in part, upon the
circadian mformation {654)
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