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VIRTUAL SERVICE PROVIDER SYSTEMS

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application claims priority to U.S. Provisional Patent Application No.
61/206,354 (Attorney Docket No. RALEP0OO1+) entitled SERVICES POLICY
COMMUNICATION SYSTEM AND METHOD filed January 28, 2009, U.S. Provisional
Patent Application No. 61/206,944 (Attorney Docket No. RALEP002+) entitled SERVICES
POLICY COMMUNICATION SYSTEM AND METHOD filed February 4, 2009, U.S.
Provisional Application No. 61/207,393 (Attorney Docket No. RALEP003+) entitled
SERVICES POLICY COMMUNICATION SYSTEM AND METHOD filed February 10,
2009, and U.S. Provisional Patent Application No. 61/207,739 (Attorney Docket No.
RALEP004+) entitled SERVICES POLICY COMMUNICATION SYSTEM AND

METHOD filed on February 13, 2009.

BACKGROUND OF THE INVENTION

[0002] With the advent of mass market digital communications and content
distribution, many access networks such as wireless networks, cable networks and DSL
(Digital Subscriber Line) networks are pressed for user capacity, with, for example, EVDO
(Evolution-Data Optimized), HSPA (High Speed Packet Access), LTE (Long Term
Evolution), WiMax (Worldwide Interoperability for Microwave Access), and Wi-Fi
(Wireless Fidelity) wireless networks increasingly becoming user capacity constrained.

Although wireless network capacity will increase with new higher capacity wireless radio

access technologies, such as MIMO (Multiple-Input Multiple-Output), and with more
frequency spectrum being deployed in the future, these capacity gains are likely to be less

than what is required to meet growing digital networking demand.

[0003] Similarly, although wire line access networks, such as cable and DSL, can
have higher average capacity per user, wire line user service consumption habits are trending
toward very high bandwidth applications that can quickly consume the available capacity and
degrade overall network service experience. Because some components of service provider

costs go up with increasing bandwidth, this trend will also negatively impact service provider

profits.
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BRIEFK DESCRIPTION OF THE DRAWINGS

[0004] Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

[0005] Figure 1 1llustrates a simplified (e.g., “flattened”) network architecture 1n

accordance with some embodiments.

[0006] Figure 2 illustrates another simplified (e.g., “flattened™) network architecture
including an MVNO (Mobile Virtual Network Operator) relationship 1in accordance with

some embodiments.

[0007] Figure 3 1llustrates another simplified (e.g., “tlattened™) network architecture

including two central providers 1in accordance with some embodiments.

[0008] Figure 4 1llustrates a network architecture including a Universal Mobile
Telecommunications System (UMTS) overlay configuration in accordance with some

embodiments.

[0009] Figure S 1llustrates a network architecture including an Evolution Data

Optimized (EVDO) overlay configuration in accordance with some embodiments.

[0010] Figure 6 illustrates a network architecture including a 4G LTE and Wi-F1

overlay configuration in accordance with some embodiments.

[0011] Figure 7 1llustrates a network architecture including a WiMax and Wi-Fi1

overlay configuration in accordance with some embodiments.

[0012] Figure 8 1llustrates another simplified (e.g., “flattened”) network architecture
including multiple wireless access networks (e.g., 3G and 4G Wireless Wide Area Networks
(WWANS)) and multiple wire line networks (e.g., Data Over Cable Service Interface
Specification (DOCSIS) and Digital Subscriber Line Access Multiplexer (DSLAM) wire line

networks) 1n accordance with some embodiments.

[0013] Figure 9 illustrates a hardware diagram of a device that includes a service

processor 1n accordance with some embodiments.
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[0014] Figure 10 1llustrates another hardware diagram of a device that includes a

service processor 1in accordance with some embodiments.

[0015] Figure 11 1illustrates another hardware diagram of a device that includes a

service processor in accordance with some embodiments.

[0016] Figure 12 illustrates another hardware diagram of a device that includes a

service processor in accordance with some embodiments.

[0017] Figure 13 illustrates another hardware diagram of a device that includes a
service processor implemented 1n external memory of a System On Chip (SOC) in

accordance with some embodiments.

[0018] Figure 14 1llustrates another hardware diagram of a device that includes a
service processor implemented 1n external memory of a System On Chip (SOC) in

accordance with some embodiments.

[0019] Figures 15A through 15C illustrate hardware diagrams of a device that
include a service processor and a bus structure extension using intermediate modem or

networking device combinations 1n accordance with various embodiments.

[0020] Figure 16 1s a functional diagram 1llustrating a device based service processor

and a service controller in accordance with some embodiments.

[0021] Figure 17 1s another functional diagram illustrating the device based service

processor and the service controller in accordance with some embodiments.

[0022] Figure 18 1s another functional diagram illustrating the device based service
processor and the service controller in which the service processor controls the policy
implementation for multiple access network modems and technologies 1n accordance with

some embodiments.

[0023] Figure 19 1s another functional diagram 1llustrating the service processor and

the service controller 1n accordance with some embodiments.

[0024] Figure 20 1s another functional diagram 1llustrating the service processor and

the service controller 1n accordance with some embodiments.
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[0025] Figure 21 1s another functional diagram 1llustrating the service processor and

the service controller in accordance with some embodiments.

[0026] Figures 22A through 22B provide tables summarizing various service
processor agents (and/or components/functions implemented 1n software and/or hardware) 1n

accordance with some embodiments.

[0027] Figure 23 provides a table summarizing various service controller server
clements (and/or components/functions implemented 1n software and/or hardware) 1n

accordance with some embodiments.

[0028] Figure 24 1s a functional diagram 1llustrating the service control device link of
the service processor and the service control service link of the service controller 1n

accordance with some embodiments.

[0029] Figure 25 1s a functional diagram 1llustrating framing structure of a service
processor communication frame and a service controller communication frame in accordance

with some embodiments.

[0030] Figures 26A through 26H provide tables summarizing various service

processor heartbeat functions and parameters 1in accordance with some embodiments.

[0031] Figures 27A through 27P provide tables summarizing various device based

service policy implementation verification techniques in accordance with some embodiments.

[0032] Figures 28A through 28 E provide tables summarizing various techniques for
protecting the device based service policy from compromise in accordance with some

embodiments.

[0033] Figure 29 1s a functional diagram 1llustrating a device communications stack
that allows for implementing verifiable tratfic shaping policy, access control policy and/or

service monitoring policy in accordance with some embodiments.

[0034] Figure 30 1s another functional diagram illustrating the device
communications stack that allows for implementing tratfic shaping policy, access control

policy and/or service monitoring policy in accordance with some embodiments.
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[0035] Figure 31 1s another functional diagram illustrating the device
communications stack that allows for implementing tratfic shaping policy, access control

policy and/or service monitoring policy in accordance with some embodiments.

[0036] Figure 32 1s another functional diagram 1illustrating the device
communications stack that allows for implementing tratfic shaping policy, access control

policy and/or service monitoring policy in accordance with some embodiments.

[0037] Figure 33 1s another functional diagram 1illustrating the device
communications stack that allows for implementing tratfic shaping policy, access control

policy and/or service monitoring policy in accordance with some embodiments.

[0038] Figure 34 1s another functional diagram illustrating the device
communications stack that allows for implementing tratfic shaping policy, access control

policy and/or service monitoring policy in accordance with some embodiments.

[0039] Figure 35 1s another functional diagram 1illustrating the device
communications stack that allows for implementing tratfic shaping policy, access control

policy and/or service monitoring policy in accordance with some embodiments.

[0040] Figure 36 1s another functional diagram illustrating the device
communications stack that allows for implementing tratfic shaping policy, access control

policy and/or service monitoring policy in accordance with some embodiments.

[0041] Figure 37 1s another functional diagram 1llustrating the device
communications stack that allows for implementing tratfic shaping policy, access control

policy and/or service monitoring policy in accordance with some embodiments.

[0042] Figure 38 1s a functional diagram 1llustrating a device service processor

packet processing flow 1n accordance with some embodiments.

[0043] Figure 39 1s another functional diagram 1llustrating the device service

processor packet processing flow 1n accordance with some embodiments.

[0044] Figure 40 1s another functional diagram 1llustrating the device service

processor packet processing flow 1n accordance with some embodiments.
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[0045] Figure 41 provides a table summarizing various privacy levels for service

history reporting 1n accordance with some embodiments.

[0046] Figures 42A through 42J provide tables summarizing various service policy

control commands in accordance with some embodiments.

[0047] Figures 43A through 43B arc flow diagrams 1llustrating a flow diagram for a
service processor authorization sequence as shown in Figure 43 A and a flow diagram for a
service controller authorization sequence as shown 1n Figure 43B 1n accordance with some

embodiments.

[0048] Figures 44A through 44B arc flow diagrams 1llustrating a flow diagram for a
service processor activation sequence as shown in Figure 44A and a flow diagram for a
service controller activation sequence as shown 1n Figure 44B 1n accordance with some

embodiments.

[0049] Figures 45A through 45B arc flow diagrams 1llustrating a flow diagram for a
service processor access control sequence as shown 1n Figure 45A and a flow diagram for a
service controller access control sequence as shown 1n Figure 45B 1n accordance with some

embodiments.

[0050] Figure 46 1s a functional diagram 1llustrating open, decentralized, device

based mobile commerce transactions in accordance with some embodiments.

[0051] Figures 47A through 47B are transactional diagrams 1llustrating open,
decentralized, device based mobile commerce transactions in accordance with some

embodiments.

[0052] Figure 48 1llustrates a network architecture including a service controller
device control system and a service controller analysis and management system 1n

accordance with some embodiments.

[0053] Figure 49 illustrates a network architecture for an open developer platform for

virtual service provider (VSP) partitioning 1in accordance with some embodiments.
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[0054] Figure 50 1illustrates a network architecture including a billing to service
controller interface for accommodating minimum changes 1n existing central billing, AAA

and/or other network components 1n accordance with some embodiments.

[0055] Figure 51 1illustrates a network architecture for locating service controller
device control functions with AAA and network service usage functions 1n accordance with

some embodiments.

[0056] Figure 52 1llustrates a network architecture for locating service controller
device control functions 1n the access transport network 1n accordance with some

embodiments.

[0057] Figure 53 illustrates a network architecture for locating service controller

device control functions 1n the radio access network 1n accordance with some embodiments.

[0058] Figure 54 illustrates a network architecture for locating service controller
device control functions with AAA and network service usage including deep packet

inspection functions in accordance with some embodiments.

[0059] Figure 55 1llustrates another network architecture for locating service
controller device control functions with AAA and network service usage including deep

packet inspection functions in accordance with some embodiments.

[0060] Figure 56 1llustrates a 4G/3G/2G DPI/DPC enabled gateway 1n accordance

with some embodiments.

[0061] Figure 57 1llustrates a network architecture including the VSP workstation
server in communication with the 4G/3G/2G DPI/DPC gateways 1n accordance with some

embodiments.

[0062] Figure 58 1llustrates another 4G/3G/2G DPI/DPC enabled gateway 1n

accordance with some embodiments.

[0063] Figure 59 1llustrates another network architecture including the VSP
workstation server in communication with the 4G/3G/2G DPI/DPC gateways 1n accordance

with some embodiments.
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[0064] Figure 60 1llustrates a 4G/3G/2G DPI/DPC enabled gateway and service

controller device control system 1n accordance with some embodiments.

[0065] Figure 61 1llustrates another network architecture including the VSP
workstation server in communication with the 4G/3G/2G DPI/DPC gateways 1n accordance

with some embodiments.

[0066] Figure 62 illustrates another 4G/3G/2G DPI/DPC enabled gateway and

service controller device control system 1n accordance with some embodiments.

[0067] Figure 63 1llustrates another network architecture including the VSP
workstation server in communication with the 4G/3G/2G DPI/DPC gateways 1n accordance

with some embodiments.

[0068] Figure 64 1llustrates another network architecture including a system located
in the manufacturing or distribution chain for the device that provides the device provisioning
or partial provisioning, and any pre-activation required for the device to later activate on the

network 1n accordance with some embodiments.
DETAILED DESCRIPTION

[0069] The invention can be implemented in numerous ways, including as a process;
an apparatus; a system; a composition of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such as a processor configured to
execute instructions stored on and/or provided by a memory coupled to the processor. In this
specification, these implementations, or any other form that the invention may take, may be
referred to as techniques. In general, the order of the steps of disclosed processes may be
altered within the scope of the invention. Unless stated otherwise, a component such as a
processor or a memory described as being configured to perform a task may be implemented
as a general component that 1s temporarily configured to perform the task at a given time or a
specific component that 1s manufactured to perform the task. As used herein, the term
‘processor’ refers to one or more devices, circuits, and/or processing cores configured to

process data, such as computer program instructions.

[0070] A detailed description of one or more embodiments of the invention 1s

provided below along with accompanying figures that illustrate the principles of the
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invention. The mvention 1s described 1n connection with such embodiments, but the
invention 18 not limited to any embodiment. The scope of the invention 1s limited only by the
claims and the invention encompasses numerous alternatives, modifications and equivalents.
Numerous specific details are set forth m the following description in order to provide a
thorough understanding of the invention. These details are provided for the purpose of
example and the invention may be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical material that 1s known 1n the
technical fields related to the invention has not been described 1n detail so that the invention

1S not unnecessarily obscured.

[0071] With the development and increasing proliferation of mass market digital
communications and content distribution, communication network capacity gains are being
outpaced by growing digital networking demand. For example, some industry experts project
average wireless device usage of four devices per subscriber, with a mixture of general
purpose devices like smart phones and computers along with special purpose devices like
music players, electronic readers, connected (e.g., networked) cameras and connected gaming
devices. In addition, wire line user service consumption habits are trending toward very high
bandwidth applications that can quickly consume the available capacity and degrade overall
network service experience 1f not efficiently managed. Because some components of service
provider costs go up with increasing bandwidth, this trend will also negatively impact service

provider profits.

[0072] There 18 a need for a communication system and method that provides for
flexible service plans and management of user network services to provide consumer choice

of more refined service plan offerings and efficient management of network capacity.

[0073] Also, 1t 1s becoming increasingly important to more deeply manage the level
of services delivered to networked devices to provide cost effective services that match
orowing digital networking usage patterns. For example, access providers can move away
from only billing for basic access and move toward billing for higher level service delivery
with example services including rich Internet access and email, application based billing,
content distribution, entertainment activities, information or content subscription or gaming.
In addition, a growing number of new special purpose and general purpose networked
devices are fueling demand for new service plans, for example, tailored to the new device

usage models (e.g., a special service plan for an e-book reader device).
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[0074] As network capabilities grow and new networked device offerings grow,
access network service providers will realize increasing value 1n opening up their networks to
allow mnovation and expanded offerings for network service consumers. However, opening
up the networks to provide efficient third party definition of alternative service and billing
models requires more flexible service and billing policy management solutions. For example,
machine to machine applications such as telemetry, surveillance, shipment tracking and two
way power control systems are example new applications that would require new offerings to
make such available to network service customers. The need to customize service offerings
for these new applications requires more efficient methods for defining, testing and launching
new services with more refined control of service functions and service costs. In some
embodiments, this means billing for different types of service elements, such as total traffic,
content downloads, application usage, information or content subscription services, people or
asset tracking services, real time machie to machine information or electronic commerce

transactions.

[0075] In some embodiments, network user capacity 1s increased and user service
costs are reduced by managing and billing for service consumption 1in a more refined manner
(¢.g., to satisty network neutrality requirements). By managing service consumption in a user
friendly manner, the overall service capacity required to satisfy the user device needs can be
tailored more closely to the needs of a given user thereby reducing user service costs and
increasing service provider profits. For example, managing service usage while maintaining
user satisfaction includes service usage policy implementation and policy management to
1identify, manage and bill for service usage categories, such as total traffic consumption,
content downloads, application usage, information or content subscription services, electronic
commerce transactions, people or asset tracking services or machine to machine networking
services. As described herein, service activity 1s used to refer to any service usage or traffic
usage that can be associated with, for example, an application; a network communication end
point, such as an address, uniform resource locator (URL) or other 1dentifier with which the
device 18 communicating; a traffic content type; a transaction where content or other material,
information or goods are transacted, purchased, reserved, ordered or exchanged; a download,
upload or file transfer; email, text, SMS, IMS or other messaging activity or usage; VOIP
services; video services; a device usage event that generates a billing event; service usage
associated with a bill by account activity (also referred to as billing by account) as described

herein; device location; device service usage patterns, device user interface (UI) discovery

10
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patterns, content usage patterns or other characterizations of device usage; or other categories
of user or device activity that can be 1dentified, monitored, recorded, reported, controlled or
processed 1n accordance with a set of verifiable service control policies. As will be apparent
to one of ordinary skill 1n the art in view of the embodiments described herein, some
embodiments 1dentify various service activities for the purpose of decomposing overall
service usage into finer sub-categories of activities that can be verifiably monitored,
categorized, cataloged, reported, controlled, monetized and used for end user notification 1n a
manner that results 1n superior optimization of the service capabilities for various levels of
service cost or for various types of devices or groups. In some embodiments, 1t will be
apparent to one of ordinary skill in the art that the terms service activity or service usage are
assoclated with categorizing and possibly monitoring or controlling data traffic, application
usage, communication with certain network end points, or transactions, and 1t will also be
apparent that in some embodiments the term service activity 1s intended to include one or
more of the broader aspects listed above. The shortened term service usage can be used
interchangeably with service activity, but neither term 1s intended 1n general to exclude any
aspect of the other. In some cases, where the terms service usage or service activity are used,
more specific descriptors such as traffic usage, application usage, website usage, and other
service usage examples are also used to provide more specific examples or focus 1n on a

particular element of the more encompassing terms.

[0076] In some embodiments, employing this level of service categorization and
control 1s accomplished 1n a manner that satisties user preferences. In some embodiments,
employing this level of service categorization and control 1s accomplished 1n a manner that
also satisfies government rules or regulations regarding open access, for example, network
ncutrality requirements. In some embodiments, service management solutions that also
collect and/or report user or device service usage or service activity behavior to determine
how best to meet the user’s simultancous desires for service quality and lower service costs
are disclosed. For example, such monitoring and reporting are accomplished in a manner that
includes approval by the user and 1n a manner that also protects the privacy of user

information and service usage behavior or service activity history.

[0077] In some embodiments, a system and method 1s disclosed for increasing
network user capacity for wireless networks 1n the face of increasing service demand per user

by providing for a greater number of base stations, also sometimes referred to as access

11
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points, base terminals, terminal nodes or other well known acronyms, to be more easily
and/or more cost effectively deployed. For example, to simplify the process of deploying
base stations, the installation complexity and the network infrastructure required for the base
station to obtain backhaul service to the various networks that users desire to connect with are

reduced.

[0078] In some embodiments, dense base station deployments are simplified by
reducing the requirement to aggregate or concentrate the base station traffic through a
specific dedicated core network infrastructure, so that the base stations connect to the desired
user networks through a more diverse set of local loop, back bone and core routing options.
This approach also reduces network infrastructure equipment, installation and maintenance
costs. In some embodiments, this 1s accomplished by distributing the network traffic policy
implementation and control away from the core network by providing for more control for
service policy implementation and management on the end user device and, 1n some
embodiments, 1n the end user device with respect to certain service policies and the network
(e.g., control plane servers) with respect to other service policies. For example, this approach
facilitates connecting the base stations directly to the local loop Internet with a minimum of

specific dedicated networking infrastructure.

[0079] In some embodiments, service and transaction billing event capture and
logging are distributed to the device. For example, providing service and transaction billing
event capture and logging at the device provides a greater capability to monitor, classify and
control deeper aspects of service usage or service activity at the device as compared to the
relatively less capability for the same 1n the network infrastructure (e.g., for certain traffic
flows, such as encrypted tratfic flows). Furthermore, billing at the device provides for very
specialized with many different billing and service plans for different device and service
usage or service activity scenario combinations without the problem of attempting to
propagate and manage many different deep packet inspection (DPI) and traffic shaping
profiles 1 the networking equipment infrastructure. For example, service billing at the
device can provide for more sophisticated, more specialized and more scalable billing and

service plans.

[0080] Another form of billing that needs improvement 1s electronic commerce
transaction billing with device assisted central billing. Today, most central billing and

content distribution models require either centralized content distribution maintained by the

12
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central service provider or central billing authority, or a centralized ecommerce website or
portal traffic aggregation system controlled by the central service provider or central billing
provider, or both. In such systems, content and transaction providers such as media
providers, application developers, entertainment providers, transaction website providers and
others must adapt their mainstream electronic offering and commerce systems, such as
shopping experience websites, to fit within the various proprietary customized infrastructure
and content storage solutions for ecommerce markets, such as BREW® (Binary Runtime
Environment for Wireless from Qualcomm® Inc.), Symbian OS (from Symbian Software
Ltd) and Apple 1Phone 3G App Store (from Apple Inc.). This approach requires a large
amount of unnecessary custom interface development and stitles open market creativity for
HTTP, WAP or portal/widget based shopping destinations and experiences. As disclosed
below, a superior approach includes device based transaction billing for an open ecosystem 1n
which a central billing provider provides users and ecommerce transaction providers with a
central billing solution and experience that does not require extensive custom development or

ccommerce infrastructure interfacing.

[0081] In some embodiments, products that incorporate device assisted service policy
implementation, network services and service profiles (e.g., a service profile includes a set of
one or more service policy settings for the device for a service on the network) are disclosed,
as described below. For example, aspects of the service policy (e.g., a set of policies/policy
settings for the device for network services, typically referring to lower level settings, such as
access control settings, traffic control settings, billing system settings, user notification
settings, user privacy settings, user preference settings, authentication settings and admission
control settings) that are moved out of the core network and 1nto the end user device include,
for example, certain lower level service policy implementations, service usage or service
activity monitoring and reporting including, for example, privacy filtering, customer resource
management monitoring and reporting including, for example, privacy filtering, adaptive
service policy control, service network access control services, service network
authentication services, service network admission control services, service billing,
transaction billing, simplified service activation and sign up, user service usage or service

activity notification and service preference feedback and other service capabilities.

[0082] As discussed below, product designs that move certain aspects of one or more

of these service profile or service policy implementation elements into the device provide
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several advantageous solutions to the needs described above. For example, benefits of
certain embodiments include the ability to manage or bill for a richer and more varied set of
network services, better manage overall network capacity, better manage end user access
costs, simplify user or new device service activation, simplify development and deployment
of new devices with new service plans (e.g., service profile and billing/costs information
assoclated with that service profile), equip central service providers with more effective open
access networks for new third party solutions, simplity the equipment and processes
necessary to deploy wireless base stations and simplify the core networking equipment

required to deploy certain access networks.

[0083] As discussed below, there are two network types that are discussed: a central
provider network and a service provider network. The central provider network generally
refers to the access network required to connect the device to other networks. The central
provider network generally includes the physical layer, the Media Access Control (MAC) and
the various networking functions that can be implemented to perform authentication,
authorization and access control, and to route trattic to a network that connects to the control
plane servers, as discussed below. The service provider network generally refers to the
network that includes the control plane servers. In some embodiments, a central provider
network and a service provider network are the same, and 1n some embodiments, they are
different. In some embodiments, the owner or manager of the central provider network and
the owner or manager of the service provider network are the same, and 1n some

embodiments, they are different.

[0084] In some embodiments, control of the device service policies 1s accomplished
with a set of service control plane servers that reside 1n the access network or any network
that can be reached by the device. This server based control plane architecture provides for a
highly efficient means of enabling third party control of services and billing, such as for
central carrier open development programs or Mobile Virtual Network Operator (MVNO)
relationships. As device processing and memory capacity expands, moving to this distributed
service policy processing architecture also becomes more efficient and economical. In some
embodiments, several aspects of user privacy and desired network neutrality are provided by
enabling user control of certain aspects of device based service usage or service activity
reporting, traffic reporting, service policy control and customer resource management (CRM)

reporting.
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[0085] In many access networks, such as wireless access networks, bandwidth
capacity 1s a valuable resource 1n the face of the increasing popularity of devices, applications
and content types that consume more bandwidth. To maintain reasonable service profit
margins, a typical present service provider practice 1s to charge enough per user for access to
make service plans profitable for the higher bandwidth users. However, this 1s not an optimal
situation for users who desire to pay less for lower bandwidth service usage or service

activity scenarios.

[0086] Accordingly, in some embodiments, a range of service plan pricing can be
cnabled that also maintains service profitability for the service provider, for example, by
providing a more refined set of management and control capabilities for service profiles. For
example, this approach generally leads to service management or traffic shaping where
certain aspects of a service are controlled down based on service policies to lower levels of
quality of service. Generally, there are three problems that arise when these techniques are
implemented. The first problem 1s maintaining user privacy preferences in the reporting of
SErviCe usage or service activity required to set, manage or verify service policy
implementation. This problem 1s solved 1n a variety of ways by the embodiments described
below with a combination of user notification, preference feedback and approval for the level
of traffic information the user 1s comfortable or approves and the ability to filter service
usage or service activity, in some embodiments, specifically traffic usage or CRM reports so
that only the level of information the user prefers to share 1s communicated. The second
problem 1s satisfying network neutrality requirements in the way that tratfic 1s shaped or
services are managed. This problem 1s solved 1n a variety of ways as described 1n the
embodiments described below by empowering the user to make the choices on how service
usage, service activity, traffic usage or CRM data 1s managed down to control costs,
including embodiments on user notification and service policy preference feedback. By
allowing the user to decide how they want to spend and manage their service allowance or
resources, a more neutral or completely neutral approach to network usage can be maintained
by the service provider. The third problem is to help the user have an acceptable and
enjoyable service experience for the lower cost plans that will result in much wider scale
adoption of connected devices and applications but are more constrained on service activity
usage or options or bandwidth or traffic usage. As lower cost service plans are offered,
including plans where the basic connection service may be free, these service plans will

require service provider cost controls to maintain profitability or preserve network capacity
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that result in lower limits on service usage or service activity. These lower service usage or
service activity limit plans will result in more users who are likely run over service usage
limits and either experience service shutdown or service cost overages unless they are
provided with more capable means for assistance on how to use and control usage for the
lower cost services. This problem 1s solved 1n a variety of ways with a rich collection of
embodiments on user notification, service usage and cost projection, user notification policy
feedback, user service policy preference feedback, and adaptive tratfic shaping or service
policy implementation. As described herein, some embodiments allow a wide range of
flexible and verifiable service plan and service profile implementations ranging from
examples such as free ambient services that are perhaps sponsored by transaction revenues
and/or bill by account sponsored service partner revenues, to intermediately priced plans for
basic access services for mass market user devices or machine to machine communication
devices, to more expensive plans with very high levels of service usage or service activity<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>