20167191569 A1 I 000 OO0 IO O 00

W

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

1 December 2016 (01.12.2016)

WIPOIPCT

(10) International Publication Number

WO 2016/191569 A1l

(51

eay)

(22)

(25)
(26)
(30)

1

(72

International Patent Classification:
GO6F 12/0888 (2016.01)  GO6F 12/084 (2016.01)
GO6F 12/0893 (2016.01)  GO6F 12/127 (2016.01)

International Application Number:
PCT/US2016/034360

International Filing Date:
26 May 2016 (26.05.2016)

Filing Language: English
Publication Language: English
Priority Data:

62/166,993 27 May 2015 (27.05.2015) US

Applicant: GOOGLE INC. [US/US]; 1600 Amphitheatre
Parkway, Mountain View, California 94043 (US).

Inventors: KNIES, Allan D.; 1600 Amphitheatre Park-
way, Mountain VIlew, California 94043 (US). SHIU,
Shinye; 1600 Amphitheatre Parkway, Mountain View,
California 94043 (US). CHANG, Chih-Chung; 1600 Am-
phitheatre Parkway, Mountain View, California 94043
(US). MALYUGIN, Vyacheslav Vladimirovich; 1600
Amphitheatre Parkway, Mountain View, California 94043
(US). RAQ, Santhosh; 1600 Amphitheatre Parkway,
Mountain View, California 94043 (US).

(74

(8D

(84)

Agent: CAMMARATA, Michael R.; ¢/o Birch, Stewart,
Kolasch & Birch, LLP, P.O. Box 747, Falls Church, Vir-
ginia 22040 (US).

Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
GW, KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

as to applicant'’s entitlement to apply for and be granted a
patent (Rule 4.17(i1))

[Continued on next page]

(54) Title: MEMORY SYSTEM ARCHITECTURE

108

\

120

Policy Tabla indexed by Pil
Fisid of Transactions

Transaction With PiD
Indexing Policy Table  ——id
{118}

FIG. 1

Cache Contiol
Logic
146

Policy Bits Qut

(130 >

(57) Abstract: Provided are methods, systems, and apparatus for managing and controlling memory caches, in particular, system
level caches outside of those closest to the CPU. The processes and representative hardware structures that implement the processes
are designed to allow for detailed control over the behavior of such system level caches. Caching policies are developed based on
O policy identifiers, where a policy identifier corresponds to a collection of parameters that control the behavior of a set of cache man -
agement structures. For a given cache, one policy identifier is stored in each line of the cache.



WO 2016/191569 A1 |00V T O A AR

Published:
—  with international search report (Art. 21(3))



WO 2016/191569 PCT/US2016/034360

MEMORY SYSTEM ARCHITECTURE

The present application claims priority to U.S. Provisional Patent Application Ser. No.
62/166,993, filed May 27, 2015, the entire disclosure of which is hereby incorporated by

reference.

BACKGROUND

[0001] The development of caches and caching has significantly increased in recent years,
and just about every modern CPU core from ultra-low power chips to higher-end
microcontrollers use caches, or at least offer them as options. The performance benefits of caches
are too great to ignore, even in ultra-low power designs. CPU caches are small pools of memory
that store information the CPU is most likely to need next. The goal of caches is to ensure that
the CPU has the next bit of data that it will need already loaded into cache by the time the CPU

goes looking for it.

SUMMARY

[0002] This Summary introduces a selection of concepts in a simplified form in order to
provide a basic understanding of some aspects of the present disclosure. This Summary is not an
extensive overview of the disclosure, and is not intended to identify key or critical elements of
the disclosure or to delineate the scope of the disclosure. This Summary merely presents some of
the concepts of the disclosure as a prelude to the Detailed Description provided below.

[0003] The present disclosure generally relates to computer memory systems. More
specifically, aspects of the present disclosure relate to efficient and effective management of
memory cache operations.

[0004] One embodiment of the present disclosure relates to a method comprising: receiving a
request for access to a system memory cache; determining a policy identifier specified for a
cache line associated with the request for access, wherein the policy identifier corresponds to at
least one policy for controlling operations of the system memory cache; and performing a control

operation on the system memory cache based on the at least one policy corresponding to the
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policy identifier.
[0005] In another embodiment, the control operation includes one of cache line filtering,
cache line allocation, and cache line eviction.
[0006] In another embodiment, the request for access includes a policy identifier associated

with a hardware device from which the request for access originated, and the method further
comprises: determining that the policy identifier included in the request for access matches the
policy identifier specified for the cache line associated with the request for access.

[0007] In another embodiment, the control operation in the method includes cache line
filtering, and the cache line filtering includes: identifying the cache line has a utilization level
below a threshold value; and preventing the identified cache line from being subsequently loaded
into the system memory cache.

[0008] In another embodiment, the cache line filtering in the method further includes adding
the identified cache line to a set of cache lines prevented from being loaded into the system
memory cache.

[0009] In yet another embodiment, identifying the cache line has a utilization level below a
threshold value in the method includes: comparing an access count of number of times the cache
line is accessed to a threshold count associated with a policy of the cache line filtering; and
responsive to the access count being less than the threshold count, adding the cache line to the set
of cache lines prevented from being loaded into the system memory cache.

[0010] In still another embodiment, identifying the cache line has a utilization level below a
threshold value in the method includes: examining individual accessed bits of subblocks of the
cache line to determine a number of subblocks accessed within the cache line; comparing the
number of subblocks accessed to a threshold value associated with a policy of the cache line
filtering; and responsive to the number of subblocks accessed being less than the threshold value,
adding the cache line to the set of cache lines prevented from being loaded into the system
memory cache.

[0011] In yet another embodiment, the control operation in the method includes cache line

filtering, and the cache line filtering includes: using a bloom filter to filter out one or more lines
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of the system memory cache based on the one or more cache lines having utilization levels below
a threshold value; and adding the filtered out cache lines to a set of cache lines prevented from
being loaded into the system memory cache.

[0012] Another embodiment of the present disclosure relates to a system including system
cache memory; system memory; at least one processor coupled to the system memory and the
system cache memory; and a non-transitory computer-readable medium associated with the at
least one processor, the non-transitory medium having instructions stored thereon that, when
executed by the at least one processor, causes the at least one processor to: receive a request for
access to the system cache memory; determine a policy identifier specified for a cache line
associated with the request for access, wherein the policy identifier corresponds to at least one
policy for controlling operations of the system cache memory; and perform a control operation
on the system cache memory based on the at least one policy corresponding to the policy
identifier.

[0013] In another embodiment, the at least one processor in the system is further caused to
perform, as the control operation, one of cache line filtering, cache line allocation, and cache line
eviction.

[0014] In another embodiment, the request for access includes a policy identifier associated
with a hardware device from which the request for access originated, and the at least one
processor in the system is further caused to: determine that the policy identifier included in the
request for access matches the policy identifier specified for the cache line associated with the
request for access.

[0015] In another embodiment, the control operation includes cache line filtering, and the at
least one processor is further caused to: identify the cache line has a utilization level below a
threshold value; and prevent the identified cache line from being subsequently loaded into the
system cache memory.

[0016] In another embodiment, the at least one processor in the system is further caused to:
add the identified cache line to a set of cache lines prevented from being loaded into the system

cache memory.
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[0017] In yet another embodiment, the at least one processor in the system is further caused
to: compare an access count of number of times the cache line is accessed to a threshold count
associated with a policy of the cache line filtering; and responsive to the access count being less
than the threshold count, add the cache line to the set of cache lines prevented from being loaded
into the system cache memory.

[0018] In still another embodiment, the at least one processor in the system is further caused
to: examine individual accessed bits of subblocks of the cache line to determine a number of
subblocks accessed within the cache line; compare the number of subblocks accessed to a
threshold value associated with a policy of the cache line filtering; and responsive to the number
of subblocks accessed being less than the threshold value, add the cache line to the set of cache
lines prevented from being loaded into the system cache memory.

[0019] In still another embodiment, the control operation includes cache line filtering, and
the at least one processor is further caused to: use a bloom filter to filter out one or more lines of
the system cache memory based on the one or more cache lines having utilization levels below a
threshold value; and add the filtered out cache lines to a set of cache lines prevented from being
loaded into the system cache memory.

[0020] In one or more other embodiments, the methods and systems of the present disclosure
may optionally include one or more of the following additional features: the control operation is
one of cache line filtering, cache line allocation, and cache line eviction; the policy identifier
indexes a table containing a plurality of policies for controlling operations of the system memory
cache; the policy identifier is included in the request for access using physical address bits; the
policy identifier is associated with one or more pages in a memory management unit or a
translation lookaside buffer; the policy identifier is associated with one or more computational
engines from which the request for access originates; the policy identifier specified for the cache
line is one of a plurality of policy identifiers, and each cache line in the system memory cache
specifies one policy identifier of the plurality; and/or the policy identifier specified for each
cache line is based on a source associated with a most recent request for access to the cache line.

[0021] It should be noted that embodiments of some or all of the processor and memory
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systems disclosed herein may also be configured to perform some or all of the method
embodiments disclosed above. In addition, embodiments of some or all of the methods disclosed
above may also be represented as instructions embodied on transitory or non-transitory
processor-readable storage media such as optical or magnetic memory or represented as a
propagated signal provided to a processor or data processing device via a communication
network such as an Internet or telephone connection.

[0022] Further scope of applicability of the methods and systems of the present disclosure
will become apparent from the Detailed Description given below. However, it should be
understood that the Detailed Description and specific examples, while indicating embodiments of
the methods and systems, are given by way of illustration only, since various changes and
modifications within the spirit and scope of the concepts disclosed herein will become apparent

to those skilled in the art from this Detailed Description.

BRIEF DESCRIPTION OF DRAWINGS

[0023] These and other objects, features, and characteristics of the present disclosure will
become more apparent to those skilled in the art from a study of the following Detailed
Description in conjunction with the appended claims and drawings, all of which form a part of
this specification. In the drawings:

[0024] Figure 1 is a block diagram illustrating an example high-level operation of using
policy identifiers to control memory cache operations according to one or more embodiments
described herein.

[0025] Figure 2 is a flowchart illustrating an example method for controlling an operation of
a system memory cache based on a policy identifier according to one or more embodiments
described herein.

[0026] Figure 3 illustrates example logical state for a cache controller according to one or
more embodiments described herein.

[0027] Figure 4 is a flowchart illustrating an example method for identifying under-utilized

cache lines according to one or more embodiments described herein.
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[0028] Figure 5 is a flowchart illustrating an example method for determining allocation of a
cache line based on a utilization level of the cache line according to one or more embodiments
described herein.

[0029] Figure 6 is a flowchart illustrating an example method for controlling cache lines
allocated to any given policy identifier according to one or more embodiments described herein.
[0030] Figure 7 is a block diagram illustrating an example computing device arranged for
controlling a memory cache using caching policies specific to the cache according to one or
more embodiments described herein.

[0031] The headings provided herein are for convenience only and do not necessarily affect
the scope or meaning of what is claimed in the present disclosure.

[0032] In the drawings, the same reference numerals and any acronyms identify elements or
acts with the same or similar structure or functionality for ease of understanding and
convenience. The drawings will be described in detail in the course of the following Detailed

Description.

DETAILED DESCRIPTION

[0033] Various examples and embodiments of the methods and systems of the present
disclosure will now be described. The following description provides specific details for a
thorough understanding and enabling description of these examples. One skilled in the relevant
art will understand, however, that one or more embodiments described herein may be practiced
without many of these details. Likewise, one skilled in the relevant art will also understand that
one or more embodiments of the present disclosure can include other features not described in
detail herein. Additionally, some well-known structures or functions may not be shown or
described in detail below, so as to avoid unnecessarily obscuring the relevant description.

[0034] In the present disclosure, the terms “application” and “program” may include files
having executable content such as, for example, object code, scripts, markup language files, byte
code, and the like. An “application” may also include files that are not necessarily executable,

such as, for example, documents or other data files that need to be accessed or otherwise opened.
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[0035] The terms “component,” “module,” “system,” “database,” and the like, as used
herein, refer to a computer-related entity, which may be, for example, hardware, software,
firmware, a combination of hardware and software, or software in execution. A “component”
may be, for example, but is not limited to, a processor, an object, a process running on a
processor, an executable, a program, an execution thread, and/or a computer. In at least one
example, an application running on a computing device, as well as the computing device itself,
may both be a component.

[0036] It should also be noted that one or more components may reside within a process
and/or execution thread, a component roay be localized on one computer and/or distributed
between multiple {(e.g., two or more) computers, and such components may execute {rom various
computer-readable media having a variety of data structures stored thereon.

[0037] Embodiments of the present disclosure relate to methods, systems, and apparatus for
managing and operating memory caches, in particular, system level caches outside of those
closest to the CPU. Such system caches are typically designed separately from the CPU as part
of the design progress and then linked to other components via common bus architectures much
the way other loosely connected components of a computer system are connected such as, for
example, North/South bridge architectures, I/O devices, and IP blocks on “System on Chip”
(SoC) design. As will be described in greater detail herein, the present disclosure provides
processes and representative hardware structures that implement the processes designed to allow
for detailed control over the behavior of these general system level caches.

[0038] When used herein in the context of a bit or field, the terms “clear” and “cleared”
indicate that the value is zero or will be set to zero. When used herein in the context of a bit or
field, the term “set” indicates that the value is one or will be set to one. It should also be
understood that, unless expressly indicated otherwise, all arithmetic in the present disclosure is
saturating to the minimum and maximum values of counters.

[0039] In accordance with one or more embodiments of the present disclosure, it may be

assumed that the configuration states needed to control various aspects of cache management and

operations are stored centrally in the cache controllers themselves. It should be noted, however,
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that an implementation based on distributed storage, distributed copies, or cached copies does
not fundamentally change the various cache control features described herein.

[0040] In addition, one or more embodiments assume that one or more structures (e.g.,
tables) exist, each of which holds a collection of policies or parameters for controlling various
operations and/or features of a cache (e.g., cache management policies, cache management
parameters, etc.). As will be described in greater detail below, these structures are indexed (e.g.,
associatively or directly) by an identifier referred to as a policy ID (PID).

[0041] As used herein, a PID is a name (e.g., identifier, number, etc.) given or assigned to a
collection of parameters that control the behavior of a set of cache management structures. The
various features and functionality of the cache management methods and systems provided
herein are not dependent on or otherwise impacted by the precise representation of a PID. As a
general concept, a PID may be any identifying value (typically a number), that is either present
in the system already or one that software can construct explicitly. For purposes of the methods,
systems, and apparatus of the present disclosure, any value that provides insight into the initiator
or requestor of a memory transaction (e.g., CPUO, CPU1, GPU core 0, GPU shared core 5, video
encoder, video decoder, or typically any bus master) may be used as a suitable PID. Thus, the
present disclosure allows for several possible approaches to building a PID, which may be
illustrated by the following, non-limiting, representative examples:

[0042] (1) Use a hardware identifier (a “HW ID”) of the requestor unit in a system on chip
(SoC). For example, in typical SoCs, the value is transmitted with each transaction as part of
existing protocols.

[0043] (2) Use a context ID (which is sometimes called an address space ID). This is an ID
that an application or program negotiates with the translation lookaside buffers (TLBs) / memory
management units (MMUs) that the program can use to generate per-page permissions and
behaviors.

[0044] (3) Use an entirely program-generated “address space identifier” that HW structures
hold, transmit, and interpret with requests out of band with respect to the normal transaction

payload and control information.
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[0045] FIG. 1 is a high-level operation 100 of using PIDs at the cache level in accordance
with one or more embodiments described herein. For example, PIDs may be used to determine
cache control logic 140 and direct various memory cache operations.

[0046] PIDs may be attached to (e.g., included with) requests/transactions (110) between
requestors and memory structures (e.g., main memory, scratch buffers, or cache memory), where
a requestor may be, for example, any device hardware requesting access to the system cache, and
may for example be a central processing unit (CPU), such as CPUO or CPUl, a general
processing unit (GPU), such as GPU core 0 or GPU shared core 5, a video encoder, a video
decoder, any bus master, or the like. The PID included with a request/transaction (110) indexes a
corresponding policy table 120 containing policies designed to control various aspects and/or
operations of the memory cache. For example, as a result of the PID being used to reference the
corresponding policy table 120, policy bits (130) may be output (e.g., generated, provided, etc.)
based on one or more policies determined to be applicable to the cache given the particular
circumstances. Such policy bits (130) may be used to control/determine various logic of the
cache 140 (e.g., the cache controller).

[0047] It should be noted that the transport mechanisms for the PIDs may vary based on the
particular implementation, and that the present disclosure is in no way limited by the example
transport mechanisms described below. For example, in accordance with at least one
embodiment, unused (e.g., upper) portions of the physical address bits may be used to transport
PIDs to the memory cache. In such an example, the associated application or program would
manage the PIDs, and TLBs and caches would store the unused bits, but could otherwise ignore
their content for purposes of all other addressing functionality. In another example, the various
devices of the system that reference memory may be modified so as to automatically copy the
PID from its source (e.g., a MMU of the system) into extra user-defined bits in the applicable
protocol that is used (e.g., such bits are typically available in network on chip protocols).

[0048] The present disclosure provides techniques for the development of caching policies
based on PIDs. For example, a memory cache will receive a PID from its transport mechanism

and interpret the PID in the manner further described below. In at least one embodiment, for
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certain policies to be implementable, the cache will keep a copy of at least one PID in each cache
line. A cache line may thus be a block, which may be a fixed size, containing the data transferred
between memory and cache, a memory location, and at least one PID. The specific number of
bits making up the PID may vary in different implementations, and can be chosen based on the
particular characteristics of a given system.

[0049] FIG. 2 is an example process 200 for controlling an operation of a system memory
cache using one or more policy identifiers. At block 205, a request for access to a system
memory cache (or system cache memory) may be received. The request for access received at
block 205 may be a request for access to a particular cache line of the system memory cache. For
example, the request for access may be a write request, read request, etc. to the cache line.

[0050] At block 210, a policy identifier (e.g., PID) specified for the cache line associated
with the request for access (e.g., received at block 205) may be determined. For example, the
PID may be determined based on the PID stored in the PID field in the cache line.

[0051] At block 215, at least one control operation may be performed on the system memory
cache based on at least one policy corresponding to the policy identifier determined at block 210.
For example, in accordance with at least one embodiment, the control operation performed on
the system memory cache may be one of cache line filtering, cache line allocation, and cache line
eviction. Additional details about these and other example operations that may be performed on
the system memory cache based on a PID specified by a cache line will be provided in the
sections that follow.

[0052] FIG. 3 illustrates example logical states 300 for a cache controller. As described
above, in accordance with one or more embodiments, it is assumed for illustrative purposes that
the configuration states needed to control various aspects and operations of the memory cache
are stored centrally in the cache controller, although such states could be stored in a distributed
manner. It should be noted that the following only describes example states above and beyond
what is typically implemented in computer caches. In addition, the various names defined for the
states are for illustrative purposes only, and are in no way intended to limit the scope of the

present disclosure.



WO 2016/191569 PCT/US2016/034360

11

[0053] The following describes various features of the methods and systems for controlling
cache management and operations in accordance with one or more embodiments of the present
disclosure. The various logical states required by these features are illustrated in FIG. 3, and
references may be made herein to corresponding fields to aid in the understanding of the
features. The example control mechanisms that may be utilized in the methods and systems
provided include, but are not limited to: filtering, allocation, quota control, and victim selection
(dirty eviction), each of which will be described greater detail below. Without loss of generality,
subsets of this functionality can be reasonably inferred by one of ordinary skill in the art.

[0054] Filtering

[0055] In accordance with one or more embodiments, the methods and systems described
herein may include cache line filtering functionality (e.g., one or more filtering policies that may
be implemented). For example, a hardware component (which may be referred to herein as “the
blacklist”) may perform a filtering operation by identifying cache lines that are under-utilized (or
poorly utilized) and preventing such cache lines from subsequently being brought into a cache in
the future. If enabled, the blacklist may be checked to see whether a particular cache line is likely
to be fully utilized. Subsequent steps can then be taken once the result of the blacklist check is
known.

[0056] FIG. 4 is an example process 400 for identifying under-utilized cache lines and
training (e.g., building) the blacklist. In the following, reference may be made to both the
example process 400 shown in FIG. 4, and also the example cache controller logical states
shown in FIG. 3.

[0057] The blacklist may be trained when cache lines are evicted by examining one or more
fields including, for example, access_count (332) and the aggregate number of subblocks
accessed (e.g., by examining the individual accessed bits (340)). In at least one operation, the
per-cache-line access_count (332) field may be compared (at block 405) to a per-PID threshold
value (access_count_threshhold (329)). If it is determined at block 410 that the access_count
(332) for the cache line is less than the applicable filtering policy threshold value (329), the
cache line may be added to the blacklist at block 415. On the other hand, if it is determined at
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block 410 that the access_count (332) for the cache line is not less than the filtering policy
threshold value (329), the cache line may be left off or excluded from the blacklist at block 420.
[0058] In another example operation (not shown), the sum across the sub-blocks of a line of
the accessed bits (340) fields may be compared to the blocks_used_threshold (318) value, and if
the sum is less than the blocks_used_threshold (318), the line is added to the blacklist. It should
be noted that the example operation (e.g., process) described above may be used together with,
or separately from, the example process 400 shown in FIG. 4.

[0059] FIG. 5 is an example process 500 for determining allocation of a cache line based on
a determined utilization level of the cache line. For example, in accordance with at least one
embodiment, the determination of whether to allocate a given line to a cache may be based on
data obtained (e.g., received, retrieved, referenced, etc.) from an associated blacklist (as
trained/built in accordance with the example process 400 shown in FIG. 4 and described in detail
above). In the following, reference may be made to both the example process 500 shown in FIG.
5, and also the example cache controller logical states shown in FIG. 3.

[0060] At block 505, a determination may be made as to whether the blacklist is enabled for
the particular PID. For example, the blacklist may be enabled or disabled on a per-PID basis by
programming the use_blacklist bit (316). If it is determined at block 505 that the blacklist is not
enabled (e.g., disabled), the process 500 may end. If the blacklist is found to be enabled at block
505, then at block 510, the blacklist may be checked (e.g., consulted) to determine whether the
cache line to be loaded into the cache is present thereon.

[0061] If the cache line to be loaded into the cache is found not to be present on the blacklist
(at block 510), the cache line may be allocated to the cache per next level of the cache policy
determination at block 515. For example, if the blacklist filter is active and a line hits in the
blackist filter looking, it can force a "“no alocation” condition. However, if the line misses in the
blackiist filter, then the “next level” of policy may be evaluated (e.g., PID read/write allocation
policy, guota determination, default cache policy, etc.), at block 5315, This may include, for
example, subsequent checks as to how to allocate the line based on other PID-based mechanisms

outside of the blacklist filter (e.g., read-alloc, write-alloc, partial allocate on write, etc.).
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[0062] On the other hand, if it is determined at block 510 that the cache line to be loaded into
the cache is present on the blacklist, the cache controller will allocate based on the blacklist
allocation policy. To do this, the cache controller may consult (e.g., check, analyze, review, etc.)
a per-PID blacklist_alloc_policy (314) field to determine (at block 520) what allocation action, if
any, to take. In accordance with one or more embodiments, the blacklist allocation policy may
have multiple settings. For example, the allocation policy may include, but is not limited to, the
following four settings (denoted in the below example as “07, “17, “2”, and “3”):

[0063] no_alloc (0) — the cache line is not allocated at all in the particular cache and the
address requested (e.g., by an appropriate requestor unit in a SoC) will be returned to the next
level of cache at that cache’s native line size.

[0064] 128B (1), 256B (2), 512B (3) — only load a naturally-aligned portion of the overall
cache line of the size specified by the field. Since these are multiples of typical line or subline
size (e.g., 64B), this can be accomplished in numerous different ways known to those of ordinary
skill in the art.

[0065] Once the blacklist has been consulted (e.g., checked, queried, analyzed, etc.) about
whether to allocate a new line to the cache, one or more additional policies may apply or be
carried-out, as described in detail below. If the cache line is not allocated as a result of the
blacklist, further processing in the cache may not be necessary.

[0066] In accordance with at least one embodiment of the present disclosure, the filtering
control/functionality may make use of a simplified bloom filter and may use one or more hash
functions during the lookup and training (update) actions (e.g., at least two hash functions may
be used). While the precise details of the hash functions may vary between implementations,
whatever hash functions are used should be fast, efficient, and generate uncorrelated hash values.
It should be noted that the bloom filter lookup function may be adjusted based on the final tuning
of this parameter. As typical with bloom filters, one bit in the filter array is set (or checked) for
each hash function implemented. In an example implementation, the relevant physical address
bits are used as input to the hash functions.

[0067] In at least one embodiment, the filter implementation may include an aging
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mechanism (e.g., system, component, unit, etc.) where two copies (e.g., A and B) of the bloom
filter bit arrays are used side by side (e.g., filterA[N_FILTER_BITS] for copy A and
filter[N_FILTER_BITS] for copy B (312)). Any time a lookup is performed, both arrays (e.g.,
copy A and copy B) may be checked. If either array indicates a hit, the reference may be deemed
to be blacklisted. Also, any time an update (training) is performed, both arrays may be updated.
[0068] In at least the present example implementation, the bloom filter may be periodically
refreshed to prevent the filter from filling up with ones. For example, a corresponding
application or program (e.g., computer software) may specify a “refresh” cycle (period) and
separate counters for the A and B arrays may also be maintained (e.g.,
bloom_refresh_cycles_counterA and bloom_refresh_cycles_counterB (310)). When either such
counter is decremented to zero, the corresponding bit array (A or B) is cleared and the counter is
reset. The bloom filter may also be controlled by specifying a limit (e.g.,
bloom_refresh_cycles_limit (311)) on the number of times the bloom filter may be refreshed. It
should be noted that one key to aging is to program the initial value of the A counter
(countdown) to be equal to the refresh period and the B array to be initialized to half of the
refresh period. For example, if the bloom filter is to be cleared every 100 cycles, copy A of the
array is cleared at 100 cycles, 200 cycles, 300 cycles, etc., while copy B of the array is cleared at
50 cycles, 150 cycles, 250 cycles, etc. The rate at which either of the counters (e.g., counter for
A and/or counter for B) counts should be adjusted based on experimentation with particular
implementations and/or particular workloads of interest to the chip designer. It is preferable not
to hardcode the appropriate aging values ahead of time, and thus the methods and systems of the
present disclosure allow for adjusting (e.g., by hardware and/or software designers) the threshold
appropriately (e.g., based on experimentation) once the target system into which the chip will be
placed and the workloads the chip will run are decided.

[0069] It should be understood that the example aging mechanism described above is one
example of many such mechanisms suitable for use with the bloom filter in accordance with at
least one embodiment of the present disclosure. Various other aging systems or techniques may

similarly be used in addition to or instead of the example aging approach described above. For
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example, another aging mechanism is based on the percentage of bits set in the filter arrays (e.g.,
as they pass a certain threshold, the array is cleared).

[0070] The filtering control/functionality of the methods and systems described herein allows
graceful “throttling” of cache lines that exhibit poor re-use or for which only a subset of the
bytes brought in are eventually used (e.g., those lines that would make sub-optimal use of the
cache). For example, it is possible to “ban” such cache lines outright (e.g., no_alloc under
blacklist_alloc_policy (314) in the example shown in FIG. 3) or just allow the lines to load a
subblock surrounding the physical address (PA) of the address that missed. While such
techniques still consume cache capacity, they reduce the amount of potentially unnecessary
bandwidth (BW) consumed between main memory (typically, for example, dynamic random
access memory (DRAM)). Throttling in this manner also means that if the blacklist function is
too conservative, good lines are not entirely prevented from getting into the cache.

[0071] Allocation Control

[0072] In accordance with one or more embodiments of the present disclosure, the methods
and systems provided may include one or more allocation controls or functionalities (e.g., one or
more allocation control policies that may be implemented). For example, allocation control may
be performed whenever all or part of a cache line is to be allocated in a given cache. As with the
filtering controls described above, the various allocation controls and features of the present
disclosure are managed/controllable on a per-PID basis, and PIDs may be associable with
individual pages in the various system MMUs/TLBs or with specific requesting sub-units (e.g.,
CPUO, CPUI1, GPU core 0, GPU shared core 5, video encoder, video decoder, any bus master,
and the like).

[0073] The following describes various features of allocation control logic, with continued
reference to FIG. 3. When set, allocate_on_read (322) causes read requests to allocate lines in the
cache, while allocate_on_write (323) causes write requests to allocate lines in the cache. Setting
both bits (e.g., allocate_on_read (322) and allocate_on_write (323)) allocates all requests, and
clearing both bits prevents allocation by requests from the given PID (e.g., PID (334)).

[0074] In accordance with at least one embodiment, when both partial_allocate_on_write
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(324) and allocate_on_write (322) bits are set, write misses may only allocate a single subblock.
In such a scenario, if subsequent reads are made to the cache line, the remaining subblocks will
be loaded. Subsequent writes will allocate further subblocks, but a read is needed to load the
entire block. For non-blacklisted (e.g., references that were not excluded due to checking the
blacklist or for which the blacklist was not consulted at all) allocations, the allocation control
logic provides the ability to load only a subset of subblocks of the cache line (as indicated, for
example, by the subblock size field (328)). Additionally, the control logic allows applicable
programming (e.g., software) to configure a particular PID such that, for all cache lines
controlled by that PID, entire lines will only be loaded after a certain number of accesses are
made to that line (as indicated, for example, by the access_count_threshold field (329)).

[0075] Quota Control

[0076] FIG. 6 is an example process 600 for controlling cache lines allocated to PIDs. For
example, in accordance with one or more embodiments described herein, the methods and
systems of the present disclosure may include one or more quota controls or functionalities (e.g.,
one or more quota control policies that may be implemented) designed to address a variety of
situations involving cache lines and the assignment of PIDs. In the following, reference may be
made to both the example process 600 shown in FIG. 6, and also the example cache controller
logical states shown in FIG. 3.

[0077] In at least one example, a quota control policy may prevent any given PID from
acquiring more than line_count_max (326) lines of a given cache. When the quota control
threshold as provided by line_count_max (326) is reached for a particular PID, no further cache
lines may be allocated to the PID, and the request will be forwarded to the next level in the
memory hierarchy of the applicable system.

[0078] At block 605, an allocation request (e.g., a request to allocate a cache line to a given
PID) may be received at the cache. In accordance with at least one embodiment, any time an
allocation request is received at the cache, the quota control threshold applicable to the given
PID (e.g., as provided by the line_count_max (326) field) may be consulted at block 610.

[0079] If it is determined at block 610 that the total number of lines already allocated to the



WO 2016/191569 PCT/US2016/034360

17

given PID (e.g., as provided by the line_count (327) field) is, for example, greater than or equal
to the value specified by the quota control threshold (line_count_max (326) field), then at block
615 the line may not be allocated in that particular cache (it should be noted, however, that the
line may be cached at a higher or lower level of the hierarchy).

[0080] If it is determined at block 610 that the total number of lines already allocated to the
given PID (e.g., as provided by the line_count (327) field) is less than the value specified by the
quota control threshold (line_count_max (326) field), then at block 620 the line may be allocated
in the cache. Each time a line is allocated for a given PID, a per-PID counter (e.g., line_count
(327)) may be incremented (and decremented similarly on evictions), for example, at block 625.
[0081] In accordance with at least one embodiment, each line in a cache holds (e.g., stores,
maintains, etc.) a copy of the PID that governs its behavior. Any time a cache is accessed, the
PID field (334) of the accessed line may be updated to the PID of the latest access, if they are
different. The process of transferring ownership of the PID is particularly relevant for lines that
are generated by one hardware device and subsequently consumed by another hardware device,
and is significant in terms of effective management of the cache.

[0082] When the PID of a cache line changes, the cache controller updates the line_count
(327) (e.g., the number of lines already allocated) for the prior and new PIDs appropriately in
such cases. Therefore, it may be possible for the new PID’s line count (327) to exceed the
threshold provided by line_count_max (326) as a result of a cache line’s ownership changing
from one PID to another.

[0083] In accordance with at least one embodiment, the cache may implement one or more
advanced policies to address over-quota conditions. For example, in order to avoid thrashing in
the case where a cache line is shared by multiple (e.g., two) PIDs and one of the PIDs is
exceeding its quota (e.g., as provided by line_count_max (326)), the cache may implement either
of the following example policies: (1) keep a count of the number of times the cache line is
accessed and assign the line’s PID according to the PID under which the cache line is accessed
most; or (2) assign the cache line to the PID with the most quota or headroom. It should be noted

that if the new PID is over quota, leaving the line in the original PID is an alternative to
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invalidating the line or victimizing other lines in the target PID.

[0084] Victim Selection Control

[0085] In accordance with one or more embodiments, the methods and systems of the present
disclosure may include one or more victim selection (e.g., dirty eviction) controls or
functionalities (e.g., one or more victim selection control policies that may be implemented). For
example, victim_policy may be implemented, which is a policy that controls how the cache
controller selects victims (e.g., cache lines to be evicted from the cache) when room is needed in
the cache for a new allocation. This control may be used, for example, in conjunction with the
quota control policies described above when a given PID’s quota is reached to control/prevent
one PID from thrashing lines from quotas of other PIDs. In at least one example implementation:
[0086] victim_policy==0: a policy/PID can be programmed to control the victim selection
process from the global selection of possible victims (e.g., typically some type of least recently

used (LRU) state); and

[0087] victim_policy==1: selection may only be from those victim candidates from within
the same PID.
[0088] In accordance with one or more other embodiments of the present disclosure, a cache

management and control system and/or apparatus may be designed to achieve similar goals as
the cache management and control systems and apparatus described above, but while using one
or more different state storage, allocation, locking, and/or eviction policies.

[0089] For example, such a cache management and control apparatus may be designed (1) to
provide a mechanism to isolate working sets between different hardware agents (e.g., CPU, I/O
devices, etc., in a SoC environment), and/or (2) to provide a mechanism to avoid wasted external
DRAM bandwidth due to sparsely referenced large cache lines (in other words, keep the sparsely
referenced lines out of a cache).

[0090] It should be understood that in accordance with these one or more other
embodiments, the cache management and control apparatus and/or system may include features
and functionalities similar to some or all of the features and functionalities of the apparatus and

systems described above and illustrated in FIGS. 1-7. It should also be noted that the methods,
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systems, and apparatus for cache management and control described above (and illustrated in
FIGS. 1-7) may optionally include one or more of the additional and/or alterative features
described in detail below.

[0091] The cache management and control apparatus described in the following shares
commonality with the example management and control apparatuses described above, except
that it includes the following additional/alternative features: (1) state is distributed across the
machine and shadow copies of PID-based policy storage are kept in a central location; and (2)
this approach provides for line-level locking and write-back policies.

[0092] For example, in accordance with at least one embodiment, the following structures
may be built in a cache to control allocation:

[0093] (1) At level of cache, one copy of this per stream (e.g., 16 streams assumed):

[0094] (a) shadow control registers (e.g., 32-bits)

[0095] (D) quota (# of cache line) (e.g., 16-bits, 2216 x 4KB cache line size);

[0096] 2) mode (e.g., 1-bit); 0—1 is enable; 1—0 is disable (it should be noted that
if disabled, clearance option (described below) may determine what to do); and

[0097] 3 clearance option (1-bit); if O: invalidate the clean line, write back the dirty
line; if 1: invalidate the line regardless of the clean or dirty status.

[0098] (b) status registers (e.g., 32-bits)

[0099] (D) usage (# of cache line) (e.g., 16-bits, 216 x 4KB cache line size);

[0100] ) in-use (e.g., 1-bit); 0—1 when mode bit is set; 1—0 when the clearance
process is done.

[0101] (i) At level of a cache line:

[0102] (a) locked (e.g., 1-bit);

[0103] (b) PID;

[0104] (c)  reference count (e.g., 6-bits for up to 6’d63) for LFU (least-frequently used);
and

[0105] (d) reference history (hierarchical hash table) for LRU (least recently used).

[0106] (iii) At level of 64B sub-cache lines:
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[0107] (a) 1invalid (2°b00), valid and clean (2°b01), valid and dirty (2°b11).

[0108] It should be noted that the precise sizes of counters, structures, and/or buses may be
determined by the underlying cache that the apparatus and control system is applied to. The
present example is provided for a DRAM cache with large line sizes (4KB for purposes of the
present description, although the precise size may vary).

[0109] In addition, in accordance with at least one embodiment, an example agent (e.g.,
CPU, I/O device, etc.) controller state may be as follows:

[0110] (i) 16 stream-ID L4 main control registers (e.g., 32-bit):

[0111] (a) L4 quota (# of cache line) (e.g., 16-bit, 2716 x 4KB cache line size);

[0112] (b) Stream ID control enable (1-bit);

[0113] (¢) L4 allocation policy:

[0114] (D allocate on read miss (1-bit);

[0115] ) allocate on write miss (1-bit);

[0116] 3 allocate on partial write miss (1-bit);

[0117] @ allocate N-sub-cacheline (where N=1 means 64B at a time);

[0118] (&) allocate after N-miss (where N=1 means allocate right after the first miss);
and

[0119] 6) allocate and lock (1-bit); once locked, cannot be replaced.

[0120] (d) Replacement policy (e.g., LRU versus LFU).

[0121] (i1) 16 stream-ID L3 main control registers (e.g., 32-bit):

[0122] (a) L3 quota (# of cache line) (e.g., 16-bit, 2716 x 64B cache line size);
[0123] (b)  Stream ID control enable(1-bit)

[0124] (¢) L3 allocation policy:

[0125] (D allocate on read miss (1-bit);

[0126] ) allocate on write miss (1-bit);

[0127] 3 de-allocate on hit (exclusive to L2C, 1-bit);

[0128] @ allocate and lock (1-bit); once locked, cannot be replaced.

[0129] (d) Replacement policy (e.g., LRU).

[0130] In accordance with one or more embodiments, the methods, systems, and apparatus
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for cache management and control may be modified in one or more ways to optionally include
other features and/or functionalities in addition to or instead of those described above. For
example, the system or apparatus may be configured with additional controls on the cache. Such
controls may include, for example, a programmable threshold for starting dirty writeback, and/or
the ability to “lock” the cache to prevent new allocations (e.g., if thrashing is detected).

[0131] In another example, it may be possible to use “chicken bits” to allow only certain
agents to use the cache. Primary candidates for such agents that are allowed to use the cache may
include, for example, the GPU, Display Controller, ISP, and Video Controller. In such an
implementation, the CPU (or other agents such as, for example, ZRAM) would not be permitted
to allocate into the cache. In one example, cache hardware could match on a set of IDs and
prevent allocation. Those agents that are prevented from allocating to the cache could, however,
still read from the cache. Some non-exhaustive advantages of limiting allocation ability in this
manner include keeping hardware relatively simple and avoiding complex policy decisions.
[0132] Another example includes adding performance counters to the cache to allow a
computer program (e.g., software) to determine when a particular agent is thrashing the cache
and have a “bypass mode” to prevent new allocations. A non-limiting and non-exhaustive list of
example counters that could be used in such a manner includes:

[0133] (i) count the number of allocations and/or number of dirty evictions over a set interval

of time and interrupt if the number exceeds a threshold;

[0134] (i1) count ratio of bandwidth in to bandwidth out (a measure of cache effectiveness);
[0135] (ii1) count ratio of dirty cache lines to clean cache lines; and

[0136] (iv) count ratio of dirty eviction to allocation.

[0137] It should be noted that to use performance counters in the above manner, it may be

necessary to have the ability to slice counters by agent, and thus it may be necessary to have a
few counters that are associated with a particular set of agents. In one example, if the threshold is
exceeded, software could be configured to temporarily lock the cache (e.g., prevent new
allocations until the previously allocated/locked lines are explicitly unlocked).

[0138] FIG. 7 is a high-level block diagram of an exemplary computing device (700) that is

arranged for controlling a memory cache using caching policies specific to the cache in
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accordance with one or more embodiments described herein. In a very basic configuration (701),
the computing device (700) typically includes one or more processors (710), a system memory
(720), and a system cache (740). A memory bus (730) can be used for communicating between
the processor (710) and the system memory (720). Other hardware can be connected to the
processor (710), the memory (720), the memory bus (730), and/or the system cache (740).

[0139] Depending on the desired configuration, the processor (710) can be of any type
including but not limited to a microprocessor (uP), a microcontroller (uC), a digital signal
processor (DSP), or the like, or any combination thereof. The processor (710) can include one
more levels of caching, such as a level one cache (711) and a level two cache (712), a processor
core (713), and registers (714). The processor core (713) can include an arithmetic logic unit
(ALU), a floating point unit (FPU), a digital signal processing core (DSP Core), or the like, or
any combination thereof. A memory controller (715) can also be used with the processor (710),
or in some implementations the memory controller (715) can be an internal part of the processor
(710). In one or more other implementations, the memory controller (715) may be used with the
system cache (740) (e.g., as a cache controller configured with the various features and
functionalities described above).

[0140] Depending on the desired configuration, the system memory (720) can be of any type
including but not limited to volatile memory (such as RAM), non-volatile memory (such as
ROM, flash memory, etc.), or any combination thereof. System memory (720) typically includes
an operating system (721), one or more applications (722), and program data (724). The
application (722) may include a system for controlling one or more caches using caching policies
(723). In accordance with at least one embodiment of the present disclosure, the system for
controlling one or more caches using caching policies (723) is designed to provide for detailed
control over the behavior (e.g., operations, functionalities, etc.) of such system level caches.
[0141] Program Data (724) may include stored instructions that, when executed by the one or
more processing devices, implement a system (723) and method for controlling one or more
caches using caching policies. Additionally, in accordance with at least one embodiment,
program data (724) may include policy identifier (PID) data (725), which may relate to, for

example, a name (e.g., identifier, number, etc.) given or assigned to a collection of parameters
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that control the behavior of a set of cache management structures. In accordance with at least
some embodiments, the application (722) can be arranged to operate with program data (724) on
an operating system (721).

[0142] The computing device (700) can have additional features or functionality, and
additional interfaces to facilitate communications between the basic configuration (701) and any
required devices and interfaces.

[0143] In accordance with at least one embodiment, system cache (740) may be used by
multiple different hardware components or units. For example, in a SoC design (e.g., used in
portable devices such as phones, tablets, etc.), system cache (740) may be a common cache
shared between many different hardware units of the system.

[0144] System memory (720) is an example of computer storage media. Computer storage
media includes, but is not limited to, RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other optical storage, magnetic cassettes,
magnetic tape, magnetic disk storage or other magnetic storage devices, or any other medium
which can be used to store the desired information and which can be accessed by computing
device 700. Any such computer storage media can be part of the device (700).

[0145] The computing device (700) may be implemented as a portion of a small-form factor
portable (or mobile) electronic device such as a cell phone, a smartphone, a personal data
assistant (PDA), a personal media player device, a tablet computer (tablet), a wireless web-watch
device, a personal headset device, an application-specific device, or a hybrid device that include
any of the above functions. In addition, the computing device (700) may also be implemented as
a personal computer including both laptop computer and non-laptop computer configurations,
one or more servers, Internet-of-Things systems, and the like.

[0146] The foregoing detailed description has set forth various embodiments of the devices
and/or processes via the use of block diagrams, flowcharts, and/or examples. Insofar as such
block diagrams, flowcharts, and/or examples contain one or more functions and/or operations, it
will be understood by those within the art that each function and/or operation within such block
diagrams, flowcharts, or examples can be implemented, individually and/or collectively, by a

wide range of hardware, software, firmware, or virtually any combination thereof. In accordance
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with at least one embodiment, several portions of the subject matter described herein may be
implemented via Application Specific Integrated Circuits (ASICs), Field Programmable Gate
Arrays (FPGAs), digital signal processors (DSPs), or other integrated formats. However, those
skilled in the art will recognize that some aspects of the embodiments disclosed herein, in whole
or in part, can be equivalently implemented in integrated circuits, as one or more computer
programs running on one or more computers, as one or more programs running on one or more
processors, as firmware, or as virtually any combination thereof, and that designing the circuitry
and/or writing the code for the software and or firmware would be well within the skill of one of
skill in the art in light of this disclosure.

[0147] In addition, those skilled in the art will appreciate that the mechanisms of the subject
matter described herein are capable of being distributed as a program product in a variety of
forms, and that an illustrative embodiment of the subject matter described herein applies
regardless of the particular type of non-transitory signal bearing medium used to actually carry
out the distribution. Examples of a non-transitory signal bearing medium include, but are not
limited to, the following: a recordable type medium such as a floppy disk, a hard disk drive, a
Compact Disc (CD), a Digital Video Disk (DVD), a digital tape, a computer memory, etc.; and a
transmission type medium such as a digital and/or an analog communication medium (e.g., a
fiber optic cable, a waveguide, a wired communications link, a wireless communication link,
etc.).

[0148] Unless expressly limited by the respective countext, where wsed in the present
disclosure, the term “generating” indicates any of its ordinary meanings, such as, for example,
computing or otherwise producing, the term “calculating” indicates any of its ordinary meanings,
such as, for example, computing, evaluating, estimating, and/or selecting from a plurality of
values, the term “obtaining” indicates any of its ordinary meanings, such as, for cxample,
receiving {(e.g., from an external device), deriving, calculating, and/or retrieving (e.g., from an
array of storage elements), and the term “selecting” indicates any of its ordinary meanings, such
as, for example, identilying, indicating, applying. and/or using at Jeast one, and fewer than all, of
a set of two or more.

[0149] The term “comprising,” where it is used in the present disclosure, including the
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claims, does not exclude other elements or operations. The term “based on” {e.g., “A is based on
By 1s used in the present disclosure to 1ndicate any of its ordinary meanings, including the cases
(i) “derived from” {e.g., “B is a precursor of A”), (i1) “based on at least” {e.g., “A is based on at
least B”) and, if appropriate in the particular context, (iit) “equal to” (e.g., “A is equal to B”).
Similarly, the term “in response to” 1s used to indicate any of its ordinary meanings, including,
for example, “in response to at least.”

[0150] It should be understood that, unless indicated otherwise, any disclosure herein of an
operation of an apparatus having a particular featurc is also expressly intended to disclose a
method having an analogous feature (and vice versa), and any disclosure of an operation of an
apparatus according to a particular configuration is also expressly intended to disclose a method
according fo an analogous configuration (and vice versa). Where the term “configuration” is
used, it may be in reference to a method, system, and/or apparatus as indicated by the particular

2% &

context. The terms “method,” “process,” “technique,” and “operation” are used generically and
interchangeably unless otherwise indicated by the particular context. Simiarly, the terms
“apparatus” and “device” are also used generically and interchangeably unless otherwise
indicated by the particular context. The terms “element” and “module”™ are typically used to
indicate a portion of a greater configuration. Unless expressly limited by its context, the term
“system” is used herein fo indicate any of s ordinary meanings, including, for example, “a
group of elements that interact {o serve a comimon purpose.”

[0151] With respect to the use of substantially any plural and/or singular terms herein, those
having skill in the art can translate from the plural to the singular and/or from the singular to the
plural as is appropriate to the context and/or application. The various singular/plural
permutations may be expressly set forth herein for sake of clarity.

[0152] Thus, particular embodiments of the subject matter have been described. Other
embodiments are within the scope of the following claims. In some cases, the actions recited in
the claims can be performed in a different order and still achieve desirable results. In addition,
the processes depicted in the accompanying figures do not necessarily require the particular

order shown, or sequential order, to achieve desirable results. In certain implementations,

multitasking and parallel processing may be advantageous.



WO 2016/191569 PCT/US2016/034360

26

CLAIMS

1. A method comprising:

receiving a request for access to a system memory cache;

determining a policy identifier specified for a cache line associated with the request for
access, wherein the policy identifier corresponds to at least one policy for controlling operations
of the system memory cache; and

performing a control operation on the system memory cache based on the at least one

policy corresponding to the policy identifier.

2. The method of claim 1, wherein the control operation is one of cache line filtering, cache

line allocation, and cache line eviction.

3. The method of claim 1, wherein the policy identifier indexes a table containing a plurality

of policies for controlling operations of the system memory cache.

4. The method of claim 1, wherein the request for access includes a policy identifier
associated with a hardware device from which the request for access originated, and further
comprising:

determining that the policy identifier included in the request for access matches the

policy identifier specified for the cache line associated with the request for access.

5. The method of claim 1, wherein the policy identifier is included in the request for access

using physical address bits.

6. The method of claim 1, wherein the policy identifier is associated with one or more pages

in a memory management unit or a translation lookaside buffer.

7. The method of claim 1, wherein the policy identifier is associated with one or more
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computational engines from which the request for access originates.

8. The method of claim 1, wherein the control operation includes cache line filtering, and
the cache line filtering includes:
identifying the cache line has a utilization level below a threshold value; and
preventing the identified cache line from being subsequently loaded into the system

memory cache.

9. The method of claim 8, further comprising:
adding the identified cache line to a set of cache lines prevented from being loaded into

the system memory cache.

10. The method of claim 8, wherein identifying the cache line has a utilization level below a
threshold value includes:

comparing an access count of number of times the cache line is accessed to a threshold
count associated with a policy of the cache line filtering; and

responsive to the access count being less than the threshold count, adding the cache line

to the set of cache lines prevented from being loaded into the system memory cache.

11. The method of claim 8, wherein identifying the cache line has a utilization level below a
threshold value includes:

examining individual accessed bits of subblocks of the cache line to determine a number
of subblocks accessed within the cache line;

comparing the number of subblocks accessed to a threshold value associated with a
policy of the cache line filtering; and

responsive to the number of subblocks accessed being less than the threshold value,
adding the cache line to the set of cache lines prevented from being loaded into the system

memory cache.
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12. The method of claim 2, wherein the control operation includes cache line filtering, and
the cache line filtering includes:

using a bloom filter to filter out one or more lines of the system memory cache based on
the one or more cache lines having utilization levels below a threshold value; and

adding the filtered out cache lines to a set of cache lines prevented from being loaded into

the system memory cache.

13. The method of claim 1, wherein the policy identifier specified for the cache line is one of
a plurality of policy identifiers, and each cache line in the system memory cache specifies one

policy identifier of the plurality.

14. The method of claim 13, wherein the policy identifier specified for each cache line is

based on a source associated with a most recent request for access to the cache line.

15. A system comprising:
system cache memory;
system memorys;
at least one processor coupled to the system memory and the system cache memory; and
a non-transitory computer-readable medium associated with the at least one processor,
the non-transitory medium having instructions stored thereon that, when executed by the at least
one processor, causes the at least one processor to:
receive a request for access to the system cache memory;
determine a policy identifier specified for a cache line associated with the request
for access, wherein the policy identifier corresponds to at least one policy for controlling
operations of the system cache memory; and
perform a control operation on the system cache memory based on the at least one

policy corresponding to the policy identifier.

16. The system of claim 15, wherein the control operation is one of cache line filtering, cache
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line allocation, and cache line eviction.

17. The system of claim 15, wherein the policy identifier indexes a table containing a

plurality of policies for controlling operations of the system cache memory.

18. The system of claim 15, wherein the request for access includes a policy identifier
associated with a hardware device from which the request for access originated, and the at least
one processor is further caused to:

determine that the policy identifier included in the request for access matches the policy

identifier specified for the cache line associated with the request for access.

19. The system of claim 15, wherein the policy identifier is included in the request for access

using physical address bits.

20. The system of claim 15, wherein the policy identifier is associated with one or more

pages in a memory management unit or a translation lookaside buffer of the system.

21. The system of claim 15, wherein the policy identifier is associated with one or more

computational engines in the system from which the request for access originates.

22. The system of claim 15, wherein the control operation includes cache line filtering, and
the at least one processor is further caused to:

identify the cache line has a utilization level below a threshold value; and

prevent the identified cache line from being subsequently loaded into the system cache

memory.

23. The system of claim 22, wherein the at least one processor is further caused to:
add the identified cache line to a set of cache lines prevented from being loaded into the

system cache memory.
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24. The system of claim 22, wherein the at least one processor is further caused to:
compare an access count of number of times the cache line is accessed to a threshold
count associated with a policy of the cache line filtering; and
responsive to the access count being less than the threshold count, add the cache line to

the set of cache lines prevented from being loaded into the system cache memory.

25. The system of claim 22, wherein the at least one processor is further caused to:

examine individual accessed bits of subblocks of the cache line to determine a number of
subblocks accessed within the cache line;

compare the number of subblocks accessed to a threshold value associated with a policy
of the cache line filtering; and

responsive to the number of subblocks accessed being less than the threshold value, add
the cache line to the set of cache lines prevented from being loaded into the system cache

memory.

26. The system of claim 16, wherein the control operation includes cache line filtering, and
the at least one processor is further caused to:

use a bloom filter to filter out one or more lines of the system cache memory based on the
one or more cache lines having utilization levels below a threshold value; and

add the filtered out cache lines to a set of cache lines prevented from being loaded into

the system cache memory.
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bloom_refresh_cycles_counterA

310==a uin{32 blsom refresh cycles counterB Biacklist ~ stop a given line from being allocated
3=t uint3z2 bloom_refresh_gcyeles _limit Blacklist - stop a given line from being allocated
#define N_FILTER BITS e.g., BK ~ 18K
342y bit t fillerAf N_FILTER _BITS ] Remember the filter state, copy A
Bit_t fillerBI N_FILTER BITS ] Remember the filter stale, copy B
ini6 access_count_threshold Threshold for biackiisting a page
3o int2 blackiist_alloc_peolicy Load OB {no_alloc), 1288, 2568, or 5128 subline
{only load a subblock, not the entire ling)
{could be used if blacklist fails; will throltle bad lines)
319G ed it § use blacklist Furn blacklist onfoff
318 e int blocks used threshold Used for training the blackiist
322==~4 it ¢ allocate_on_read
323 ooy bit t allocate_on_write Allocation policy
324 oommoend bit £ partial_allocate_on_write
325 bit t victim_selection Used to select victim policy when guota is reached
{Used for quota control}
326 int line_count_max Max lines this stream can allocate in cache
327 s int line_count Number of lines slready allosated {o this PID
{To reduce impact of not-fully-utilized cache lines)
328 int subblock_size Size of subblocks o allocate for non-blacklisted lines
324 oo int access_count_threshold How many accesses before filling entire line
332 int access_count Increment every time line is accessed
{cleared at allocation)
334 int I PID The PID that determines policy for this cache line
3404 it ¢ accessed indicates if this subblock was accessed after i was

allocated
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