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(7) ABSTRACT

An image pickup apparatus certifies unchanged image data
by photographing a person using the image pickup appara-
tus. Two steps are carried out with the image pickup appa-
ratus, coding image data and enciphering the coded image
data, which includes changing the original data to encryp-
tion data. The enciphering also includes adding a watermark
to the coded data. The coding of the image data and
enciphering of the coded data are performed before the
coded data is stored in a medium or is transferred to another
device.
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IMAGE PICKUP APPARATUS AND IMAGE DATA
USE SYSTEM

BACK GROUND OF THE INVENTION

[0001] The present invention relates to image pickup and
enciphering image data. In the past an image pickup appa-
ratus was a camera that makes an image on film at the time
of shutter pressing by chemistry.

[0002] Therefore, the image that was picked up was fixed
on the film. A alteration was only added on the photographic
printing paper to which an image is transcribed from the film
and it was done to judge the addition of a alteration to the
image by looking at a film.

SUMMARY OF THE INVENTION

[0003] The digital camera that accumulates in a medium,
such as a hard disc, an image that was picked up has in recent
years appeared instead of a film camera. A digital data does
not need to be developed, and it is done to send digital data
immediately by using data communication. Digital camera
is fast spreading from the easiness ease of use. There is a
problem of a difficulty of a judgment whether there has been
alteration to an image.

[0004] Protection can be done so that the third party,
without the authority of access, cannot alter data due to that
enciphering in a conventional data protection technical. But,
there was a problem of not being able to prevent a present
the image data that was picked up from being altered, even
when there is a right of authorship and a third party without
a authority uses it.

[0005] A guarantee cannot be made against alteration to a
data on the receiving side.

[0006] Tt is an object of the present invention to provide
the image pickup that can certify an addition or alteration in
image data by a photographing person in another person.
The another person is for example, a receiver of image data.

[0007] An other object of the present invention is to
provide an image pickup that can certify an addition or
alteration of image data by an image data addressee in the
photographing person and a third party.

[0008] To achieve the object, two steps are coding an
image data & enciphering the coded image data(ciphering:
to change original data to an encryption data). The enci-
phering includes adding a watermark to the coded image
data.

[0009] The enciphering is done before the coded data is
stored in medium or is transferred to another device, when
the expression is changed.

[0010] Processing unit enciphers an image marked image
data in the present invention in the image pickup equipment.
Case of transmitted data to external equipment such as a
client terminal, enciphered image data is transmitted. The
processing unit calculates a check-sum of image data, adds
the check-sum to image data, and then enciphers the image
data that has the added said check-sum. As a result, an
addition or an alteration by an image data of photographing
person can be certified to the image data addressee.

[0011] As a result, an addition or alteration of image data
by an image data addressee can be certified to the photo-
graphing person and a third party.
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[0012] And this invention includes as follows:

[0013] Adigital camera for receiving an optical image and
outputting trusted digital image data, is comprising, an
optical-electrical system having an optical input for receiv-
ing the optical image, and an optical-electrical processor
responsive to the optical image and generating the trusted
digital image data representative of a security image super-
imposed with the optical image. In the digital camera, said
optical-electrical processor generates a enciphered digital
image data as the trusted digital image data. In the digital
camera, the trusted digital image data is a still image data.
The digital camera is comprising a storing device connected
to said optical-electrical processor, and storing the trusted
digital image data. The digital camera is further comprising
a display device connected to said optical-electrical proces-
sor, and displaying the trusted digital image data. The digital
camera is further comprising a communication control
device connected to optical-electrical processor, and trans-
ferring the trusted digital image data to an external device.
In the digital camera, the trusted digital image data is
displayed with a data showing falsification, if anyone falsi-
fied the trusted image data.

[0014] A method performed by a single apparatus is
comprising receiving an optical image, and outputting
trusted digital image data representative of the optical
image. In the method performed by a single apparatus, said
apparatus is digital camera. The method is further compris-
ing optical-electrical processing of the optical image, and
generating digital image data representative of security
image superimposed with the optical image as the trusted
digital image data. The method is further comprising, per-
forming all of said steps prior to outputting or storing the
trusted digital image data. In the method, said outputting
step outputs a enciphered digital image data as the trusted
digital image data. In the method, the trusted digital image
data is a still image data. The method is further comprising,
storing the trusted digital image data. The method is further
comprising, displaying the trusted digital image data. The
method is further comprising, transferring the trusted digital
image data to an external device. In the method, the trusted
digital image data is displayed with a data showing falsifi-
cation, if anyone falsified the trusted image data.

[0015] A digital camera for receiving an optical and out-
putting trusted image data, is comprising an optical-electri-
cal system having an optical input for receiving the optical
image, and means for generating the trusted digital image
data as representative of a security image superimposed with
the optical image and prior to storing or outputting of any
digital image data representative of the optical image.

[0016] System for receiving an optical image and output-
ting trusted digital image data, is comprising, means for
generating the trusted digital image data as representative of
a security image superimposed with the optical image and
prior to storing or outputting of any digital image data
representative of the optical image.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] FIG. 1 is a system block diagram to implement the
present invention.

[0018] FIG. 2 is the block diagram of the image pickup
apparatus.
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[0019] FIG. 3 is the block diagram of the control program
that operates in the processor in the image pickup apparatus,
an enciphering program and a cipher deciphering program.

[0020]
FIG. 3.

[0021]
FIG. 4.

FIG. 4 is the flow-sheet of a control program in

FIG. 5 is a flowchart of processing of a display in

[0022] FIG. 6 is the flowchart of a television output
processing in FIG. 4.

[0023] FIG. 7 is the flowchart of processing between
external devices in FIG. 4.

[0024] FIG. 8 is the flowchart of data transfer processing
in FIG. 7.

[0025] FIG. 9 is the flowchart of data deletion processing
in FIG. 7.

[0026] FIG. 10 is the flowchart of cipher system alteration
processing in FIG. 7.

[0027] FIG. 11 is the example of a data transfer processing
command.

[0028] FIG. 12 is the example of a data deletion require-
ment command.

[0029] FIG. 13 is a diagram showing an example of a data
list command.

[0030] FIG. 14 is a diagram showing an example of a
specification command.

[0031] FIG. 15 is a diagram showing an example of an
image data command.

[0032] FIG. 16 is a diagram showing an example of a
cipher system alteration requirement command.

[0033] FIG. 17 is a diagram showing an example of a data
control table.

[0034] FIG. 18 is a diagram showing a flow-sheet of a
deciphering program in FIG. 3.

[0035] FIG. 19 is a diagram showing an example of a
enciphering program in FIG. 3.

[0036] FIG. 20 is a block diagram of a client terminal.

[0037] FIG. 21 is a block diagram of a control program in
the client terminal and an image display program.

[0038] FIG. 22 is a flowchart of processing of a control
program in FIG. 21.

[0039] FIG. 23 is a flowchart of data transfer processing
in FIG. 22.

[0040] FIG. 24 is a flowchart of data deletion processing
in FIG. 22

[0041] FIG. 25 is a flow-sheet of a cipher system alter-
ation reason in FIG. 22.

[0042] FIG. 26 is a diagram showing an example of a
cipher system control table in FIG. 22.

[0043] FIG. 27 is a flowchart of processing of an image
display program in FIG. 21.
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[0044] FIG. 28 is a diagram showing an image plane
example that is shown to the display unit of the image
pickup apparatus.

[0045] FIG. 29 is a diagram showing an image plane
example that is shown on the client terminal that can
decipher the image of FIG. 28.

[0046] FIG. 30 is a diagram showing an example of the
image plane that is displayed on the client terminal that
cannot decipher the image of FIG. 28.

[0047] FIG. 31 is a diagram showing an example of the
image plane that is displayed in case the image of FIG. 28
is falsified.

[0048] FIG. 32 is the block diagram of another image
pickup apparatus to implement the present invention.

[0049] FIG. 33 is a diagram showing a program consti-
tution in the image converter in FIG. 32.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0050] A system to implement the present invention in
FIG. 1 is shown. 101 is an image pickup apparatus storing
digital data converted from picked up image data. 103 is a
client terminal that receives a digital data from the image
pickup apparatus 101 and does an image plane display, etc.
102 is a network that connects(or couples) the client termi-
nal 103 and the image pickup apparatus 101. In case the
acceptance of digital data by the client terminal 103 from the
image pickup apparatus 101 is operated, the network 102
can be made to connect the client terminal 103 and the image
pickup apparatus 101. When the client 103 does not operate
to the image pickup apparatus 101, the image pickup appa-
ratus 101 and the client terminal 103 may not connect to the
network 102. The network 102 may be a cable to which the
client terminal 103 and the image pickup apparatus 101 are
connected directly. In addition, the network 103 may be a
telephone network connected to other client terminals and
equipment and an wide area network that is represented to
an internet.

[0051] The image pickup apparatus 101 disconnected with
other image pickup apparatus, and may receive an image
data from the other image pickup apparatus. In addition, the
image pickup apparatus 101 can be composed of a device
that picking up an image and a device storing the picked-up
digital data.

[0052] The image pickup apparatus is shown in FIG. 2.
The image input into image input unit 202 via lens 201 is
input into image cipher device 203 according to instructions
of a user input from input unit 209, enciphered, and accu-
mulated to stock pile device 213. The lens 201 and the image
input unit 202 are devices to be able to input the image to
image pickup apparatus. So the lens 201 may be device has
a same function as the lens and the image input unit 202 may
be replaced by the other device 2. The image data enciphered
and stored in a storing device 213 is input to image deci-
phering device 204 from an inputting device 209, and
deciphered according to an instruction from a user of the
image pickup apparatus by a program operating in processor
211. The corded image data is displayed on a display unit
210 and a television monitor 205 via television output unit
206. The image pickup apparatus is connected to an external
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device 207, such as the client terminal 103, via the network
215. A command received via a communication control unit
208 is read and is processed from the communication control
unit 208 to a memory 212. The command created as it was
processed is input into the communication control unit 208
and is transmitted to the external devices 207, such as the
client terminal 103 via the network 215. The image code
device 203, the image deciphering device 204, the television
output unit 206, the communication control unit 208, the
input unit 209, the display unit 210, the processor 211, the
memory 212 and the storing device 213 are connected via a
core bus 214.

[0053] 1t is not necessary to connect the communication
control unit 208 to the network 215 in case the client
terminal, etc. are not operated from the external device 207.
The storing device 213 can be removed from the image
pickup apparatus. It is not necessary that the television
monitor 205 connects to the image pickup apparatus if it is
not output to a television, and, the television output unit 206
can be omitted.

[0054] The control program that operates in processor 211
of the image pickup apparatus is shown in FIG. 3, with an
enciphering program and a cipher deciphering program.
Elements 203-204, 206, 208-210 and 213 are the same as in
FIG. 2. The control program 301 follows a command
received from the communication control unit 208 and
various setting are changed, an image data accumulated to
the storing device 213 is deleted, and it is transmitted to the
communication control unit 208.

[0055] The control program 301 initializes enciphering
program 302, make a deciphering program 303 decipher an
image data and outputs deciphered image data to the tele-
vision output unit 206 and the display unit 210. The deci-
phering program 302 receives the image data from the image
code device 203, enciphers the received image data, and
stores enciphered image data in the storing device 213. The
deciphering program 303 reads the stored image data from
the storing device 213 and deciphers the read image data
according to an instruction of the control program 301. The
deciphering program 303 makes the image deciphering
device 204 decipher the image data, and output the deci-
phered data to the television output unit 206 and the display
unit 210.

[0056] In FIG. 4, a flowchart of a control program on the
image pickup apparatus is shown. Step 401 is initializing,
and step 402 is waiting for an instruction by a user from the
input unit 209. When there is the input from the user in step
402, step 403 judges an instruction input in that is then
executioner of a communication with the external device
207. Therefore, in case it is execution of the communication,
processing between external devices is done in step 404, and
it returns to step 402 again. In step 403, when the instruction
is not execution of a communication, it judges whether the
instruction is display execution of the image to the display
unit 210 in step 405. Therefore, in case it is a display of an
image, display processing is done in step 406, and it returns
to step 402 again. It is judged whether the instruction
inputted in step 403 is execution output of an image in step
407. Therefore, in case it is the television output, the
television output processing is done in step 408, and it
returns to step 402 again. When the instruction is judged to
be not television output, in step 409 it judges whether the
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instruction input in step 403 is alteration execution of a
cipher mode. Therefore, in case it is the cipher mode
alteration, cipher photographing mode alteration processing
is done in step 410, and it returns to step 402 again. In case
it is not a cipher mode alteration in step 409, it returns to 402
again. In case the image pickup apparatus does not have the
television output unit, step 407 and 408 can be omitted. A
cipher photographing mode can be made a fixation, and step
409 and step 410 can be omitted.

[0057] FIG. 5 is 1 flowchart of the display processing that
is executed in step 406 in case the instructions that a user
input in step 405 of FIG. 4 are display execution of an
image. The list of an image data accumulated to the storing
device 213 in step 501 is displayed on the display unit 210.
It is indicated that it is deciphered, and the cipher of the
image data specified in step 503 that judged whether it
specified the image data that a user displays on 502 from the
input unit displays it on a display unit to the deciphering
program 302.

[0058] FIG. 6 is 1 flowchart of the television output
processing that is executed in step 408 in case the instruction
that a user input in step 407 of FIG. 4 are television output
execution of an image. A list of an image data accumulated
to the storing device 213 in step 601 is displayed on the
display unit 210. In step 602, it is judged whether the user
the image data that a user specifies an image data television
outputted by the input unit. In case it is specified, the
deciphering program 302 is it is instructed to decor the
specified image data and to output it to the television output
unit.

[0059] FIG. 7 is 1 flowchart of processing between the
external devices that are executed in step 404 in case the
instructions that a user input in step 403 of FIG. 4 are
communication execution with the external device. It is
judged whether the communication connection settles in
step 701 with the external device. When the communication
connection settled, in step 702 it is judged whether the
communication connection is released. In case the connec-
tion is released, the processing is ended. When the commu-
nication connection was not released in step 702, it is judged
whether command is received from the external device in
step 703. In case it is not being received, it is judged whether
the communication connection is not released in 702 again.
When command is received in step 703, it is judged whether
the command is a data transfer requirement in step 704. In
case it is the data transfer requirement, the data transfer
processing is done in step 705. In case it is not the data
transfer requirement in step 704, it is judged whether a
command is a data deletion requirement in 705. In case it is
the data deletion requirement, the data deletion processing is
done in step 707. In case it is not the data deletion require-
ment step 706, it is judged whether the command is a cipher
system alteration requirement in step 707. In case it is the
cipher system alteration requirement, the cipher system
alteration processing is done in step 709. In case it is not the
cipher system alteration requirement, the processing against
the command is not done in step 709. After data transfer
processing step 705, data deletion processing step 707, or
cipher system alteration processing step 709 is ended, and
when it was not the cipher system alteration requirement in
step 708, it is judged whether the communication connection
with an external device was released in step 702.
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[0060] FIG. 8is 1 flowchart of the data transfer processing
that is executed in step 705 in case a command received
from the external device in step 704 of FIG. 7 is a data
transfer requirement. In step 801, it is transferred a list of the
image data stored in the storing device 213, and it is judged
whether it was received a data specifying command trans-
ferred in step 802. Transmission of all data specified in step
803 and specified in the command after data specification
command receiving ended or judged in step 802. Transmis-
sion of all data that was made a data command in step 805
and was specified in the command again after transmission
that read the data that was transmitted to the following in
step 804 from the accumulation equipment when it did not
end ended or judged in 803.

[0061] In case the transfer of all data ends in step 803,
processing is ended.

[0062] FIG. 9 is a flowchart of the data deletion process-
ing that is executed in step 707 in case a commando received
from the external device in step 706 of FIG. 7 is a data
deletion requirement. A list of an image data accumulated to
the storing device 213 in step 901 is made a command, and
it is transmitted to the external device. In 902, it waits for
receiving of the data specification command that is deleted
the image data. In case the deletion of all data specified in
step 903 and specified in the commando after specification
commando receiving ended, judged and did not end in step
902, the data that is deleted next in step 904 is deleted from
the storing device. After the data was deleted, it is judged all
data that specified in the command are deleted in step 903.
In case the deletion of all data ends in 903, processing is
ended.

[0063] FIG. 10 is a flowchart of the cipher system alter-
ation processing that is executed in step 709 in case a
commando received from the external device in 708 of FIG.
7 is a cipher system alteration command. It is judged
whether the cipher system and the commando of cipher key
specification are received from the external device in step
1001. The cipher system specified in the commando
received in 1002 and a cipher key are accumulated to the
storing device. It is set as the relevant cipher system, the
cipher system using a cipher key when doing the following
enciphering processing in step 1003 and a cipher key. A
enciphering processing program is initialized in step 1004.
Rearranging a data in step 1002, a enciphering and an
accumulation can be done for a cipher key.

[0064] The example of the data transfer requirement com-
mando that is received from the external device in FIG. 11
is shown. 1101 is the identifier that shows that it is a data
transfer requirement.

[0065] The example of the data deletion requirement com-
mand that is received from the external device is shown in
FIG. 12. 1201 is the identifier that shows that it is a data
deletion requirement.

[0066] The example of the data list commando that is
transmitted to an external device is shown in FIG. 13. 1301
is the identifier that shows that it is a list of data. And, 1302
and 1303 are data for lists of images. The data for a list of
images is “a sumnale data” of a place where an image
reduced and created from the image data name of 1304 and
the image data of 1305 is a sample data. There may be “The
sumnale data”.
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[0067] The example of the specification commando that is
received from the external device is shown in FIG. 14. 1401,
1402 and 1402 are specified image data names.

[0068] In FIG. 15, the example of the image data com-
mando that is transmitted to an external device is shown.
1501 is an image data name, 1502 is an image data, 1503 is
an enciphering method of the image data was enciphered. In
case a enciphering is not done and in case a cipher system
is fixed as a system, cipher system 1503 cannot be.

[0069] The example of the cipher system alteration
requirement commando that is received from the external
device is shown in FIG. 16. 1601 is the cipher key that is
used in the relevant cipher system, 1602 is 1503 is an
enciphering method, and 1603 is enciphering key that used
by the enciphering method. If a cipher key is not used in the
enciphering method, there may not be the cipher key.

[0070] The example of the control table of the data that is
accumulated to the stock pile device is shown in FIG. 17.

[0071] 1813 is control part of the enciphering program,
and stores the enciphering method, the cipher key and the
enciphering program. The enciphering method, the cipher
key and the enciphering program store related each other in
the control part. In the embodiment, enciphering program
1803 executes enciphering method 1 of 1801 by using the
cipher key 1802, and a enciphering program 1806 shows that
cipher system 2 of 1804 is executed by using the cipher key
1805. 1814 is control part of the image data, and stores the
enciphering-method and the image data. The enciphering
method and the image data control with relation of each
other in the control part.

[0072] The enciphering method 1 of 1808 in this embodi-
ment, the enciphering of image data 1809 in enciphering
method 2 of 1810 and the indication of the enciphering in
1812 by image data 1811 are done for image data 1807. A
address that instead of managing a enciphering program in
1803 and 1806, a enciphering program is accumulated
separately can be managed the storing device, and a enci-
phering program name can be managed. And various enci-
phering processing can be omitted in 1 enciphering program.
In case a cipher system does not use the cipher key, a cipher
key can be omitted, and in case the enciphering method that
is used in the image pickup apparatus is fixed, there cannot
be enciphering program management part 1813. In this case,
it may store and control relating the image data and enci-
phering or non-ciphering, without to store and control rela-
tion of the image data and enciphering method. At that time,
as it is shown that a enciphering is being done, in this
embodiment, 1808 and 1810 changes.

[0073] Accumulation equipment removes it from the
image pickup equipment and manages only management
part 1814 of image data an accumulation to the accumula-
tion equipment in case it is done. And then, a cryptograph
key can be enciphered, it can accumulate, by the accumu-
lation management to the storage that can be removed and
cannot be done from the image pickup equipment of man-
agement part 1813 of an enciphered program, data can be
rearranged.

[0074] FIG. 18 is 1 flow-sheet of a cipher deciphering
program that is instructed a state that is deciphered and the
cipher of an image data specified in 503 of FIG. § displays
on a display unit) and is instructed so that it is deciphered,
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and the cipher of an image data specified in 603 of FIG. 6
likewise outputs it to a television output unit. An image data
specified from the control table in the stock pile device that
showed an example in FIG. 17 in 1902 that did initialized
processing in 1901 and a enciphering system are read.

[0075] 1t is judged whether it is a method that cannot be
deciphered when a cryptograph method is enciphered once
in 1903 like for example, provisional publication key cryp-
tograph method in 1903. In case of the method that cannot
be deciphered, image deciphering equipment is directed to
output it to a equipment (in this embodiment, the equipment
is the display device or the television output device) speci-
fied to display it on 1906 to “display impossibility”.

[0076] In step 1903, the image data was enciphered by a
enciphering method to be done deciphering like as JPA-10-
108180, in step 1904 deciphering the encored image data,
the image deciphering device is instructed to output the
image data to an equipment(in this embodiment, the equip-
ment is the display device or television output device). The
enciphering method as shown in JPA-10-108180, whose
disclosure is incorporated by herein by reference.

[0077] A flowchart of processing of a enciphering program
on the image pickup apparatus is shown in FIG. 19. The
system that is done by the following the enciphering method
and the cipher key are done a initialization to the origin in
2001. It waits for output of an image data that the cipher
from the image cipher device in 2002 happened. In 2003, it
is judged whether the image data is enciphered or not, when
the image data is not enciphered, the image data is stored in
storing device 2007 and controlled by storing device 2007.
The result of 2005 is added after the cord that represents the
termination of an image in the image data that calculates the
check SAM of an image data before doing the enciphering
in 2004 in case the enciphering in 2003 is done, and the
enciphering in 2006 is done for an image data after a
calculation data addition. A result that a check-sum is
calculated can be added to the area that can be used for a
freedom in the application in the image data in 2005. And,
in case it is not necessary to find that the user of the client
terminal that is referred to which an image data is transmit-
ted changed an image or in case it is not necessary to control
presence or absence of the alteration of an image so severely,
2004-2005 can be omitted.

[0078] The enciphering method that is done in 2006 uses
a method to be done to display the image piled the enci-
phering key is used in 2006, like as JPA-10-108180. And, the
cipher system that cannot be handled as an image in 2006
like a publication key cipher system can be used.

[0079] The client terminal that connected to the image
pickup apparatus, received the image data, and displaying
the received image data is shown in FIG. 20. The command
received through the communication control unit 2106 from
the external device 2107 such as the image pickup apparatus
that is connected via the network 2109 is read to the memory
2104, it is processed, therefore, it is transmitted to the
external device 2107 via the network 2109, and the created
the command is input into the communication control unit
2106. The image data accumulated to the storing device
2105 is displayed on the display 2102 by the program that
operates in processor 2103 according to the user instructions
input from the input unit 2101. The input unit 2101, the
display 2102, the processor 2103, the memory 2104, the
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storing device 2105 and the communication control unit
2106 are connected via the core bus 2108. It is not necessary
to connect the communication control unit 2106 to the
network 2109 in case the client terminal does not operate the
external device 2107 such as the image pickup apparatus.

[0080] The constitution of the control program that oper-
ates in the processor 2103 of the client terminal in FIG. 21
and the image display program is shown. As a result the
various setting of the image pickup apparatus are changed,
the image data in the storing device of the image pickup
apparatus is deleted, it is taken in the communication control
unit 2106 and a commando are transmitted and received, and
2201 follows instructions of the user input from the input
unit 2101 in the control program. The image display pro-
gram manages a cipher system and a cipher key to stock pile
device 2105 and deciphers an image data and displays it on
display 2102 according to the user instructions that are input
from the input unit 2101.

[0081] A flowchart of processing of a control program on
the client terminal is shown in FIG. 22. In 2302, initialized
processing is done. In 2302, input of instructions by a user
from the input unit is done. When the user inputs instructions
in 2302, the inputted instruction is decided that is processing
starts with the image pickup apparatus or not. If the instruc-
tion is decided that is the processing starts, a communication
connection is established with the image pickup apparatus in
2304. If the instruction is decided that is not the processing
starts, the instruction inputted in 3205 is decided that is data
transfer requirement or not. If the instruction inputted in
3205 is decided that is data transfer requirement, the data
transfer processing is done in 2306. If the instruction input-
ted in 3205 is decided that is not data transfer requirement,
the instruction inputted in 3205 is decided that is data
deletion requirement or not in 2307. If the instruction
inputted in 3205 is the data deletion requirement, the data
deletion requirement is done in 2308 If the instruction
inputted in 3205 is not the data deletion requirement, the
instruction inputted in 3205 is decided that is requirement of
enciphering method alteration or not. If the instruction
inputted in 3205 is the requirement of enciphering method
alteration, the requirement of enciphering method alteration
is done in 2310. If the instruction inputted in 3205 is not the
requirement of enciphering method alteration, the instruc-
tion inputted in 3205 is decided that is end of processing or
not in 2311. If the instruction inputted in 3205 is the end of
processing, the processing is ended by releasing the com-
munication connection with the image pickup apparatus in
2312. If the instruction inputted in 3205 is not the end of
processing, and after the establishment of communication
2304, the data transfer processing 2306, the data deletion
processing 2308, or the enciphering method alteration pro-
cessing 2310, the instruction from the user is waited in 2302
again. In case a cipher system is made a fixation, 2309-2310
is omitted.

[0082] FIG. 23 is a flowchart of the data transfer process-
ing that is executed in 2306 in case the instructions that a
user input in 2305 in FIG. 23 are data transfer requirements.
It waits for the transmission to the image pickup apparatus
of a data transfer requirement commando in 2401 and the
receiving of a data list commando in 2402. It waits for the
input from the input unit of specification of the data that is
transmitted from a list where a user was displayed on 2404.
The specification commando of a data specified in 2404 is
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transmitted to an image pickup apparatus in 2405. It waits
for transmission of a data specified from the image pickup
apparatus in 2406 and receiving of all data. It waits for the
indication of the instructions that preserve the relevant data
in the storing device in 2407 after receiving of all data by a
user in 2406.

[0083] In case a user indicates preservation of a data in
2407, after stock pile retention, processing is ended to the
stock pile device in 2408. In case it is indicated that it is not
retained a data in 2407, processing is ended.

[0084] FIG. 24 is 1 flow-sheet of the data deletion pro-
cessing that is executed in 2308 in case the instructions that
a user input in 2307 in FIG. 23 are data deletion require-
ments. It waits for the transmission to the image pickup
apparatus of a data deletion requirement in 2501 and the
receiving of a data list command in 2502. A list of data
received in 2502 is displayed on the display in 2503. It waits
for the input from the input unit of specification of the data
that is deleted from the list where a user was displayed on
2504. The specification command of a data specified in 2504
is transmitted to the image pickup apparatus in 2505, and
processing is ended.

[0085] FIG. 25 is a flowchart of the cipher system alter-
ation processing that is executed in 2310 in case the instruc-
tions that a user input in 2309 in FIG. 22 are cipher system
alteration requirements. It waits for input of the cipher key
that a user uses for the enciphering method and it in 2601.
When the enciphering method that a user input in 2601 and
a cipher key are managed the storing data to the storing
device, the requirement of enciphering method alteration
command is transmitted to an image pickup apparatus in
2603, and processing is ended.

[0086] The example of the enciphering method control
table that is accumulated to the stock pile device is shown in
FIG. 26. In this example, it is shown that the cipher key
2702 is used in cipher system 1 of 2701, and the cipher key
2504 is used in enciphering method 2 of 2703. Rearranging
a data, a enciphering and an accumulation can be done for
a cipher key. And, in case a cipher system is a fixation, this
table can be omitted, and a display program can have a
cipher system and a cipher key.

[0087] A flowchart of processing of an image display
program on the client end is shown in FIG. 27. It waits for
a selection of the data that is displayed on 2802 from the
input unit that does initialized processing in-2801. In case
the enciphering, the judgment in 2803 and the enciphering
are done for the data that a user selected in 2802, an image
is displayed on a display in 2810. When it is enciphered the
image data in 2803, it is judged whether the enciphering
method is corresponding with 2804, and the enciphering
method is not corresponding with 2804, displaying “Cannot
Display”.

[0088] When he enciphering method is corresponding
with 2804, deciphering the image data in 2806, calculating
a check-sum of an image data omitted a check-sum in FIG.
2807, comprising calculated check-sum and added check-
sum to the image data in 2808. And when result of the
comparison the calculated check-sum and added check-sum
is not an equivalence same, displaying “Falsification” on the
display. In case it is not necessary to find that the user of the
client terminal that is referred to which an image data is
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transmitted changed an image or in case it is not necessary
to control presence or absence of the alteration of an image
so severely, 2807-2809 can be omitted.

[0089] The image plane example that is shown to the
display unit of an image pickup apparatus in case the
enciphering in the image deciphering data organization
method of JPA-10-108180 and an image cipher data deci-
phering system is being done is shown in FIG. 28. As for the
display unit and 2903, 2901 is an image pickup apparatus
casing main body, and 2902 is the image that is displayed.

[0090] FIG. 29 is the image plane example that is shown
on the client terminal that can decipher the image data that
showed an example in FIG. 283001 is a display, and 3002
is a normally displayed image.

[0091] FIG. 30 is the image plane example that is shown
on the client terminal that cannot decipher the image data
that showed an example in FIG. 28. As for the displayed
image and 3102, 3103 is a key used at the time of a
enciphering, and 3101 is the cipher key in the display.

[0092] FIG. 31 is the image plane example that is shown
by a check SAM calculation at the time of cipher decipher-
ing in the client terminal that can decipher the image data
that showed an example in FIG. 28. As for the displayed
image and 3202, 3203 is shown, and “Falsification” is
shown by 3201 in the display.

[0093] And, in case it is being enciphered in JPA-10-
108180, it becomes an image on which even if a display is
done on the client terminal that can decipher image data *(a
cryptograph, in case even if check-sum calculation is not
done, a falsification is done to the image data, a cryptograph
key was displayed like FIG. 30, and a falsification is
disclosed easily.

[0094] 1t is transmitted from image data in the state of
enciphering before accumulating the image data that was
picked up that provided an enciphered function in the image
pickup equipment according to the above example to the
accumulation equipment and enciphering in case of trans-
mitting image data to external equipment. Therefore, Only
receiver of the image data can decipher the image data.
Therefore, an image data receiving person can certify a
change addition of image data by a photographing person.
And, according to this example, check-sum calculation
result of image data is enciphered, after an addition, image
data is enciphered, and after cryptograph deciphering, a
check-sum of image data is calculated on the receiving
person side. It is done to certificate the image data receiver
not to add change to the image data against the photograph-
ing person the other person, by comparing calculated check-
sum and the extracted check-sum.

[0095] And, the enciphered method that is displayed on a
state that was enciphered while it can be displayed as an
image, in case according to this example, the receiving
person side adds a change to image data is used. So it is done
to certificate the image data receiver not to add change to the
image to the photographing person and the other persons,
with out calculating the check-sum. The constitution of
another image pickup apparatus to implement a present
invention in FIG. 32 is shown. 201-202 and 205-214 is the
same as FIG. 2. The image input into the image input unit
via lens 201 is input into an image converter 3301 according
to instructions of the user input from the input unit 209. The
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enciphering the back of a cipher the obedience to the setting
accumulated to stock pile device 213 of the input image, the
cipher and the accumulation to the stock pile device and the
accumulation in the storing device are done. The image data
accumulated to the accumulation equipment follows indica-
tion of a user input from input device 209 and deciphers it
after cryptograph deciphering in case it is input and is
cipherd into image conversion equipment with the program
that operates on processor 211. And then, in case it is not
enciphered, it is deciphered, and it is displayed to display
210, and it is displayed to television monitor 205 through
television output device 206.

[0096] The lens 201, the image input unit 202, the tele-
vision output unit 206, the communication control unit 208,
the input unit 209, display unit 210, the processor 211, the
memory 212, the stock pile device 213 and the image
converter 3301 are connected via the core bus 214. It is not
necessary to connect the communication control unit 208 to
the network 215 in case the client terminal, etc. are not
operated from the external device 207. The storing device
213 can be removed from the image pickup apparatus, and
it can be made a done object. It is not necessary that the
television monitor 205 should connect in case it is not output
to a television. And, a television output unit can be omitted.

[0097] FIG. 33 shows an image program constitution in
an image converter 3301 of the image pickup apparatus of
FIG. 32. 202, 206, 208, 210 and 213 is the same as FIG. 2,
and 301-303 is the same as FIG. 3. The cipher by the image
cipher program 3401 and the input to enciphering program
302 are done for the image input into image converter 3301
from the image input unit. The image data that a cipher
happened deciphered the image data from the cipher deci-
phering program is deciphered in image deciphering pro-
gram 3402 and is output to a television output unit or a
display unit.

[0098] Because according to the above example, coding
and enciphering, cryptograph deciphering of an image and
deciphering of an image are executed with 1 equipment,
before enciphering enciphered image data, it does not flow
on the internal bus. Therefore, an image data receiving
person can certify a change addition of image data by a
photographing person. The image pickup equipment that can
certify an addition of a change by image data by a photo-
graphing person like the above explanation in the image data
receiving person can be provided by the present invention.

[0099] And, the image pickup equipment and the image
data use system that can certify an addition of a change by
image data by an image data receiving person in the pho-
tographing person and a third party can be provided.

1-19 (Canceled).
20. A digital image processing system comprising:

an image input unit for receiving an optical image; and

an image processing device connectable to the image
input unit,

wherein the image processing device further comprises:

an image code device for transforming the optical image
to digital image data;
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a Processor;
a memory; and
a storage device,

wherein said processor ciphers the digital image data to
provide encrypted digital image data before storing the
digital image data into said storage device and transfers
the encrypted digital image data to said storage device,

wherein said memory includes information for indicating
a relation among the encrypted digital image data,
encryption method which is used for ciphering the
digital image data and encryption key which is used for
deciphering of the encrypted digital image data.
21. A digital image processing system according to claim
20,

wherein said processor uses one of a plurality of the

encryption methods based on an instruction of a user.

22. A digital image processing system according to claim
21,

wherein said memory is prohibited from being removed
from the image processing device.
23. A digital image processing system according to claim
21,

wherein the image processing device further comprises:
a communication control unit; and

an interface connected to an external device used by the
user,

wherein said communication control unit sends the
encrypted digital image data to the external device via
the interface in accordance with an instruction received
from the external device.

24. A digital image processing system according to claim
23, wherein said processor adds a check to the digital image
data before ciphering.

25. A digital image processing system comprising:

a plurality of image pick up apparatuses; and

a network connected the plurality of the image pick up
apparatuses each other,

wherein some of the image pick up apparatuses comprise:

an image input unit for receiving an optical image;

an image code device for transforming the optical image
to digital image data;

a Processor;

a memory; and

a storage device,

wherein one of the plurality of image pick up apparatuses
sends digital image data to the other one of the plurality
of image pickup apparatuses via the network,

wherein said processor of the other one of the plurality of
image pick up apparatuses ciphers the digital image
data, which are sent from the one of the plurality of
image pick up apparatuses, to provide encrypted digital
image data before storing the digital image data into
said storage device and transfers the encrypted digital
image data to said storage device,
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wherein said memory includes information for indicating
a relation among the encrypted digital image data,
encryption method which is used for ciphering the
digital image data an encryption key which is used for
deciphering of the encrypted digital image data.
26. A digital image processing system according to claim
25,

wherein said processor of the other one of the plurality of

image pick up apparatuses uses one of a plurality of the

encryption methods based on an instruction of a user.

27. A digital image processing system according to claim
25,

wherein said memory is prohibited from being removed
from the image processing device.
28. A digital image processing system according to claim
27,
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wherein the other one of the plurality of image pick up
apparatuses further comprises:

a communication control unit; and

an interface connected to an external device used by the
user,

wherein said communication control unit sends the
encrypted digital image data to the external device via
the interface in accordance with an instruction received
from the external device.
29. A digital image processing system according to claim
28,

wherein said processor adds a check to the digital image
data before ciphering.
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