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; ing and anti-counterfeit protection of objects, e.g. products,and par-
f ticularly to an automatic recognition and authentication of such
objects.Specifically, the invention relates to a system and a method of
receiving object data representing one or more discriminating charac-
— teristics of a physical object or group of physical objects. The method
\ comprises: processing the object data by means of a machine-learning-
A\ based object recognition process to obtain discriminating data represent-
p-Ghwcio | ing one or more collision resistant virtual representations of the physi-
™ foz = cooon. v / cal object or group of physical objects, comparing at least one of the
' discriminating data and an original hash value derived therefrom by ap-
plication of a pre-determined cryptographic hash function thereto with
corresponding reference data stored in one or more data repositories
with restricted access; and, if said comparison with the reference data
results in a match, outputting digitally signed identification data com-
prising said hash value. Potential applications of the invention comprise
particularly object authenticity checks for track & trace and anti- coun-
terfeiting purposes, for example without limitation in the fields of auto-
motive/aerospace spare parts, 3D-printed objects,pharmaceutical prod-
ucts or other health-related products, such health-care products, lab dis-
posables, and clinical test disposables.
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METHODS AND SYSTEMS FOR AUTOMATIC OBJECT RECOGNITION
AND AUTHENTICATION

FIELD OF THE INVENTION

The present invention relates to the field of tracing and anti-counterfeit protection of
objects, such as products like for example pharmaceutical products or other health-
related products, and particularly to an automatic recognition and authentication of
such objects. Specifically, the invention is directed to a method and a system for
automatic object recognition, a method of training such a system, a method of au-
thenticating an object with an object authentication device being in communication
with said system, and such an object authentication device itself, as well as related
computer programs corresponding to said methods. Moreover, the invention relates
to a system for automatic object authentication comprising said system for automatic
object recognition and one or more of said object authentication devices, which sys-
tem for automatic object authentication may particularly serve as an anti-counterfeit

protection and product tracing system.

BACKGROUND

In many industries, counterfeiting of products is a substantial problem that signifi-
cantly impacts not only the revenues of original product manufacturers, but may
even pose a serious threat to health and even life of consumers or operators of
counterfeited, i.e. fake products. Such safety relevant product categories include in
particular parts for automobiles and aircraft, components for the construction of
buildings or other infrastructure, food, and even medical devices and pharmaceuti-

cals.

Furthermore, in a broad range of different industries traceability of goods and physi-
cal objects is a key requirement. This applies in particular to logistics and supply
chain infrastructures and to highly regulated/ structured work flow environments.
Examples are industry work places being controlled by official regulators such as the
FDA (US Food & Drug Administration), and/or being certified e.g. according to GMP
(Good manufacturing practice), GLP (Good laboratory practice), GCP (Good clinical

practice), or DIN ISO or similar other standards and rules. Each of these regulated



10

15

20

25

30

35

WO 2019/211178 PCT/EP2019/060704

environments requires in particular an audit trail and auditable technologies. A fur-
ther example is the traceability of high value products such as industrial spare parts

in order to proof authenticity and intended use of these parts in secondary markets.

In order to limit counterfeiting and provide supply chain and work flow integrity, in-
cluding recognition and authentication of products within work flows and supply
chains, various industries have developed a number of different protection
measures and identification solutions. Broadly used protection measures comprise
adding a so-called security feature to a product, the feature being rather difficult to
fake. For example, holograms, optically variable inks, security threads and embed-
ded magnetic particles are known security features which are difficult to reproduce
by counterfeiters. While some of these security features are "overt", i.e. can be easi-
ly seen or otherwise recognized by a user of the product, other security features are
"covert", i.e. they are hidden and can only be detected by using specific devices,
such as sources of UV-light, spectrometers, microscopes or magnetic field detec-
tors, or even more sophisticated forensic equipment. Examples of covert security
features are in particular printings with luminescent ink or ink that is only visible in
the infrared part of the electromagnetic spectrum but not in its visible part, specific

material compositions and magnetic pigments.

A specific group of security features, which are in particular used in cryptography, is
known as "Physical Unclonable Functions" (PUFs). PUFs are sometimes also re-
ferred to as "Physically Unclonable Functions" or "Physical Random Functions". A
PUF is a physical entity that is embodied in a physical structure and is easy to eval-
uate but hard to predict, even for an attacker with physical access to the PUF. PUFs
depend on the uniqueness of their physical microstructure, which typically includes a
random component that is already intrinsically present in the physical entity or is
explicitly introduced into or generated in the physical entity during its manufacturing
and which is substantially uncontrollable and unpredictable. Accordingly, even PUFs
being produced by the exact same manufacturing process differ at least in their ran-
dom component and thus can be distinguished. While in most cases, PUFs are cov-
ert features, this is not a limitation and overt PUFs are also possible. PUFs are fur-
thermore ideal for enabling passive (i.e. without active broadcasting) identification of

physical objects.
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PUFs are known in particular in connection with their implementation in integrated
electronic circuits by way of minimal unavoidable variations of the produced micro-
structures on a chip within given process-related tolerances, and specifically as be-
ing used for deriving cryptographic keys therefrom, e.g. in chips for smartcards or
other security related chips. An example of an explanation and application of such
chip-related PUFs is disclosed in the article "Background on Physical Unclonable
Functions (PUFs)", Virginia Tech, Department of Electrical and Computer Engineer-
ing, 2011, which is available in the |Internet at the hyperlink:

http://riindael.ece.vt.edu/puf/background.html.

However, also other types of PUFs are known, such as random distributions of fi-
bers in paper used as a substrate for making banknotes, wherein the distribution
and orientation of fibers can be detected by specific detectors and used as a securi-
ty feature of the banknote. In order to evaluate a PUF, a so-called challenge-
response authentication scheme is used. The "challenge" is a physical stimulus ap-
plied to the PUF and the "response” is its reaction to the stimulus. The response is
dependent on the uncontrollable and unpredictable nature of the physical micro-
structure and thus can be used to authenticate the PUF, and thus also a physical
object of which the PUF forms a part. A specific challenge and its corresponding

response together form a so-called "challenge-response pair" (CRP).

An anti-counterfeit protection system based on using PUFs to authenticate products
is described in each of the two European Patent Applications EP 16205928.1 and
EP 16205920.8, each of which is incorporated herein in its entirety by way of refer-

ence.

Asymmetric cryptography, sometimes also referred to as "public key cryptography"
or "public/private key cryptography” is a known technology based on a cryptographic
system that uses pairs of keys, wherein each pair of keys comprises a public key
and a private key. The public keys may be disseminated widely and are usually
even publicly available, while the private keys are kept secret and are usually only
known to their owner or holder. Asymmetric cryptography enables both (i) authenti-
cation, which is when the public key is used to verify that a holder of the paired pri-
vate key originated a particular information, e.g. a message or stored data contain-
ing the information, by digitally signing it with his private key, and (ii) protection of

information, e.g. a message or stored data, by way of encryption, whereby only the
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owner/holder of the paired private key can decrypt the message encrypted with the

public key by someone else.

Recently, blockchain technology has been developed, wherein a blockchain is a
public ledger in the form of a distributed database containing a plurality of data
blocks and which maintains a continuously-growing list of data records and is hard-
ened against tampering and revision by cryptographic means. A prominent applica-
tion of blockchain technology is the virtual Bitcoin currency used for monetary trans-
actions in the Internet. A further known blockchain platform is provided for example
by the Ethereum project. In essence, a blockchain can be described as a decentral-
ized protocol for logging transactions between parties, which transparently captures
and stores any modifications to its distributed database and saves them "forever”,
i.e. as long as the blockchain exists. Storing information into a blockchain involves
digitally signing the information to be stored in a block of the blockchain. Further-
more, maintaining the blockchain involves a process called "blockchain mining",
wherein so-called "miners" being part of the blockchain infrastructure, verify and
seal each block, such that the information contained therein is saved "forever" and

the block can no longer be modified.

A further new ledger technology is known by the name of the "Tangle", which is
blockless and permissionless distributed ledger architecture, which is scalable,
lightweight, and provides a consensus in a decentralized peer-to-peer system. A
prominent related technology using the Tangle as a technical basis is known as
"IOTA", which is a transactional settlement and data integrity layer for the Internet of

Things.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide an improved way of effectively rec-

ognizing and authenticating a physical object, such as a product.

A solution to this problem is provided by the teaching of the appended independent
claims. Various preferred embodiments of the present invention are provided by the

teachings of the dependent claims.
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Furthermore, a whole object authentication solution is presented herein, including a
method and a system for object recognition, a method of training such system, and
a device for object authentication and related methods and corresponding computer
programs, as different aspects that may form part of an overall multi-component
object authentication solution for effectively protecting physical objects against coun-

terfeiting and tampering.

A first aspect of the object authentication solution provided herein is directed to a
method of automatic object recognition. The method comprises (i) receiving object
data representing one or more discriminating characteristics of a physical object or
group of physical objects; (ii) processing the object data by means of a machine-
learning-based object recognition process to obtain discriminating data representing
one or more collision resistant virtual representations of the physical object or group
of physical objects; (iii) comparing at least one of the discriminating data and an
original hash value derived therefrom by application of a pre-determined crypto-
graphic hash function thereto with corresponding reference data stored in one or
more data repositories with restricted access; and (iv) if said comparison with the
reference data results in a match, i.e. a congruence with respect to one or more
predefined matching criteria, outputting digitally signed identification data comprising

said hash value.

Optionally, the identification data may comprise further information, such as for ex-
ample time or location data or other metadata being related to the recognized object

or group of objects and/or circumstances of the recognition process.

The matching criteria may particularly be defined such that a "match” results, if the
discriminating data or the original hash value, or both, or a predefined combination

thereof, is contained in or otherwise represented by the reference data.

The term "physical object", as used herein, refers to any kind of physical object, in
particular to any kind of man-made product, such as for example and without limita-
tion a pharmaceutical product or other health-related product, or a natural object,
such as for example and without limitation a vegetable or a piece of a natural raw
material; or a packaging of any one or more of the foregoing. A physical object may

itself comprise multiple parts, e.g. both a consumable good and a packaging thereof.
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The term "authentication", as used herein, refers confirming the truth of an attribute

of a physical object, particularly its kind and its originality, claimed true by an entity.

The term "object data", as used herein, refers to data describing or otherwise repre-
senting a related object or group of objects, including by one or more discriminating
characteristics thereof. Herein, the term "discriminating characteristics" refers to at
least one characteristic property of the object or group of objects, which is suitable
for distinguishing the object or group of objects from others in an at east substantial-

ly collision resistant or even bijective way.

The term "machine-learning-based object recognition process", as used herein, re-
fers to a process where one or more computers are employed to recognize a physi-
cal object or group of physical objects based on input data, such as sensory data
(e.g. image or video data captured by one or more cameras serving as sensors),
characterizing the object or group of objects, and with the help of one or more ma-
chine-learning-based algorithms. In the context of the present invention, said "object
data" is used as input data. Machine learning is an application of artificial intelli-
gence (Al) that provides systems the ability to automatically learn and improve from
experience without being explicitly programmed. Without limitation, machine-
learning may comprise (i) supervised learning, wherein the computer is presented
with example inputs and their desired outputs, given by a "teacher", and the goal is
to learn a general rule that maps inputs to outputs; (i) semi-supervised learning,
wherein the computer is given only an incomplete training signal: a training set with
some (often many) of the target outputs missing; (iii) active learning, wherein the
computer can only obtain training labels for a limited set of instances (based on a
budget), and also has to optimize its choice of objects to acquire labels for; (iv) rein-
forcement learning, wherein training data (in form of rewards and punishments) is
given only as feedback to the program's actions in a dynamic environment, such as
driving a vehicle or playing a game against an opponent; or (v) unsupervised learn-
ing, wherein no labels are given to the learning algorithm, leaving it on its own to find

structure in its input.

The term "collision resistant virtual representation” of a physical object or group of
physical objects, as used herein, refers to a data representation thereof, which is

defined such that it is difficult, particularly nearly impossible in practice, to find two,
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at least substantially, different objects or groups of objects such that their respective

data representations are equal, i.e. indistinguishable.

The term "cryptographic hash function", as used herein, refers to a special type of
hash function, i.e. of a mathematical function or algorithm that maps data of arbitrary
size to a bit string of a fixed size (a hash value), which is designed to also be a one-
way function, i.e. a function that is easy to compute on every input, but hard to invert
given the image of a random input. Preferably, the cryptographic hash function is a
so-called "collision resistant" hash function, i.e. a hash function that is designed
such that it is difficult, particularly nearly impossible in practice, to find two different
data sets d1 and d2 such that hash(d1) = hash(d2). Prominent examples of such
hash functions are the hash functions of the SHA-family, e.g. the SHA-3 function or
the hash functions of the BLAKE family, e.g. the BLAKEZ function. In particular, so-
called "provably secure cryptographic hash functions” may be used. These are hash
functions for which a certain sufficient security level can be mathematically proven.
In the object authentication solution of the present invention, the security of the cryp-
tographic hash function may be further improved by the fact, that the analysis of the
product or group of products to be examined, takes place at a particular location and
time, where the physical object or group of objects is actually present at such loca-
tion and time. This can be used either to increase the absolute level of security that
can be achieved or to allow for the use of cryptographic hash functions working with
smaller data sets, e.g. shorter data strings as inputs and/or outputs, while still

providing a given required security level.

The term "digital signature” or "digitally signing" etc., as used herein, refers to (us-
ing) a set of one or more digital values that confirms the identity of a sender or origi-
nator of digital data and the integrity of the later. To create a digital signature, a hash
value is generated from the data to be protected by way of application of a suitable
cryptographic hash function. This hash value is then encrypted with a private key
(sometimes also called "secure key") of an asymmetric cryptographic system, e.g.
based on the RSA cryptographic system, wherein the private key is typically known
only to the sender/originator. Usually, the digital signature comprises the digital data
itself as well as the hash value derived from it by the sender/originator. A recipient
may then apply the same cryptographic hash function to the received digital data,
use the public key corresponding to said private key to decrypt the hash value com-

prised in the digital signature, and compare the decrypted hash value from the digi-
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tal signature with the hash value generated by applying the cryptographic hash func-
tion to the received digital data. If both hash values match, this indicates that the
digital information has not been modified and thus its integrity has not been com-
promised. Furthermore, the authenticity of the sender/originator of the digital data is
confirmed by way of the asymmetric cryptographic system, which ensures that the
encryption using the public key only works, if the encrypted information was en-
crypted with the private key being mathematically paired to that public key. The rep-
resentation of the digital signature may particularly be implemented using an RFID
transmitter or a single- or multi-dimensional barcode, such as a QR-Code or a
DATAMATRIX-code or simply as a multi-digit number.

The term "data repository with restricted access" refers to a data storage, such as a
database, where the data stored therein can only be accesses upon prior authoriza-
tion, particularly authentication of the entity or person attempting the access. With-
out limitation, such restricted access may be implemented by means of a password
protection or even a two-factor or multiple-factor authentication, e.g. by a plurality of
independently provided passcodes or other means of identification, such as a digital

signature.

This method of authenticating an object defines one of several aspects of an overall
object authentication solution. Within the overall solution, it serves to recognize a
physical object to be authenticated based on respective object data and by means
of a machine learning-based object recognition process being applied thereto, and
to return a hash code that according to previously generated and stored reference
data corresponds to the recognized object and can thus be used for its identification.
The object data may for example be received from an object authentication device
as described below, which may form another component of the object authentication
solution and is used - inter alia - for sensor-based acquisition of characteristic infor-
mation describing the object. The returned hash code may then be used by the ob-
ject authentication device for authenticating the object by means of a comparison
involving the hash code or a derivative thereof one the one hand and corresponding
independently acquired information pertaining to the object, such as identity infor-
mation provided on or in connection with the object or group of objects itself, on the

other hand.



10

15

20

25

30

35

WO 2019/211178 PCT/EP2019/060704

In some embodiments, which similarly apply to the other aspects of the present so-
lution, the physical object comprises one or more of the following items for con-
sumption (consumable goods) or use: a pharmaceutical or cosmetic compound or
composition; a medical device; a laboratory equipment; a spare part or component
of a device or system; a pesticide or herbicide; a seeding material; a coating, ink,
paint, dye, pigments, varnish, impregnating substance, functional additive; a raw
material for additive manufacturing of products, a product of an additive manufactur-
ing process, i.e. a 3D-printed product. In particular, all of these items have in com-
mon that there is a need to prevent counterfeiting, in order to avoid malfunctions,

health threats or other risks.

A second aspect of the object authentication solution is directed to a method of
training a system for automatic object recognition. The method comprises (i) receiv-
ing object data representing one or more discriminating characteristics of a physical
object or group of physical objects; (ii) processing the object data by means of a
machine-learning-based object recognition process to obtain original discriminating
data representing one or more collision resistant virtual representations of the physi-
cal object or group of physical objects; and (iii) storing reference data comprising the
original discriminating data and an original hash value derived therefrom by applica-
tion of a pre-determined cryptographic hash function thereto into one or more data

repositories with restricted access.

This method of training a system for automatic object authentication defines another
aspect of said overall object authentication solution. Within the overall solution, it
serves to generate and store the reference data and thus to prepare and thereby
enable a system to perform the method of the first aspect in the course of authenti-

cating a physical object or group of physical objects.

In the following, selected embodiments of this method of training a system are
described, which may be arbitrarily combined with each other or with other as-
pects of the solution described herein, unless such combination is explicitly ex-

cluded, inconsistent or technically impossible.

In some embodiments, storing the reference data comprises storing the original
discriminating data into a first one of the data repositories and storing the identifica-

tion data into a separate second one of the data repositories such that neither the
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first nor the second data repository stores both the original discriminating data and
the corresponding original hash value. The separation allows for storing the original
discriminating data and the original hash value in different spatial locations, e.g. data
centers, thus enabling for example distributed computing and distributed data stor-
age. Furthermore, access to and controlling the data repositories may thus be sepa-
rated, which allows for example outsourcing of the operation of one of the data re-
positories and achieving increased level of data security due to the separation of the

original discriminating data and the corresponding original hash value.

In some embodiments, processing the object data to obtain said original discrimi-
nating data comprises generating, by means of performing one or more predefined
modification operations, a plurality of collision resistant virtual representations of
said physical object or group of physical objects, such that at least two of these vir-
tual representations represent the same physical object or group of physical objects,
but each at a different condition. Specifically, in some embodiments thereof said
different conditions relate to one or more of the following: (i) different age points in
the lifetime of said physical object or group of physical objects; (ii) different environ-
mental conditions to which said physical object or group of physical objects might be
exposed during detecting respective one or more discriminating characteristics
thereof in a subsequent object authentication process. Such environmental condi-
tions per item (ii) may for example specifically relate to one or more of illumination,
temperature, air pressure or other parameters of the environment in which the object
or group of objects might be located during an authentication process. The different
age points per item (i) above may particularly be used to create respective virtual
representations of the object or group of objects that relate to different ages thereof
and can thus be used to improve the recognition of objects that typically suffer from
aging affects. These embodiments may particularly be used to increase the reliabil-
ity of the object recognition, specifically the success level of the object recognition,
because altering effects related to aging or different environmental conditions are
thus factored into the recognition process. In some related embodiments, at least
one of the predefined modification operations is defined, at least in parts, by one or
more tensors to be applied to a vector representation of the object data or of data
derived from the object data. This allows for a particularly efficient and well-
structured implementation, where only linear (and thus simple and fast operations)
need to be performed. The different virtual representations may then each be used

as discriminating data for the purposes of the comparison. For example, in the case

10
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of various virtual representations of the same object, but for different ages, the com-
parison may be performed for two or more of the virtual representations to examine
whether at least one of them leads to a match and thus to a successful recognition

of the object base on the related object data.

In some embodiments, storing the reference data comprises storing combined data,
which is formed as a combination of the reference data and an additional adjunct
value, which is defined independent from said reference data, into the one or more
data repositories with restricted access. Particularly, this approach may be used in
cases, where two or more data repositories are used and the respective data to be
stored therein has to be distributed to one or more of them via one or more respec-
tive communication links. Adding the adjunct value serves to increase the entropy of
the data to be communicated and thus increases the achievable level of protection
against interception, such as for example brute-force attacks against the flow of data
over a communication link or, if the adjunct value is also stored in the data reposito-

ry, against the data repository itself.

In some related embodiments, the combined data is formed by: (i) combining said
original discriminating data or said original hash value derived therefrom (on the one
hand), with the adjunct value (on the other hand) in a predetermined reversible, i.e.
injective, manner to obtain a combined value representing both; and (ii) including the
combined value in the reference data. For example, and without limitation, in some
of these embodiments, the combined data is formed by applying a cryptographic
hash function to input data comprising both said original hash value and the adjunct

value (an optionally further information) to obtain said combined value.

In some embodiments, processing the object data comprises processing data repre-
senting one or more of the following properties of the physical object or group of
physical objects, respectively: (i) a characteristic biometric or physiological property
of a living organism or group of living organisms forming at least a part of the physi-
cal object or group of physical objects, respectively; (ii) a characteristic electrical,
magnetic, or electromagnetic property, e.g. color or wavelength; (iii) a characteristic
acoustic property; (iv) a characteristic geometrical property; (v) a characteristic
chemical property; (vi) a characteristic mechanical or thermodynamical property.

These types of properties have the advantage that typically they may be automati-

11
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cally detected by means of respective existing types of sensors without a need for

human involvement.

In some embodiments, the method further comprises iteratively re-training the sys-
tem for automatic object recognition based on additional object data representing
discriminating characteristics of a physical object or group of physical objects, for
which respective original reference data has already been previously generated and
stored in the one or more data repositories during a previous iteration step of train-
ing the system, wherein the additional object data serves as input data for said ma-
chine-learning-based object recognition process. In this way, the system can be
effectively trained to improve its capabilities with respect to recognizing a given
physical object or group of objects, such as the rate of correct recognitions (true
positives, true negatives). Particularly, this may also involve improving its capabili-
ties with respect to recognizing the object of group of objects under a (broader)
range of different conditions, to the extent the respective object data of the various
iterations corresponds to different situations or conditions, under which a sensor-
based measurement of the respective object/group of objects for the purpose of

generating the respective object data occurs.

In some embodiments, storing the reference data comprises one or more of the fol-
lowing: (i) storing the reference data in a digitally signed form into at least one of
said data repositories; (ii) storing or causing one or more nodes of a blockchain en-
vironment to store the identification data in a digitally signed form into a block of a
blockchain related to said blockchain environment; (iii) storing or causing one or
more nodes of a blockless distributed ledger environment, such as for example a
Tangle ledger environment, to store the identification data in a digitally signed form
into at least one node of said blockless distributed ledger environment; (iv) storing
the identification data in a digitally signed form into a storage of a Public/Private-Key
environment. The digital signing serves as a protection measure based on which the
originality of the stored data can be verified. The same applies particularly, when the
stored data is retrieved and communicated over a communication link, e.g. to an
object authentication device, as described herein. Furthermore, the storage in a
Public/Private-Key environment adds encryption, such that the stored and/or com-

municated data is further protected thereby against interception.

12
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Specifically, storing the identification data in a blockchain or in a blockless distribut-
ed ledger, e.g. a Tangle-based ledger, enables a secure, reliable storage of the
reading results with very high data integrity, such that it is essentially impossible to
manipulate or erase or otherwise taper with or lose such data, e.g. due to unintend-
ed or deliberate deletion or due to data corruption. Thus, the complete storage histo-
ry remains available. Furthermore, the stored information can be accessed wherever
access to the blockchain or blockless distributed ledger, respectively, is available.
This allows for a safe and distributed storage and access to the stored identification
data, e.g. for integrity verification or authentication purposes such as checking
whether a claimed supplier of a product was in fact the originator of the product, or
not. Based on one or more of these embodiments, the physical world, to which the
objects to be authenticated belong, can be connected to the power of blockchain
technology. Thus, a high degree of traceability of the origin and supply chain of

physical objects, such as products, can be achieved.

In some embodiments of the method of the first aspect or the second aspect, the
respective method is performed by a system comprising two or more separate de-
vices, which collectively perform the method, and which are communicatively con-
nected to each other by one or more data links being protected against unauthorized
interception. The securing of the data links may particularly include data encryption.
Also other protection measures are possible of course, e.g. physical protection (esp.
against interception or destruction) in the case of physical data lines. Thus, the se-
curity of the system and the method may be increased, particularly in view of man-

in-the-middle attacks.

A third aspect of the present solution is directed to a system for automatic object
recognition, the system being configured to perform the method of one or more of

the first and second aspects of the present solution, as described herein.

A fourth aspect of the present solution is directed to a computer program comprising
instructions, which when executed on one or more processors of a system for auto-
matic object recognition according to the third aspect causes the system to perform
the method according to any one or both of the first and second aspects of the pre-

sent solution.
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Accordingly, the explanations provided above with respect to these methods apply
mutatis mutandis to the system according to the third aspect and the computer pro-

gram according to the fourth aspect of the present solution.

A fifth aspect of the present solution is directed to a method of authenticating an
object with an object authentication device, comprising: (i) sensor-based detecting of
one or more discriminating characteristics of a physical object or group of physical
objects;

(i) generating object data representing said one or more discriminating characteris-
tics of said physical object or group of physical objects; (iii) communicating said ob-
ject data to a system according to the third aspect of the present solution; (iv) receiv-
ing digitally signed identification data from said system in response to said com-
municating of said object data; (v) reading a marking provided on or in combination
with the physical object or group of physical objects, respectively, to obtain there-
from digitally signed, optionally also encrypted, identity information; (vi) verifying the
correctness of each of the digital signature of the identification data and the digital
signature of the identity information; (vii) comparing the received identification data
with the obtained identity information to verify the authenticity of said object or group
of objects based on the result of this comparison; and (viii) outputting authentication
information indicating whether, according to the results of the verifications said phys-

ical object or group of physical objects was determined to be authentic.

Specifically, a determination of authenticity may require that both verifications are
successful, i.e. that the digital signatures correctly identify the expected/claimed
originator, e.g. the correct object recognition system and object originator (e.g. man-
ufacturer in case of products) and the comparison of the received identification data
with the obtained identity information results in a match according to one or more
predetermined matching criteria. The term "verifying the correctness of a digital sig-
nature", as used herein, refers to the common approach of verifying the originality of
a digital signature, particularly comprising reading it by applying the related public
key of the assumed originator in order to examine whether it is original, i.e. signed

with the related secret private key of said originator.
Particularly, the object authentication device, may be mobile device, e.g. a device

being specifically designed for the purpose of authentication or a general-purpose

device, like a smart phone or portable computer being specifically programmed to
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perform said method of authentication and using one or more of its sensors, e.g. a
camera, a microphone or an RFID reader, for the detection of object data. The ob-
ject authentication device may thus be a device that can be variably used at different
locations, e.g. along a supply chain of products. It serves on the one hand as a de-
vice for generating object data relating to the object or group of objects to be au-
thenticated, by means of sensor-based detection of one or more discriminating
characteristics of same. The object data is then communicated to the system for
object recognition, which may particularly be a central entity serving a plurality of
object authentication devices, and which processes the object data by means of a
machine-learning-based object recognition process to obtain original discriminating
data representing one or more collision resistant virtual representations of the physi-

cal object or group of physical objects.

The system for object recognition further compares at least one of the discriminating
data and an original hash value derived therefrom by application of a pre-
determined cryptographic hash function thereto with reference data stored in one or
more data repositories with restricted access. If said comparison with the reference
data results in a match, i.e. if the object or group of objects is recognized, the sys-
tem outputs, specifically communicates to the respective object authentication de-
vice, digitally signed identification data comprising said hash value, i.e. identification

data relating to the recognized object or group of objects.

The object authentication device then serves, on the other hand, as a device for
actually authenticating the object or group of objects, i.e. for verifying its originality,
by comparing the received identification data to the identity information obtained
from the object or group of objects itself, e.g. from a barcode, RFID-chip or any oth-
er suitable marking provided on the object/group of objects or a packaging or other
material provided therewith. Particularly, the marking may comprise an, optionally
encrypted, representation of the digital signature of the identity information or a rep-
resentation of a pointer indicating a location where said digital signature can be ac-

cessed.

If applied, the encryption of the representation of a digital signature and/or the rep-
resentation of the pointer indicating a location where said digital signature can be
accessed adds yet another level of security, because the respective representations

first need to be decrypted, which requires knowledge of the encryption scheme and
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the correct cryptographic key, before the digital signature can be read. The encryp-
tion may particularly be based on a known symmetric or an asymmetric encryption
scheme, e.g. according to the well-known AES (symmetric) or RSA (asymmetric)

cryptographic schemes.

The term "pointer indicating a location where said digital signature can be ac-
cessed", as used herein, may be in particular a pointer to a local or remote database
or to a server address or Internet address, e.g. a hyperlink or similar, at which the
digital signature can be accessed, e.g. downloaded. The pointer may particularly be
implemented using an RFID transmitter or a single- or multi-dimensional barcode,
such as a QR-Code or a DATAMATRIX-code as its representation.

Specifically, in some embodiments, the comparison of the received identification
data with the identity information is implemented by means of comparison of two
respective hash values, i.e. the original hash value represented by the identification
data and a corresponding hash vale obtained from/via the marking. If the two hash
values match, this indicates that the physical object is authentic, and the marking
has not been tampered with. Otherwise, i.e. if they do not match, this indicates that
some sort of fraud might have happened since the originator applied the marking to

the physical object.

In some embodiments, in case the authentication fails or determines a lack of au-
thenticity, the object authentication device may output itself, or cause another entity
to output, an alarm signal to indicate the failure or lack of authenticity, respectively,

e. g. to a human user or to another device.

Thus, within the framework of the present solution, the object authentication device
can interact with said system of object recognition to safely authenticate an object or
group of objects. Therein, unlike in the PUF-based solutions referred to above, the
objects to be authenticated do not need to be specifically marked with a PUF and
the discriminating characteristics of the objects do not need to be defined and fixed
upfront but may instead be determined and continuously refined by the machine-

learning-based recognition process used by said system of object recognition.

In the following, further selected embodiments of the object authentication method

are described, which may be arbitrarily combined with each other or with other as-
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pects of the present solution described herein, unless such combination is explicitly

excluded, inconsistent or technically impossible.

In some embodiments, said sensor-based detecting of one or more discriminating
characteristics of the physical object or group of physical objects comprises detect-
ing at least one discriminating characteristic that is, at least substantially, invariant
under variations of the environmental conditions at which said at least one discrimi-
nating characteristic is being detected. This may be the case, for example, if the
discriminating characteristics is provided by an object-specific characteristic signal
emitted by an RFID-label attached to the object. Also, specific properties of the ma-
terial of the object may in some instance show such invariances. In this way the reli-

ability of the overall object authentication process may be safeguarded.

In some embodiments, the method further comprises: including the original hash
value or another object-specific information contained in the identification data into
the output authentication information. This may serve multiple purposes. In particu-
lar, this may be used to inform a user of the object authentication device about the
original hash value or another object-specific information, respectively, if the authen-
tication information is output at a man-machine-interface, such a display. Moreover,
the output may serve to similarly inform another automated process, e.g. via a re-

spective machine-to-machine interface.

Furthermore, in some related embodiments, the method further comprises a storing
process, wherein the storing process comprises digitally signing and storing or caus-
ing another device, such as a separate and optionally even remotely located com-
puter being configured to perform (i) blockchain mining or (ii) writing into a node of a
blockless distributed ledger, respectively, to store said original hash value or said
other object-specific information, or both, in the digitally signed form into (i) a block
of a first blockchain or (ii) into a node of a first blockless distributed ledger, respec-
tively. This enables a secure, reliable storage with very high data integrity, such that
it is essentially impossible to manipulate or erase or otherwise taper with or lose
such data, e.g. due to unintended or deliberate deletion or due to data corruption.
Thus, the complete authentication history remains available. Furthermore, the stored
information can be accessed wherever access to the blockchain is available. This
allows for a safe and distributed storage and access to the stored data, e.g. for in-

tegrity verification purposes such as checking whether a supplier of a product (ob-
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ject) was in fact the originator of the product, or not. Based on this embodiment, the
physical world, to which the objects belong, can be connected to the power of block-
chain technology. Thus, a high degree of traceability of the origin and supply chain

of physical objects, such as products, can be achieved.

In some related embodiments, the storage process further comprises: (i) reading a
marking provided on or in connection with the physical object or group of objects to
be authenticated or detecting one or more selected properties of said object or
group of objects to obtain supplementary information relating thereto; and (ii) digital-
ly signing and storing or causing another device to store said supplementary infor-
mation in the digitally signed form into a block of second blockchain being separate
from the first blockchain or into a node of a second blockless distributed ledger be-
ing separate from the first blockless distributed ledger. For example, the supplemen-
tary information may be supply chain-related information and may particularly com-
prise one or more of the following: (i) location information pertaining to a location
where the supplementary information was acquired by the object authentication de-
vice; (ii) authentication information of a user of the object authentication device; (iii)
time and/or date information indicating the point in time at which the supplementary
information was acquired by the object authentication device; (iv) a product identifi-
cation, serial number, and/or batch number of an object being marked by the mark-
ing; (v) a manufacturing date or an expiration date of an object being marked by the

marking; (vi) information identifying a manufacturing location of the product etc.

These embodiments allow for additionally storing and thus saving the supplemen-
tary information, into a respective second blockchain, thus providing the advantages
discussed in connection with the immediately preceding embodiment also in relation
to the supplementary information. Using different blockchains or blockless distribut-
ed ledgers for the original hash value or said other object-specific information on the
one hand and for the supplementary information on the other hand further provides
the advantage of easily supporting a combination of an existing (second) block chain
or blockless distributed ledger, respectively, for the supplementary information with
an additional first blockchain or blockless distributed ledger, respectively, for the

original hash value or said other object-specific information.

Accordingly, different access rights can be easily enabled and the management of

the blockchains can be in the hands of different authorities. In particular, these em-
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bodiments may be used to verify both whether a supplier of a product was in fact its
originator, and whether the supply chain was as expected, or not. Furthermore, this
can be used for both (i) examining the marking/object in view of whether it has been
counterfeited or tampered with, and (ii) reading from the marking and outputting ad-
ditional information, such as supply-chain or other logistics information. In addition,
however, the combination of both uses (i) and (ii) can be utilized to further increase
the security aspect of the present object authentication solution, because such addi-
tional information, like supply chain information, can be used to retroactively identify
locations or persons being involved in supply chain, where a potential fraud might
have happened as well as potential related dates or time frames. Accordingly, an
object authentication device adapted to perform the method of these embodiments
is a dual-use or even multi-use device, which increases the ease of use and reduces
the number of different devices needed to read the complete composite security

marking.

In some related embodiments, the storage process further comprises in the block-
chain case: (i) when storing said original hash value and/or said other object-specific
information in a block of the first blockchain, including a cross-blockchain pointer,
which logically maps the block of the first blockchain to a corresponding block of the
second blockchain, into the block of the first blockchain; and (ii) when storing the
supplementary information in a block of the second blockchain, including a cross-
blockchain pointer, which logically maps the block of the second blockchain to a

corresponding block of the first blockchain, into the block of the second blockchain.

Similarly, the storage process further comprises in the blockless distributed ledger
case: (i) when storing said at least one of said hash values in a node of the first
blockless distributed ledger, including a cross-ledger pointer, which logically maps
the node of the first blockless distributed ledger to a corresponding node of the sec-
ond blockless distributed ledger, into the node of the first blockless distributed ledg-
er; and (ii) when storing the supplementary information in a node of the second
blockless distributed ledger, including a cross-ledger pointer, which logically maps
the node of the second blockless distributed ledger to a corresponding node of the
first blockless distributed ledger, into the node of the second blockless distributed

ledger.
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In this way, the two blockchains or two blockless distributed ledgers, respectively,
can be interconnected by the cross-blockchain pointers or cross-ledger pointers,
respectively, which can be used to further increase the achievable security level of
the present object authentication solution. In particular, this can be used to track
down attempts of tampering with or counterfeiting marked objects at different points
along a supply chain. For example, this embodiment allows for tracking down a loca-
tion and/or a point in time of such an attempt or, in case of a mandatory authentica-
tion at the object authentication device, an identification of a user or entity being

involved with such an attempt.

In some embodiments, the authentication information is output, at least in part, in
the form of a one-dimensional or a multi-dimensional barcode, such as a DATAMA-
TRIX code or a QR code. This enables the use of readily available barcode scan-
ners for the further processing of the output authentication information, which may
be particularly advantageous, where the object authentication device is integrated
within or interacting with an automated production line or other processing line,
where its outputs need to be further processed by algorithms processed by the line

rather than by a human user.

In some embodiments, the method further comprises: if according to authentication
information said physical object or group of physical objects was not determined to
be authentic, repeating the method of object authentication until the earlier of (i) a
successful authentication or (ii) a fulfillment of a predetermined termination criterion.
For example, the termination criterion may be defined in terms of a number of failed

authentication attempts.

In some embodiments, the method further comprises performing a user authentica-
tion and allowing or denying the user to perform an object authentication with said
object authentication device based on the result of the user authentication. This can
be advantageously used to further increase the security of the solution by preventing
unauthorized users from successfully interacting with the object authentication de-
vice and thus getting involved in the security chain provided by the present solution.
Furthermore, this can be used to acquire user identity or other user related infor-
mation, which can be used to increase the transparency of the flow of physical ob-
jects, particularly products, to be authenticated along a supply chain. In case of se-

curity concerns, this information can then be used to track down potential threats to
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the security provided by the overall solution and to identify locations or persons

which might be related to such threats.

In some embodiments, the method further comprises communicating the authentica-
tion information and/or the identification data, in whole or part, and/or further infor-
mation derived therefrom, over a communication link to an opposing side. Particular-
ly, the communication might be adapted to sending and receiving data over a wire-
line, wireless, or optical communication link, such as by way of example and without
limitation a communication link based on wireless LAN, Bluetooth, cellular network
or a classical telephone line. Such communication link may be used for a variety of
different purposes, including for sending acquired information, e.g. the output au-
thentication information, to an opposing side, which might for example be a central
security instance, such as a trust center comprising a central security server, which

might form a component of the present authentication solution.

In some related embodiments, the method further comprises capturing and sending
security-related information over a communication link to an opposing side. Said
opposing side might for example be said trust center mentioned above. In particular,
such sending of security-related information may occur randomly or may be specifi-
cally triggered according to a predetermined trigger scheme or remotely, e.g. by the
opposing side. This allows for a remote monitoring of the security status of the ob-
ject authentication device itself, and/or of security-related events the object authenti-
cation device is involved in. Such a security-related event might for example be a
detection of a marking/object that has been counterfeited or tampered with, accord-
ing to the authentication information or other security-related information provided by

the object authentication device.

Specifically, according to related embodiments, the security-related information
comprises one or more of the following: (i) location information characterizing a cur-
rent or past location of the object authentication device; (ii) user data characterizing
or identifying a user of the object authentication device; (iii) network data character-
izing the communication link; (iv) information characterizing an attempt or actual act
detected by at least one sensor of the object authentication device or a correspond-
ing reaction of the object authentication device (e.g. as described above); (v) au-

thentication information generated by the object authentication device.

21



10

15

20

25

30

35

WO 2019/211178 PCT/EP2019/060704

In some related embodiments, the method further comprises detecting a security
event in information contained in a signal received from the opposing side over the
communication link. In particular, this may be used to trigger a transition of the ob-
ject authentication device into a safe mode or even its deactivation, in case an au-
thorized opposing side, e.g. a central security center, sends information containing
such security event to the object authentication device, in order to avoid any nega-
tive impact, the object authentication device might otherwise have on the overall
authentication system. Such negative impact might result, for example, if any com-
promising act such as an unauthorized intrusion or firmware/software modification at
the object authentication device or a use by an unauthorized person or at an unau-
thorized location has occurred and been communicated to or otherwise detected by

the opposing side.

In some related embodiments, the method further comprises sensor-based detect-
ing of one or more of the following as a security event: (i) an attempt or actual act of
physical intrusion into the object authentication device; (ii) an attempt or actual act of
locally or remotely accessing an internal control functionality of the object authenti-
cation device, wherein such access is not available to a user of the object authenti-
cation device in the course of its normal operation. Specifically, such attempted ac-
cess might be directed to taking over control of the functionality of the object authen-
tication device or to modifying same. Consequently, this embodiment may be advan-
tageously used to further increase the security level of the present object authentica-
tion solution, and particularly to protect both the object authentication device itself

and the whole solution presented herein against unauthorized intrusion and tamper-

ing.

In some related embodiments, the method further comprises performing one or
more of the following security measures in reaction to detection of a security event:
(i) locking the object authentication device such as to limit or prevent its further use;
(i) self-destroying at least one functional part of the object authentication device or
destroying data stored therein in order to prevent its further use or access by a user;
(iii) outputting an error message. In particular, the security measures may be con-
sidered specific measures for turning the object authentication device into a safe or

mode or for deactivating it, as described above.
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A sixth aspect of the present solution is directed to an object authentication device

being adapted to perform the method of the fifth aspect.

In some embodiments, the object authentication device is integrated or otherwise
forms a component of one or more of the following: a handheld device, e.g. a prod-
uct or barcode scanning device; a production, quality control or commissioning
equipment; a production or quality control or commissioning line; a flying object, e.g.
a drone; a robot, e.g. an agricultural robot; an agricultural machine. This allows for
an integration of the object authentication device's functionality into a system having
additional or broader functionality, particularly in an automated or semi-automated
manner. For example, in the case of a production quality control or commissioning
line the object authentication device may be integrated into the line in such a way
that it automatically reads the markings on the products running along the line in
order to perform an initial capturing of the related data. That captured data may then
be stored into a related database or compared to already stored data for the sake of
verifying that the production or commissioning line produces respectively commis-
sions the intended set of products. Similarly, at one of more nodes of a supply chain,
such as logistics centers, such object authentication devices may be integrated in-
line into identification and transport systems, e.g. conveyors, in order to automatical-
ly or semi-automatically (e.g. in the case of a handheld device) check and verify the
authenticity of the products, before shipping them to a next node in the supply chain.

The same applies to a final node, i.e. to a recipient and/or end user of the products.

According to a further preferred embodiment, the object authentication device is a
portable electronic communication terminal. Without limitation, the object authentica-
tion device may for example be a smart phone or portable computer, e.g. a tablet
computer. A communication link to the system for object recognition may then be
established using the communication capabilities which are anyway present in the

electronic communication terminal, e.g. for cellular communication.

A seventh aspect of the present solution is directed to a computer program compris-
ing instructions, which when executed on one or more processors of an object au-
thentication device according to the sixth aspect causes the object authentication

device to perform the method of the fifth aspect.
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The computer programs of the fourth and/or the seventh may be particularly imple-
mented in the form of a data carrier on which one or more programs for performing
the respective method are stored. This may be advantageous, if the computer pro-
gram product is meant to be traded as an individual product in individual product
independent from the processor platform on which the one or more programs are to
be executed. In another implementation, the computer program product is provided
as a file on a data processing unit, particularly on a server, and can be downloaded
via a data connection, e.g. the Internet or a dedicated data connection, such as a

proprietary or local area network.

Accordingly, the explanations provided above with respect to the method of the fifth
aspect applies mutatis mutandis to the object authentication device according to the
sixth aspect and the computer program according to the seventh aspect of the pre-

sent solution.

An eighth aspect of the present solution is directed to a system for automatic object
authentication, comprising the system for automatic object recognition of the third
aspect and an object authentication device of the sixth aspect, the system and the
object authentication device being configured to collectively recognize and authenti-

cate a physical object or group of physical objects.

BRIEF DESCRIPTION OF THE DRAWINGS

Further advantages, features and applications of the present object authentication
solution are provided in the following detailed description and the appended figures,

wherein:

Further advantages, features and applications of the present object authentication
solution are provided in the following detailed description and the appended figures,

wherein:
Fig. 1 schematically illustrates an overview of a preferred embodiment of the pre-

sent object authentication solution, including a system for automatic object authenti-

cation;
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Fig. 2 schematically illustrates a method of training the system shown in Fig. 1,
according to a preferred embodiment of the present object authentication solution
and its application to a physical object comprising as consumable goods a set of
pharmaceutical tablets arranged in blister packs and a related packaging for the

blister packs;

Fig. 3A schematically illustrates a method of automatic object recognition and au-
thentication using the system shown in Fig. 1, according to a preferred embodiment
of the present object authentication solution, in a case where an examined object is

successfully recognized;

Fig. 3B schematically illustrates the same method of automatic object authentication
as in Fig. 3A, but in a case wherein the examined object is not successfully recog-

nized;

Figs. 4A and 4B show a flow chart illustrating a method of automatically authenti-
cating an object with an object authentication device, according to a preferred em-

bodiment of the present object authentication solution;

Fig. 5 a schematic overview of a preferred embodiment of the present object au-

thentication solution involving a PKI environment; and

Fig. 6 schematically an evolution of a set of two cross-connected blockchains along
a supply chain for a product being marked with a security marking, according to pre-

ferred embodiments of the present object authentication solution.

In the figures, identical reference signs are used for the same or mutually corre-

sponding elements of the solution described herein.

DETAILED DESCRIPTION

Fig. 1 illustrates system aspects of an overall object authentication solution 1 ac-
cording to a preferred embodiment of the present invention. Method aspects of the
solution 1 will be described below with reference to the further figures. The solution
1 comprises a system 2 for automatic object authentication which in turn comprises

one or more object authentication devices 4 (only one of them is shown), each of
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which may particularly be a mobile device, such as a mobile object authentication
device or even a mobile computer, e.g. tablet computer, or smart phone having at
least one sensor for capturing or measuring properties of a physical object A or a
group of physical objects to be authenticated. Each of the object authentication de-
vices 4 comprises a sensor unit 4a, a processing unit 4b, and a memory 4c. The
memory 4¢ stores a computer program being configured to be executed on the pro-
cessing unit 4b in order to control the respective object authentication device 4, in-
cluding its sensor unit 4a, and in particular to cause the respective object authenti-
cation device 4 to perform an object authentication method, e.g. as described below
with reference to Figs. 4A/4B and 5A/5B. The object authentication device 4 may
further comprise a security device 4d comprising one or more sensors for detecting
a security event, such as an attempt or actual act of physical intrusion into the object
authentication device 4, or an attempt or actual act of locally or remotely accessing
without authorization an internal control functionality of the object authentication
device 4. Preferably, the security device 4d interacts with or further comprises a
security defense arrangement 4e to protect the object authentication device 4 in
case a security event was detected. Particularly, the security defense arrangement
4e may be adapted to perform a step similar to step S5 of Fig. 4A, described in
more detail below. For example, the security defense arrangement 4e may be con-
figured to lock a user interface of the object authentication device 4 in case a securi-
ty event is detected or to activate a self-destruction of a security chip contained in
the object authentication device 4, in order to protect data stored therein, including
for example a private cryptographic key or other security-relevant data such as au-
thentication data. In addition to or instead of the security device 4d, the object au-
thentication device 4 may comprise a monitoring device 4f, that is configured to de-
tect a security event indicated in information contained in a signal received from an
opposing side over said communication link. For example, in case such opposing
side, e.g. a trust center, learns about a broader attempt to attack the security and
integrity of object authentication devices 4 being distributed in the field, e.g. along a
given supply chain, such signal may be used to proactively trigger a blocking (at
least temporarily) of any further use of the object authentication devices 4 in the field
in order to prevent tampering with the object authentication devices 4 by such at-

tacks.

The system 2 for object authentication further comprises a system 3 for object

recognition, which may particularly be implemented as a central backend system
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acting together with said one or more object authentication devices 4. The system 3
may in addition serve as the opposing side or trust center mention above in connec-

tion with the security aspects of the object authentication device 4.

The system 3 for object recognition comprises a recognition subsystem 3a, which in
turn comprises a data analysis module 5, which is configured to analyze object data
provided by one or more of the object authentication devices 4 using one or more
machine-learning-based algorithms (e.g. one or more neural networks), which may
particularly comprise algorithms for pattern recognition and the like. To that purpose,
the data analysis module 5 comprises a processing unit 5a with one or more CPUs,
and a memory 5b. The memory 5b stores one or more computer programs being
configured to be executed on the processing unit 5a (or alternatively on a distributed
processing platform (not drawn)) and to implement said one or more algorithms. The
recognition subsystem 3a further comprises a data processing module 6 configured
to further process outputs data of the data analysis module 5, as will be described in
more detail below. To that purpose, the data processing module 6 comprises a pro-
cessing unit 6a with one or more CPUs, and a memory 6b. The memory 6b stores
one or more computer programs being configured to be executed on the data pro-
cessing module 6 and to implement said data processing. The data analysis module
5 and the data processing module 6 jointly form a data processing platform 3b of the
recognition subsystem 3a. In fact, in some embodiments, the data analysis module
5 and the data processing module 6 may be implemented jointly as a single module
forming the data processing platform 3b, which may particularly and without limita-

tion comprise only a single processing unit and a single memory.

The recognition subsystem 3a further comprises a first data repository 7, which may
be implemented particularly as a database. As will be explained in more detail be-
low, the first data repository 7 is configured to store and provide reference data re-
sulting from the data processing performed by the data processing module 6 on the
basis of analysis results being output by the data analysis module 5 in the course of

training the system 3 for object recognition.

The system 3 for object recognition further comprises a second data repository 8,
which is implemented separate from recognition subsystem 3a. The second data
repository 8 is configured to store and provide a subset of reference data resulting

from the data processing performed by the data processing module 6, as will be
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explained in detail below. External to the system 2 for automatic object authentica-
tion, the object authentication solution 1 may comprise an external data ledger 9,
which may particularly be implemented by a blockchain environment, a blockless
distributed ledger environment, or a PKI environment, or a combination of one or
more of the aforementioned. Each of the above-mentioned components 4 to 9 are
connected to each other, as shown in Fig. 1, by a set of secured data links L1 to L6.
Each of the data links L1 to L5 may individually be selected to be of the wireline,
wireless or optical type or any other suitable data transmission type. The securing of
the data links may particularly include data encryption. Also, other protection
measures are possible of course, e.g. physical protection (esp. against interception

or destruction) in the case of physical data lines.

Fig. 2 schematically illustrates a method of training the system 3 shown in Fig. 1,
according to a preferred embodiment of the object authentication solution 1. In
preparation of the training, an object authentication device 4, which in this case is
typically a central object authentication device 4-1 provided at the location of the
system 3, uses its sensor unit 4a to capture, particularly measure, properties of a
known physical object A and output corresponding results in the form of object data
OD. The object A may particularly be a product to be subsequently distributed and
which is thus used in the training in order for it to be authenticable by the system 3
once the training is completed. The training is typically performed as part of the pro-
duction or postproduction process of the respective product A, before its distribution

to a supply chain.

The training may be either directed to a specific single instantiation of the object A
or, alternatively, only to its product type in such a way that different instantiations of
the same product type would lead to the same training results and thus these train-
ing results might be used to later authenticate any instantiation of products of such
product type rather than only a specific individual product A. In the non-limiting ex-
ample presented in Fig. 2, the product A is a multipart product comprising a plurality
of consumable goods A1 in the form of a set of pharmaceutical tablets arranged in
multiple blister packs, and a corresponding product packaging A2 for the blister

packs of A1.

In the course of the training process, the data analysis module 5 receives the object

data OD as an input and uses its machine learning-based one or more algorithms to
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analyze the object data in order to derive discriminating data representing one or
more collision resistant virtual representations of the physical object A, based on the
received object data OD. This derived discriminating data is in the following referred
to as "original" discriminating data ODD, in order to distinguish it from similar dis-
criminating data DD being generated in the course of a later authentication process.
The original discriminating data ODD is then forwarded to the data processing mod-
ule 6, where it is processed to the arrive reference data that may be used in a sub-
sequent object recognition/authentication process as a reference. The processing
may particularly comprise generating, by means of performing one or more prede-
fined modification operations, a plurality of collision resistant virtual representations
of the physical object A, such that at least two of these virtual representations repre-
sent the same physical object A, but each at a different condition. Different condi-
tions may particularly refer to different age points in the lifetime of the object A or
different environmental conditions the object might be exposed to in the future, such
as different lighting, temperature or pressure conditions. This allows for creating
reference data which provides a good match to discriminating derived from captured
object data in a later object recognition process, even if said age or environmental

conditions are substantially different than those at the time of training.

The generated reference data is then grouped into a first subset RD1 and a different
second subset RD2 of the reference data, which are each digitally signed and stored
in two different data repositories. In particular, the first subset RD1 is defined such
as to comprise the output CD(ID, AV1) of a data combination function CD(), which is
configured to take identification data ID and a predefined first adjunct value AV1 as
inputs and perform a data combination operation, such as concatenating, mixing
and scrambling, or otherwise mathematically combining the inputs in a predeter-
mined reversible manner, in order to generate said output. The identification data ID
comprises at least a hash value OH being derived by application of a predetermined
cryptographic hash function from the original discriminating data ODD, or parts
thereof, and optionally metadata MD comprising additional information pertaining to
the product or the training. In particular, the metadata MD may comprise information
indicating a time or venue of the training, a user identity of a user operating the ob-
ject authentication device 4 or an apparatus identity of that device 4, a serial number
and/or production date or venue, or one or more preferable invariant properties of
the object A. The adjunct value AV1, on the other hand, may be an arbitrary known

value, even a random value, that is added as a further input to the combination func-
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tion CD(), in order to increase the entropy of the resulting first subset RD1 and thus
enhance the security that may be achieved by encrypting or digitally signing RD1. In
addition, the first subset RD 1 may be stored into the external data ledger 9, particu-
larly for the purpose of creating redundancy and reduce the risk of data loss and for
enhancing the accessibility of the RD1 data. In a similar manner, a second subset of
reference data RD2 is generated by the data processing module 6, wherein RD2
comprises in particular information resulting from applying the same or a different
data combination function CD() to the original discriminating data ODD, or parts
thereof, and a second adjunct value AV2, wherein the latter serves a similar purpose
as AV1 with respect to RD1.

Specifically, the training process may be defined to be iterative, in which case the
data analysis module 5 receives a previous second subset of reference data PRD2,
that was generated in a preceding training iteration pertaining to the same object A,
as a further input when processing the object data OD. Following the training pro-
cess or even as a part thereof, the first subset of reference data RD1, which in-
cludes the identification data ID is forwarded to the object authentication device 4-1
and/or is used to create a marking M, (respectively Ma for product A, specifically),
such as a one or multidimensional barcode, (e.g. a QR code or a data matrix code)
or an RFID tag that is fixed or otherwise attached to or combined with the object A.
The marking M, Ma comprises a coding of the RD1 data. The so marked product A
is then ready to be distributed into a supply chain and the system 3 is trained to rec-
ognize it again at a later occasion based on object data OD captured from product A

at a later point in time and potentially a different venue.

Figs. 3A and 3B schematically illustrate a method of automatic object recognition
and authentication using the system shown in Fig. 1, according to a preferred em-
bodiment of the present authentication solution. Fig. 3A refers to a case, where an
examined object A is being successfully recognized, while Fig. 3B refers to a case,

where an examined object B is not being successfully recognized.

Referring to Fig. 3A, again an object authentication device 4 is used to cap-
ture/measure characteristic information relating to a physical object A, such as a
product, to be investigated and to generate respective object data OD. However,
now the object authentication device 4 will typically be an object authentication de-

vice 4-2 being specifically designed for use in the field rather than at the factory lev-
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el, for example at a node of the supply chain, or in the course of a customs control,
or anywhere else, where tracking and/or authentication of the product for the pur-
pose of detecting counterfeiting is desirable. Accordingly, the object authentication
device 4-2 will typically be different from the object authentication device 4-1 used
during the training process described with reference to Fig. 2 above, which process

is typically conducted at the factory level.

The object data is then sent over the datalink link L1 shown in Fig. 1 to the system 3
for automatic object recognition. In a similar manner, as described above for the
training process, data analysis module 5 generates discriminating data DD and for-
wards them to the data processing module 6. The data processing module 6 ac-
cesses the first data repository 7 to retrieve the reference data RD2 stored therein
during the training process and compares it to the discriminating data DD received
from the data analysis module 5. This comparison may particularly be performed on
the basis of (i) the original hash codes OH comprised in the RD2 reference data,
usually in different object related data sets, each for one of a typically large plurality
of different objects for which a training has been previously performed, and (ii) a
corresponding hash code being derived from the discriminating data DD. If the com-
parison results in a match according to some predefined matching criteria for one of
said object related data sets comprised in the RD2 reference data, which matching
criteria in a simple case may require a mathematical equality of the two compared
hash codes, the data processing module 6 forwards an index IN value pertaining to

the object A respectively the data set for which the match has been found.

The second data repository 8 then selects and forwards the reference data subset
RD1 corresponding to that object A according to the index IN to the object authenti-
cation device 4-2. As mentioned above, the digitally signed RD1 data comprises
identification data pertaining to that object A. The process, as described until now,
may be referred to as an object recognition process, because it results in identifica-

tion data of the recognized object A being returned as a result.

This process, may however be extended to become an object authentication pro-
cess, as described below in detail with reference to Figs. 4A and 4B. As a result of
the object authentication process, authentication data AD will be output by the object
authentication device 4-2 and in a storage step, the received digitally signed RD1

data received from the second data repository 8, or at least selected identification
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information ID comprised in RD1, is stored into the external data ledger 9, e.g. a first
blockchain. Optionally, also supplementary information SI may be stored in the
same or a different external data ledger 9, e.g. a second blockchain, as described in
more detail below. The supplementary information SI may particularly include infor-
mation relating to one or more of the following: a time and/or venue of the object
authentication performed by the object authentication device 4-2, a user identity of a
user operating the object authentication device 4-2, an apparatus identity of that
device 4-2, a serial number and/or production date or venue, or one or more prefer-
able invariant properties of the object A, and an identity of the successfully authenti-
cated object A, which identity is taken or derived from the identification data ID com-

prised in the received RD1 data.

Fig. 3B refers to a case, where unlike in Fig. 3A an examined object B is not being
successfully recognized. This may for example be the case, if no previous training
has been performed with respect to object B, or issues such as detection errors or
data loss or errors arise during the authentication process. While the first part of the
process may be similar to that of Fig. 3A, if a failed authentication is recognized, e.g.
by the data processing module 6, an error signal ERR is forwarded to the second
data repository 8 instead of the index IN and a corresponding error message ERM is
sent to the object authentication device 4-2 to inform it of the failed authentication.
The object authentication device 4-2 may then either repeat the process or output
authentication data AD indicating the failure of the authentication attempt. In addi-
tion, the error message ERM or another equivalent information may be stored into
the external data ledger, optionally again along with corresponding supplementary

information Sl, as described above with reference to Fig. 3A.

Figs. 4A and 4B together show a flow chart (split in two parts connected via con-
nector "C") illustrating a preferred embodiment of a method of automatic object au-
thentication with an object authentication device 4 (such as for example device 4-2
discussed above, to which reference is made in the following description of the
method), according to a preferred embodiment of the present invention. The method
comprises, optionally, a first phase comprising steps S1 to S7, which serve for en-
hancing the security of an object authentication device itself that performs the meth-
od.
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Step S1 is an access monitoring step, wherein sensor outputs of sensors within the
object authentication device are evaluated, in order to detect, as a security event, an
attempt or actual act of physical intrusion into the object authentication device, or an
attempt or actual act of locally or remotely accessing an internal control functionality,
such as a processing device or communication device, of the object authentication
device. If in a further step S2, it is determined that in step S1 a security event was
detected (S2; yes), the method performs a security defense step S5 as a final step,
wherein an error message indicating the security event is output at a user interface
and/or is sent over a communication link to an opposing side, such as a predeter-
mined trust center, which may particularly be identical with or form a part of the sys-
tem 3 for automatic object recognition shown in Fig. 1. Particularly, it may be imple-
mented as part of the data analysis module 5 or the data processing module 6, or as
a separate trust center module (not shown), e.g. a security server, within the system
3. Furthermore, the object authentication device may be locked and/or the object
authentication device or at least data stored therein may be self-destroyed in order
to avoid unauthorized access to the data or any functionality of the object authenti-
cation device. Otherwise (S2; no), the method proceeds to an information monitoring
step S3.

In the information monitoring step S3, a signal is received over a communication
link, (e.g. Link L1 or L6 in Fig.1) from a central authority of the object authentication
solution, such as a trust center providing a security server (e.g. within system 3) and
is evaluated in order to detect whether a security event is indicated by the infor-
mation contained in the signal. If in a further step S4, it is determined that in step S3
a security event was indicated in the information (S4; yes), the method proceeds to
and performs the security defense step S5 as a final step. Otherwise (S4; no), the

method proceeds to an authentication step S5.

In the authentication step S5, a user of the object authentication device is authenti-
cated, e.g. via a suitable user interface, such as a keyboard for inputting a password
or a fingerprint sensor etc. If in a further step S7, it is determined that the authentica-
tion of step S6 failed (S7; no), the method returns to step S7 or, alternatively (not
drawn), to the authentication step S6. Otherwise (S7; yes), the method proceeds to
a second phase, wherein an object A (or B) to be examined is detected for generat-

ing object data OD and outputting same to the system 3.
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Accordingly, this second phase comprises an object detection step S8, wherein one
or more discriminating characteristics of the examined object (or group of objects, as
the case may be) are detected by means of the sensor unit 4¢ of the object authen-
tication device 4-2 and corresponding object data OD representing these character-

istics is being generated.

In the subsequent communication step S9, the generated object data OD is com-
municated over datalink L1 to the object recognition system 3 in order to enable it to
perform the object recognition method described above with reference to Figs.
3A/3B. Step S9 further comprises receiving over the communication link L6 from the
system 3 and in response to said communicating of the OD, the digitally signed
identification data included in the reference data subset RD1 resulting from the per-

forming of the object recognition method.

The method further comprises a reading and signature verification step $10, where-
in a marking M (specifically a marking Ma for object A) provided on the object to be
authenticated is read. Marking M may either itself contain digitally signed identity
information relating to the object A, or may, in the alternative, contain a pointer to a
data source, such as a server in the Internet, where such information may be ac-
cessed. Step S10 further comprises verifying the correctness of each of the digital
signatures of the received identification data and the identity information read from
the marking M in order to confirm the originality of the respective digitally signed

data.

If the signature verification in step S10 fails (S10 — yes), the method proceeds to a
step S12b, where the authentication data to be output thereafter is set so as to indi-
cate that the authenticity of the examined object could not be confirmed. Otherwise
(510 — no), the method proceeds to an authenticity verification step S11, wherein
the received identification data (in RD1) is compared with the identity information
obtained from the marking M. If as a result of this comparison, it is determined ac-
cording to the respective predetermined matching criteria, that the identification data
matches the identity information (S11 — yes), the authentication data to be subse-
guently output is set in a step S12a such as to indicate that the authenticity of the
examined object is confirmed. Otherwise (S11 — no), the method proceeds to step

S12b already described above.
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The method further comprises a storage step $13, in which data representing the
original hash value OH received as part of the identification data (in RD1) into a
block of a first blockchain of the external data ledger 9 and data representing the
identity information, at least in parts, into a block of a second, separate blockchain,
which may particularly belong to the same external data ledger 9. As part of the stor-
ing, related cross-blockchain pointers are added into each of the two blockchains.
The cross-blockchain pointers correspond to each other in the sense that they con-
tain data created and stored at the same authentication event. In particular, the sec-
ond blockchain might be related to supply-chain information, such as time, location
and user identification of the current authentication event. The first blockchain, on
the other hand, is used for tracking the authentication information, in particular,
whether or not at the current authentication event the physical object bearing the
marking M has been successfully authenticated as being original (i.e. not counter-
feited or tampered with). In alternative embodiments, the blockchains may be re-
placed by a blockless distributed ledgers or by a public-private-key (PKI) environ-

ment.

The method further comprises an output step S14, which may be performed before,
simultaneously or (as drawn) after the storage step S13, wherein the authentication
data AD defined in step S12a or S12b, respectively, is output, for example on a user
interface of the object authentication device 4 or in a data stream or file provided at
an electronic or optical interface of the object authentication device 4. The output
data AD being output in step S14 may further comprise all or part of the identifica-
tion information in RD1 and/or of the identity information read from the marking M.
The output data AD may be used for authentication purposes in the field (e.g. at
various nodes along a supply chain of products being marked), or even initially at a
fabrication or commissioning site, when a physical object is initially marked, in order
to verify the marking and in order to capture its content for further use, e.g. for stor-

ing it in a database for subsequent authentication purposes.

Furthermore, the method may optionally comprise a security tracking step S15,
wherein the authentication data being output in the output step S14 and optionally
also a timestamp and/or a current location of the reading event respectively the ob-
ject authentication device (each of which can be considered security-related infor-

mation Sl) is sent over a communication link to a predetermined central server,
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which may for example form a part of a trust center, which in turn may again form a

part of the system 3 for object recognition, as already described above.

Figs. 5 and 6 illustrate further preferred security-related aspects of the overall object
authentication solution discussed above. In particular, Fig. 5 shows an alternative
schematic overview of a basic embodiment of the overall object authentication solu-
tion 1 that allows for verifying, at a recipient R participating in a supply chain, wheth-
er a product A being marked by a marking M (e.g. per Fig. 2) is original and was in
fact provided by the presumed original manufacturer OM positioned upstream in the

supply chain.

To that purpose, original manufacturer OM is equipped with an apparatus for apply-
ing a marking Ma to a product A being subsequently shipped along the supply chain,
as described above with reference to Fig. 2 which comprises or is used in connec-
tion with an object authentication device 4 (4-1), such as the one shown in Fig. 1.
The marking Ma comprises identity information being equal to or derived from the
product-related reference data subset RD1 provided by the system 3 in the course
of performing the training method of Fig. 2. The information being represented by
the marking Ma, including particularly the identity information, is digitally signed with

a private key of the manufacturer OM.

Accordingly, the object authentication device 4-2 is configured to detect discriminat-
ing characteristics of the product A and to access the identity information comprised
in the marking Ma. In addition, the object authentication device 4-2 is configured to
generate a public/private key pair of an asymmetric cryptography system, store the
private key (secure key, SK) in a secured storage space of the object authentication
device 4-2 and provide the public key (PUK) along with the identity information and
optionally further security-related information, such as the current time and/or loca-
tion, to a central security server 10 located in a trust center that is entertained by a
trusted third party. Accordingly, the trust center plays the role of a registration au-
thority, where public keys of one or more object authentication devices 4 are regis-
tered and stored. Preferably, any communication to and from the trust center is pro-
tected by encryption, in particular to prevent "man-in-the-middle attacks". In some
embodiments, the trust center 10 may form part of the system 3 for object recogni-

tion described with reference to Figs. 1 to 3 and may specifically be implemented as
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part of its data processing platform 3b. Alternatively, the trust center may form a part

or function of the external data ledger 9.

In order to increase the available security level, the public key may be provided to a
certification authority of a public key infrastructure (PKI), particularly to a related
certification authority server 12, where the public key is certified and included into a
cryptographic certificate that is made available to manufacturer OM and a validation
authority (server) 11. Now, any further node in the supply chain being equipped with
an object authentication device 4 (4-2) as described herein, such as recipient R, can
request the certificate from the validation authority 11 to use it for examining the
marked product allegedly originating from manufacturer OM for its authenticity. To
that purpose, the object authentication device 4-2 at recipient R runs the authentica-
tion method of Figs. 3A/3B and/or Figs. 4A/B to generate authentication data AD
and confirm based thereon that OM was in fact the originator of the product A or,
otherwise, that the examined product A or its marking Ma have been counterfeited or

otherwise tampered with.

The result of this authentication process, i.e. the authentication data which may op-
tionally further include security-related information, such as the time and location of
the authentication process and/or the identity of a user of the object authentication
device 4-2 carrying through the authentication, are forwarded to and stored on the
central security server 10 of the trust center. This allows for a central monitoring of
the supply chain and early identification of any counterfeiting or tampering issues
occurring along the supply chain. The central security server 10 may further be con-
figured to generate or consolidate and make available via a data interface API track
and trace data reflecting the processing of the product A along the supply chain
based on the matching results and security-related information provided by any ob-

ject authentication devices 4 being involved in the supply chain.

Fig. 6 refers to a further preferred embodiment of the present object authentication
solution, wherein blockchain technology is used in order to safely store and make
available authentication data AD being generated along the supply chain. Specifical-
ly, Fig. 6 schematically illustrates an evolution of a set of two cross-connected
blockchains in parallel to a supply chain for a product A being marked with respec-

tive marking Ma, according to preferred embodiments of the present object authenti-
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cation solution. Particularly, the embodiments of Fig. 5 and Fig. 6 may be combined

within a single solution 1.

The solution of Fig. 6 comprises a first blockchain BC-PUF that is configured to
safely store and make available authentication information, in particular original
hash values OH derived from various products by way of the training process of Fig.
2, as described herein. In addition, a second blockchain BC-SCM is provided, which
is configured to safely store and make available supply-chain information, such as
serial numbers of the products, dates and locations of authentications of the prod-
ucts and their markings, etc. Particularly, such supply-chain data may be stored in
the second blockchain BC-SCM in the form of or in addition to related hash values
being generated from such data by application of a suitable hash function. The two
blockchains BC-RD1 and BC-SCM, which are both configured to track the motion of
the products along the supply chain, have their related blocks, i.e. the blocks con-
taining data pertaining to the same checkpoint along the supply chain, linked by
cross-blockchain pointers, thus providing references from and to corresponding

blocks.

At a first node of the supply chain, which is owned by an original manufacturer OM
of a product A, this product A is marked with a marking Ma, as described herein, e.g.
of the kind shown in Fig. 2. Again, an object authentication device 4 (4-1), as de-
scribed above with reference to Fig. 1, may be used for this purpose. In the course
of this marking process, discriminating characteristics of the product A are detected
by the object authentication device 4-2 and using the authentication method of Figs.
3A/3B and/or Figs. 4A/4B reference data RD1 comprising in particular the original
hash value OH of the successfully recognized product A (or an error message ERM
in the alternative) are received form system 3. Optionally, this original hash value
OH is confirmed by comparing it to a corresponding hash value provided by the
marking Ma. Then, the hash value OH is stored in a first block of the blockchain BC-
RD1 as an initial original hash value as part of a first stored transaction #1 originated

by manufacturer OM.

The marking Ma of the product A further comprises a second digital signature that
includes a second hash value being derived from supply-chain related data pertain-
ing to manufacturer OM. This second hash value is read from the marking Ma, using

the object authentication device 4-2, and stored to a first block of the second supply
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chain BC-SCM as part of a first transaction #1 originated by manufacturer OM, op-
tionally along with further supply-chain related data. Both of these two first blocks
contain data corresponding to the initial step of the supply chain being owned by
manufacturer OM and accordingly in each of the two blocks a cross-blockchain
pointer to the respective corresponding block in the other blockchain is added, in

order to allow for cross-referencing.

In a next step along the supply chain, product A reaches a second, intermediate
node C, which might for example be owned by logistics company being responsible
for the further transportation of the product along the supply chain. Node C is
equipped with a further object authentication device 4-2-C and thus performs an
examination of the product A by running the method of Figs. 3A/3B and/or Figs.
4A/4B on said object authentication device 4-2-C in relation to the marking Ma of
product A. If this examination confirms manufacturer OM as the originator of the
product A, a respective transaction #2 confirming the positive examination is stored
into a second block of the first blockchain BC-RD1. Otherwise, said stored transac-
tion #2 indicates a negative result of the examination, thus indicating a fraud in rela-
tion to product A respectively its marking Ma. In addition, an alarm or error message
may be output, e.g. on a user interface, of the object authentication device 4-2-C, or
an alarm/error message might be sent to the central trust center 10 via communica-

tion link in order to indicate said negative result.

The second block is cross-linked to the previous, i.e. first, block of said blockchain
by addition of the block hash of said previous block. This entry into the first block-
chain BC-RD1 confirms that the product A was examined at node C with the respec-
tive result. The initial original hash value OH remains available via the cross-link to
the first block. Similarly, as in the previous node, supply chain information is gener-
ated from the second digital signature of the marking Ma and further data related to
the node and stored in the second blockchain BC-SCM as a transaction #2. Also, in
this second supply chain BC-SCM, the second block is cross-linked to the previous
first block by storing a block hash of said previous block in the second block. Again,
a cross-blockchain pointer is added in each of the second blocks to allow for cross-

referencing between them.

In a next step along the supply chain, product A reaches a third, intermediate node

d, which might for example be a remote logistic station that is not equipped with an
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object authentication device 4 but instead only with a conventional scanner 13 that
is only capable of reading the second digital signature comprised in the marking Ma
of product A. Unlike in the previous nodes, at node d only supply chain related data
is written to a third block of the second supply chain BC-SCM as a transaction #3,
similarly as in node C. However, no data is stored in the first supply chain BC-RD1,
as the scanner 13 is not capable of detecting discriminating characteristics of prod-

uct A and of generating related object data OD.

Finally, in a fourth step along the supply chain, product A reaches node E, which
might for example be a final destination or a local retailer of the product A. At this
node E, a similar procedure is performed using another object authentication device
4-2-E, as at previous node C and accordingly, similar entries are added to respec-
tive further blocks of both blockchains PC-RD1 and BC-SCM.

The two blockchains serve as a safe public ledger of all of said transactions which
have ever occurred and have been stored since the initiation of said blockchains.
Furthermore, the blockchains provide an extremely high integrity level as they can-
not be manipulated (in practice) and thus their use further enhances the security of
the overall object authentication solution presented herein. In particular, the data
stored in the two block chains can be used to examine both whether manufacturer
OM was in fact the originator of product A and whether the supply chain was as ex-
pected. This examination can be made at each node OM, C, E along the supply
chain that is equipped with an object authentication device 4 and thus can examine
both the product A and its marking Ma and access the data stored in the two block-

chains.

While above at least one exemplary embodiment of the present object authentica-
tion solution has been described, it has to be noted that a great number of variation
thereto exists. Furthermore, it is appreciated that the described exemplary embodi-
ments only illustrate non-limiting examples of how the present object authentication
solution can be implemented and that it is not intended to limit the scope, the appli-
cation or the configuration of the herein-described apparatus’ and methods. Rather,
the preceding description will provide the person skilled in the art with constructions
for implementing at least one exemplary embodiment of the solution, wherein it has

to be understood that various changes of functionality and the device of the ele-
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ments of the exemplary embodiment can be made, without deviating from the sub-

ject-matter defined by the appended claims and their legal equivalents.
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LIST OF REFERENCE SIGNS

object authentication solution
system for automatic object authentication

system for automatic object recognition

3a Recognition subsystem

3b data processing platform

4 object authentication device

4-1 central object authentication device of System 2
4-2 field object authentication device

4a sensor unit of object authentication device

4b processing unit of object authentication device
4c memory of object authentication device

4d security device

de security defense arrangement

4f monitoring device

5 machine-learning-based data analysis module
ba processing unit of data analysis module

5b memory of data analysis module

6 data processing module

6a processing unit of data processing module

6b memory of data processing module

first data repository
second data repository
external data ledger, e.g. blockchain or blockless distributed ledger or

PKI environment

10 central security server

11 validation authority (server)

12 certification authority server

13 scanner

A B (physical) objects to be authenticated

A1 consumable goods, e.g. a set of pharmaceutical tablets arranged in

blister packs
A2 product packaging, esp. packaging for the blister packs of A1

API data interface of trust center
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AV1
AV2
BC-RD1
BC-SCN

C.d,E
CD()
DD
ERR
ERM

ODD
OH
oM
PUK
PRD2

RD1
RD2
Sl
SK
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first adjunct value
second adjunct value
first block chain for reference data

second block chain for supply chain data

nodes of supply chain

data combination function

discriminating data

error signal

error message

identification data

index

secured data links

markings

meta data

object data

original discriminating data

original hash value

original manufacturer

public key

previous second subset of reference data
Recipient, e.g. customer along supply chain
first subset of reference data, including identification data
second subset of reference data
supplementary information

secure (private) key
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CLAIMS

A method of automatic object recognition, comprising:

receiving object data representing one or more discriminating characteristics
of a physical object or group of physical objects;

processing the object data by means of a machine-learning-based object
recognition process to obtain discriminating data representing one or more
collision resistant virtual representations of the physical object or group of
physical objects;

comparing at least one of the discriminating data and an original hash value
derived therefrom by application of a pre-determined cryptographic hash
function thereto with corresponding reference data stored in one or more da-
ta repositories with restricted access;

If said comparison with the reference data results in a match, outputting digi-

tally signed identification data comprising said hash value.

A method of training a system for automatic object recognition, the method
comprising:

receiving object data representing one or more discriminating characteristics
of a physical object or group of physical objects;

processing the object data by means of a machine-learning-based object
recognition process to obtain original discriminating data representing one or
more collision resistant virtual representations of the physical object or group
of physical objects;

storing reference data comprising the original discriminating data and an
original hash value derived therefrom by application of a pre-determined
cryptographic hash function thereto into one or more data repositories with

restricted access.

The Method of claim 2, wherein storing the reference data comprises storing
the original discriminating data into a first one of the data repositories and
storing identification data comprising the original hash value into a separate
second one of the data repositories such that neither the first nor the second
data repository stores both the original discriminating data and the corre-

sponding original hash value.
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The method of claim 2 or 3, wherein processing the object data to obtain said
original discriminating data comprises generating, by means of performing
one or more predefined modification operations, a plurality of collision re-
sistant virtual representations of said physical object or group of physical ob-
jects, such that at least two of these virtual representations represent the
same physical object or group of physical objects, but each at a different

condition.

The method of any one of claims 2 to 4, wherein storing the reference data
comprises storing combined data, which is formed as a combination of the
reference data and an additional adjunct value, which is defined independent
from said reference data, into the one or more data repositories with restrict-

ed access.

The method of any one claims 2 to 5, further comprising iteratively re-training
the system for automatic object authentication based on additional object da-
ta representing discriminating characteristics of a physical object or group of
physical objects, for which respective original reference data has already
been previously generated and stored in the one or more data repositories
during a previous iteration step of training the system, wherein the additional
object data serves as input data for said machine-learning-based object

recognition process.

The method of any one claims 2 to 6, wherein storing the reference data
comprises one or more of the following steps:

storing the reference data in a digitally signed form into at least one of said
data repositories;

storing or causing one or more nodes of a blockchain environment to store
the identification data in a digitally signed form into a block of a blockchain
related to said blockchain environment;

storing or causing one or more nodes of a blockless distributed ledger envi-
ronment to store the identification data in a digitally signed form into at least
one node of said blockless distributed ledger environment;

storing the identification data in a digitally signed form into a storage of a

Public/Private-Key environment.
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10.

11.

The method of any one of the preceding claims, wherein, the method is per-
formed by a system comprising two or more separate devices, which collec-
tively perform the method, and which are communicatively connected to
each other by one or more data links being protected against unauthorized

interception.

A system for automatic object recognition, the system being configured to

perform the method of one or more of the preceding claims.

A computer program comprising instructions, which when executed on one
or more processors of a system for automatic object recognition according to
claim 9 causes the system to perform the method according to any one of

claims 1 to 8.

A method of authenticating an object with an object authentication device,
comprising:

sensor-based detecting of one or more discriminating characteristics of a
physical object or group of physical objects;

generating object data representing said one or more discriminating charac-
teristics of said physical object or group of physical objects;

communicating said object data to a system according to claim 9;

receiving digitally signed identification data from said system in response to
said communicating of said object data;

reading a marking provided on or in combination with the physical object or
group of physical objects, respectively, to obtain therefrom digitally signed
identity information;

verifying the correctness of each of the digital signature of the identification
data and the digital signature of the identity information;

comparing the received identification data with the obtained identity infor-
mation to verify the authenticity of said object or group of objects based on
the result of this comparison; and

outputting authentication information indicating whether, according to the
result of this verification, said physical object or group of physical objects

was determined to be authentic.
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12.

13.

14.

15.

16.

The method of claim 11, wherein said sensor-based detecting of one or more
discriminating characteristics of the physical object or group of physical ob-
jects comprises detecting at least one discriminating characteristic that is, at
least substantially, invariant under variations of the environmental conditions

at which said at least one discriminating characteristic is being detected.

The method of claim 11 or 12, further comprising:
including the original hash value or another object-specific information con-

tained in the identification data into the output authentication information.

The method of claim 13, further comprising a storing process, wherein the
storing process comprises digitally signing and storing or causing another
device to store said original hash value or said other object-specific infor-
mation in the digitally signed form into a block of a first blockchain or a node

of a first blockless distributed ledger.

The method of claim 14, wherein in the storage process further comprises:
reading a marking provided on or in connection with the physical object or
group of objects to be authenticated or detecting one or more selected prop-
erties of said object or group of objects to obtain supplementary information
relating thereto; and

digitally signing and storing or causing another device to store said supple-
mentary information in the digitally signed form into a block of second block-
chain being separate from the first blockchain or into a node of a second
blockless distributed ledger being separate from the first blockless distributed

ledger.

The method of any one of claims 11 to 15, further comprising one or more of
the following:

performing a user authentication and allowing or denying the user to perform
an object authentication with said object authentication device based on the
result of the user authentication;

communicating the authentication information and/or the identification data,
in whole or part, and/or further information derived therefrom, over a com-

munication link to an opposing side;
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17.

18.

19.

20.

21.

capturing and sending security-related information over a communication link
to an opposing side;
detecting a security event in information contained in a signal received from

the opposing side over the communication link.

The method of any one of claims 11 to 16, further comprising sensor-based

detecting of one or more of the following as a security event:

— an attempt or actual act of physical intrusion into the object authentication
device;

— an attempt or actual act of locally or remotely accessing an internal control
functionality of the object authentication device, wherein such access is
not available to a user of the object authentication device in the course of

its normal operation.

The method of any one of 11 to 17, further comprising performing one or

more of the following security measures in reaction to detection of a security

event:

— locking the object authentication device such as to limit or prevent its fur-
ther use;

— self-destroying at least one functional part of the object authentication
device or destroying data stored therein in order to prevent its further use
or access by a user;

— outputting an error message.

An object authentication device being adapted to perform the method of any

one of claims 11 to 18.

A computer program comprising instructions, which when executed on one
or more processors of an object authentication device according to claim 19
causes the object authentication device to perform the method according to

any one of claims 11 to 18.
A system for automatic object authentication, comprising the system for au-

tomatic object recognition of claim 9 and an object authentication device of

claim 19, the system of claim 9 and the device of claim 19 being configured
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to collectively recognize and authenticate a physical object or group of physi-

cal objects.
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