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SYSTEM AND METHOD FOR MEASURING WIRELESS DEVICE AND

NETWORK USAGE AND PERFORMANCE METRICS

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates generally to wireless devices and networks, and in
10 particular, to systems and related methods for measuring wireless device and

wireless network usage and performance metrics.

2. Description of the Related Art

Traditionally, consumers have uéed wireless devices for basic telephony
with limited use of basic one-way text messaging features and enterprise based
15 data applications. The recent growth in the wireless industry along with the
popularity of the internet has led to a natural convergence of the two. This new
combined communications application and set of services including applications
such as wireless web microbrowsing, web clipi:ing applications, one-way and two-

way text messaging, are commonly referred to in the industry as wireless data,
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wireless internet, or wireless web services. Mobile telephone handsets, pagers,

and personal digital assistants (PDAs), for example, all now have wireless data

capabilities and are commonly referred to in the industry as wireless devices.

Wireless data 1s an enhancement to traditional wireless services provided
by cellular, PCS, SMR, and paging network operators. The Wireless Application
Protocol (WAP) is a key enabler of wireless data — with wireless device users now
able to browse internet sites, purchase goods and services, send and receive email,
have a broad array of internet content pushed to their wireless devices, and access
corporate and personal information using their wireless devices. Today in the
United States carriers have rolled these wireless data services out over networks
such as circuit-switched and CDPD, but these and other services will soon be

provided over faster, more advanced wireless network technologies, for example

' High Data Rate [HDR], General Packet Radio Service [GPRS], Enhanced Data

Rates for GSM Evolution [EDGE], 1XRTT, CDMA2000, and Wideband CDMA

'W-CDMAL.

Wireless data industry participants such as service providers, advertisers,
content providers and electronic and mobile commerce companies have a need for
information on consumer activity and usage of wireless data. First, for example,
there exists a need to collect information on the activity and usage behavior of
wireless data users. Consumer usage, audience, and purchase information
statistics are staples in most developed industries. There 1s a need to rapidly make

these information streams available to all participants of this new and not well
2
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understood industry in order to expedite the development of more effective service
and product offerings — thereby improving the satisfaction level of users,
accelerating the overall growth of the industry, and saving industry participants
time and money by avoiding uninformed strategies and initiatives. Second, for
example, there 1s a need to make available to the wireless industry a continuous, .
real-time set of independent and unbiased network and device performance data.
Not only 1s there a need by network operators and device manufacturers to
benchmark the performance of their own networks and d;evices specifically as it

relates to wireless data and more traditional wireless voice applications, but also

there 1s a need to provide to sellers, advertisers, and content providers objective

data on the level of service customers are receiving from wireless network and
device partners. Third, for example, there is a need to integrate these information
streams together, thereby providing industry participants an improved
understanding of how wireless network service levels and device performance
characteristics (and changes in them) impact wireless data user behavior. For
instance, there is a need by electronic and mobile commerce companies to
quantify “lost revenue” resulting from a failed wireless transaction due to poor

I#

network performance.
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Usage, Audience, and Purchase Information

While the popularity of wireless telephony and WAP-based data services
1s surging, there has been no reliable system for measuring wireless data user
behavior. Today, competitive marketing information on the wireless data industry
1s obtained primarily through consumer surveys, the accuracy of which are

unreliable and often in question by the industry.

As a result, there 1s an acute demand for a more accurate service that
monitors user activity and usage of wireless data. Wireless network operators,
wireless device manufacturers, advertisers, and content providers are all looking
for more accurate and detailed information to be able to better understand the
behavior, experiences, and needs of wireless data users. Limited data presently
exists on even the most basic of questions regarding wireless data users — the
numbers and demographics of users; what wireless devices and networks they use;
when, how often, for how long, and from what location they access the wireless
internét; what sites they visit; what transactions they execute; what advertisements
they view/redeem, etc. As the industry advances and matures and users of
wireless data become more sophisticated, the ability to track user behavior over
time will also become particularly important. Services exist in the wired internet
and other industries that provide this type of consumer usage, audience rating, and

purchase data.
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Creating a system and method to effectively and accurately collect wireless
data consumer usage and activity mnformation poses a number of challenges over
the wired internet industry. For instance, challenges typically confronted where
wireless devices are involved include restricted memory capacity, power
limitations, limited processing powér, multiple proprietary operating systems with
Iimited interfaces, and the like. Furthermore, there is a need to accommodate
activity relating to different wireless network protocols, each designed according
to i1ts own specifications. Moreover, there is a need to track activity across a range

of data applications and protocols including for example WAP, web clipping

apphications, HTML, WML, and XML browsers.

As the wireless data industry prepares for the expected flood of new
wireless data users, there exists a strong market need for improved wireless data

consumer usage and activity information.
Network/Device Performance Information

A strong market need exists for a system to monitor the performance of
wireless data networks and wireless devices. At present, there is no industry
standard for “Quality of Service” (QOS) data on the performance of wireless data
networks. Currently, network operators generally conduct proprietary drive test
network benchmarking activities solely for their own internal use. Network
operators generally do not make this information available to external parties,

such as dotcoms, internet content partners, wireless data application services
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providers, wireless advertisers, wireless electronic commerce companies, etc.
Even if such information were made available to other industry participants
outside the network operator’s organization, the informatiﬁon would not be
sufficient because of the proprietary nature and varying approaches for data
collection across network operators, lack of a standard schedule for data
collection, and biases resulting from rating the performance of a network

provider’s own network versus that of its competitors.

Consequently, there is a need for a more robust and real-time method of
monitoring the data performance of wireless networks. Network operators are
inexperienced in providing data services, and they are keenly interested in
information that will help them understand how their networks stack up in
supplying wireless data services and where, when, and how to optimize their
networks. Carrier interest 1n objective QOS data has been further heightened by
recent federal mandates for E911 service capabilities — carriers can no longer
tolerate coverage gaps and prolonged problems 1n their service areas. Objective
information on the performance of network operators is also of great interest to
other wireless industry participants who are looking to focus their sales,
marketing, and product development efforts on those network operators and
geographies providing satisfactory levels of service to wireless data users. In the

wired internet industry, existing information service companies provide non-user

 based, automated, real-time QOS tracking of web hosting servers and backbone

networks. There now exists a need to capture performance measurements which

6
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include wireless data in addition to the traditional back-end wireline performance
metrics. This type of end-to-end measurement, which includes wireless data, is a
more complex process compared with the back-end measurement typified by the
wired internet industry as 1t must include the radio link. Continuously tracking

5 statistics concerning RSSI, channel assignments, bit error rates, transmit power,

call result, etc. can benefit the wireless data industry participants and users.

Similarly, there 1s a need for improvement in the real-time collection of
wireless device statistics. Presently, manufacturers conduct only pre-shipping
device performance tests. Once in the hands of consumers, the burden ordinarily

10 is placed solely on wireless data users to determine whether a device is not
functioning correctly. This is fairly easy 1f the device does not turn on or 1s visibly
broken, but more difficult when other more subtle failures or performance
degradations occur. For instance, there exists a need for wireless device
parametric information based on real-time user activity (which can be tracked over

15 a period of time) on metrics such as DSP, battery life, power consumption, finger
assignments, etc. Device manufacturers and network operators, for example,
could use this information to identify and replace “out of spec” or*{ma]ﬁmctioning
devices, thus reducing the number of wireless data users experiencing wireless
device related performance problems. Other information such as available

20 memory, control séttings, and Personal Informaﬁon Managemeht (PIM) feature
utilization could also assist device manufacturers in planning future wireless

device features. Overall, such a capability could lead to greater wireless data user

7
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satisfaction with network operators, wireless device manufacturers, applications
companies, as well as help those parties more quickly understand device
performance characteristics and address device design and manufacturing issues,

in order to bring improved products and services to consumers.

5 Integrated Information

The breadth of information services encompassed within the invention as
well as the ability to capture real-time, comprehensive marketing and performance
information 1s distinguished from any conventional market research methods that
currently exist. The unique ability to integrate these data streams adds further

10 value to the wireless data community. For example, there has been a need to
siniultaneously collect information about user activity and network performance.
By analyzing these two data streams, service providers will be able to draw
meaningful imnsights into the effects that network performance has on the usage

patterns of their customers.

15 There also exists an increasing need to make available to location-based
advertisers information on latency and delivery failure rates of “push” notification
services over competing wireless networks at specific times and in specific
geographies (e.g., during a baseball game at the local ball park). Moreover, a need
has developed for access to GPS location data or delivery statistics in conjunction

20 with other metrics (e.g., consumer usage behavior, network and device

performance) to make real time assessments of network operator service
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capabilities at specific times and locations. As current constraints on wireless
device performance are overcome, constraints such as bandwidth, speed, memory,
screen size, etc., there will be an increasing need for information concerning user
activity and usage, wireless network performance, and wireless device

pertormance.

SUMMARY OF THE INVENTION

The present invention encompasses systems and related methods for

providing wireless device and wireless network usage and performance metrics.

A system for measuring wireless device and wireless network usage and
performance metrics 1s set forth. The system includes a wireless device with a
processor and memory, data gathering software installed on the wireless device for
collecting device parametric data, network parametric data, and event data. The
data gathering software may also collect location data and time stamp data. A

plurality of wireless devices may be distributed to a panel of selected users.

In one aspect of the invention, data gathering software may be composed
of various modules for collecting device parametric data, network parametric data,
and event data, and transmuitting collected data via a wireless communication

network to a control center for processing.

Another aspect of the invention sets forth a method for measuring wireless

device and wireless network usage and performance metrics. The method
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includes collecting device parametric data, network parametric data, and event

data, for example, and transmitting the collected data via a wireless

communication network to one or more control centers for processing. In one

embodiment of the invention, processing at a control center produces products
5 relating to usage and activity, network performance and device performance,

which may be integrated with location and time stamp data.

Another aspect of the invention provides a mobile wireless device
comprising an electronic memory encoded with data gathering software and data
transfer software. The data ‘gathering software gathers information pertaining to

10 device usage. The gathered information includes event data in association with
respective location information indicative of device location during the
occurrences of such events. The data transfer software provides the gathered

information for transmission.

Yet another aspect of the mvention comprises a method of gathering
15 information concerning wireless mobile device usage. The method involves
prescribing a panel of respective users of respective mobile wireless devices in
which each respective mobile device includes electronic memory encoded with
data gathering software and data transfer software. The data gathering software
gathers information pertaining to device usage. The gathered information includes
20 event data in association with respective location information indicative of device
location during the occurrences of such events. The data transfer software

provides the gathered information for transmission. The method also includes
10
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collecting the gathered information provided by respective mobile devices of said

panel of users.

A turther aspect of the invention involves a system for collecting
information by at least one control center concerning wireless mobile device
usage. The system includes respective electronic memories of respective mobile
devices of panelists of a panel comprised of respective mobile device users. The
respective electronic memories are encoded with computer software for gathering
data and for transfering the gathered data. The data gathering software gathers
intormation pertaining to device usage. The gathered information includes event
data 1n association with respective location information indicative of device
location during the occurrences of such events. The data transfer software
provides the gathered information for transmission. The system also includes

electronic storage media encoded with computer software to control collection by

- the at least one control center of respective gathered information respectively

provided by respective mobile devices of said panel of users.

These and other features and advantages of the invention will be better
understood from the following detailed description of a presently preferred

embodiment of the invention in conjunction with the appended drawings.

11
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BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 shows an architecture of a presently preferred embodiment of the
invention which includes a system for measuring wireless device and wireless

network usage and performance metrics.

Figure 2 sets forth the component modules of data gathering software of

the embodiment of Figure 1.

Figure 2a sets forth an 1llustration of the operation of the architecture

shown in Figures 1 and 2.

Figure 3 sets forth sample aécess, paging, forward, and reverse channel

messages that can be collected by the embodiment of Figure 1.

Figure 4 sets forth sample messages collected by a device parametric data

module of the embodiment of Figure 1.

Figures Sa, Sb, and Sc, and 5d set forth a sample of event type data
gathered by the data gathering software of the embodiment and locations from

which various metrics corresponding to event types are gathered.

Figure 6 sets forth a sample mobile station modem (MSM) wireless

- device function block of the embodiment of Figure 1.

12
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Figure 7 shows sample messaging, from a CDMA Processor of the
wireless device of Figure 6, providing a Metric of whether a call is a data call or a

voice call.

Figure 8 sets forth a flow chart for messaging at the wireless device of
Figure 6 relating to the launch, use, and termination of use of a wireless

microbrowser.

Figure 9 sets forth a flow chart of the path of data collected by data

- gathering software of the embodiment of Figure 1.

Figures 10a and 10b show sample reports generated from data collected

using the system of Figure 1.

Figure 11 shows an illustration of the MSM locations where device

parametric data 1s collected.

Figure 12, shows an illustrative representation of the logical relationships

among the modules of Figure 2.

Figure 13, shows an 1illustrative generalized drawing of computer software
control flow in a wireless device in the course of a typical function call in which

there is no data gathering.

13
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Figure 14, shows a generalized drawing of computer software control flow
of data gathering associated with a function call (or event) in accordance with a

presently preferred embodiment of the invention.

Figure 15, shows a generalized drawing of computer software control flow
of data gathering associated with a function call (or event) involving a user request
for network accessible information in accordance with a presently preferred

embodiment of the invention.

{

Figure 16, shows a generalized drawing of computer software control flow
of data gathering associated with a user request for network accessible information
in a device with a Palm Operating System (Palm OS) implementation of a

presently preferred embodiment of the invention.

Figure 17 shows an 1llustrative flow diagram of the operation of the data
gathering software of Figure 14 intercepting a call from the main process to a
device library and gathering prescribed data in accordance with an embodiment of

the mvention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

The present invention encompasses methods and related systems for
measuring wireless device and wireless network usage and performance metrics.
The following description is presented to enable any person skilled in the art to

make and use the invention, and is provided in the context of a particular

14



10

15

20

CA 02420238 2003-03-03

WO 02/19625 PCT/US01/272335

application and its requirements. Various modifications to the preferred
embodiment will be readily app arent to those skilled in the art, and the generic
principles defined herein may be applied to other embodiments and applications
without departing from the spirit and scope of the invention. Thus, the present
invention 1s not intended to be limited to the embodiment shown, but is to be

accorded the widest scope consistent with the principles and features disclosed

herein.

The present invéntion also provides a novel approach to the gathering of
information about the habits and behavior of users of mobile devices. For
instance, the convergence of wireless communications and the internet creates
new 1ncentives for persons to use wireless devices as they move from location to
location throughout the day. Information concerning usage of mobile devices is
valuable, for example, to purveyors of internet services and to purveyors of
wireless services. A better understanding of user patterns of behaviors in the use
of mobile devices can permit the providers of goods and services to mobile device
users to better target their efforts. Thus, in another aspect of the present invention,
each member of a panel of mobile device users 1s provided with mobile devices
equipped with data gathering software. The data gathering software reports back,
not only on what applications and communications and device features are
employed, but also on the location at which such events occur. Moreover, by
knowing the location at which such events occur, it is possible to more readily

determine the real time of day at which such events take place. By monitoring the

15
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mobile device usage by a large enough panel of users as the individual panel
members move from place to place, it 1s possible to garner information that can be

analyzed to assess the best way to deliver desired products and services to mobile

users 1n general.

A panel of users may be selected based upon any criteria. The criteria for
a mobile device user's being included within a panel may be as broad as
possessing a mobile wireless device and a willingness to participate as a panel
member. Alternatively, panelists may be selected based on mathematical criteria
atmed at eliciting statistically meaningful information about the behavior of some
group of persons. Panel membership may be restricted to a group of users sharing
some common attribute such as membership in an organization, interest in
particular subject matter (e.g., history, music , videos) participation in a particular
activity (e.g., politics, skiing, photography) or ownership of a type of car, boat,

airplane or pet.

Reterring to Figure 1, there 1s shown an illustrative drawing of an
architecture of a presently preferred embodiment of the invention. The
embodiment includes a system for measuring wireless device and wireless
network usage and performance metrics. A plurality of wireless devices 100 are
shown with data gathering software 110 installed on each wireless device 100.

Data gathered by the data gathering software 110 1s transmitted via a wireless link

130 to a control center 120.

16
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The system 1llustrated in Figure 1 measures the usage and performance of
a variety of wireless networks and devices by a variety of users. Wireless devices
100 include, but are not limited to, mobile telephone handsets, pagers, and
personal digital assistants (PDAs). Wireless networks on which wireless devices
100 operate and from which data is gathered according to the preferred
embodiment consist of, for example, circuit switched, paging, and packet data
networks and include but are not limited to AMPS, CDMA, TDMA, GSM, iDEN,
GPRS, 1XRTT, 3XRTT, W-CDMA, CDMA 2000, ReFLEX, ARDIS, and
MOBITEX. The presently preferred embodiment will be described in reference to
a wireless handset device 100 using a WAP microbrowser operating over a
circuit-switched CDMA network. Modifications to the data gathering software
110 to gather data from other wireless networks and devices will be apparent to
those of ordinary skill in the art. It will be appreciated, however, that the
principles of the invention described herein may be applied to other wireless

devices as well.

The data gathering software 110 tracks the usage and performance of
individual user activity of wireless voice and wireless data services. In the one
embodiment data gathering software 110 resides on the mobile station modem
(MSM) or equivalent device modem of wireless device 100. In alternative
embodiments, the data gathering software 110 may reside, for example, embedded
in microbrowser applications or on the operating system of the wireless device
100. Information collected by the data gathering software 110 may be stored on

17
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the MSM or equivalent device modem or when applicable, the SIM card or the
device’s volatile and/or non-volatile memory. In another embodiment, the data
gathering software 110 may collect and transmit data real-time. In the preferred
embodiment automatic data delivery may be triggered on a periodic basis, or
alternatively data delivery may be launched via user or control center driven
activity. For example, in the case of control center driven activity, commands
may be sent to the data gathering software 110 via a server, or like mechanism, to
collect certain data after which collected data may be routed through an

intermediate server that then feeds data to the control center.

Data gathering software 110 may be equipped with standard features such
as an 1nstallation application, a system configuration and application scanner,
automatic software update feature, data compression algorithm and data
encryption system. These standard features are well known to those of ordinary
skill in the art. The installation application may prompt the user for
household/user profile information and request confirmation of user consent to the
data gathering process before the data gathering software is launched. After the
nitial installation process, the data gathering software 110 is transparent to the
user during operation of the wireless device 100. The system configuration and
application scanner records detail relating to the configuration features and
specifications of the wireless device 100 and any applications loaded onto it. Data
collected by the data gathering software 110 may undergo a filtering process to

remove extraneous data and may also be compressed using standard data

18
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compression techniques to conserve memory resources on the wireless device 100
as well as to enable more efficient transfer of data to the control center 120. Data
gathered may also be encrypted using standard encryption techniques to provide
securlty for the data collected from the user’s wireless data activities and to

provide privacy to protect the user’s identity.

In the one embodiment, the data gathering software 110 residing on the
wireless device MSM is written in C++, while in alternative embodiments it may
be written 1n other coding languages such as Java or the like. The data gathering
software 110 operates in the background of the wireless device’s 100 operating
system and standard applications. The design of the data gathering software 110
adheres to and incorporates wireless protocols and standards for voice and data
communication services on CDMA networks and devices. These documents
include (1) TIA/EIA-95-B (Mobile Station—Base Station Compatibility for
Wideband Spread Spectrum Cellular Systems), (2) ANSI J-STD-008 (Personal
Station-Base Station Compatibility Requirements for 1.8 to 2.0 GHz Code
Division Multiple Access Personal Communication Systems), (3) ANSI J-STD
018 (Minimum Performance Requirements for 1.8 to 2.0 GHz Code Division
Multiple Access Personal Stations), (4) TIA/EIA/IS-99 (Data Services Option
Standard for Wideband Spread Spectrum Digital Cellular Systems), (5) TIA/EIA-
637-A (Short Message Service for Spread Spectrum Systems), (6) TIA/EIA-683-A
(Over-the-Air Provisioning of Mobile Stations in Spread Spectrum Systems), and
(7) various WAP documents (Wireless Application Protocol Architecture

19



10

15

20

CA 02420238 2003-03-03

WO 02/19625 PCT/US01/272335

Specification, Wireless Application Environment Specification, Wireless
Telephony Application Specification, Wireless Transaction Protocol

Specification, Wireless Datagram Protocol Specification).

Features of the data gathering software 110 include the ability to collect
disparate data streams; data filtering mechanisms; default data collection
protocols; real-time event, user and cgntrol center driven data collection routines;
a storage system; and a file transfer system. The data gathering software 110 1s
also designed with interoperability in mind without interference with subscriber

software installed on the wireless device.

The data gathering software 110 is loaded onto the wireless device 100
through an external download process. In the preferred embodiment, this 1s (ione
through a “flash” load process. In the flash load process, the wireless device 100
1s taken off line and connected through the serial port connector to a PC via the
specified cable interface for the device. A script command is entered into the PC
and 1itiates the application of a series of electrical currents to specific pins of the
wireless device 100 that are reserved exclusively for software loading. Through
this connection the data gathering software 110 is transferred to the MSM of the

wireless device 100. At the end of the flash load process the wireless device 100

1s restarted, with the data gathering software 110 now functioning. In alternative

embodiments, the external download could be done, for example, through a wired
or wireless synchronization process or through an Over-the-Air [OTA] process.

The data gathering software may be loaded, alternatively, at the time of
20
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manufacture of the wireless device. For example, the data gathering software may
be loaded as part of a browser application installed by the manufacturer of the

wireless device.

Referring to the illustrative drawings of Figure 2, the component modules
of an embodiment of the data gathering software 110 are shown. The data
gathering software 110 1s based on a common Application Development Interface.
The data gathering software 110 includes of a Main Control Module (MCM) 200
along with additional modules that plug in and perform specific tasks seamlessly
with the underlying subscriber software. In one embodiment, these component
modules include an Overhead Data Module 215, a Device Parametric Module
220, a Wireless Internet Data Module 225, User Identification Module 230,
Location Data Module 235, SIM Card Data module 240, Application Data Module
2435, Voice Module 250, Audio Download Module 255, Time and Date Stamp
Module 260, Storage Module 265, Data Transfer Module 270, Memory Module
2775, and Diagnostic Module 280. Each module performs tasks in all active
wireless device modes (e.g., 1dle, voice conversation and data), but some module
data sets may differ from mode to mode. It should also be noted that data modules

may be run in parallel.

Referring to the illustrative drawings of Figui’e 2a, a simplified 1llustration
of the operation of an embodiment of the invention is shown. At the center of the
system 1s the data gathering sofiware 110. Data gathering software 110 monitors

and collects several types of information from different sources including event
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data 240a, device parametric data 230a, network parametric data 220a, location

information 250a, and time information 260a. Data gathering software 110 may

be activated by user event driven activity, or alternatively, control center driven

activity such as in cases in which commands are sent to the data gathering
software 110 via server, or like mechanism, to collect certain data after which
collected data 1s routed to an intermediate server, or like mechanism, that then
feeds data to the control center. The collected data is sent to the control center
120 where it 1s managed via a central management system 270a and undergoes

data analysis 280a. The collected data and analysis results are stored in a database

290a.

An "event" as used herein is user activity on a mobile wireless device. An
event may encompass any user activity for which data can be gathered. Although
data 1s not necessarily gathered for all events. Rather, it 1s gathered only for those

events prescribed to be data gatherin g events. A new event occurs whenever a

user 1nitiates a new device activity. The following are a few illustrative examples

of events. The launching of an application is an event. The downloading of a web
page 1s an event. Communication over a wireless voice or data channel is an

event. Even pressing a single key on a wireless device keyboard is an event.

Event data 240a includes any data associated with activity on the device by

~ auser. It may include identification of applications that have been launched such

as a word processing application, a scheduling application or a browser. It may

also include information retrieved or used in connection with any of these
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applications such as a URL used to download a webpage. Event data may include
statistics concerning events. Event data may be associated with temporal
information such as the date and time of occurrence of an event as well as the
geographic information such as the geographic or physical location of a mobile
device in the course of the event. Such associated geographic information may
comprise data such as GPS data which may be transmitted to a server and from
which the physical location of the device can be derived by the server, for
example. It will be appreciated that the location may be ascertained at any point
in a time interval spanning the start of the event, the occurrence of the event and
the conclusion of the event. Data applications include, for example, microbrowser
or equivalent internet browsing activity, web clipping applications, mobile
commerce transactions, mobile advertising activity, e-mail activity, and Bluetooth
application usage. Device applications include, for example, games, address
books, personal information management software, and media players used for
streaming audio and video. Event statistics include, for example, voice and data
call activity and SMS or similar text messaging activity. Network parametric data
220a includes for example, in the case of CDMA, overhead messaging data such
as systems parameters messages, authentication challenge messages, and service
redirection messages. Device parametric data 230a includes, for example, battery
statistics (such as charging state, voltage, last charge and temperature),
energy/interference parametrics, receive/transmit power, frame error rate, call set-

up statistics (such as access time, call origination, and call termination). Sources
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from which data is collected may include various components of the wireless
device, such as processors (including the mobile station modem or equivalent,
global positioning system processor or equivalent, and other central processing
units on wireless devices), volatile and non-volatile memory locations, and

embedded applications such as a microbrowser, game, or audio file player.

Referring to the illustrative drawings of Figure 2, a description of each

module follows:
1. Main Control Module (MCM)

The MCM 200 1s responsible for the management and control of the data
gathering software activities. The MCM 200 sends requests and instructions and
receives messages from other modules. For example, the MCM 200 performs
functions such as tasking, command and control, configuration, and upgrades to

the data gathering software 110 itself.

2. Overhead Data Module (ODM)

The ODM 215 collects information by monitoring the overhead message
stream. While the wireless device 100 is powered on, information is collected
while the device 100 1s in any state such as idle, conversation, and data mode. A
list of sample overhead messages monitored by the data gathering software 110 is
illustrated in Figure 3. Information collected by the ODM 215 includes, for

example, network information such as call performance, coverage, configuration
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settings, and management; event information such as voice call, data call, and
Short Message Services (SMS) activity; location information such as longitude,

latitude, and GPS data; and time and date information.

3. Device Parametric Data Module (DPDM)

The DPDM 220 monitors and collects information from the network and
device. A list of the sample data monitored and collected by the DPDM 220 is in
Figure 4. Information collected by the DPDM 220 includes for example, receive
power, transmit power, frame error rate [FER], signal strength [RSSI], access time
[call setup], time stamp, date stamp, location data, and airtime usage. The
information <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>