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METHOD AND APPARATUS FOR RESTRICTING
NETWORK APPLICATIONS

Related documents

[0001] The present invention claims priority of Chinese patent application No.
201210527650.2 titled “method and apparatus for restricting network applications” and
filed on October 10, 2012 with the Patent Office of the People’s Republic of China, the

disclosure of which is incorporated by reference in its entirety for all purposes.

Technical Field
[0002] The present disclosure relates to Web applications, and particularly to a method

and an apparatus for restricting network applications.

Backeround

[0003] Software technology has undergone drastic changes with the rapid growth in the
Internet. For example, once-prevailing stand-alone software and local network software
are evolving into Internet software. The currently popular Internet “cloud” technology is
also driving the development of software towards the direction of “Internet connected”.
Some general-purpose operating systems such as Windows, etc., do not adopt a
completely free competition mechanism for software to access network resources, but
allow the software which first seized the resources to use the resources. Therefore, the
software that started later may not function properly because it is unable to obtain
adequate resources. For example, online game software are generally sensitive to changes
in network bandwidth and network delay, and a sudden increase in network resource
occupancy by other applications may greatly affect the fluency of online gaming and may

even make the user fall off-line in severe cases.

[0004] A conventional solution is to store a black list of processes whose network speed
is restricted in a local device. When a process consumes a large amount of network
resources, the process is added into the black list and then ended. As such, network
resources previously occupied by the process become available, and network speed is

increased.
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Summary

[0005] Various examples of the present disclosure provide a method and an apparatus

for restricting network applications to increase network speed of a local application.
[0006] A method for restricting network applications may include:
a current network using scene is identified;

a network application is restricted using a network speed protecting policy

corresponding to the network using scene.

[0007] An apparatus for restricting network applications may include: a scene

identifying module and an application restricting module.
The scene identifying module identifies a current network using scene in real time;

The application restricting module restricts a network application using a network
speed protecting policy corresponding to the network using scene identified by the scene

identifying module.

[0008] The mechanism of examples of the present disclosure monitors the network
using scene when a user device accesses the network and adopts a network speed
protecting policy corresponding to the scene identified to restrict network applications.
Therefore, targeted protection and restriction of network applications are implemented,
which do not restrict a regular network application but restrict an application which is
automatically started and consumes a large amount of network resources. The network

speed of a local application can be increased.

Brief Description of the Drawings

[0009] Features of the present disclosure are illustrated by way of example and not

limited in the following figures, in which like numerals indicate like elements, in which:
Fig. 1 is a schematic diagram illustrating an example of a computing device;

Fig. 2 is a flowchart illustrating a method for restricting network applications

according to an example of the present disclosure;

Figs. 3a, 3b, 3c, 3d, 3e, 3f, 3g, 3h, 3i and 4 are schematic diagrams respectively

illustrating several examples of an apparatus for restricting network applications.
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Detailed Descriptions

[0010] For simplicity and illustrative purposes, the present disclosure is described by
referring mainly to an example thereof. In the following description, numerous specific
details are set forth in order to provide a thorough understanding of the present disclosure.
It will be readily apparent however, that the present disclosure may be practiced without
limitation to these specific details. In other instances, some methods and structures have
not been described in detail so as not to unnecessarily obscure the present disclosure. As
used herein, the term “includes” means includes but not limited to, the term “including”
means including but not limited to. The term “based on” means based at least in part on.
Due to characteristics of the Chinese language, quantities of an element, unless

specifically mentioned, may be one or a plurality of, or at least one.

[0011] In an example, a computing device may execute methods and software systems
of the present application. Fig. 1 is a schematic diagram illustrating an example of a
computing device. As shown in Fig.1, computing device 100 may be capable of executing
a method and apparatus of the present disclosure. The computing device 100 may, for
example, be a device such as a personal desktop computer or a portable device, such as a
laptop computer, a tablet computer, a cellular telephone, or a smart phone. The computing
device 100 may also be a server that connects to the above devices locally or via a

network.

[0012] The computing device 100 may vary in terms of capabilities or features. Claimed
subject matter is intended to cover a wide range of potential variations. For example,
the computing device 100 may include a keypad/keyboard 156. It may also include a
display 154, such as a liquid crystal display (LCD), or a display with a high degree of
functionality, such as a touch-sensitive color 2D or 3D display. In contrast, however, as
another example, a web-enabled computing device 100 may include one or more physical

or virtual keyboards, and mass storage medium 130.

[0013] The computing device 100 may also include or may execute a variety of
operating systems 141, including an operating system, such as a WindowsTM or
LinuxTM, or a mobile operating system, such as iOSTM, AndroidTM, or Windows
MobileTM. The computing device 100 may include or may execute a variety of possible

applications 142, such as a network speed protecting application 145.



WO 2014/090080 PCT/CN2013/087748

[0014] Further, the computing device 100 may include one or more non-transitory
processor-readable storage media 130 and one or more processors 122 in communication
with the non-transitory processor-readable storage media 130. For example, the
non-transitory processor-readable storage media 130 may be a RAM memory, flash
memory, ROM memory, EPROM memory, EEPROM memory, registers, hard disk, a
removable disk, a CD-ROM, or any other form of non-transitory storage medium known
in the art. The one or more non-transitory processor-readable storage media 130 may
store sets of instructions, or units and/or modules that include the sets of instructions, for
conducting operations described in the present application. The one or more processors
may be configured to execute the sets of instructions and perform the operations in

examples of the present application.

[0015] Fig. 2 is a flowchart illustrating a method for restricting network applications
according to an example of the present disclosure. The entity that executes the method
may be the network speed protecting application 145 in the computing device 100, e.g., a
user device and the like. As shown in Fig. 2, the method may include the following

procedures.

[0016] In block S201, a current scene of network usage (which is also referred to as

network using scene) is identified in real time.

[0017] Different network using scenes may have different requirements for network
resources, €.g., an online video scene and an online game scene generally require more
bandwidth or I/O resources and are more sensitive to network delay than a webpage
browsing scene. Therefore, the current network using scene is identified before
restrictions are applied to network applications. The real-time identifying refers to an act

of identifying a network using scene when a user starts using a network.

[0018] In an example, a uniform resource locator (URL) is monitored in real time to
identify the network using scene. The URL is an identity describing the address of a
webpage or other resources in the Internet. When a user accesses network resources using
a browser in the user device, the system may identify the current network using scene by
monitoring the URL currently being visited in real time. For example, when it is
determined the user is visiting *.youku.com via a browser, it can be determined the

network using scene is an online video scene.
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[0019] In another example, the network using scene may be identified in real time by
monitoring the software the user switches on/off in real time. That is, the switching on/off
of software may be used for determining the network using scene. For example, when a
user starts a QQ car racing process, it can be determined that the current network using

scene is an online game scene.

[0020] New network using scenes may be recorded and network using scenes may be
subdivided from time to time. Sometimes, a user may be in two different network using
scenes at the same time. For example, a user may be playing an online game while
listening to online music. This situation is related to user habits. Therefore, an interface
may be provided by the user device for the user to select applications that are allowed to
run in a network using scene. A network using scene may be identified by monitoring a

URL and switching on/off of applications at the same time.

[0021] When a user accesses the network by using a client application, capabilities of
the user device may also affect the network speed of an application running in the user
device. Restricting the network speed of a user device with low capabilities may result in
lower performances of the machine. In an example, besides monitoring the network
using scene in real time, capabilities including hardware capabilities and software
capabilities of the user device are also identified and classified. Hardware capabilities
may include capabilities of a CPU, a memory, a video card, a hard drive and the like of
the user device. Software capabilities may include an operating system of the user device.
Information on the hardware capabilities and software capabilities is reported to a
background module in the user device. The background module may classify the
capabilities of the user device into ranks such as high, medium, low, and so on. If a user
device is classified to have low capabilities, information may be displayed to prompt the
user to switch off a process and/or a service that is occupying network resources when the

user device accesses the network.

[0022] In block S202, if the scene is identifiable, a network speed protecting policy
corresponding to the scene is adopted to restrict network applications running in the

network using scene.

[0023] In an example, an auxiliary policy may be adopted to restrict network
applications running in the scene; and/or, a black/white list policy may be used for

restricting processes running in the scene. Restricting processes using the black/white list
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policy may involve classifying processes running in the network using scene. In an
example, when a user accesses the network under a certain network using scene, a
network speed protecting application in the user device may monitor usage of network by
other processes running in the network using scene, and report monitoring results to a
background module. The background module classifies the processes. For example, the
processes may be classified by using the name of the company producing the software,
e.g., Microsoft, Xunlei and the like. Then the processes are further classified by using the
name of the product to obtain application categories. If a process belongs to a known
category, the process may be put into a black list or a white list. If a process does not
belong to any known category, manual work is required to determine whether the process
is related to the current network using scene and possibly provide a score. As such, the
background module may generate a score for each of all the processes representing the
correlation between the process and the network using scene. A process may be added
into the white list or the black list according to the score of the process using one or
multiple pre-defined thresholds. When a user enters a certain network using scene, the
network speed protecting application in the user device may automatically provide a
prompt message to suggest the user to adopt a network speed protecting policy associated

with the scene.

[0024] Processes may be restricted according to the classification result after the
processes in a network using scene are classified, i.e., if a process running in a scene
belongs to the white list of the scene, the process is not restricted; if the process belongs
to the black list of the scene, the process is ended; if the process belongs to a gray list,
network resources consumed by the process are restricted. Taking the network using
scene being a user playing an online game (e.g., a QQ car racing game) as an example,
processes running in the online game scene which are necessary to the running of the
online game, e.g., a system process, a gaming process, a gaming subprocess, an
application accompanying the game (e.g., a game accelerator and the like) and etc.,
belong to a white list and thus are not restricted by the network speed protecting
application in the user device. Processes running in the online gaming scene which are
not necessary to the running of the online game and occupy a lot of system resources
belong to a black list. The network speed protecting application in the user device may

apply a restricting policy to the processes in the black list, e.g., directly ending the



WO 2014/090080 PCT/CN2013/087748

process or ending the process and the like. Processes belonging to a gray list, e.g., an
unknown process or a third party process that the user does not wish to be ended, may be

restricted according to a network speed restricting policy.

[0025] Restricting network applications running in an identifiable network using scene
by using an auxiliary policy may involve not restricting the speed of a suspended process,
not restricting an application which is manually started by the user, restricting or ending a
process running in a user device with low capabilities, and so on. Still taking the user
playing an online game as an example, when the user has started an online game process
but is not playing the game, i.e., the online game process is suspended, the network speed
protecting application does not restrict the network speed of the online game process in
the online game scene. When the user has started the online game process and then
manually starts another application that also consumes network resources, the network
speed protecting application in the user device does not restrict the network speed of the
application manually started by the user in the online game scene. When the user has
started an online game process but the user device has low capabilities, processes running
in the user device are restricted or ended to ensure there are enough resources for running

the online game in the device.

[0026] The auxiliary policy and/or the black/white list policy may be network speed
protecting policies stored in a local policy center or obtained from a cloud server in real
time. In an example, network speed protecting policies in a server in the cloud may be

obtained by using a cloud hub.

[0027] The mechanism of examples of the present disclosure monitors the network
using scene in real time when a user device accesses the network, and adopts a network
speed protecting policy corresponding to the scene identified to restrict network
applications if the scene is identifiable. Therefore, targeted protection and restriction of
network applications are implemented, which do not restrict a regular network application
but restrict an application which is automatically started and consumes a large amount of

network resources. The network speed of an application can be increased.

[0028] Fig. 3a is a schematic diagram illustrating a structure of an apparatus for
restricting network applications according to an example of the present disclosure. Only
those features related with the implementation of the mechanism are illustrated for

simplicity. The apparatus as shown in Fig. 3a may be a network speed protecting software
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installed in a user device. The apparatus may include a scene identifying module 301 and

an application restricting module 302.

[0029] A scene identifying module 301 is configured to identify a current network using

scene in real time;

[0030] an application restricting module 302, configured to restrict a network
application using a network speed protecting policy corresponding to the network using

scene identified by the scene identifying module 301.

[0031] In an example, the scene identifying module 301 may include a first identifying

module 3011 as shown in Fig. 3b.

[0032] The first identifying module 3011 is configured to monitor a URL in real time to

identify the network using scene.

[0033] In an example, the scene identifying module 301 may include a second

identifying module 3012 as shown in Fig. 3c.

[0034] The second identifying module 3012 is configured to monitor switching on/off

of an application in real time to identify the network using scene.

[0035] As shown in Fig. 3d, the scene identifying module 301 in the apparatus may
include the first identifying module 3011 and the second identifying module 3012.

[0036] In an example, the application restricting module 302 may include a first

restricting module 3021 as shown in Fig. 3e.

[0037] The first restricting module 3021 is configured to restrict a network application
running in the network using scene by using an auxiliary policy. For example, the
auxiliary policy may include any or any combination of: not restrict the speed of a
suspended process, not restricting an application which is manually started by the user,

restricting or ending a process running in a user device with low capabilities.

[0038] In an example, the application restricting module 302 may include a second

restricting module 3022 as shown in Fig. 3f.

[0039] The second restricting module 3022 is configured to restrict a process running in

the network using scene using a black/white list policy.
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[0040] In an example, the apparatus may include the first restricting module 3021 and

the second restricting module 3022, as shown in Fig. 3g.

[0041] In an example, the second restricting module 3022 may include a classifying
module 3221, a first process handling module 3222, a process ending module 3223 and a
second process handling module 3224, as shown in Fig. 3h and Fig. 31.

[0042] The classifying module 3221 is configured to classify processes running in the

network using scene.

[0043] The first process handling module 3222 is configured to apply no restriction on a

process running in the network using scene if the process belongs to a white list.

[0044] The process ending module 3223 is configured to end a process running in the

network using scene if the process belongs to a black list.

[0045] The second process handling module 3224 is configured to restrict a network
speed obtained by a process running in the network using scene if the process belongs to a

gray list.

[0046] Fig. 4 is a schematic diagram illustrating a structure of an apparatus for
restricting network applications according to an example of the present disclosure. The
apparatus may include a scene identifying module 401, an application restricting module

402, a capability identifying module 403 and a prompting module 404.

[0047] Functions of the scene identifying module 401 and the application restricting
module 402 may be similar to those of the scene identifying module 301 and the

application restricting module 302.

[0048] The capability identifying module 403 is configured to identify and classify
capabilities of a user device. The categories of user device capabilities may include high,

medium and low.

[0049] The prompting module 404 is configured to prompt the user to end a process
and/or a service that consumes network resources if the capability identifying module 403
determines the user device has low capabilities when the user device is accessing the

network.

[0050] It should be understood that in the above processes and structures, not all of the

procedures and modules are necessary. Certain procedures or modules may be omitted
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according to the needs. The order of the procedures is not fixed, and can be adjusted
according to the needs. The modules are defined based on function simply for facilitating
description. In implementation, a module may be implemented by multiple modules, and
functions of multiple modules may be implemented by the same module. The modules
may reside in the same device or distribute in different devices. The “first”, “second” in
the above descriptions are merely for distinguishing two similar objects, and have no

substantial meanings.

[0051] In various embodiments, a hardware module may be implemented mechanically
or electronically. For example, a hardware module may include dedicated circuitry or
logic that is permanently configured (e.g., as a special-purpose processor, such as a field
programmable gate array (FPGA) or an application-specific integrated circuit (ASIC)) to
perform certain operations. A hardware module may also include programmable logic or
circuitry (e.g., as encompassed within a general-purpose processor or other programmable
processor) that is temporarily configured by software to perform certain operations. It will
be appreciated that the decision to implement a hardware module mechanically, in
dedicated and permanently configured circuitry, or in temporarily configured circuitry

(e.g., configured by software) may be driven by cost and time considerations.

[0052] A machine-readable storage medium is also provided, which is to store
instructions to cause a machine to execute a method as described herein. Specifically, a
system or apparatus having a storage medium which stores machine-readable program
codes for implementing functions of any of the above examples and which may make the
system or the apparatus (or CPU or MPU) read and execute the program codes stored in
the storage medium. In addition, instructions of the program codes may cause an
operating system running in a computer to implement part or all of the operations. In
addition, the program codes implemented from a storage medium are written in a storage
device in an extension board inserted in the computer or in a storage in an extension unit
connected to the computer. In this example, a CPU in the extension board or the
extension unit executes at least part of the operations according to the instructions based

on the program codes to realize the technical scheme of any of the above examples.

[0053] The storage medium for providing the program codes may include floppy disk,
hard drive, magneto-optical disk, compact disk (such as CD-ROM, CD-R, CD-RW,
DVD-ROM, DVD-RAM, DVD-RW, DVD+RW), magnetic tape drive, Flash card, ROM

10
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and so on. Optionally, the program code may be downloaded from a server computer via

a communication network.

[0054] The scope of the claims should not be limited by the embodiments set forth in
the examples, but should be given the broadest interpretation consistent with the

description as a whole.

11
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Claims

1. A method for restricting network applications, comprising:
identifying a current network using scene;

restricting a network application using a network speed protecting policy

corresponding to the network using scene.

2. The method of claim 1, wherein the identifying a current network using scene in

real time comprises:

monitoring a uniform resource locator (URL) to identify the network using scene;

and/or
monitoring switching on/off of an application to identify the network using scene.
3. The method of claim 1, further comprising:

identifying capabilities of a user device, and classifying the capabilities into one of

categories including high capabilities, medium capabilities and low capabilities;

prompting a user to end a process and/or a service that is occupying network
resources when the user device accesses the network if the user device is classified into

the category of low capabilities.

4. The method of claim 1, wherein restricting a network application using a network

speed protecting policy comprises:

adopting an auxiliary policy to restrict a network application running in the network

using scene; and/or

adopting a black/white list policy to restricting a process running in the network

using scene.

5. The method of claim 4, wherein the adopting an auxiliary policy to restrict a
network application running in the network using scene comprises: restricting network
speeds obtained by processes except for a suspended process, restricting applications
except for an application which is manually started by the user, restricting or ending a

process running in a user device having low capabilities;

wherein adopting a black/white list policy to restricting a process running in the

network using scene comprises:

12
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classifying processes running in the network using scene;

applying no restricting policy to a process belonging to a white list running in the

network using scene;
ending a process belonging to a black list running in the network using scene; and

restricting a network speed obtained by a process belonging to a gray list running in

the network using scene.
6. An apparatus for restricting network applications, comprising:
a scene identifying module, configured to identify a current network using scene ;

an application restricting module, configured to restrict a network application using a
network speed protecting policy corresponding to the network using scene identified by

the scene identifying module.
7. The apparatus of claim 6, wherein the scene identifying module comprises:

a first identifying module, configured to monitor a uniform resource locator (URL)

to identify the network using scene; and/or

a second identifying module, configured to monitor switching on/off of an

application to identify the network using scene.
8. The apparatus of claim 6, further comprising:

a capability identifying module, configured to identify and classify capabilities of a
user device into categories including high capabilities, medium capabilities and low

capabilities; and

a prompting module, configured to prompt the user to end a process and/or a service
that consumes network resources if the capability identifying module identifies the user

device has low capabilities when the user device accesses the network.
9. The apparatus of claim 6, wherein the application restricting module comprises:

a first restricting module, configured to adopt an auxiliary policy to restrict the

network application running in the network using scene; and/or

a second restricting module, configured to restrict a process running in the network

using scene using a black/white list policy.

13
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10. The apparatus of claim 9, wherein the first restricting module is configured to
restrict network speeds obtained by processes except for a suspended process, restrict
applications except for an application which is manually started by the user, restricting or

end a process running in a user device having low capabilities; and
wherein the second restricting module comprises:

a classifying module, configured to classify processes running in the network using

scene;

a first process handling module, configured to apply no restriction on a process

running in the network using scene if the process belongs to a white list;

a process ending module, configured to end a process running in the network using

scene if the process belongs to a black list;

a second process handling module, configured to restrict a network speed obtained

by a process running in the network using scene if the process belongs to a gray list.

14
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