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(54) Assistance request system

(57) An assistance request system for a computer

connected to a network, the assistance request system

comprising a message generation module operable to;
receive a signal from a manually operable request

device,

in response to the signal, generate a message
comprising an assistance request and identification in-
formation, and

transmit the message to an assistance source via
said network.
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Description

Description of Invention

[0001] This invention relates to an assistance request
system for a computer connected to a network.

Background of the Invention

[0002] When a computer needs maintenance, for ex-
ample in the event of abnormal behaviour, or failure of
hardware or software components, or when backup or
other maintenance tasks need to be performed, the user
may require assistance, for example from a help line or
technical support or other assistance source. However,
this process is not always optimal for obtaining assist-
ance, as there is invariably a delay before the assistance
source is able to lend assistance.

[0003] Itis also known to provide an automatic error-
detection and signalling system, for example the Alert
Standard Forum (ASF) specification prepared and dis-
tributed by the Distributed Management Task Force, Inc.
(DMTF). In accordance with this specification, when an
event corresponding to a particular failure is identified
by a sensor disposed within the computer, an alert is
automatically sent via a network interface card provided
on the computer. However, it will be apparent that the
user of the computer may require assistance even when
no event is automatically detected.

[0004] An aim of the present invention is to provide a
new or improved assistance request system for a com-
puter connected to a network.

Summary of the Invention

[0005] According to the presentinvention, we provide
an assistance request system for a computer connected
to a network, the assistance request system comprising
a message operation module operable to receive a sig-
nal from a manually operable request device, in re-
sponse to the signal, generate a message comprising
an assistance request and identification information,
and transmit the message to an assistance source via
said network.

[0006] The message generation module may be op-
erable to retrieve information from an information store
and generate the message in accordance with the infor-
mation.

[0007] The stored information may be stored in said
information store on completion of a successful boot
procedure.

[0008] The information may comprise a network ad-
dress of the assistance source.

[0009] The information may comprise a network ad-
dress of the computer.

[0010] The information may comprise configuration
information.
[0011] The assistance request system may be oper-
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able, on receipt of the signal from the manually operable
request device, to display an information request, re-
ceive user information in response to the information re-
quest, and generate the message in accordance with
the user information.

[0012] The manually operable request device may
comprise a keyboard comprising an assistance request
key.

[0013] The assistance request system may comprise
a keyboard driver filter, operable to receive a scan code
from the keyboard, identify a scan code corresponding
to said assistance request key and generate a signal
accordingly.

[0014] The keyboard may comprise a keyboard con-
troller, the keyboard controller being operable to identi-
fying a key press corresponding to said assistance re-
quest key and generate a signal accordingly.

[0015] The assistance request key may be directly
connected to said message generation module to send
a signal to the message generation module on depres-
sion of the assistance request key.

[0016] The manually operable request device may
comprise a manually operable control located on the
computer.

Brief Description of the Drawings

[0017] The invention will now be described by way of
example only with reference to the accompanying draw-
ings, wherein:

Figure 1 is a diagrammatic view of a computer com-
prising an assistance request system embodying
the present invention,

Figure 2 is a diagrammatic view of a computer com-
prising a further assistance request system embod-
ying the present invention,

Figure 3 is a diagrammatic view of a computer com-
prising a yet further assistance request system em-
bodying the present invention, and

Figure 4 is a diagrammatic of a computer compris-
ing a still further assistance request system embod-
ying the present invention.

Description of the Preferred Embodiments

[0018] Referring now to Figure 1, a computer system
is generally shown at 10 provided with a keyboard 11
and a display means 12. The computer is connected to
a network 13 by a network interface card 14, and an as-
sistance request system according to the present inven-
tion comprising a request driver module generally indi-
cated at 15. The keyboard 11 comprises a plurality of
keys 16 in conventional manner, and a keyboard con-
troller 17 operable to detect a depression of one of the
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keys 16 and transmit a scan code corresponding to that
key to a keyboard driver 18. The keyboard 11 is further
provided with an assistantrequest key 19. The keyboard
controller 17 is operable in conventional manner to de-
tect when the key 19 is depressed and transmit a scan
code to the keyboard driver 18.

[0019] Therequestdriver module 15 comprises a key-
board filter 20. The filter 20 receives each scan code
transmitted by the keyboard controller 17 to the key-
board driver 18. Where the scan code received is not
that of the assistance request key 19, the filter 20 takes
no action, and the scan code is dealt with by the key-
board driver 18 in conventional manner, i.e. the scan
code is mapped to a particular character and the char-
acter is placed in a buffer where it can be read by an
application running on the computer 10. The assistance
request system 15 further comprises a message gener-
ator module 21 and an information store 22. The infor-
mation store 22 at least comprises the network address
of an assistance source and identification information
identifying the computer 10 which may include identifi-
cation numbers where appropriate or the network ad-
dress of the computer 10, and may further comprise
configuration information relating to the computer, for
example BIOS settings, operating system version and
service pack versions etc.

[0020] The system of Figure 1 operates as follows.
When a user presses the key 19, the keyboard 15 de-
tects the key press and generates a scan code which is
transmitted to the keyboard driver 18 in conventional
manner.

[0021] If the scan code is that of the assistance re-
quest key 19, the keyboard filter 20 does not pass the
scan code to be dealt with by the keyboard driver 18 but
generates an assistance request signal which is passed
to the message generation module 21. In this example,
the message generation module 21 generates an infor-
mation request, comprising for example a pop-up win-
dow 23 which is displayed on the display means 12. The
user is able to enter a request or details of a problem
using the pop-up box 23. The message generation mod-
ule 21 then generates an assistance request message
comprising the information retrieved from the informa-
tion store 22, the information supplied by the user on the
pop-up box 23 and any other information which may be
desirable, for example the time and date of the assist-
ance request, and passes the message to the network
interface card 14 for transmission on the network 13 to
an assistance source.

[0022] Where appropriate, the message generation
module 21 prepares the computer for remote mainte-
nance, for example by removing fire walls and allowing
remote access, with appropriate security precautions,
by the assistance source. The assistance source can
assess the request and schedule a response according-
ly. For example, if the request is a simple maintenance
request, for example for disk backup or a software up-
date or any other request, the user may indicate a time
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at which the computer 10 will be free and the remote
maintenance may take place at that time accordingly.
Where a failure or error is reported, the configuration
information may be checked to assess, for example
whether a software or BIOS update is needed, or indeed
whatever other action may be appropriate in the light of
the assistance request message.

[0023] It will be apparent that for the system of Figure
1 to be operational, the computer 10 must be powered
and at least have obtained a sufficiently stable operating
system for the keyboard driver 18, the message gener-
ation module 21 and network interface card 14 to be op-
erable as discussed above. It will be apparent that if the
system is not sufficiently stable to provide a pop-up box
23, the step of requesting information from the user may
be omitted for example.

[0024] In the system of Figure 1, the message gener-
ation module 21 and keyboard filter 20 are preferably
implemented in software, for example as part of an op-
erating system of the computer 10. The information
store 22 is preferably held on a non-volatile storage me-
dium, such as a hard disk drive of the computer 10.
[0025] Asdiscussed above, the system of Figure 1 re-
quires that the computer 10 be powered and achieve a
sufficiently stable operating system boot. In the further
embodiments of the invention shown in Figure 2 to 4
and as described in more detail herein below an assist-
ance request system is provided which is operable in
the event that the computer is un-powered or has not
achieved a successful boot.

[0026] Referring now to Figure 2, a computer system
10' is shown provided with a keyboard 11'. As in Figure
1, the computer 10' comprises a network interface card
14 connecting the computer 10' to a network 13. The
computer 10 is provided with a request driver module
24 similar to that shown at 15 in Figure 1 comprising a
message generation module 25 and an information
store 26. The keyboard 11' is provide with an assistance
request key 19, and a keyboard controller 27. The net-
work card 14 and request driver module 24 are connect-
ed by a suitable bus 28 whereby power is supplied even
if the computer is unpowered, for example an SM bus.
The module 24 is likewise connected via the bus 28 to
a suitable interface module 29, for example a Super /O
controller of standard type which is connected to the
keyboard controller 27 to supply power thereto and re-
ceive signals therefrom. In this embodiment, it is desir-
able that the request driver module 24 comprises a suit-
able hardware implementation, for example an ASIC or
EPROM or any appropriate form as desired. The infor-
mation store 26 preferably comprises a non-volatile
memory, for example being provided as part of an ASIC,
which stores information from a successful boot up of
the computer 10 as described hereinbefore, but at the
very least includes the network address of the assist-
ance source.

[0027] In operation, in the embodiment of Figure 2,
when the assistance request key 19 is depressed, the
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keyboard controller 27 detects the key press. Rather
than transmitting a scan code, the keyboard controller
27 generates an assistance request signal which is
passed by the interface module 29 on the bus 28 to the
request driver module 24. The message generation
module 25 retrieves the information from the information
store 26, generates a message comprising an appropri-
ate assistance request and passes it to the network in-
terface card 14 for transmission on the network 13 to
the assistance source.

[0028] It will be apparent that where the computer 10'
has achieved a successful boot, the message genera-
tion module 25 may be operable to generate a informa-
tion request and display it to the user in like manner to
the embodiment of Figure 1. Indeed, when the computer
10'is powered the embodiment of Figure 2 will be func-
tionally the same as the embodiment of Figure 1. It will
be apparent that the embodiments of Figures 1 and 2
may be complementary, and so could be both provided
on the same computer, the embodiment of Figure 1 be-
ing available when the computer is powered and has
achieved a stable boot, and the embodiment of Figure
2 being available under all other circumstances. The
embodiment of Figure 2 as discussed hereinbefore, has
the advantage that it is operable to generate an assist-
ance request even when the computer 10' is unpow-
ered, but the keyboard 11' requires a non-standard key-
board controller 27. The keyboard 11 of Figure 1 is ad-
vantageous in that the keyboard controller 17 comprises
a standard keyboard controller adapted in simple and
conventional manner to accommodate the provision of
a further key 19.

[0029] It will further be apparent that a assistance re-
quest system may be provided in which a signal result-
ing from an assistance request key being pressed need
not be routed through the keyboard controller. Two fur-
ther alternative embodiments are shown in Figures 3
and 4. As shown in Figure 3, a computer 10" is shown
comprising a network interface card 14, network con-
nection 13, bus 28, and I/O controller 29 as in the em-
bodiment of Figure 2. In the embodiment of Figure 3
however, the keyboard 11" comprises a keyboard con-
troller 17" of conventional type which is operable to de-
tect a key press of each of the keys 16 provided on the
keyboard 11" other than the assistance request key 19.
The assistance request key 19 is provided with a sepa-
rate connection 30 which connects the assistance re-
quest key 19 directly to a request driver module 24' func-
tionally identical to the request driver module 24 of Fig-
ure 2. The connection 30 may, for example, comprise a
separate, dedicated wire provided in the keyboard con-
nection cable generally indicated at 31. A separate pin
would necessarily have to be provided on each plug of
the cable 31 and each socket as appropriate. It will be
apparent however that, when the computer is unpow-
ered, power will be supplied to the module 24' via the
bus 28. The module 24" will be directly responsive to the
assistance request key 19 being depressed and opera-

10

15

20

25

30

35

40

45

50

55

ble to generate a message as described hereinbefore.
[0030] It will further be apparent, as shown in Figure
4, that where a request driver module 24' is present, the
manually operable assistance request means may be
located anywhere as desired, and not necessarily on a
keyboard. In the embodiment shown in Figure 4, a com-
puter 10" is provided with a request driver module 24'
as described hereinbefore, a network interface card 14
and a network connection 13. The network interface
card 14 and request driver module 24' are connected by
a suitable bus 28 as described hereinbefore. In this ex-
ample, the computer 10™ is provided with a manually
operable control comprising a request button 32 which
is connected to the request driver module 24'. When the
button 32 is depressed, the request driver module 24' is
operable as described hereinbefore with reference to
Figure 2 and 3.

[0031] Where the request driver module is present in
hardware, it will be apparent that it may be provided as
desired anywhere in the computer 10, 10", 10", 10™. For
example, a request driver module may be provided as
a card connected to the bus 28, or may be provided on
the input/output controller 29, or on the network inter-
face card 14, or on the computer motherboard, or else
where as desired. Where the request driver module 24,
24' is provided as part of another component such as a
network interface card, it may comprise one or more
separate integrated circuits as desired or may be pro-
vided as embedded software on that component.
[0032] It will be apparent that any embodiment of the
present invention may be implemented in hardware or
in software or in any combination of hardware and soft-
ware as desired.

[0033] In the present specification "comprises"
means ‘"includes or consists of and "comprising"
means "including or consisting of".

[0034] The features disclosed in the foregoing de-
scription, or the following claims, or the accompanying
drawings, expressed in their specific forms or in terms
of a means for performing the disclosed function, or a
method or process for attaining the disclosed result, as
appropriate, may, separately, or in any combination of
such features, be utilised for realising the invention in
diverse forms thereof.

Claims

1. An assistance request system for a computer con-
nected to a network, the assistance request system
comprising a message generation module operable
to;

receive a signal from a manually operable re-
quest device,

in response to the signal, generate a message
comprising an assistance request and identification
information, and

transmit the message to an assistance source
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via said network.

An assistance request system according to claim 1
wherein the message operation module is operable
to retrieve information from an information store and
generate the message in accordance with the infor-
mation.

An assistance request system according to claim 2
wherein the stored information is stored in said in-
formation store on completion of a successful boot
procedure.

An assistance request system according to claim 2
or claim 3 wherein the information comprises a net-
work address of the assistance source.

An assistance request system according to any one
of claims 2 to 4 wherein the information comprises
a network address of the computer.

An assistance request system according to any one
of claims 2 to 5 wherein the information comprises
configuration information.

An assistance request system according to any one
of the preceding claims operable, on receipt of the
signal from the manually operable request device,
to

display an information request,

receive user information in response to the in-
formation request, and

generate the message in accordance with the
user information.

An assistance request system according to any one
of the preceding claims wherein the manually oper-
able request device comprises a keyboard compris-
ing an assistance request key.

An assistance request system according to claim 8
wherein the system comprises a keyboard driver fil-
ter, operable to receive a scan code from the key-
board, identify a scan code corresponding to said
assistance request key and generating a signal ac-
cordingly.

An assistance request system according to claim 8
wherein the keyboard comprises a keyboard con-
troller, the keyboard controller being operable to
identify a key press corresponding to said assist-
ance request key and generate a signal accordingly.

An assistance request system according to claim 8
wherein the assistance request key is directly con-
nected to said message generation module to send
a signal to the message generation module on de-
pression of the assistance request key.
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12. An assistance request system according to any one

of claims 1 to 7 wherein the manually operable re-
quest device comprises a manually operable con-
trol located on the computer.
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