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SYSTEM AND METHOD FOR PROVIDING
SERVICES

CROSS REFERENCE TO RELATED PATENT
APPLICATION

[0001] This application is a continuation of U.S. applica-
tion Ser. No. 13/431,519 filed Mar. 27, 2012, which is herein
incorporated by reference in its entirety.

BACKGROUND

[0002] Systems and software offered by a service provider
may be used to detect compromised devices on a particular
network. However, if a compromised device or service is
detected by a third-party, the third party may not have
information, such as the service offered or the service
provider associated with the particular compromised device.
Accordingly, the third-party may reject interactions with the
compromised device or service without providing a resolu-
tion. These and other shortcomings are identified and
addressed by the disclosure.

SUMMARY

[0003] It is to be understood that both the following
general description and the following detailed description
are exemplary and explanatory only and are not restrictive,
as claimed. Provided are methods and systems for providing
services. The methods and systems described herein, in one
aspect, can direct a compromised user device to a location
for remediation services.

[0004] In an aspect, some methods can comprise detecting
a compromised state of a user device, determining a device
identifier associated with the user device, locating a service
identifier based upon the detected compromised state of the
user device and the device identifier, and transmitting the
service identifier to the user device.

[0005] In another aspect, methods can comprise detecting
a compromised user device, locating a user identifier asso-
ciated with the compromised user device, identifying a
service provider based upon the user identifier, locating a
remediation service identifier associated with the service
provider, and transmitting the remediation service identifier
to the compromised user device.

[0006] In another aspect, some systems can comprise a
memory for storing a plurality of user identifiers. A proces-
sor can be in communication with the memory, the processor
configured for: detecting a compromised user device, locat-
ing one of the plurality of user identifiers associated with the
user device, identifying a service provider based upon the
user identifier, locating a remediation service identifier asso-
ciated with the service provider, and transmitting the reme-
diation service identifier to the compromised device.
[0007] Additional advantages will be set forth in part in
the description which follows or may be learned by practice.
The advantages will be realized and attained by means of the
elements and combinations particularly pointed out in the
appended claims. It is to be understood that both the
foregoing general description and the following detailed
description are exemplary and explanatory only and are not
restrictive, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The accompanying drawings, which are incorpo-
rated in and constitute a part of this specification, illustrate
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embodiments and together with the description, serve to
explain the principles of the methods and systems:

[0009] FIG.1 is a block diagram of an exemplary network;
[0010] FIG. 2 is a block diagram of an exemplary com-
puting device;
[0011] FIG. 3 is a flow chart of an exemplary method;
[0012] FIG. 4 is a flow chart of an exemplary method;
[0013] FIG. 5 is an exemplary service identifier message;
and
[0014] FIG. 6 is a representation of an exemplary web
browser.

DETAILED DESCRIPTION
[0015] Before the present methods and systems are dis-

closed and described, it is to be understood that the methods
and systems are not limited to specific methods, specific
components, or to particular implementations. It is also to be
understood that the terminology used herein is for the
purpose of describing particular embodiments only and is
not intended to be limiting.

[0016] As used in the specification and the appended
claims, the singular forms “a,” “an” and “the” include plural
referents unless the context clearly dictates otherwise.
Ranges may be expressed herein as from “about” one
particular value, and/or to “about” another particular value.
When such a range is expressed, another embodiment
includes from the one particular value and/or to the other
particular value. Similarly, when values are expressed as
approximations, by use of the antecedent “about,” it will be
understood that the particular value forms another embodi-
ment. [t will be further understood that the endpoints of each
of the ranges are significant both in relation to the other
endpoint, and independently of the other endpoint.

[0017] “Optional” or “optionally” means that the subse-
quently described event or circumstance may or may not
occur, and that the description includes instances where said
event or circumstance occurs and instances where it does
not.

[0018] Throughout the description and claims of this
specification, the word “comprise” and variations of the
word, such as “comprising” and “comprises,” means
“including but not limited to,” and is not intended to
exclude, for example, other components, integers or steps.
“Exemplary” means “an example of” and is not intended to
convey an indication of a preferred or ideal embodiment.
“Such as” is not used in a restrictive sense, but for explana-
tory purposes.

[0019] Disclosed are components that can be used to
perform the disclosed methods and systems. These and other
components are disclosed herein, and it is understood that
when combinations, subsets, interactions, groups, etc. of
these components are disclosed that while specific reference
of each various individual and collective combinations and
permutation of these may not be explicitly disclosed, each is
specifically contemplated and described herein, for all meth-
ods and systems. This applies to all aspects of this applica-
tion including, but not limited to, steps in disclosed methods.
Thus, if there are a variety of additional steps that can be
performed it is understood that each of these additional steps
can be performed with any specific embodiment or combi-
nation of embodiments of the disclosed methods.

[0020] The present methods and systems may be under-
stood more readily by reference to the following detailed
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description of preferred embodiments and the examples
included therein and to the Figures and their previous and
following description.

[0021] As will be appreciated by one skilled in the art, the
methods and systems may take the form of an entirely
hardware embodiment, an entirely software embodiment, or
an embodiment combining software and hardware aspects.
Furthermore, the methods and systems may take the form of
a computer program product on a computer-readable storage
medium having computer-readable program instructions
(e.g., computer software) embodied in the storage medium.
More particularly, the present methods and systems may
take the form of web-implemented computer software. Any
suitable computer-readable storage medium may be utilized
including hard disks, CD-ROMs, optical storage devices, or
magnetic storage devices.

[0022] Embodiments of the methods and systems are
described below with reference to block diagrams and
flowchart illustrations of methods, systems, apparatuses and
computer program products. It will be understood that each
block of the block diagrams and flowchart illustrations, and
combinations of blocks in the block diagrams and flowchart
illustrations, respectively, can be implemented by computer
program instructions. These computer program instructions
may be loaded onto a general purpose computer, special
purpose computer, or other programmable data processing
apparatus to produce a machine, such that the instructions
which execute on the computer or other programmable data
processing apparatus create a means for implementing the
functions specified in the flowchart block or blocks.
[0023] These computer program instructions may also be
stored in a computer-readable memory that can direct a
computer or other programmable data processing apparatus
to function in a particular manner, such that the instructions
stored in the computer-readable memory produce an article
of manufacture including computer-readable instructions for
implementing the function specified in the flowchart block
or blocks. The computer program instructions may also be
loaded onto a computer or other programmable data pro-
cessing apparatus to cause a series of operational steps to be
performed on the computer or other programmable appara-
tus to produce a computer-implemented process such that
the instructions that execute on the computer or other
programmable apparatus provide steps for implementing the
functions specified in the flowchart block or blocks.
[0024] Accordingly, blocks of the block diagrams and
flowchart illustrations support combinations of means for
performing the specified functions, combinations of steps
for performing the specified functions and program instruc-
tion means for performing the specified functions. It will
also be understood that each block of the block diagrams and
flowchart illustrations, and combinations of blocks in the
block diagrams and flowchart illustrations, can be imple-
mented by special purpose hardware-based computer sys-
tems that perform the specified functions or steps, or com-
binations of special purpose hardware and computer
instructions.

[0025] As described in greater detail below, in one aspect
of the disclosure, a system can be configured to provide
services such as remediation service to a user device. FIG.
1 illustrates various aspects of an exemplary network in
which the present methods and systems can operate. The
present disclosure is relevant to systems and methods for
providing services to a user device, for example. Those
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skilled in the art will appreciate that present methods may be
used in various types of networks and systems that employ
both digital and analog equipment. One skilled in the art will
appreciate that provided herein is a functional description
and that the respective functions can be performed by
software, hardware, or a combination of software and hard-
ware.

[0026] The network 100 can comprise a user device 102 in
communication with a computing device 104 such as a
server, for example. The computing device 104 can be
disposed locally or remotely relative to the user device 102.
As an example, the user device 102 and the computing
device 104 can be in communication via a private or public
network such as the Internet. Other forms of communica-
tions can be used such as wired and wireless telecommuni-
cation channels, for example.

[0027] In an aspect, the user device 102 can be an elec-
tronic device such as a computer, a smartphone, a laptop, a
tablet, a set top box, a display device, or other device capable
of communicating with the computing device 104. As an
example, the user device 102 can comprise a web browser
106 for providing an interface to a user to interact with the
user device 102 and/or the computing device 104. The web
browser 106 can be any interface for presenting information
to the user and receiving a user feedback such as Internet
Explorer, Mozilla Firefox, Google Chrome, Safari, or the
like. Other software, hardware, and/or interfaces can be used
to provide communication between the user and one or more
of the user device 102 and the computing device 104. As an
example, the web browser 106 can request or query various
files from a local source and/or a remote source.

[0028] In an aspect, the user device 102 can be associated
with a user identifier or device identifier 108. As an example,
the device identifier 108 can be any identifier, token, char-
acter, string, or the like, for differentiating one user or user
device (e.g., user device 102) from another user or user
device. In a further aspect, the device identifier 108 can
identify a user or user device as belonging to a particular
class of users or user devices. As a further example, the
device identifier 108 can comprise information relating to
the user device such as a manufacturer, a model or type of
device, a service provider associated with the user device
102, a state of the user device 102, a locator, and/or a label
or classifier. Other information can be represented by the
device identifier 108.

[0029] In an aspect, the device identifier 108 can comprise
an address element 110 and a service element 112. In an
aspect, the address element 110 can be an internet protocol
address, a network address, an Internet address, or the like.
As an example, the address element 110 can be relied upon
to establish a communication session between the user
device 102 and the computing device 104 or other devices
and/or networks. As a further example, the address element
110 can be used as an identifier or locator of the user device
102.

[0030] In an aspect, the service element 112 can comprise
an identification of a service provider associated with the
user device 102 and/or with the class of user device 102. As
an example, the service element 112 can comprise informa-
tion relating to or provided by a communication service
provider (e.g., Internet service provider) that is providing or
enabling communication services to the user device 102. As
a further example, the service element 112 can comprise
information relating to a preferred service provider for one
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or more particular services relating to the user device 102.
In an aspect, the address element 110 can be used to identify
or retrieve the service element 112, or vice versa. As a
further example, one or more of the address element 110 and
the service element 112 can be stored remotely from the user
device 102 and retrieved by one or more devices such as the
user device 102 and the computing device 104. Other
information can be represented by the service element 112.

[0031] In an aspect, the computing device 104 can be a
server for communicating with the user device 102. As an
example, the computing device 104 can communicate with
the user device 102 for providing services. In an aspect, the
computing device 104 can allow the user device 102 to
interact with remote resources such as data, devices, and
files.

[0032] In an aspect, the computing device 104 can com-
prise a detection element 113 for detecting a device and/or
a state of a device such as the user device 102. As an
example, the detection element 113 can comprise software
for detecting a compromised user device or a compromised
state of a device that is communicating or requesting com-
munication with the computing device 104. As a further
example, the detection element 113 can be passive or active
and can compare interactions and behavior of the user
device 102 to historical data or comparative data to deter-
mine an abnormal state or compromised state of the user
device 102. In an aspect, a compromised user device may be
under automated control of a bot (e.g., software applications
that run automated tasks) or virus, causing the user device to
behave abnormally (e.g., abnormal queries and requests of
the computing device 104). As such, the detection element
113 can detect the abnormal behavior and identify the device
as a compromised user device. In an aspect, a compromised
smartphone may request a connection with a service or
device, whereby the recipient of the request can detect the
compromised state (e.g., a virus, an outdated version of
operating software, fraudulent activity, abnormal location,
etc.) of the smartphone. In another aspect, an on-board
vehicle device of a vehicle may request information or
connection with a computing device (e.g., on-board or
remote), whereby the computing device can detect a com-
promised state (e.g., vehicle condition, sensor errors, main-
tenance request) of the on-board vehicle device, such as an
electronic control module in communication with a manu-
facturer’s server. Other techniques, methods, and systems
for detecting abnormal or compromised devices can be used.
For example, externally provided intelligence can be used to
indicate that a particular device trying to establish a con-
nection is compromised.

[0033] Inan aspect, the computing device 104 can manage
the communication between the user device 102 and a
database 114 for sending and receiving data there between.
As an example, the database 114 can store a plurality of files
(e.g., web pages), user identifiers or records, or other infor-
mation. As a further example, the user device 102 can
request and/or retrieve a file from the database 114. In an
aspect, the database 114 can store information relating to the
user device 102 such as the address element 110 and/or the
service element 112. As an example, the computing device
104 can obtain the device identifier 108 from the user device
102 and retrieve information from the database 114 such as
the address element 110 and/or the service elements 112. As
a further example, the computing device 104 can obtain the
address element 110 from the user device 102 and can
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retrieve the service element 112 from the database 114, or
vice versa. Any information can be stored in and retrieved
from the database 114. The database 114 can be disposed
remotely from the computing device 104 and accessed via
direct or indirect connection. The database 114 can be
integrated with the computing system 104 or some other
device or system.

[0034] In an aspect, the computing device 104 can com-
prise a comparator element 116. It is understood that the
comparator element 116, as well as other elements, can be
stored locally or remotely relative to the computing device
104. As an example, the comparator element 116 can be
stored in the database 114. As a further example, the
comparator element 116 can be stored in a look-up table 118.
In an aspect, the comparator element 116 can comprise one
or more of a value, token, character, character string, label,
classifier, pre-determined time period, pre-determined date,
time range, finite expression, or the like. The comparator
element 116 can comprise single or multiple characters,
character strings, ranges, thresholds, values, and the like, for
comparison. The comparator element 116 can be based upon
a pre-defined user level, user authority, user history, user
location, or other classification or distinction.

[0035] As an example, one or more of the user device 102
and the computing device 104 can be configured to use or
access authentication information of the comparator element
116 to authenticate a user device. As a further example, the
comparator element 116 can be utilized by the detection
element 113 to determine a state of a user device based upon
stored information. Other information such as data relating
to particular user devices and/or users can be stored in the
look-up table 118 and retrieved to perform operations such
as queries and the like. As an example, information relating
to the user device 102 can be retrieved to query locator data
for particular services for the user device 102.

[0036] In an aspect, a service database 120 can be in
communication with the computing device 104. As an
example, the service database 120 can comprise a domain
name system server. As a further example, the service
database 120 can comprise information relating to one or
more services and/or service providers. In another aspect,
the service database 120 can comprise one or more service
identifiers 122. As an example, the service identifiers 122
can comprise records such as text records for identifying a
location of a particular service (e.g., service location 124). In
an aspect, one or more service identifiers 122 can comprise
locator information relating to remediation services offered
by one or more service providers (e.g., Internet service
providers). As an example, one or more service identifiers
122 can comprise a uniform resource identifier (URI) or
uniform resource locator (URL). Other information can be
stored in and retrieved from the service database 120. The
service database 120 can be located remotely from the
computing device.

[0037] The service location 124 can comprise devices,
systems, software, and other resources for providing ser-
vices (e.g., remediation services) to the user device 102 and
other devices. As an example, the service location 124 can
be a network location (e.g., identified by a URL). However,
the service location 124 can be a physical or virtual location.
In an aspect, a service provider can offer certain service via
the service location 124, whereby devices associated with
the service provider can navigate to the service location 124
for accessing the certain service.
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[0038] In an exemplary aspect, the methods and systems
can be implemented on a computing system such as com-
puting device 201 as illustrated in FIG. 2 and described
below. By way of example, one or more of the user device
102 and the computing device 104 of FIG. 1 can be a
computer as illustrated in FIG. 2. Similarly, the methods and
systems disclosed can utilize one or more computers to
perform one or more functions in one or more locations.
FIG. 2 is a block diagram illustrating an exemplary operat-
ing environment for performing the disclosed methods. This
exemplary operating environment is only an example of an
operating environment and is not intended to suggest any
limitation as to the scope of use or functionality of operating
environment architecture. Neither should the operating envi-
ronment be interpreted as having any dependency or require-
ment relating to any one or combination of components
illustrated in the exemplary operating environment.

[0039] The present methods and systems can be opera-
tional with numerous other general purpose or special pur-
pose computing system environments or configurations.
Examples of well known computing systems, environments,
and/or configurations that can be suitable for use with the
systems and methods comprise, but are not limited to,
personal computers, server computers, laptop devices, and
multiprocessor systems. Additional examples comprise set
top boxes, programmable consumer electronics, network
PCs, minicomputers, mainframe computers, distributed
computing environments that comprise any of the above
systems or devices, and the like.

[0040] The processing of the disclosed methods and sys-
tems can be performed by software components. The dis-
closed systems and methods can be described in the general
context of computer-executable instructions, such as pro-
gram modules, being executed by one or more computers or
other devices. Generally, program modules comprise com-
puter code, routines, programs, objects, components, data
structures, etc. that perform particular tasks or implement
particular abstract data types. The disclosed methods can
also be practiced in grid-based and distributed computing
environments where tasks are performed by remote process-
ing devices that are linked through a communications net-
work. In a distributed computing environment, program
modules can be located in both local and remote computer
storage media including memory storage devices.

[0041] Further, one skilled in the art will appreciate that
the systems and methods disclosed herein can be imple-
mented via a general-purpose computing device in the form
of a computing device 201. The components of the com-
puting device 201 can comprise, but are not limited to, one
or more processors or processing units 203, a system
memory 212, and a system bus 213 that couples various
system components including the processor 203 to the
system memory 212. In the case of multiple processing units
203, the system can utilize parallel computing.

[0042] The system bus 213 represents one or more of
several possible types of bus structures, including a memory
bus or memory controller, a peripheral bus, an accelerated
graphics port, and a processor or local bus using any of a
variety of bus architectures. By way of example, such
architectures can comprise an Industry Standard Architec-
ture (ISA) bus, a Micro Channel Architecture (MCA) bus, an
Enhanced ISA (EISA) bus, a Video Electronics Standards
Association (VESA) local bus, an Accelerated Graphics Port
(AGP) bus, and a Peripheral Component Interconnects
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(PCI), a PCI-Express bus, a Personal Computer Memory
Card Industry Association (PCMCIA), Universal Serial Bus
(USB) and the like. The bus 213, and all buses specified in
this description can also be implemented over a wired or
wireless network connection and each of the subsystems,
including the processor 203, a mass storage device 204, an
operating system 205, software 206, data 207, a network
adapter 208, system memory 212, an Input/Output Interface
210, a display adapter 209, a display device 211, and a
human machine interface 202, can be contained within one
or more remote computing devices 214a,b,c at physically
separate locations, connected through buses of this form, in
effect implementing a fully distributed system.

[0043] The computing device 201 typically comprises a
variety of computer readable media. Exemplary readable
media can be any available media that is accessible by the
computing device 201 and comprises, for example and not
meant to be limiting, both volatile and non-volatile media,
removable and non-removable media. The system memory
212 comprises computer readable media in the form of
volatile memory, such as random access memory (RAM),
and/or non-volatile memory, such as read only memory
(ROM). The system memory 212 typically contains data
such as data 207 and/or program modules such as operating
system 205 and software 206 that are immediately acces-
sible to and/or are presently operated on by the processing
unit 203.

[0044] In another aspect, the computing device 201 can
also comprise other removable/non-removable, volatile/
non-volatile computer storage media. By way of example,
FIG. 2 illustrates a mass storage device 204 which can
provide non-volatile storage of computer code, computer
readable instructions, data structures, program modules, and
other data for the computing device 201. For example and
not meant to be limiting, a mass storage device 204 can be
a hard disk, a removable magnetic disk, a removable optical
disk, magnetic cassettes or other magnetic storage devices,
flash memory cards, CD-ROM, digital versatile disks
(DVD) or other optical storage, random access memories
(RAM), read only memories (ROM), electrically erasable
programmable read-only memory (EEPROM), and the like.

[0045] Optionally, any number of program modules can be
stored on the mass storage device 204, including by way of
example, an operating system 205 and software 206. Each of
the operating system 205 and software 206 (or some com-
bination thereof) can comprise elements of the programming
and the software 206. Data 207 can also be stored on the
mass storage device 204. Data 207 can be stored in any of
one or more databases known in the art. Examples of such
databases comprise, DB2®, Microsofit® Access, Micro-
soft® SQL Server, Oracle®, mySQL, PostgreSQL, and the
like. The databases can be centralized or distributed across
multiple systems.

[0046] Inanother aspect, the user can enter commands and
information into the computing device 201 via an input
device (not shown). Examples of such input devices com-
prise, but are not limited to, a keyboard, pointing device
(e.g., a “mouse”), a microphone, a joystick, a scanner, tactile
input devices such as gloves, and other body coverings, and
the like These and other input devices can be connected to
the processing unit 203 via a human machine interface 202
that is coupled to the system bus 213, but can be connected
by other interface and bus structures, such as a parallel port,
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game port, an IEEE 1394 Port (also known as a Firewire
port), a serial port, or a universal serial bus (USB).

[0047] Inyetanother aspect, a display device 211 can also
be connected to the system bus 213 via an interface, such as
a display adapter 209. It is contemplated that the computing
device 201 can have more than one display adapter 209 and
the computer 201 can have more than one display device
211. For example, a display device can be a monitor, an LCD
(Liquid Crystal Display), or a projector. In addition to the
display device 211, other output peripheral devices can
comprise components such as speakers (not shown) and a
printer (not shown) which can be connected to the comput-
ing device 201 via Input/Output Interface 210. Any step
and/or result of the methods can be output in any form to an
output device. Such output can be any form of visual
representation, including, but not limited to, textual, graphi-
cal, animation, audio, tactile, and the like. The display 211
and computing device 201 can be part of one device, or
separate devices.

[0048] The computing device 201 can operate in a net-
worked environment using logical connections to one or
more remote computing devices 214a,b,c. By way of
example, a remote computing device can be a personal
computer, portable computer, a smart phone, a server, a
router, a network computer, a peer device or other common
network node, and so on. Logical connections between the
computing device 201 and a remote computing device
214a,b,c can be made via a network 215, such as a local area
network (LAN) and a general wide area network (WAN).
Such network connections can be through a network adapter
208. A network adapter 208 can be implemented in both
wired and wireless environments. Such networking environ-
ments are conventional and commonplace in dwellings,
offices, enterprise-wide computer networks, intranets, and
the Internet.

[0049] For purposes of illustration, application programs
and other executable program components such as the
operating system 205 are illustrated herein as discrete
blocks, although it is recognized that such programs and
components reside at various times in different storage
components of the computing device 201, and are executed
by the data processor(s) of the computer. An implementation
of software 206 can be stored on or transmitted across some
form of computer readable media. Any of the disclosed
methods can be performed by computer readable instruc-
tions embodied on computer readable media. Computer
readable media can be any available media that can be
accessed by a computer. By way of example and not meant
to be limiting, computer readable media can comprise “com-
puter storage media” and “communications media.” “Com-
puter storage media” comprise volatile and non-volatile,
removable and non-removable media implemented in any
methods or technology for storage of information such as
computer readable instructions, data structures, program
modules, or other data. Exemplary computer storage media
comprises, but is not limited to, RAM, ROM, EEPROM,
flash memory or other memory technology, CD-ROM, digi-
tal versatile disks (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other medium which can be
used to store the desired information and which can be
accessed by a computer.

[0050] The methods and systems can employ Artificial
Intelligence techniques such as machine learning and itera-
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tive learning. Examples of such techniques include, but are
not limited to, expert systems, case based reasoning, Bayes-
ian networks, behavior based Al, neural networks, fuzzy
systems, evolutionary computation (e.g. genetic algorithms),
swarm intelligence (e.g. ant algorithms), and hybrid intelli-
gent systems (e.g. expert inference rules generated through
a neural network or production rules from statistical learn-
ing).

[0051] As described in greater detail below, provided are
methods for providing services to a user and/or user device.
As an example, remediation services can be provided to a
compromised user device by directing the compromised user
device to a service location.

[0052] FIG. 3 illustrates an exemplary method for identi-
fying a class of user. The method illustrated in FIG. 3 will
be discussed, for example only, in reference to FIGS. 1-2. In
step 302, the user device 102 can be detected. As an
example, the user device 102 may request access to a
particular resource, computer, or network. Accordingly, a
detection element (e.g., detection element 113) can analyze
the user device 102 or aspects of the user device 102 to
determine if the user device 102 is compromised. As a
further example, the detection element can compare inter-
actions and behavior of the user device 102 to historical data
or comparative data to determine an abnormal state or
compromised state of the user device 102. Other techniques,
methods, and systems for detecting abnormal or compro-
mised devices, e.g., detecting a virus, can be used.

[0053] In step 304, the device identifier 108 associated
with the user device 102 can be obtained. As an example, the
user device 102 may request access to a particular resource,
computer, or network. Accordingly, a detection element
(e.g., detection element 113) or other element/software can
analyze the user device 102 or aspects of the user device 102
to obtain the device identifier 108. As an example, when the
user device 102 connects to the computing device or
requests connection to the computing device 104, the com-
puting device 104 can obtain the device identifier 108 from
the user device 102, or proxy of the user device 102. As a
further example, the computing device 104 may obtain the
device identifier 108 by obtaining the address element 110
(e.g., IP address assigned to the user device 102). Other
information relating to the user device 102 can be obtained
by the computing device directly or via retrieval and look-
up.

[0054] In step 306, a service provider (e.g., Internet or
other network service provider) associated with the user
device 102 can be determined. As an example, the device
identifier 108 can be used to locate or determine information
relating to the service provider associated with the user
device 102. As a further example, the device identifier 108
can comprise the service element 112 including information
relating to one or more service providers, which may be
public or private network service providers.

[0055] In an aspect, FIG. 4 illustrates an exemplary
method for determining the service provider (FIG. 3, 306).
The method illustrated in FIG. 4 will be discussed, for
example only, in reference to FIGS. 1-2. In step 402, the
address element 110 (e.g., IP address assigned to the user
device 102) can be identified. The address element 110 can
be retrieved directly from the user device or determined
based upon information relating to the user device 102 (e.g.,
device identifier 108).



US 2018/0227263 Al

[0056] In step 404, the address element 110 or information
relating to the user device 102 is used to query a database or
storage medium. As an example, the address element 110
can be used to query the database 114 to retrieve further
information relating to the user device 102. As a further
example, the database 114 can comprise records relating to
one or more users and/or user devices. By querying the
database 114 based upon information particular to the user
device 102, a record can be retrieved for the particular user
device 102. The record or collection of information can
comprise information such as user information, device spe-
cifics, and services or service providers (e.g., service ele-
ment 112).

[0057] In step 406, information relating to a service pro-
vider is retrieved from the database 114. As an example,
service element 112 may be retrieved from the database 114
and analyzed to extract information relating to the service
provider(s) associated with the user device 102. As a further
example, other information can be used, retrieved and/or
analyzed to determine the service provider associated with
the compromised device.

[0058] Returning to FIG. 3, a service identifier or locator
can be located at step 308. In an aspect, once a particular
service provider has been identified (step 306), the comput-
ing device 104 can locate information (e.g., service identifier
122) relating to a service to be rendered to the user device
102. As an example, the computing device 104 can retrieve
service records, identifiers, locators (e.g., service identifier
112) from a domain name system server or database. As an
example, the service identifiers 122 can be retrieved and
information can be extracted relating to services (e.g., reme-
diation services) offered by one or more service providers
(e.g., Internet service providers). As an example, one or
more service identifiers 122 can comprise a uniform
resource identifier (URI) or uniform resource locator (URL)
relating to the service location 124.

[0059] In step 310, information such as one or more
service identifiers 122 can be transmitted to the user device
102. As an example, information can be transmitted to the
user device 102 and rendered on the user device 102 as an
alert or notice 500, as shown in FIG. 5. As a further example,
the alert or notice 500 can comprise a URL 502 identifying
the service location 124. As an example, the notice 500 can
direct a user of the user device 102 to a particular service
center (e.g., virtual or physical) such as the service location
124 associated with the particular need of the user device. As
a further example, where the user device 102 requires
software updates, an update service location can be pro-
vided. Similarly, where a virus service is required, the user
device 102 can be directed to a virus services location. In an
aspect, characteristics of the user device 102, such as make,
model, location, and/or version (e.g., represented by the
device identifier 108 or other related data store), or other
characteristic such as time or date, can be used to identify the
appropriate service location. In an aspect, the user device
102 can be directed or re-directed (e.g., automatically) to the
service location 124, as shown in step 312. In a further
aspect, service can automatically be provided to the user
device 102 without further action on behalf of the user.
[0060] In an aspect, software can be used to implement
methods of providing services.

[0061] As described in greater detail below, the methods
and systems can comprise a software interface 600, as
illustrated in FIG. 6. By way of example, the interface 600
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can be integrated with the web browser 106. As a further
example, the interface 600 can be loaded to the user device
102 as an add-on software package. In an aspect, the loading
of the interface 600 can be tracked in order to identify the
user devices that comprise the interface 600.

[0062] The methods and systems disclosed can utilize one
or more interfaces 600 to perform one or more functions in
one or more locations. FIG. 6 illustrates an exemplary
operating environment for performing the disclosed meth-
ods. This exemplary operating environment is only an
example of an operating environment and is not intended to
suggest any limitation as to the scope of use or functionality
of operating environment architecture. Neither should the
operating environment be interpreted as having any depen-
dency or requirement relating to any one or combination of
components illustrated in the exemplary operating environ-
ment.

[0063] In an aspect, the web browser 106 can comprise a
browser window 602 for displaying information (e.g. web
pages, files, etc.) to the user. As an example, the web browser
106 can comprise an address bar 604 or URL bar to allow
a user to input a URL for directing the requests of the web
browser 106. In an aspect, the interface 600 can be a toolbar
disposed adjacent the address bar 604 of the web browser
106 and including one or more user interface elements,
buttons, or engageable menus. The interface 600 can be
presented to the user in any position, form, and environment.
As an example, the interface 600 can comprise a plurality of
user interface elements such as user-engageable buttons 606
for executing various associated functions (e.g. search func-
tion, settings modification, and the like.)

[0064] In an aspect, the interface 600 can comprise a user
interface element, such as home button 608 or a homepage
button for directing the web browser 106 to a pre-defined file
or webpage associated with the home button 608. As an
example, the service location 124 can be associated with the
home button 608, whereby a selection of the home button
608 causes the web browser 106 to request a particular file
or direct the user device 102 to the service location 124.
[0065] As an example, a user and/or user device can rely
on a network connectivity provided by a particular service
provider to navigate to a third party site (e.g., bank website,
merchant website, service website, e-commerce site, etc.). In
an aspect, the third party site can be configured to detect a
compromised user device. However, since the third party is
not the provider of the network connectivity, the third party
can often not provide direct remediation of the detected
compromised device. Conventional solutions included a
complete block of the compromised device from interacting
with the third party site. Now, using the systems and
methods described herein, the third party can use informa-
tion associated with the compromised device to locate the
service provider and redirect the user and/or user device to
remediation service offered by the service provider. Any
third party site or service can be configured to operate as
described herein.

[0066] While the methods and systems have been
described in connection with preferred embodiments and
specific examples, it is not intended that the scope be limited
to the particular embodiments set forth, as the embodiments
herein are intended in all respects to be illustrative rather
than restrictive.

[0067] Unless otherwise expressly stated, it is in no way
intended that any method set forth herein be construed as
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requiring that its steps be performed in a specific order.
Accordingly, where a method claim does not actually recite
an order to be followed by its steps or it is not otherwise
specifically stated in the claims or descriptions that the steps
are to be limited to a specific order, it is no way intended that
an order be inferred, in any respect. This holds for any
possible non-express basis for interpretation, including: mat-
ters of logic with respect to arrangement of steps or opera-
tional flow; plain meaning derived from grammatical orga-
nization or punctuation; the number or type of embodiments
described in the specification.

[0068] It will be apparent to those skilled in the art that
various modifications and variations can be made without
departing from the scope or spirit. Other embodiments will
be apparent to those skilled in the art from consideration of
the specification and practice disclosed herein. It is intended
that the specification and examples be considered as exem-
plary only, with a true scope and spirit being indicated by the
following claims.
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What is claimed is:

1. A method comprising:

detecting a compromised state of a user device;

determining a device identifier associated with the user
device from a plurality of device identifiers;

determining, based on the determined device identifier, an
address element associated with the user device;

determining, based on the address element, a service
provider associated with the user device, wherein the
service provider is determined from a plurality of
service providers, and wherein at least one of the
plurality of service providers is an Internet Service
Provider;

determining, based on the service provider and the com-
promised state of the user device, a service identifier,
wherein the service identifier identifies a server asso-
ciated with the determined service provider; and

transmitting the service identifier to the user device.
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