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1
RTL VERIFICATION USING
COMPUTATIONAL COMPLEXITY-BASED
PROPERTY RANKING AND SCHEDULING

RELATED APPLICATION

The present application claims priority to U.S. Provisional
Application No. 62/425,064 filed on Nov. 21, 2016, and
incorporates that application by reference.

FIELD

The present invention relates to RTL verification, and
more particularly to hardness ranking for properties in
verification.

BACKGROUND

In formal verification, a tool needs to solve a set of
properties, such as System Verilog assertions (SVAs). These
properties are either automatically generated by the tool,
manually specified by the tool user, or provided in some
other way.

Given a fixed computational resource budget (CPU time,
memory, number of available machines), the formal tool’s
performance is measured by the number of properties solved
within the resource budget. Properties not solved at the end
of the execution will have a timed out status.

To maximize the tool’s throughput, it is advantageous to
schedule the properties such that easier properties are solved
first. However, it is a very challenging problem to estimate
the hardness of properties without actually solving the
problem.

One prior art method of estimating is calculating the
theoretical upper bound of formal property, which gives an
estimate of the hardness of the property. If there are m
variables in the cone of influence (COI) logic of the prop-
erties, the upper bound estimates the CPU time to solve the
property is in O(2"m) using big-O notation. In a standard test
case, a typical property can 50,000 variables or more. The
value of O(2°50000) is a huge number. However, modern
formal tools can often solve many properties within minutes
or hours. This shows that the theoretical upper bound is too
rough to be useful in practice, and does not correlate well to
the empirical hardness.

Another prior art method of estimating empirical hardness
uses ad-hoc heuristics. They are typically in the form of
handcrafted formula based on a few feature variables, e.g.,
the number of input variables, the number of sequential state
variables in the COI of the property. In these approaches, the
empirical hardness of the property is modeled by some
linear or non-linear functions, often done by a domain
expert. Parameters in these functions are then fitted to the
given data set using regression technique. Essentially, these
approaches use linear regression techniques to approximate
the empirical hardness of a property.

There are at least two major drawbacks with these ad-hoc
heuristics. The first drawback is caused by “the limited
feature set”. These formulas are hand-crafted by a domain
expert and typically only involve just a small number (<10)
of feature variables, since formal properties with large
number variables are very difficult for a human being to
comprehend. The second drawback is caused by “the abso-
Iute objective function”. These approaches try to estimate
the empirical hardness of a property directly, i.e., they try to
predict the actual CPU time required to solve a property.
This is a highly non-linear objective function and hard to
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model with standard regression techniques. In practice, these
heuristics often give low prediction accuracy on unseen
examples and are not used in a formal product.

BRIEF DESCRIPTION OF THE FIGURES

The present invention is illustrated by way of example,
and not by way of limitation, in the figures of the accom-
panying drawings and in which like reference numerals refer
to similar elements and in which:

FIG. 1A illustrates one embodiment of an offline training
mode.

FIG. 1B illustrates one embodiment of an online predic-
tion mode.

FIG. 1C is a diagram of one embodiment of an EDA
design flow, in which the machine learning-based hardness
prediction may be used.

FIG. 2 is a block diagram of one embodiment of the
verification system including the hardness-based machine
learning system (HBML system).

FIG. 3 is a flowchart of one embodiment of utilizing the
system.

FIG. 4 is a flowchart of one embodiment of adaptive
learning using the system.

FIG. 5 is a diagram showing a relative improvement in
solving speed using on the machine-learning based hardness
ranking.

FIG. 6 is a block diagram of one embodiment of a
computer system that may be used in the present invention.

FIG. 7 is a flowchart of one embodiment of the intelligent
qualification system for the HBML system.

FIG. 8 illustrates a set of exemplary features that may be
used in the system.

DETAILED DESCRIPTION

The present invention utilizes a Machine Learning based
approach to predict the relative hardness of properties of an
integrated circuit design. In one embodiment, the integrated
circuit design is a register transfer level (RTL) design. The
properties are assertions that document the functionality of
the design, verify that the intent of the design is met over the
simulation period or exclusive functional verification, and
determine whether the design is functionally correct accord-
ing to its specification. In one embodiment, the properties
may be SystemVerilog assertions. In one embodiment, the
properties may be assertions generated and/or extracted
automatically by formal verification tools. Assertion-Based
verification improves the quality of the design, and reduces
the design cycle. However, a complex design with a large
number of properties may take too long to fully verify. By
evaluating the hardness of the properties, and using this
determination to sort the properties in an ascending hardness
order, the present hardness-based machine learning system
makes it possible to schedule easier properties first and
maximize a verification tools’ throughput. Hardness, in this
context, refers to the difficulty of evaluating the property.
Better throughput helps to catch design issues faster, fix
them sooner, and improve overall turnaround time of circuit
design.

In formal verification related products, formal properties
are checked by the tool to see if they are proven to be true,
or falsified with a counter example trace (waveform). Prop-
erties may also have timed-out/inconclusive result, if the
tool runs out of computational time/memory during the
check. In theory, the hardness of a formal property has
exponential time upper bound with respect to the number
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variables in the cone-of-influence (COI) logic of the prop-
erties. In practice, the empirical hardness of a formal prop-
erty can be measured by the smallest CPU time required by
a formal tool to actually solve the property, concluding with
either proven or falsified status. From a formal tool’s per-
spective, the empirical property hardness is what is opti-
mally used for ordering the properties. This invention solves
the property ranking problem by a novel Pair-Wise Machine
Learning method.

The following detailed description of embodiments of the
invention refers to the accompanying drawings in which like
references indicate similar elements, showing by way of
illustration specific embodiments of practicing the inven-
tion. Description of these embodiments is in sufficient detail
to enable those skilled in the art to practice the invention.
One skilled in the art understands that other embodiments
may be utilized and that logical, mechanical, electrical,
functional, and other changes may be made without depart-
ing from the scope of the present invention. The following
detailed description is, therefore, not to be taken in a limiting
sense, and the scope of the present invention is defined only
by the appended claims.

FIGS. 1A-1B are block diagrams showing embodiments
of Supervised Machine Learning systems. A supervised
machine learning technique can be informally described as
a way to learn and approximate an unknown (arbitrarily
complex) function f: y=f(X) using a training data set.

FIG. 1A illustrates one embodiment of offline training
mode. Each data instance (X,, y,) in the training data set
satisfies the input-output relationship of the function y,=f
(X,). The input tuple X, is a sequence of variables, where
each variable is called a feature. Supervised Machine Learn-
ing uses the given training data to construct a model function
F which is an approximation of the actual function f. In this
context, the term “offline” means that the training mode is
not deployed, but rather used as a preparatory step prior to
making the Supervised Machine Learning system available
for use as part of formal product.

In one embodiment, the features refer to different param-
eters that are computed during property solving. In one
embodiment, these parameters may be internal to the engine.
FIG. 8 illustrates a set of exemplary features that may be
used in the system. These features may include the number
of variables (before and after unrolling), number of clauses
(before and after unrolling). The features may also include
the ratio between the variables and clauses, as well as ratios
between other elements such as a ratio between the learned
clauses and the number of variables. In one embodiment, the
features may include the number of decisions and conflicts
in the satisfiability (SAT) solvers. Other features may be
more complex, such as the number of states which can reach
a bad state after one transition, or the number of proof
obligations.

FIG. 1B illustrates one embodiment of the online predic-
tion mode. Once off-line training is completed, there is a
trained Machine [earning Model. A trained Machine Learn-
ing Model, in an online mode, extracts feature data X, from
a new test. The predicted output value y; is obtained by
feeding the feature data X, to the model § which was built
by off-line training. In this context, the term “online” means
that the Supervised Machine [earning system is available
for use, rather than being trained. Though of course the
system may be continuously trained, as additional data sets
are analyzed, and the results of that analysis are obtained.
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Instead of utilizing an absolute hardness model, in one
embodiment, the hardness-based machine learning tool uses
a pair-wise hardness comparison model f_,,..:y=F conpX1;
X5)

This function compares the hardness of two properties, X,
and X,. The output of this function represents the relative
hardness of a property with respect to other properties in the
group. The feature variables, in one embodiment, are com-
posed of two sets: (X, X,), one for each property in
comparison. The properties are then ordered using this
comparison function.

Instead of a handful set of features (<10) typically used in
the prior art handcrafted methods, the hardness based
Machine Learning Model is scalable in terms of number of
features that can be analyzed and utilized. It allows the
system to use a significant portion or all the feature data that
may correlate to a property’s empirical hardness.

In the training data, in one embodiment, for each formal
backend engine/algorithm, the internal engine data that
correlates to the engine’s runtime is collected. In one experi-
ment, over 300 features were collected using the hardness-
based Machine Learning system (HBML system). In one
embodiment, some of the internal engine data may be
removed. In one embodiment, the not-needed, irrelevant,
duplicate, and redundant features which do not improve the
accuracy of a predictive model or may decrease the predic-
tion accuracy are removed. Various feature selection algo-
rithms (recursive feature elimination and feature importance
ranking) may be applied for dimensionality reduction, to
improve prediction accuracy. The removal of such data can
also boost the performance by reducing the complexity of
the model.

In one embodiment, the HBML system is part of one or
more electronic design automation (EDA) tools and used to
design, calibrate, and adjust circuit designs, and circuit
blocks. An EDA flow can include multiple steps, and each
step can involve using one or more EDA software tools.
Some EDA steps and software tools are described below,
with respect to FIG. 2. These examples of EDA steps and
software tools are for illustrative purposes only and are not
intended to limit the embodiments to the forms disclosed.

To illustrate the EDA flow, consider an EDA system that
receives one or more high level behavioral descriptions of an
IC device (e.g., in HDL languages like VHDL,, Verilog, etc.)
and translates (“synthesizes”) this high level design lan-
guage description into netlists of various levels of abstrac-
tion. A netlist describes the IC design and is composed of
nodes (functional elements) and edges, e.g., connections
between nodes. At a higher level of abstraction, a generic
netlist is typically produced based on technology indepen-
dent primitives.

The generic netlist can be translated into a lower level
technology-specific netlist based on a technology-specific
(characterized) cell library that has gate-specific models for
each cell (functional element). The models define perfor-
mance parameters for the cells; e.g., parameters related to
the operational behavior of the cells, such as power con-
sumption, delay, transition time, and noise. The netlist and
cell library are typically stored in computer readable media
within the EDA system and are processed and verified using
many well-known techniques.

Before proceeding further with the description, it may be
helpful to place these processes in context. At a high level,
for an application specific integrated circuit (ASIC), the
process starts with the product idea (step E100) and is
realized in an EDA software design process (step E110).
When the design is finalized, it can be taped-out (event
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E140). After tape out, the fabrication process (step E150)
and packaging and assembly processes (step E160) occur
resulting, ultimately, in finished chips (result E170). For a
field programmable gate array (FPGA), the process starts
with the product idea (step E101) and is realized in an EDA
software design process (step E111). When the design is
finalized, the FPGAs may be configured (event E151),
applying the code to the FPGA circuits, resulting, ultimately,
in finished chips (result E171).

The EDA software design process (step E110/E111) is
actually composed of a number of steps E112-E130, shown
in linear fashion for simplicity. In an actual design process,
the particular design might have to go back through steps
until certain tests are passed. Similarly, in any actual design
process, these steps may occur in different orders and
combinations. This description is therefore provided by way
of context and general explanation rather than as a specific,
or recommended, design flow for a particular circuit design.

A brief description of the components steps of the EDA
software design process (step E110) will now be provided:

System design (step E112): The designers describe the
functionality that they want to implement and can perform
what-if planning to refine functionality, check costs, etc.
Hardware-software architecture partitioning can occur at
this stage. Exemplary EDA software products from Synop-
sys, Inc. that can be used at this step include Model
Architect, Saber, System Studio, and DesignWare® prod-
ucts.

Logic design and functional verification (step E114): At
this stage, the VHDL or Verilog code for modules in the
system is written and the design is checked for functional
accuracy. More specifically, the design is checked to ensure
that it produces the correct outputs. Exemplary EDA soft-
ware products from Synopsys, Inc. that can be used at this
step include VCS, VERA, DesignWare®, Magellan, For-
mality, ESP and LEDA products.

Synthesis and design for test (step E116): Here, the
VHDL/Verilog is translated into a netlist. The netlist can be
optimized for the target technology. Additionally, the design
and implementation of tests to permit checking of the
finished chip occurs. Exemplary EDA software products
from Synopsys, Inc. that can be used at this step include
Design Compiler®, Physical Compiler, Test Compiler,
Power Compiler, FPGA Compiler, Tetramax, and Design-
Ware® products.

Design planning (step E118): Here, an overall floorplan
for the chip is constructed and analyzed for timing and
top-level routing. Exemplary EDA software products from
Synopsys, Inc. that can be used at this step include Jupiter
and Floorplan Compiler products.

Netlist verification (step E120): At this step, the netlist is
checked for compliance with timing constraints and for
correspondence with the VHDL/Verilog source code. Exem-
plary EDA software products from Synopsys, Inc. that can
be used at this step include VCS, VERA, Formality and
PrimeTime products.

Physical implementation (step E122): The placement (po-
sitioning of circuit elements) and routing (connection of the
same) occurs at this step. Exemplary EDA software products
from Synopsys, Inc. that can be used at this step include the
Astro product.

Analysis and extraction (step E124): At this step, the
circuit function is verified at a transistor level, this in turn
permits what-if refinement. Exemplary EDA software prod-
ucts from Synopsys, Inc. that can be used at this step include
Star RC/XT, Raphael, and Aurora products. For FPGA
design, in one embodiment the process ends here. Because
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FPGA programming is done through software, there are no
physical configuration, resolution, and mask design issues.

For ASICS, next comes the Physical verification (step
E126): At this step various checking functions are performed
to ensure correctness for: manufacturing, electrical issues,
lithographic issues, and circuitry. Exemplary EDA software
products, Inc. that can be used at this step include the
Hercules product.

Resolution enhancement (step E128): This step involves
geometric manipulations of the layout to improve manufac-
turability of the design. Exemplary EDA software products
from Synopsys, Inc. that can be used at this step include
iN-Phase, Proteus, and AFGen products.

Mask data preparation (step E130): This step provides the
“tape-out” data for production of masks for lithographic use
to produce finished chips. Exemplary EDA software prod-
ucts from Synopsys, Inc. that can be used at this step include
the CATS(R) family of products.

With respect to this application, in one embodiment, the
HBML system may be used as part of the logic design and
functional verification E114, for the verification of the RTL
logic. In one embodiment, the HBML system may be used
as part of netlist verification E120, after the RTL is synthe-
sized into a netlist, and/or subsequently for and physical
verification E126 elements.

FIG. 2 is a block diagram of one embodiment of the
verification system including the hardness-based machine
learning system (HBML system). The verification system
200 includes property checking and validation system 210
and hardness-based machine learning system 250.

The property checking and validation system 210 includes
a lightweight engine 215, and one or more engines with
additional levels of effort 220, 225. In one embodiment, the
output from the hardness-based machine learning system
250 is a ranked list of properties. This is used as input to the
higher effort engine 230, to prioritize solving the properties
based on hardness. This increases throughput of the verifi-
cation system 200.

The hardness-based machine learning system 250
includes a feature extractor to extract features from the logs
received from property checking and validation system. The
logs may be from light weight engine (log 217). The logs
may also include logs from a low effort engine (log 222),
and/or medium effort engine (log 227). The hardness-based
machine learning system 250 is trained in the offline mode.

Pairwise Comparison system 265 compares pairs of prop-
erties, utilizing machine learning, to determine which prop-
erty is harder. The sequence of pairwise comparisons results
in a ranked set of properties 270. In one embodiment, this is
a memory storing the ranked properties 270.

In one embodiment, the hardness-based machine learning
system 250 includes a result comparator 275 which com-
pares the hardness as evaluated by the higher effort engine(s)
230, with the ranked properties 270. In one embodiment, the
result comparator 275, receives the actual hardness data
from store 232 in one embodiment.

If the result comparator 275 determines that there is a
difference between the ranking produced by the system 250
and the actual relative hardnesses, the training logic 280 may
take the new data and provide additional training to the
hardness-based machine learning system 250. In one
embodiment, if the properties of the evaluated circuits differ
from those used to train the system 250, the training logic
280 may take the new data and provide additional training
to the hardness-based machine learning system 250. Train-
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ing logic 280 in one embodiment includes data qualifier,
which ensures that new data used to train the system increase
accuracy.

In one embodiment, when additional training is used, it is
provided as feedback 290 to the server system. This may
propagate updated machine learning data, which does not
disclose proprietary circuit information of customers but
enables the continuous improvement of the hardness-based
machine learning system 250.

FIG. 3 is a flowchart of one embodiment of using the
machine learning model. The process starts at block 310. In
this flowchart, the portion of the flowchart on the left is the
standard property verification tool process, with the features
provided by the HBML system shown on the right. The left
portion provides log files to the HBML, and the HBML
responds with a property rank list.

At block 320, light-weight engines are applied to solve
very easy properties. In one embodiment, the features
extracted by the light-weight engines are placed into a log,
at block 325.

The light-weight engine is followed, at block 330, by a
low-effort mode, where each property is tried by multiple
engines—scheduled concurrently—with a CPU limit. A
CPU limit limits the amount of time that the process will
permit for solving each property using the low-effort mode
in the engine. In one embodiment, a default time is 32
seconds, for the multiple engines to solve the property.

At block 335, medium-effort mode is applied, where each
property is tried by multiple engines, with a higher CPU
limit. In one embodiment, the multiple engines may be
scheduled concurrently. In one embodiment, the CPU limit
for solving the properties using the medium-effort mode
may be 10 minutes.

There may be additional levels of effort, with increasing
times for the engines to solve the property. At block 340, the
process determines whether there are additional levels of
effort. If so, the process, at block 335 selects the next level
of effort mode, with a higher CPU limit. This aspect of the
process ends at block 345, when the verification results that
have been extracted are stored.

In one embodiment, starting at block 350, which occurs
concurrently with one of the effort levels, in one embodi-
ment the medium-effort mode, the hardness ranking analysis
is run. In another embodiment, the hardness ranking analysis
may be run at any time after at least a first solving level has
been applied—here referred to as the light-weight engine.

At block 355, the features of each property, identified by
the engine(s) already applied are extracted and parsed. In
one embodiment, the engine already applied is the light-
weight engine. In one embodiment, this uses the engine logs,
created at block 325, and optionally blocks 330, and 335
above. This means that the property verification process is
not slowed by the insertion of the hardness analysis, because
the features are extracted from the existing engine log files,
and there is no need to rerun the engines to generate/
compute features.

At block 360, the process ranks and orders the properties.
In one embodiment, the ranking is done using a pairwise
comparison machine learning model. In one embodiment,
the system makes pair-wise comparisons among all the
properties, and uses the model to predict which of each pair
of properties is harder to solve. The process then ranks all
properties by hardness.

This ordered set of properties are used by higher-effort
mode engine(s), to solve the properties, at block 370. In one
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embodiment, the ordering of the properties is from easiest to
hardest, for the higher-effort mode engines, to maximize the
number of properties solved.

The process then ends, at block 380.

In one embodiment, the HBML system’s machine learn-
ing model may be trained initially using in-house training
data. To achieve good prediction accuracy, however, the
training data set must be representative of new designs.
Therefore, merely training the data once, and then deploying
it is suboptimal. In one embodiment, the system provides
adaptive and continuous learning at a customer site. In one
embodiment, the system uses a server-based set-up, to
provide adaptive and continuous learning.

FIG. 4 is a flowchart of one embodiment of the adaptive
learning system for the HBML system.

The process starts at block 410. At block 420, a trained
HBML system is added into the property solver system. The
process then utilizes the system, including ranking, at block
430.

The results of the single property engines, in one embodi-
ment the medium and higher effort engines, is collected, at
block 440.

At block 450, new designs and associated property data is
identified. This is associated with the results of the engines
collected at block 440.

At block 460, evaluate whether the actual analysis results
of hardness match the ranking produced by the HBML
system. If not, in one embodiment, the system is trained with
the new data, including rankings and newly collected prop-
erty data at block 465. One embodiment of evaluating
whether to retrain the system with the new data is described
below in more detail with respect to FIG. 7.

At block 470, the process evaluates whether the designs
and property data match the data used for training the
HBML system. If not, the system is trained with the new
data, at block 475.

At block 480, the resultant new design data may be shared
with the home system. This enables the base training set to
continuously be updated based on real-world data encoun-
tered at various customers’ sites. The process then ends.

This server based methodology empowers the machine
learning model to be adaptive to new designs at the customer
site and be updated automatically. In one embodiment, the
HBML system’s onsite training is controlled by a qualifi-
cation step which prevents the overfitting of the Machine
Learning model to prevent degradation of predicted relative
hardness.

FIG. 7 is a flowchart of one embodiment of the intelligent
qualification system for the HBML system. This system
starts at block 710. In one embodiment, this process corre-
sponds to block 465 of FIG. 4, using the new data to train
the system. However, instead of simply using the new data,
FIG. 7 illustrates a method of qualifying the new data prior
to adding it to the system.

At block 720, the new property data is collected from
onsite runs. This step is equivalent to block 450 of FIG. 4.

At block 730, the new data is randomly split into two
disjoint sets. As an example, 60% of new data is placed in
one set and 40% in another set. The data is disjoint, meaning
there is no overlap between the two data sets. The first set is
the training set, and the second set is the testing set.

At block 740, HBML system is retrained on first set of
new data. In one embodiment, the first set is 60% of the data.

At block 750, the new HBML model is tested on second
set of new data. In one embodiment, the new HBML model
is further tested with older data for validation.
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At block 760, the process determines whether retraining
has improved the HBMIL model, compared to the prior
evaluation. In case of improvement, the process continues to
block 780, and the new model is used in subsequent pro-
cesses. Otherwise, the process continues to block 770, and
the older HBML model is retained for better generalization
across other new designs. This model qualification tech-
nique helps to prevent overfitting and improves generaliza-
tion. Because training and testing is happening on disjoint
data sets generated from same design, this generalizes the
machine learning algorithm. Using this validation mecha-
nism avoids unnecessary overfitting which can have a nega-
tive effect on the model after few iterations.

An embodiment of the HBML system was implemented
and tested, and some experimental results are presented
below. In this experiment, 80% of total 3000 hard properties
are chosen as training properties to train the machine learn-
ing model, and the rest 20% properties are used as testing
properties. The tool’s throughput on the property order
obtained from this ranking vs the default property order. is
then analyzed.

FIG. 5 shows the difference in the number of solved
properties between the standard system and the HBML
system in an exemplary implementation. The X-axis of
shows the total runtime of the tool. The Y-axis shows the
number of total properties solved. As is shown in FIG. 5, a
10x+ throughput improvement was achieved, based on the
number of solved properties at CPU time 2 hours, 8 hours,
and 24 hours.

FIG. 6 is a block diagram of one embodiment of a
computer system that may be used with the present inven-
tion. It will be apparent to those of ordinary skill in the art,
however that other alternative systems of various system
architectures may also be used.

The data processing system illustrated in FIG. 6 includes
a bus or other internal communication means 640 for
communicating information, and a processing unit 610
coupled to the bus 640 for processing information. The
processing unit 610 may be a central processing unit (CPU),
a digital signal processor (DSP), or another type of process-
ing unit 610.

The system further includes, in one embodiment, a ran-
dom access memory (RAM) or other volatile storage device
620 (referred to as memory), coupled to bus 640 for storing
information and instructions to be executed by processor
610. Main memory 620 may also be used for storing
temporary variables or other intermediate information dur-
ing execution of instructions by processing unit 610.

The system also comprises in one embodiment a read only
memory (ROM) 650 and/or static storage device 650
coupled to bus 640 for storing static information and instruc-
tions for processor 610. In one embodiment, the system also
includes a data storage device 630 such as a magnetic disk
or optical disk and its corresponding disk drive, or Flash
memory or other storage which is capable of storing data
when no power is supplied to the system. Data storage
device 630 in one embodiment is coupled to bus 640 for
storing information and instructions.

The system may further be coupled to an output device
670, such as a cathode ray tube (CRT) or a liquid crystal
display (LCD) coupled to bus 640 through bus 660 for
outputting information. The output device 670 may be a
visual output device, an audio output device, and/or tactile
output device (e.g. vibrations, etc.)

An input device 675 may be coupled to the bus 660. The
input device 675 may be an alphanumeric input device, such
as a keyboard including alphanumeric and other keys, for
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enabling a user to communicate information and command
selections to processing unit 610. An additional user input
device 680 may further be included. One such user input
device 680 is cursor control device 680, such as a mouse, a
trackball, stylus, cursor direction keys, or touch screen, may
be coupled to bus 640 through bus 660 for communicating
direction information and command selections to processing
unit 610, and for controlling movement on display device
670.

Another device, which may optionally be coupled to
computer system 600, is a network device 685 for accessing
other nodes of a distributed system via a network. The
communication device 685 may include any of a number of
commercially available networking peripheral devices such
as those used for coupling to an Ethernet, token ring,
Internet, or wide area network, personal area network,
wireless network or other method of accessing other devices.
The communication device 685 may further be a null-
modem connection, or any other mechanism that provides
connectivity between the computer system 600 and the
outside world.

Note that any or all of the components of this system
illustrated in FIG. 6 and associated hardware may be used in
various embodiments of the present invention.

It will be appreciated by those of ordinary skill in the art
that the particular machine that embodies the present inven-
tion may be configured in various ways according to the
particular implementation. The control logic or software
implementing the present invention can be stored in main
memory 620, mass storage device 630, or other storage
medium locally or remotely accessible to processor 610.

It will be apparent to those of ordinary skill in the art that
the system, method, and process described herein can be
implemented as software stored in main memory 620 or read
only memory 650 and executed by processor 610. This
control logic or software may also be resident on an article
of manufacture comprising a computer readable medium
having computer readable program code embodied therein
and being readable by the mass storage device 630 and for
causing the processor 610 to operate in accordance with the
methods and teachings herein.

The present invention may also be embodied in a hand-
held or portable device containing a subset of the computer
hardware components described above. For example, the
handheld device may be configured to contain only the bus
640, the processor 610, and memory 650 and/or 620.

The handheld device may be configured to include a set
of buttons or input signaling components with which a user
may select from a set of available options. These could be
considered input device #1 675 or input device #2 680. The
handheld device may also be configured to include an output
device 670 such as a liquid crystal display (LCD) or display
element matrix for displaying information to a user of the
handheld device. Conventional methods may be used to
implement such a handheld device. The implementation of
the present invention for such a device would be apparent to
one of ordinary skill in the art given the disclosure of the
present invention as provided herein.

The present invention may also be embodied in a special
purpose appliance including a subset of the computer hard-
ware components described above, such as a kiosk or a
vehicle. For example, the appliance may include a process-
ing unit 610, a data storage device 630, a bus 640, and
memory 620, and no input/output mechanisms, or only
rudimentary communications mechanisms, such as a small
touch-screen that permits the user to communicate in a basic
manner with the device. In general, the more special-
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purpose the device is, the fewer of the elements need be
present for the device to function. In some devices, com-
munications with the user may be through a touch-based
screen, or similar mechanism. In one embodiment, the
device may not provide any direct input/output signals, but
may be configured and accessed through a website or other
network-based connection through network device 685.

It will be appreciated by those of ordinary skill in the art
that any configuration of the particular machine imple-
mented as the computer system may be used according to the
particular implementation. The control logic or software
implementing the present invention can be stored on any
machine-readable medium locally or remotely accessible to
processor 610. A machine-readable medium includes any
mechanism for storing information in a form readable by a
machine (e.g. a computer). For example, a machine readable
medium includes read-only memory (ROM), random access
memory (RAM), magnetic disk storage media, optical stor-
age media, flash memory devices, or other storage media
which may be used for temporary or permanent data storage.
In one embodiment, the control logic may be implemented
as transmittable data, such as electrical, optical, acoustical or
other forms of propagated signals (e.g. carrier waves, infra-
red signals, digital signals, etc.).

In the foregoing specification, the invention has been
described with reference to specific exemplary embodiments
thereof. It will, however, be evident that various modifica-
tions and changes may be made thereto without departing
from the broader spirit and scope of the invention as set forth
in the appended claims. The specification and drawings are,
accordingly, to be regarded in an illustrative rather than a
restrictive sense.

We claim:

1. A method of improving a computer-aided integrated
circuit design, the method comprising:

a verification system using a processor to utilize a first set
of verification engines to solve easy properties of an
integrated circuit design;

running a machine-learning algorithm for a hardness
ranking analysis on a plurality of properties based on
data from the first set of verification engines;

ranking the plurality of properties by a hardness of
verification; and

ordering the plurality of properties based on the hardness
of verification; and

applying higher effort engines to solve the plurality of
properties in accordance with the ordering of the hard-
ness of verification.

2. The method of claim 1, wherein the hardness ranking

analysis performs a pairwise comparison of properties.

3. The method of claim 1, wherein the hardness ranking
analysis utilizes a machine learning model to compare the
plurality of properties in a pairwise comparison.

4. The method of claim 1, further comprising:

utilizing a low effort mode to test each property concur-
rently by multiple engines; and

utilizing logs of the multiple engines implementing the
low effort mode in the hardness ranking analysis.

5. The method of claim 1, wherein the hardness ranking

analysis comprises:

extracting features on each property from the first set of
verification engines;

selecting two properties;

utilizing a pairwise comparison to predict which of the
two properties is harder to solve, and ranking the two
properties;
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determining whether there are any more comparisons to
be made; and

when there are no more comparisons to be made, logging
the ranked two properties.

6. The method of claim 1, further comprising:

collecting new property data when a machine learning
model is running;

determining that the machine learning model is not accu-
rate for the new property data; and

retraining the machine learning model with the new
property data for a future use.

7. The method of claim 6, further comprising:

evaluating the retraining of the machine learning model
with the new property data; and

updating the machine learning model when the retraining
produces a more accurate machine learning model.

8. A computer-aided verification system for an integrated

circuit design, the system comprising:

a machine learning system configured to receive an inte-
grated circuit design including a plurality of properties;

a processor implementing a verification system to utilize
a first set of verification engines to solve easy proper-
ties of an integrated circuit design;

a machine-learning algorithm to perform a hardness rank-
ing analysis on the plurality of properties based on data
from the first set of verification engines, and to rank the
plurality of properties by a hardness of verification;

a memory to store an ordered set of the plurality of
properties based on the hardness of verification; and
applying higher effort engines to solve the plurality of
properties in accordance with the ordered set of the
plurality of properties based on the hardness of verifi-

cation.

9. The system of claim 8, wherein the hardness ranking

analysis performs a pairwise comparison of properties.

10. The system of claim 8, wherein the hardness ranking
analysis utilizes the machine learning system to compare the
plurality of properties in a pairwise comparison.

11. The system of claim 8, further comprising:

the processor to apply a low effort mode to test each of the
plurality of properties concurrently by multiple
engines; and

a memory to store logs of the first set of verification
engines; and

the machine-learning algorithm further to utilize the logs
of the first set of verification engines utilizing the low
effort mode in the hardness ranking analysis.

12. The system of claim 8, wherein the hardness ranking

analysis comprises:

a feature extractor to extract features on each property of
the plurality of properties from the first set of verifi-
cation engines;

a comparison system to select two properties and utilize
a pairwise comparison to predict which of the two
properties is harder to solve, and ranking the two
properties; and

when there are no more comparisons to be made, the
comparison system to log the ranked two properties.

13. The system of claim 8, further comprising:

the system to collect new property data when a collector
is running;

a result comparator to determine that the system is not
accurate for the new property data; and

atraining logic to retrain the system with the new property
data for a future use.
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14. The system of claim 13, further comprising:

wherein the training logic is configured to evaluate train-
ing of the system with the new property data and update
the machine learning model when the retrained system
produces a more accurate machine learning model.

15. The system of claim 8, wherein the plurality of
properties comprise SystemVerilog assertions.

16. A hardness based machine learning (HBML) system
to verity an integrated circuit design, the system comprising:

a machine learning system to receive an integrated circuit
design including a plurality of properties;

a processor implementing a verification system to utilize
a first set of verification engines to solve easy proper-
ties of an integrated circuit design;

a machine-learning algorithm to perform a hardness rank-
ing analysis on the plurality of properties using a
plurality of pairwise comparisons based on data from
the first set of verification engines, and ranking the
plurality of properties by a hardness of verification;

a memory to store an ordered set of the plurality of
properties based on the hardness of verification; and
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applying higher effort engines to solve the plurality of
properties in accordance with the ordered set of the
plurality of properties based on the hardness of verifi-
cation.

17. The system of claim 16, wherein:

the processor configured to apply a low effort mode to test
each property concurrently by multiple engines;

a memory configured to store a log of the first set of
verification engines; and

the machine-learning algorithm further configured to uti-
lize the log of the first set of verification engines and the
low effort mode in the hardness ranking analysis.

18. The system of claim 16, wherein the hardness ranking

analysis is performed using components comprising:

a feature extractor to extract features on each property
from the first set of verification engines; and

a comparison system to select the two properties and
utilize a pairwise comparison to predict which of two
properties is harder to solve, and rank the two proper-
ties,

when there are no more comparisons to be made, the
comparison system configured to log the ranked two
properties.



