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AN IDENTIFICATION TOKEN
TECHNICAL FIELD

The example and non-limiting embodiments of the present invention relate to
an identification token that can be used to indicate the type and/or origin of
an incoming communication. In particular, at least some example embodi-
ments relate to a method, an apparatus, a computer program and a system
for obtaining and providing an identification token for one or more third par-
ties to subsequently use and/or receiving and handling an identification token
to screen and process incoming communication items effectuated with the
identification token.

BACKGROUND

This section is intended to provide a background or context to the invention
that is recited in the claims. The description herein may include concepts that
could be pursued, but are not necessarily ones that have been previously
conceived, implemented or described. Therefore, unless otherwise indicated
herein, what is described in this section is not prior art to the description and
claims in this application and is not admitted to be prior art by inclusion in this
section.

Communication items of a communication system such as telephone calls,
short messaging service (SMS) messages, multimedia messages (MMS), in-
stant messages, email messages etc. are typically received with a source
identifier indicating the origin of the respective communication item. However,
for example the sender information in an email message can be rather easily
faked and hence a user may be reluctant to open any email from a previously
unknown email address or receiving a suspicious email from a known email
address. As another example, a user may be reluctant to answer a telephone
call received from an unknown number e.g. due to being busy or due to un-
willingness to accept calls from unrecognized callers.

As a related issue, the present communication systems fail to provide a relia-
ble approach for characterizing an incoming communication item. While e.g.
many email systems enable setting a flag indicative of the importance of a
message, this approach is quite often misused, hence undermining the ap-
plicability of such a flag. Moreover, many communication systems, such as
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telephone communication systems, do not provide any approach for charac-
terizing the priority or other aspects of an incoming call or message.

SUMMARY

According to an example embodiment, an apparatus is provided, the appa-
ratus comprising at least one processor and at least one memory including
computer program code for one or more programs, the at least one memory
and the computer program code configured to, with the at least one proces-
sor, cause the apparatus at least to obtain one or more tokens for screening
incoming communication items to a first user, wherein a token is associated
with one or more identifiers characterizing one or more communication item
accompanying the token, to encrypt the one or more tokens to create respec-
tive one or more encrypted tokens and to provide the one or more encrypted
tokens to one or more second users for subsequent use in communication to
the first user to enable the first user to screen incoming communication items.

According to another example embodiment, another apparatus is provided,
the apparatus comprising at least one processor and at least one memory in-
cluding computer program code for one or more programs, the at least one
memory and the computer program code configured to, with the at least one
processor, cause the apparatus to perform at least to receive an indication of
one or more incoming communication items addressed to a first user and an
encrypted token associated with one or more identifiers characterizing the
one or more communication items, to decrypt the encrypted token to derive a
decrypted token to enable verification of the token, and to apply a predeter-
mined rule to screen incoming communication items, wherein said predeter-
mined rule determines handling of the one or more incoming communication
items at least on basis of the outcome of the verification.

According to another example embodiment, another apparatus is provided,
the apparatus comprising means for obtaining one or more tokens for screen-
ing incoming communication items to a first user, wherein a token is associ-
ated with one or more identifiers characterizing one or more communication
item accompanying the token, means for encrypting the one or more tokens
to create respective one or more encrypted tokens, and means for providing
the one or more encrypted tokens to one or more second users for subse-
quent use in communication to the first user to enable the first user to screen
incoming communication items.
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According to another example embodiment, another apparatus is provided,
the apparatus comprising means for receiving an indication of one or more
incoming communication items addressed to a first user and an encrypted
token associated with one or more identifiers characterizing the one or more
communication items, means for decrypting the encrypted token to derive a
decrypted token to enable verification of the token, and means for applying a
predetermined rule to screen incoming communication items, wherein said
predetermined rule determines handling of the one or more incoming com-
munication items at least on basis of the outcome of the verification.

According to another example embodiment, a method is provided, the meth-
od comprising obtaining one or more tokens for screening incoming commu-
nication items to a first user, wherein a token is associated with one or more
identifiers characterizing one or more communication item accompanying the
token, encrypting the one or more tokens to create respective one or more
encrypted tokens, and providing the one or more encrypted tokens to one or
more second users for subsequent use in communication to the first user to
enable the first user to screen incoming communication items.

According to another example embodiment, another method is provided, the
method comprising receiving an indication of one or more incoming commu-
nication items addressed to a first user and an encrypted token associated
with one or more identifiers characterizing the one or more communication
items, decrypting the encrypted token to derive a decrypted token to enable
verification of the token, and applying a predetermined rule to screen incom-
ing communication items, wherein said predetermined rule determines han-
dling of the one or more incoming communication items at least on basis of
the outcome of the verification.

According to another example embodiment, a computer program is provided,
the computer program including one or more sequences of one or more in-
structions which, when executed by one or more processors, cause an appa-
ratus at least to obtain one or more tokens for screening incoming communi-
cation items to a first user, wherein a token is associated with one or more
identifiers characterizing one or more communication items accompanying
the token, to encrypt the one or more tokens to create respective one or
more encrypted tokens, and to provide the one or more encrypted tokens to
one or more second users for subsequent use in communication to the first
user to enable the first user to screen incoming communication items.
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According to another example embodiment, another computer program is
provided, the computer program including one or more sequences of one or
more instructions which, when executed by one or more processors, cause
an apparatus at least to receive an indication of one or more incoming com-
munication items addressed to a first user and an encrypted token associat-
ed with one or more identifiers characterizing the one or more communication
items, to decrypt the encrypted token to derive a decrypted token to enable
verification of the token, and to apply a predetermined rule to screen incom-
ing communication items, wherein said predetermined rule determines han-
dling of the one or more incoming communication items at least on basis of
the outcome of the verification.

The computer programs referred to above may be embodied on a volatile or
a non-volatile computer-readable record medium, for example as a computer
program product comprising at least one computer readable non-transitory
medium having program code stored thereon, the program which when exe-
cuted by an apparatus cause the apparatus at least to perform the operations
described hereinbefore for the computer program according to the fifth as-
pect of the invention.

The exemplifying embodiments of the invention presented in this patent ap-
plication are not to be interpreted to pose limitations to the applicability of the
appended claims. The verb "to comprise" and its derivatives are used in this
patent application as an open limitation that does not exclude the existence
of also unrecited features. The features described hereinafter are mutually
freely combinable unless explicitly stated otherwise.

Some features of the invention are set forth in the appended claims. Aspects
of the invention, however, both as to its construction and its method of opera-
tion, together with additional objects and advantages thereof, will be best un-
derstood from the following description of some example embodiments when
read in connection with the accompanying drawings.

BRIEF DESCRIPTION OF FIGURES

The embodiments of the invention are illustrated by way of example, and not
by way of limitation, in the figures of the accompanying drawings.
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Figure 1 schematically illustrates an exemplifying arrangement.

Figure 2 illustrates exemplifying identifiers in accordance with an example
embodiment.

Figure 3 illustrates exemplifying combinations of identifiers in accordance
with an example embodiment.

Figure 4 illustrates exemplifying combinations of identifiers in accordance
with an example embodiment.

Figure 5 illustrates exemplifying combinations of identifiers in accordance
with an example embodiment.

Figure 6 schematically illustrates obtaining a token in accordance with an ex-
ample embodiment.

Figure 7 schematically illustrates encrypting a token in accordance with an
example embodiment.

Figure 8 schematically illustrates a specially formatted SMS message in ac-
cordance with an example embodiment.

Figure 9 illustrates a signaling chart in accordance with an example embodi-
ment.

Figure 10 illustrates a signaling chart in accordance with an example embod-
iment.

Figure 11 illustrates a signaling chart in accordance with an example embod-
iment.

Figure 12 schematically illustrates an exemplifying apparatus in accordance
with an example embodiment.

Figure 13 schematically illustrates an exemplifying user interface in accord-
ance with an example embodiment.

Figure 14 schematically illustrates a structure of an exemplifying attachment
for carrying a token in accordance with an example embodiment.

DESCRIPTION OF SOME EMBODIMENTS
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Figure 1 schematically illustrates an exemplifying arrangement 100 compris-
ing a first client 120, a second client 140 and a server 160. The first client
120 is able to communicate with the second client 140 via a wireless and/or a
wired network by transmitting and/or receiving data and signaling information.
The first client 120 and the second client may be able to communicate, for
example, via a cellular mobile network by using respective cellular protocols,
such as GSM, UMTS, LTE, CDMA, CDMA2000, etc. As another example,
additionally or alternatively, the first client 120 may be able to communicate
with the second client 140 via a packet switched network, such as a local ar-
ea network (LAN), a wireless local area network (WLAN), the Internet, etc. As
a further example, additionally or alternatively, the first client 120 and the
second client 140 may be able to communicate over a link of other type, e.g.
by using Bluetooth (BT) technology near field communication (NFC) technol-
ogy or by using any other suitable communication means known in the art.
The first and the second clients 120, 140 are preferably also able to com-
municate with the server 160 via a wireless and/or a wired network, for ex-
ample via one of the type(s) described hereinbefore.

The network connecting the first client 120, the second client 140 and the
server 160 typically comprises a number of intermediate components, ele-
ments and/or apparatuses. Moreover, the first client 120 and the second cli-
ent 140 may be configured or enabled to communicate over two or more
networks of different type, either sequentially or concurrently. However, the
details of the network are not described herein since the network architecture
or the role and operation of possible intermediate network compo-
nents/elements/apparatuses does not play a significant role in the general
operation of embodiments of the present invention.

The example arrangement 100 provides a logical framework, components of
which, i.e. the first client 120, the second client 140 and the server 160, may
be embodied using one or more apparatuses. In particular, each of the com-
ponents may be embodied by one or more apparatuses or as part of one or
more apparatuses. However, typically, each client 120, 140 is embodied as a
single apparatus or as a portion of a single apparatus. In one embodiment, a
client 120, 140 may be embodied as a mobile device or as a portion thereof,
wherein the mobile device is a mobile phone, a smartphone, a gaming device,
a personal assistant, a music player, an internet tablet, a laptop computer.
Generally, a client 120, 140 may be embodied as an apparatus or as a por-
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tion thereof capable of making and/receiving calls, such as circuit switched
calls (e.g. over a landline connection or a cellular connection) and/or packet-
switched calls (e.g. Voice over IP carried by a wired or a wireless communi-
cation link). Moreover, alternatively or additionally, a client 120, 140 may be
embodied as an apparatus or as a portion thereof capable of sending and/or
receiving messages in accordance with a messaging system, such as SMS,
email, instant messaging, etc.

In one example embodiment, the server 160 may be embodied as a single
server apparatus, as one or more portions of a server apparatus, as a plurali-
ty of server apparatuses or as one or more portions of one or more server
apparatuses. Each/any of the clients 120, 140 and the server 160 may be
embodied in an apparatus by software means, by hardware means, or by a
combination of software means and hardware means. In particular, for some
example embodiments a client 120, 140 may be embodied as an user ac-
count, such as an email account or an account of an instant messaging sys-
tem, or a subscriber module, such a SIM card of a GSM system, which can
be addressed independently of the hardware employed to operate the user
account or the subscriber module.

In the exemplifying arrangement 100, in many occasions it may be beneficial
to provide a receiver of a communication item with additional information re-
garding the incoming communication item and/or the originator or sender
thereof in order to, for example, enable screening of the incoming communi-
cation items in a desired manner and/or to enable providing the user of the
client 120, 140 with additional information about the incoming communication
and/or the origin or originator thereof.

In this regard, some example embodiments of the present invention make
use of an identification token, referred to herein as a token in short, that may
be used to provide information regarding the type of an incoming communi-
cation item and/or the origin of the incoming communication item. As referred
to hereinbefore, the terms communication and communication item are to be
interpreted broadly, encompassing an incoming circuit-switched or packet-
switched call where the call may be a video call or an audio(-only) call, an in-
coming email message, an incoming SMS message, an incoming message
of an instant messaging service etc. The token is provided to the receiver of
the communication item in parallel with the communication item. As an ex-
ample, the token may be embedded in the same message or signal that is
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carrying the communication item or a portion thereof, thereby implicitly asso-
ciating the token with the communication item. Such an approach conven-
iently carries the token together with the communication item and thereby
dispenses the need for explicit linkage between the token and the communi-
cation item. As another example, the token may be provided to the receiver
of the communication item separately from the message(s) or signal(s) carry-
ing the communication item and the association between the token and the
communication item is provided explicitly, for example by providing the token
in a message or signal including also an identifier linking the token to the
communication item. While such an approach may involve slightly higher
complexity than the previous example, a benefit of providing the token sepa-
rately from the token is that it enables using the token with legacy systems
that are not designed or otherwise provisioned to carry the token in mes-
sage(s) or signal(s) thereof. A variation of this example associates the token
with the communication item the another way around by including in a mes-
sage or a signal carrying the communication item an identifier that linking the
communication item with a given token.

Such a token may be employed at the client 120 receiving the communica-
tion item accompanied by a token by setting predetermined rule(s) for han-
dling incoming communication items in a predetermined manner e.g. on ba-
sis of their type and possibly further on basis of the current usage scenario,
time of the day, day of the week, etc. in dependence of one or more type
identifiers included in the token. Moreover, the token may employed, addi-
tionally or alternatively, by setting the predetermined rule(s) for handling in-
coming communication items in a predetermined manner e.g. on basis of
their origin. The origin may be handled in view of a source identifier and, es-
pecially, in view of similarity or dissimilarity between the source identifier and
the designated owner(s) or assignee(s) of the token. In this context the
source identifier refers to an identifier indicative of the origin of the incoming
communication item, such as the telephone number of the caller in case of a
circuit-switched call, the telephone number of the sender of an SMS, the user
account name of an incoming packet-switched call or an instant message,
the email address of the sender of an email message etc.

A token may be personal in that it is valid for incoming communication for a
certain user or client for other clients to use. In other words, a token may be
generated and/or provided by the first client 120 to the second client 140 for
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subsequent communication attempts by the user of the second client 140 to
the user of the first client 120 and hence the token may be assigned to the
second client 140 or the user thereof. Moreover, as will be described in more
detail hereinafter, instead of assigning a token to a single client only, the to-
ken may be assigned to a number of second clients 140 for use in subse-
quent communication attempts to the first client 120. To keep the terminology
regarding the designators ‘first’ and ‘second’ consistent, in the following it is
assumed that the term ‘first user’ refers to the user of the first client 120 and
hence the assignor of a token, whereas the term ‘second user’ refers to the
user of the second client 140 or a further client and hence to the assignee(s)
of the token.

In accordance with an example embodiment, a token may be associated with
at least one type identifier indicative of the type of the incoming communica-
tion item accompanied by the token. A type identifier may be indicative of the
urgency level or priority level of the incoming communication item. As an ex-
ample, a type indicator simply assigning urgency — as opposed to ‘normal’
priority communication — may be employed, as indicated in an example in
Figure 2a. As another example, a type indicator indicative of urgency level or
priority may be one of two more type indicators, each indicating a different
level of urgency. An example in this regard is illustrated in Figure 2b, showing
an example of type identifiers for three different priority levels.

Another exemplifying class of type indicators provides one or more type indi-
cators that are indicative of the context of the communication item accompa-
nied by the token. Examples in this regard include a type identifier indicative
of a “business matter”, a type identifier indicative of a “family matter”, a type
identifier indicative of a “friend”, a “social call” or a “leisure matter”, a type
identifier indicative of a matter associated with a predetermined group of us-
ers or clients, such as group of colleagues at the office or a group of users
belonging to a hobby club, a type identifier indicative of a “(tele)marketing
matter”, etc. A type identifier indicative of the context of communication
hence serves to indicate the relationship between the assignor and the as-
signee(s) of the token. Consequently, the token associated with a type identi-
fier of such kind may be employed to categorize the reason for addressing
the communication item to a client 120, 140 and hence enable the client 120,
140 or the user thereof to handle the incoming communication item in an ap-
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propriate manner in consideration of the circumstances. Figure 2c provides
an example in this regard with three different type indicators.

According to example embodiments there may be further classes or kinds of
type identifiers in addition to the two example classes provided hereinbefore.
The different classes or kinds of the type identifiers may be associated with
the same token if found useful in order to provide further granularity of type
indication of a communication item. As an example, a token may be associ-
ated with type identifiers indicating (a high level of) urgency and a “business
matter”, as schematically illustrated by an example of Figure 3a, typically
rendering a communication item accompanied by such a token of particular
importance during business hours. As another example, as schematically il-
lustrated by an example of Figure 3b, a token may be associated with type
identifiers indicating a low level of urgency and a “friend”, thereby in many
cases assigning a communication item accompanied by such a token as one
with low interest during business hours while, on the other hand, outside
business hours or during holidays such a token may be considered to indi-
cate a communication item of relatively high importance.

In accordance with an example embodiment, a token may be associated with
at least one user identifier indicative of the owner or assignee of the token.
Instead of one or more user identifiers of a sole owner or assignee of a token,
the token may be associated with at least one user identifier of one or more
owner or assignees. |In other words, a token assigned by a first user may be
further owned by or assigned to one or more second users and the token
may hence be associated with one or more user identifiers of one or more
second users. A user identifier may be comprise, for example, the name of a
respective second user, a mailing address of the respective second user, an
email address of the respective second user, a username to a predetermined
service or system of the respective second user, a telephone number of the
respective second user, etc. In this regard, Figure 4a schematically illustrates
an example of user identifiers of a token assigned to a single second user,
comprising the name, an email address and a telephone number of the single
user. Along similar lines, Figure 4b schematically illustrates an example of
user identifiers of a token assigned to three users, comprising the names and
telephone numbers of each of the three assignees.

Inclusion of the user identifier(s) of the assignee(s) in a token enables in-
creasing the trust level of communication accompanied by such a token. As
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an example in this regard, a token associated with a user identifier may be
employed to verify that the originator of a communication item accompanied
by such a token is the same as the one indicated by the source identifier as-
sociated with the communication item. On the other hand, as another exam-
ple, a token associated with a user identifier may be employed to detect a
misuse of the token by detecting a user identifier of the token that does not
match with the source identifier.

While association of one or more user identifiers with a token serves to ena-
ble active screening and detection of the misuse of the token by somebody
else than one of the one or more assignees, also a token provided without
any user identifiers inherently provide some level of trust since it is unlikely
that any token would end up in the hands of a malicious third parties and it
may be reasonable to expect to a certain extent that any party using a token
is likely have obtained the token from one of the original assignees and is
hence a user to be trusted (by the assignor of the token) due to being a trust-
ed person of an assignee.

A single token may be associated with one or more type identifiers and one
or more user identifiers to enable versatile manner of providing additional in-
formation regarding the type or origin of the accompanying communication
item. Moreover, the classes of type identifier and the user identifier are pro-
vided as non-limiting examples only, and a token may be associated with one
or more identifiers of different class or kind. Figure 5a schematically illus-
trates an example of identifiers for a token assigned to a single second user
combining type identifiers of different classes, i.e. priority identifier and a con-
text identifier further combined with user identifiers of the single user. Figure
5b schematically illustrates an example of identifiers for a token assigned to
three second users combining a priority identifier and a context identifier to-
gether with a user identifier for the three second users.

According to an example embodiment, a token may be associated with one
or more user identifiers of the first user, i.e. the assignor identification. Along
the lines described in context of user identifiers for the one or more assign-
ees, a user identifier of the assignor may comprise e.g. the name of the first
user, a mailing address of the first user, an email address of the first user, a
username to a predetermined service or system of the first user, a telephone
number of the first user, etc. However, in many scenarios it is not necessary
to explicitly associate the user identifier(s) indicating the first user with a to-



12

WO 2014/146259 PCT/CN2013/072918

10

15

20

25

30

35

ken since the identity and hence the relevant user identification information is
readily known from the context.

According to an example embodiment, the first client 120 may be configured
to obtain a token associated with one or more identifies characterizing a
communication item that the token will be, subsequently, used to accompany,
as described hereinbefore. The identifiers associated with the token are se-
lected e.g. according to intended use of the token and/or according to desired
trust level of the token. Obtaining a token may comprise reading a pre-
generated token of desired characteristics e.g. from a memory at the first cli-
ent 120. As another example, obtaining a token may comprise the first client
120 generating the token on basis of the identifiers (to be) associated with
the token. In such a scenario, the identifiers (to be) associated with the token
may be obtained e.g. by user input via an user interface of the first client 120.
As a further example, obtaining a token may comprise receiving the token
from another client or entity, e.g. from a server that is configured to generate
the token on behalf of the first client 120 in accordance with identifiers pro-
vided by the first client 120 or according to instructions from the first client
120 in accordance with identifiers pre-stored in the server.

In accordance with an example embodiment, a token may be provided as a
plaintext string of characters thereby providing the identifiers of the token in a
human-readable format. Such a token would explicitly comprise the identifi-
ers instead of merely associating the token with the respective identifiers.
However, such format of a token may not be practical in all scenarios, espe-
cially in case of long and/or multiple user identifiers and/or a high number of
second users as assignees. As another example, possible values of one or
more identifiers may be assigned a code or an index that represents the re-
spective identifier in the token, such a token thereby directly comprising
piece(s) of information explicitly representing each of the one or more identi-
fiers. While such an approach enables expressing some identifiers, e.g. type
identifiers indicating priority or context, in a compact manner thereby ena-
bling making efficient use of storage/transmission capacity, such an ap-
proach requires at least some level of centralized control to ensure unique-
ness of the codes or indexes, which is likely to limit the applicability of some
identifier types, e.g. names and/or addresses applied in user identifiers —
possibly to an extent making it unfeasible approach to represent user identifi-
ers in a general case. However, e.g. in a centrally coordinated usage envi-
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ronment providing limited ‘namespace’ of applicable addresses and/or names
such an approach would provide a well-working and efficient solution.

As a further example, a token may be provided as a Universally Unique lden-
tifier (UUID) determined or derived on basis of the identifiers included in the
token. The UUID is standardized by the open software foundation (OSF). The
concept of the UUID is documented e.g. in International Telecommunication
Union, Telecommunication Sector (ITU-T) Recommendation X.667 with the
same documentation also provided under ISO/IEC 9834-8:2005, where 1SO
stands for International Organization for Standardization and IEC stands for
the International Electrotechnical Commission. Moreover, (technically) equiv-
alent specification can be found in the Internet Engineering Task Force (IETF)
Request for Comments (RFC) 4122. A UUID is a 128-bit number, typically
presented in its canonical form as five groups of hexadecimal numbers with
the groups separated by hyphens, the first group consisting of eight charac-
ters, the second, third and fourth groups consisting of four characters with the
fifth group consisting of twelve characters, the presentation hence comprising
32 hexadecimal numbers/characters and four hyphens, e.g. 8f817169-b97b-
49a0-9¢ce9-12448b162601.

A UUID serving as a token may be generated, for example, by composing a
string of characters representing the identifiers of the token, e.g. by concate-
nating the identifiers into a predetermined order, and applying a hash func-
tion to generate the corresponding UUID of 32 hexadecimal numbers. Figure
6 schematically illustrates an example of generating a token as an UUID
based on a set of identifiers. As an example regarding the UUID based ap-
proach for generating a token, UUID Version 5 applies SHA-1 hashing. In-
stead of a UUID, a token may be provided according to any hash function or
mapping function that enables mapping a string of any length into a fixed-
length value. In order to guarantee sufficient level of uniqueness, the hash
function may comprise a cryptographic hash function. A benefit of basing a
token on the UUID approach is that it enables generating tokens of practical
uniqueness without centralized control. Another benefit of the UUID based
approach is that the resulting tokens have fixed length regardless of the
length of the string of characters used as basis for generating the UUID,
thereby facilitating efficient storage and transport of tokens. On the other
hand, it may not be possible to extract the identifiers used as basis for gen-
erating the token directly from the token, and hence it may be necessary to
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explicitly associate the identifiers with the token. As an example, such an ex-
plicit identification may be provided, e.g. in a memory of the first client 120,
as a table or a database storing the token and the identifiers the token is as-
sociated with. Such a table or database may be employed to store new to-
kens together with the associated identifiers and/or to search for a token and
the identifiers associated therewith upon receiving a token.

In accordance with an example embodiment, the first client 120 may be con-
figured to encrypt a token in order to increase the trust level of the token. Any
suitable encryption method known in the art may be employed. As a non-
limiting example, e.g. the Advanced Encryption Standard (AES) may be em-
ployed. The encryption may be based on an encryption key. The encryption
key applied in the encryption process may be determined by the first user, i.e.
the user of the assigning client. This enables determination of an encryption
key of the choosing. As another example, the encryption key may be auto-
matically — e.g. randomly — selected by the first client 120, i.e. the assigning
client. Consequently, the first client 120 may store the encrypted token and
the respective encryption key, e.g. together with the (unencrypted) token and
the associated identifiers in the table or database as described hereinbefore,
to enable detection of a token when received together with an incoming
communication item and decryption thereof to enable inspection and/or ex-
traction identifiers included in the token. Optionally, the first client 120 may be
configured to provide the encryption key to the one or more second clients
140. The provision of the encryption key to the second client(s) serves to
provide an additional means of identification of a given second client 140.
Details of this aspect are discussed in detail hereinafter.

As a further example, a sole assignee or one of a number of assignees may
provide the encryption key to the first client 120 and the first client 120 may
be configured to encrypt the token using the received encryption key. As de-
scribed in the example hereinbefore, the first client 120 preferably stores the
encrypted token and the respective encryption key for subsequent use upon
receiving an incoming communication item accompanied by the respective
(encrypted) token. As in case of the first client 120, i.e. the assigning client,
determining the encryption key, the encryption key received from (one of the)
second client(s) 140 may be a user-defined encryption key or automatically,
e.g. randomly, selected encryption key.
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Figure 7 schematically illustrates the concept of encrypting a token. The to-
ken subjected to the encryption may be e.g. a token generated using the
UUID approach described hereinbefore or by some other means.

In accordance with an example embodiment, the first client 120 may be con-
figured to provide the token to one or more second clients 140 to be used in
subsequent communication addressed to the first client 120, hence enabling
the first 120 to screen and handle incoming communication on basis of the
token. In case encryption of the token is employed, the token to be provided
to the one or more second clients 140 is the encrypted token.

According to an example embodiment, the first client 120 is configured to
provide the token to one or more second clients 140 together with information
indicative of an association between the token and the first client 120 and/or
with information indicative of an association between the token and the re-
spective identifiers. As another example, in case the association between the
token and the first client 120 and/or the association between the token and
the respective identifiers are directly derivable from the token or they are oth-
erwise known or derivable from the context, explicit information indicative of
association between the token and the first client 120 and/or a user of the
first client 120 may or may not be provided to the one or more second clients
140 together with the token. The information indicative of association be-
tween the token and the first client 120 may comprise, for example, the name
or other user of the first client 120 or another identifier of the first client 120.
The information indicative of the association between the token and the iden-
tifiers included therein may be the identifiers themselves.

In the foregoing, provision of a single token was discussed. However, the first
client 120 may be configured to provide one or more tokens to one or more
second clients 140, thereby providing the second clients 140 with tokens as-
sociated with different identifiers for different communication purposes. De-
pending on the delivery mechanism applied for providing the tokens to the
one or more second clients 140, the one or more tokens may be provided
concurrently or essentially concurrently, e.g. in the same message or signal
or in separate messages or signals of the same signaling exchange. Alterna-
tively, the one or more tokens may be provided concurrently or essentially
concurrently in parallel signaling exchanges.
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The first client 120 may be configured to provide one or more tokens to the
one or more second clients 140 by any suitable transmission means. One
example approach, however, comprises providing the one or more tokens as
part of a vCard or xCard exchange, e.g. as one or more properties or param-
eters of a vCard or an xCard, as defined e.g. in RFC 6350 and RFC 6351,
respectively. Note that RFC 6350 defines version 4.0 of the vCard standard,
with the versions 2.1 and 3.0 defined in RFC 2425 and RFC 2426, respec-
tively. The information provided in the vCard or xCard exchange provides in-
formation of the client/user and hence serves as an explicit association be-
tween the assignor of the one or more tokens and the provided in the vCard
or xCard exchange.

In one example embodiment, the one or more tokens may be provided by
making use of a standard-defined property of the vCard or xCard standard for
a purpose different from the one specified in the respective standard. While
this provides sufficient interoperability with the clients 120, 140 that are con-
figured to interpret such non-compliant use of a vCard or an xCard property
in the same way, it does not ensure full interoperability with clients that are
not configured to apply such use of the respective vCard or xCard property.
Hence, according to an example embodiment, dedicated one or more proper-
ties or parameters of a vCard or xCard are provided to enable communica-
tion of the one or more tokens from the first client 120 to the one or more
second clients 140. As an example, a property or parameter employed for
carrying a token may be an additional standard property or parameter or an
additional private extension identified with an “x-“ prefix to distinguish it from
the standard-defined properties or parameters of vCard or xCard.

In the following, an example of a vCard version 4.0 with a private extension
for delivering three tokens as UUIDs is provided (adapted on basis of the
Wikipedia entry to the vCard, as retrieved from
http://en.wikipedia.org/wiki/Vcard on 04 February 2013).

BEGIN:VCARD

VERSION:4.0

N:Doe; John; ;;

FN:Doe John

ORG:Example Corp.

TITLE:Jack of all trades
PHOTO:http://www.example.com/dir photos/my photo.gif
TEL; TYPE="work,voice";VALUE=uri:tel:+1-111-555-1234
TEL; TYPE="home,voice";VALUE=uri:tel:+1-404-555-3456
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ADR; TYPE=work; LABEL="42 Any St.\nAnytown, LA
30314\nUnited States of America"

:;;42 Any St.;Anytown;LA;30314;United States of
America
EMATIL:john.doelexample.com
REV:20080424T1952437
X-TOKEN; TYPE=PRIORITY; SUB-TYPE=URGENT; OWNER=Jane
Doe; VALUE=8f817169-b97b-49a0-9ce9-£2448b162601
X-TOKEN; TYPE=CONTEXT; SUB-
TYPE=COLLEAGUE; VALUE=79054025-255f-blaz-6edb-
cd22aefbdebd
X-TOKEN; TYPE=CONTEXT; SUB-TYPE=FRIEND; OWNER=Mike
Smith;VALUE=23423599-3209-7870-9908-723892333242
END:VCARD

In the example above, the property “X-TOKEN" exemplifies the usage of the
private extension in the framework of the vCard version 4.0, with the other
properties being used in accordance with RFC 6350. The value of the each
of the “X-TOKEN” properties may be provided as a base64 encoded string of
characters, as specified for example in RFC 4648, in order to facilitate infor-
mation transfer across various types of networks. However, representation
different from base64 encoding may be employed without departing from the
scope of present invention.

As another example, the one or more tokens may be provided in one or more
SMS message or in one or more MMS messages. As an example in this re-
gard, a specially formatted SMS message may be employed to provide a
single token to a second client 140, as schematically illustrated in Figure 8.
The exemplifying specially formatted SMS message illustrated in Figure 8 is
divided in the SMS header portion and the SMS user data portion. The SMS
header portion comprises the TP-DCS field indicating the applied SMS data
coding scheme (DCS), as specified e.g. in 3™ Generation Partnership Project
(3GPP) technical specification (TS) 23.040. The value of the TP-DCS field is
preferably set to 0x04. The SMS user data portion comprises at least the
TOKEN field for carrying the token, formatted for example as a UUID as de-
scribed hereinbefore. The SMS user data portion may comprise further fields
further characterizing the token and/or associating the token with one or
more identifiers, as illustrated in Figure 8. Namely, the SMS user data portion
may optionally comprise for example one of the following: a FLAG field that
may be employed e.g. to carry a transmission identifier, one or more TYPE
fields field that may be employed to specify the type identifier of the token,
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one or more USER ID fields that may be employed to carry a user identifier
of the assignee of the token.

While the above example describes provision of a single token in a SMS
message, it readily extends into a format that is able to carry two or more to-
kens by repeating e.g. the fields exemplified in Figure 8 for each of the to-
kens carried therein. Moreover, as another extension to the example of Fig-
ure 8, e.g. a MMS message carrying corresponding information may be em-
ployed. As a further example, a special format SMS message or MMS mes-
sage of different format may be employed to carry one or more tokens.

As a further example, the first client 120 may be configured to provide the
one or more tokens to one or more second clients 140, using appropriate,
possibly proprietary, communication protocol, by email, by BT exchange, us-
ing NFC technology or by using any other suitable communication means
known in the art. In another example embodiment, whether employing vCard
or xCard exchange, specially formatted SMS message or another means for
providing the one or more tokens to the one or more second clients 140, the
first client 120 may be configured to push the data comprising the one or
more tokens to the one or more second clients 140 by making use of an ap-
propriate push protocol or a protocol that enables pushing information from
the first client 120 to a second client 140.

According to an example embodiment, instead of providing the one more to-
kens directly to one or more second clients 140, the first client 120 may be
configured to upload the one or more tokens to a server, e.g. the server 160,
for subsequent downloading and use by the one or more second clients 140.
The one or more tokens may be stored in the server in a table or in a data-
base arranged to store tokens, possibly together with the one or more identi-
fiers associated therewith, from one or more first users for the other users
having access to the server to download. Such a distribution mechanism may
be suitable for example within a company network for provision of tokens with
colleagues or one or more certain groups of colleagues as assignees of the
token(s).

According to an example embodiment, the first client 120 may be configured
to receive, upon receiving an indication of an incoming communication item
addressed to the first client 120, a token accompanying the incoming com-
munication item. As described by various examples hereinbefore, the token
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is associated with one or more identifiers, e.g. one or more type identifiers
and/or one or more user identifiers of one or more second users, characteriz-
ing the communication item.

The token may be received, for example, in one or more messages accom-
panying the incoming communication item, which one or more messages are
dedicated for carrying one or more tokens and/or other information associat-
ed with the communication item. An example in this regard, e.g. a User-to-
User Signaling (UUS) protocol as specified e.g. in “GSM 02.87: GSM Digital
Cellular Telecommunication System (Phase 2+); User-to-User Signaling
(UUS); Service Description, Stage 1, V.5.2.1“ published by the European
Telecommunications Standards Institute (ETSI) in November 1997 or a cor-
responding protocol may be employed to provide a token with an incoming
communication item.

As another example, the token may be received in the same message(s) with
the incoming communication item. As an example in this regard, a token may
be carried in an extension field of a message according to a communication
protocol. As another example, a token may be carried in a reserved data field
— e.g. in a data field explicitly reserved for user data — of a message accord-
ing to a communication protocol. Such data fields are provided in a number
of call set-up signaling protocols and/or communication protocols known in
the art. As a further example in this regard, a token may be received in an at-
tachment in an MMS message or in an email message. Such an attachment
may be provided with a proprietary flag or identifier of another type included
in a header part of the attachment while the body of the attachment carries
the token, for example along the lines schematically illustrated in Figure 9.

According to an example embodiment, the token may be encrypted and the
first client 120 may be configured decrypt the received token to derive a de-
crypted token to enable verification of the token. The encryption of the token
may have been carried out on basis of an encryption key and, consequently,
the decryption may be based on the same encryption key. The first client 120
may be further configured to verify the decrypted token e.g. by comparing it
to the original unencrypted token: the verification is successful if the decrypt-
ed token matches the original unencrypted token, e.g. is equal to the original
unencrypted token. In contrast, the verification is unsuccessful if the decrypt-
ed token does not match the original unencrypted token, e.g. is not equal to
the original unencrypted token. The original unencrypted token and the iden-
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tifiers associated therewith may be obtained for verification e.g. in a table or a
database stored in a memory of the first client 120, as described hereinbe-
fore in context of obtaining a token.

According to an example embodiment, the first client 120 may be configured
to apply a predetermined rule to handle or process, e.g. screen, incoming
communication items in accordance with a predetermined screening rule.
The screening rule determines handling of incoming communication items at
least on basis of outcome of the verification of the token. The screening rule
may further determine the handling of incoming communication items on ba-
sis of one or more identifiers associated with the token, as described in more
detail by examples hereinafter.

As an example, the screening rule may involve blocking the incoming com-
munication item in response to unsuccessful verification of the accompanying
token. As another example, unsuccessful verification of the accompanying
token may result in provision of a message or an indication of other type for
display in a user interface of the first client 120, the message/indication indi-
cating that the incoming communication item has been received with an inva-
lid or unrecognized token. In contrast, according to a further example, suc-
cessful verification of the token may result in provision of a message or an
indication of other type for display in the user interface of the first client 120,
the message/indication confirming that the respective incoming communica-
tion item was received with a valid token, the message/indication possibly
further comprising indication of one or more identifiers associated with the
received token.

According to an example embodiment, one or more identifiers associated
with a received, and possible decrypted, token may be extracted or otherwise
determined. As described hereinbefore, a token may be provided in a format
where the one or more identifiers associated with the token are readable
from the token and, consequently, the client 120 may be configured to read
and/or extract the one or more identifiers from the received token. As de-
scribed hereinbefore as another example, it may not be possible to read
and/or extract the identifiers associated with the token. In such a scenario the
client 120 may be configured to access a table or a database stored in a
memory of the client 120 to search for the received token and to read or ex-
tract the one or more identifiers associated with the received token from the
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table/ database upon finding an entry of the table/database corresponding to
the received token.

According to an example embodiment, the token may be associated with one
or more type identifiers indicative of the type of the accompanying communi-
cation item and the screening rule determines handling of incoming commu-
nication items further on basis of the type identifier(s). The screening rule
may be, for example, configured to provide a message or an indication of
other type for display on a user interface of the first client 120 in response to
successful verification of the respective token, the message/indication provid-
ing the user of the first client 120 with an indication of the type of the incom-
ing communication item in accordance with the one or more type identifiers
included in the token.

Alternatively or additionally, the screening rule may be further configured to
e.g. block communication items accompanied by a token associated with a
type identifier indicating urgency level below a predetermined threshold level
and to let through communication items received with a token associated with
a type identifier indicating urgency level at or above the predetermined
threshold level. As another example in this regard, the screening rule may be
configured to block communication items of certain type while letting through
communication items of other type in dependence of the time of the day and
or day of the week: the screening rule may block communication items ac-
companied by a token comprising a type identifier indicating “business matter”
outside business hours and/or during weekends and/or block communication
items received with a token comprising a type identifier indicating a “social
call” or “leisure matter” during business hours on weekdays.

According to an example embodiment, the indication of an incoming commu-
nication comprises a source identifier indicative of the origin of the communi-
cation item, such as the telephone number of the caller in case of a circuit-
switched call, the telephone number of the sender of an SMS, the user ac-
count name of an incoming packet-switched call or an instant message, the
email address of the sender of an email message etc. as described hereinbe-
fore. If, in such a scenario, a token is associated with one or more user iden-
tifiers of one or more second users that assign the token to said one or more
second users, the screening rule may further determine handling of incoming
communication items on basis of said source identifier and said one or more
user identifiers.
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As an example in this regard, possibly in response to successful decryption
of the token, the screening rule may involve comparing the source identifier
with the one or more received user identifiers associated with the token and
blocking the respective communication item in response to none of the user
identifiers associated with the token providing a match with, e.g. being equal
to, the source identifier. The comparison may not necessary directly compare
the source identifier with the user identifiers associated with the token but the
first client 120 may be configured to access a database in a memory of the
first client 120, e.g. a phone book or contact list of other type, to find further
source identifiers associated with the source identifier comprised in the indi-
cation of the incoming communication item and use one or more of the
source identifiers found in the database for comparison.

As another example in this regard, the screening rule may comprise, possibly
in response to successful decryption of the token, providing a message or an
indication of other type for display on a user interface of the first client 120 in
response to comparison of the source identifier with the one or more user
identifiers associated with the received token indicating a match, the mes-
sage/indication providing the user of the first client 120 with an indication of
successful originator verification on basis of the token, possible together with
the identity of the user whose user identifier provided the match. In contrast,
the screening rule may comprise, possibly in response to successful decryp-
tion of the token, providing a message or an indication of other type for dis-
play on a user interface of the first client 120 in response to comparison of
the source identifier with the one or more user identifiers associated with the
received token failing to provide a match, the message/indication providing
the user of the first client 120 with an indication of unsuccessful originator
verification on basis of the token.

As described hereinbefore, a token encrypted on basis of an encryption key
typically require access to the same encryption key to enable successful de-
cryption of the token. The encryption key may be locally available, e.g. stored
in a table or a database together with the respective token in a memory of the
first client 120, as described hereinbefore. In accordance to an example em-
bodiment, the client 120 may be configured to receive the encryption key or a
copy thereof together with the encrypted token. This serves to facilitate verifi-
cation of the origin of the token: in case a valid encryption key is received at
the first client 120 together with a token accompanying the incoming commu-
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nication item, it serves as an indication that the originator of the incoming
message has access to the encryption key, thereby making it highly likely
that the originator is either the second user or the originator is a party trusted
by the second user to extent that he/she has been given the encryption key,
in other words a legitimate user of the respective token.

An exemplifying scenario where the encryption key received at the first client
120 together with the token serves as proof of the trusted origin of the ac-
companying communication item is a case where the second user has sent
the communication item from a source address different from one(s) indicat-
ed the respective user identifiers of the token, e.g. from a new or alternative
email address or from a new telephone subscription having a new telephone
number.

While the description hereinbefore (and hereinafter), for clarity and brevity of
description, describes an example of a token accompanying a single com-
munication item, a token may accompany and hence be valid for one or more
communication items. Two or more communication items having a single to-
ken associated therewith are typically received from the same source at the
same time, essentially at the same, or within a relatively short period of time.
The communication items having a single token associated therewith may be
communication items of similar type, e.g. two email messages or two SMS
messages. Alternatively, the communication items having a single token as-
sociated therewith may be communication items of different type, e.g. an in-
coming call and a SMS message.

A signaling chart illustrated in Figure 9 provides an example of a process for
the first client 120 providing the second client 140 with a token and the sec-
ond client 140, subsequently, using the token to accompany a communica-
tion item addressed to the first client 120. In this example, in step 301 the
second client 140 requests one or more tokens of desired type(s) from the
first client 120, for which the first client 120 responds with an acknowledge-
ment indicating that it will assign the one or more of the requested one or
more tokens to the second client 140. The request and the subsequent ac-
knowledgment may be exchanged according to communication protocol
and/or communication exchange specifically tailored to request one or more
tokens, e.g. by email, by BT exchange, by SMS, using NFC technology or by
using any other suitable communication means known in the art.
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However, such a request is optional in that the first client 120 may be equally
well initiate provision of the one or more tokens to the second client 140 on
its own without an explicit request thereto. In practice it is also possible for
the user of the second client 140 to other means to request the one or more
tokens from the user of the first client 120, e.g. by sending an informal re-
guest to acquire one or more tokens of desired type(s) e.g. by email, by SMS,
etc. or even by a verbal request. Moreover, regardless of the manner of re-
ceiving the request to provide the one or more tokens to the second client
140, the acknowledgement of step 302 may be omitted and the process may
move on to the subsequent steps without providing an explicit acknowledge-
ment.

In step 304 of the example of Figure 9, the first client 120 obtains the one or
more tokens, and in step 306 the first client 120 provides the one or more to-
kens to the second client 140. Examples regarding obtaining the token(s) and
providing them to the second client 140 are described hereinbefore. Once
obtained, the first client 120 may be configured to store the one or more to-
kens in a memory of the first client 120, e.g. in a database of other type in or-
der to enable keeping track of the one or more tokens and the identifiers as-
sociated therewith. As an example, in case the identifiers associated with the
token comprise user identifier(s) of one or more second users, the respective
token(s) may be stored as additional entries to a phonebook or a contact list
stored in a memory of the first client 120 or the phonebook/contact list may
be provided with a pointer to a dedicated table or database in a memory of
the first client 120 storing the tokens and identifiers included therein to enable
subsequent matching with a received token and associated identifiers.

The first client 120 may be configured to generate and provide only some of
the one or more tokens requested by the second client 140 or the user there-
of. Such a restriction to refrain from providing all requested tokens to the
second client 140 may be based on explicit decision or selection by the user
of the first client 120 or to a predefined policy applied in the first client 120.

Once having the one or more tokens in its disposal, the second client 140
may choose to an appropriate token of the one or more tokens to accompany
a communication item to be provided to the first client 120, as indicated in
step 308 of the example of Figure 9. In this regard, the user interface of the
second client 140 is provided with suitable mechanism(s) that enable the us-
er of the second client 140 to provide a communication item, e.g. a telephone
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token of his/her choosing. As a non-limiting example in this regard, Figure 13
schematically illustrates a window or a screen 600 that may be applied to se-
lect one of the tokens provided in the portion 610 of the window/screen 600
by ticking the respective box e.g. before selecting and proceeding with initiat-
ing one of the communication options 620.

In step 309 the first client 120 processes the token received together with the
communication item to verify the token and/or identifiers associated therewith
and in step 310 the first client applies the screening rule to handle or process
the incoming communication item in accordance with the identifiers associat-
ed with the received token, as described in more detail hereinbefore.

A signaling chart illustrated in Figure 10 provides a second example of a pro-
cess for the first client 120 providing the second client 140 with a token and
the second client 140, subsequently, using the token to accompany a com-
munication item addressed to the first client 120. The steps 401 and 402 of
the second example are similar to steps 301 and 302, respectively, described
in context of the (first) example of Figure 9.

In optional step 403 of the second example of Figure 10 the second client
140 provides the first client 120 with an encryption key for subsequent en-
cryption of the one or more tokens. As described hereinbefore, instead of re-
ceiving the encryption key from the second client 140, the first client 120 may
generate the encryption key locally or obtain the encryption key from another
source.

In step 404 of the second example the one or more tokens are obtained and
the token(s) are possibly stored in a memory of the first client, as described
in context of step 304 of the (first) example of Figure 9. In step 405 the one or
more tokens are encrypted and the resulting one or more encrypted tokens
may be also stored in a memory of the first client together with their original
unencrypted counterparts for subsequent verification purposes. In step 406
the one or more encrypted tokens are provided to one or more second clients
140, in a manner similar to step 306 of the (first) example of Figure 9 and de-
scribed in more detailed examples hereinbefore.

Steps 408 to 410 of the second example correspond to steps 308 to 310 of
the (first) example of Figure 9, respectively. However, in the second example
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the verification of the token in step 409 may further comprise decryption the
token and the screening rule applied in step 410 may further employ the re-
sult of the decryption process in handling of the incoming communication
item, as described in more detailed examples hereinbefore.

A signaling chart illustrated in Figure 11 provides a third example of a pro-
cess for the first client 120 and two second clients 140, 140’ applying a token
assigned to the user of the second client 140 used to accompany a commu-
nication item originating from a further second client 140’.

In the third example, it is assumed that a token encrypted with an encryption
key provided to the first client 120 by the second client 140 or that the en-
cryption key is otherwise provided to disposal of the second client 140. Such
a token may be provided e.g. in accordance with the second example de-
scribed in context of Figure 10.

In step 506 of the third example, which corresponds to the step 406 of the
second example, the second client 140 receives one or more encrypted to-
kens from the first client 120. In step 507 of the third example, the second
client 140 forwards at least one of the encrypted tokens to the further second
client 140°, which may be another user account, another email address, an-
other/new telephone number of the second user, i.e. the user of the second
client 140.

In step 508 the further second client 140’ addresses a communication item to
the first client 120 accompanied by the encrypted token and the respective
encryption key, thereby enabling the first client 120 to verify that the origina-
tor of the communication item indeed is a legitimate user or owner of the en-
crypted token even though there may not be a match between the source
identifier associated with the communication item and any of the user identi-
fiers of the accompanying token. In case the token is associated with user
identifiers of a single second user only, the first client 120 may, additionally,
conclude that the source identifier of the communication item is a new user
identifier associated with the second user and the first client 120 may update
or complement its database(s) accordingly. Steps 509 and 510 of the third
example correspond to steps 409 and 410 of the second example.

In a variation of the third example of Figure 11 the further second user 140’
may have gained access to the token assigned to the user of the second de-
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vice 140 in an illegitimate manner, but does not have knowledge of the re-
spective encryption key. Hence, in this scenario the further second client 140’
is not an entity operated by the second user, i.e. the user of the second client
140. Consequently, in this scenario the another second client 140’ is not able
to provide the respective encryption key together with the communication
item and the token (in step 508) and, consequently, (in step 509) the first cli-
ent 120 detects in the verification that none of the user identifiers of the token
matches with the source identifier associated with the communication item
and in absence of an encryption key as a proof of identity of the originator as
a legitimate owner or assignee of the token the first client 120 may (in step
510) apply the screening rule e.g. to block the communication item and/or to
inform the user of the first client 120 about an invalid token, as described in
more detail by the examples hereinbefore.

In the foregoing, the exemplifying scenarios describe using the token to ac-
company an incoming communication item addressed to the client 120 or a
user thereof. However, a token as described hereinbefore may also be em-
ployed in context of authorization. For example, in an instant messaging sys-
tem or in a social media service e.g. a user account may be visible to or par-
ticulars of a user account and/or a status of a user account may be accessi-
ble only by a user that provides a token fulfilling a predefined criterion, e.g. a
token that is associated with predetermined identifiers, when attempting to
search/access the instant messaging system. As another example, the BT
discovery process or the WLAN discovery process may employ a token such
that a certain BT or WLAN device may be made visible/available only to a
device providing a token fulfilling a predefined criterion in an attempt/request
to access the certain BT/WLAN device. As a further example, a token may be
employed, instead of or in addition to a PIN code, in a process of pairing two
BT devices.

The operations, procedures, functions and/or methods described in context
of the first client 120, the one or more second clients 140 and the server 160
may be provided as means for carrying out the corresponding operations,
procedures, functions and/or method steps assigned to the above-mentioned
entities. Such means may be provided as software means, as hardware
means, or as a combination of software means and hardware means.

As an example, the client 120 may be provided as an apparatus comprising
means for obtaining one or more tokens for screening incoming communica-
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tion items to a first user, wherein a token is associated with one or more iden-
tifiers characterizing one or more communication items accompanying the to-
ken, means for encrypting the one or more tokens to create respective one or
more encrypted tokens and means for providing the one or more encrypted
tokens to one or more second users for subsequent use in communication to
the first user to enable the first user to screen incoming communication items.

As another example, the client 120 may be, alternatively or additionally, pro-
vided as an apparatus comprising means for receiving an indication of one or
more incoming communication items addressed to a first user and an en-
crypted token associated with one or more identifiers characterizing the one
or more communication items, means for decrypting the encrypted token to
derive a decrypted token to enable verification of the token, and means for
applying a predetermined rule to screen incoming communication items,
wherein said predetermined rule determines handling of the one or more in-
coming communication items at least on basis of the outcome of the verifica-
tion.

Figure 12 schematically illustrates an exemplifying apparatus 900 upon which
an embodiment of the invention may be implemented. The apparatus 900 as
illustrated in Figure 9 provides a diagram of exemplary components of an ap-
paratus, which is capable of operating as or providing the first client 120, the
second client 140 or the server 160 in the example arrangement 100 of Fig-
ure 1 according to an embodiment. The apparatus 900 comprises a proces-
sor 910, a memory 920 and a communication interface 930, such as a net-
work card or a network adapter enabling wireless or wireline communication
with another apparatus and/or radio transceiver enabling wireless communi-
cation with another apparatus over radio frequencies. The processor 910 is
configured to read from and write to the memory 920. The apparatus 900
may further comprise a user interface 940 for providing data, commands
and/or other input to the processor 910 and/or for receiving data or other out-
put from the processor 910, the user interface 940 comprising for example
one or more of a display, a keyboard or keys, a mouse or a respective point-
ing device, a touchscreen, etc. The apparatus 900 may comprise further
components not illustrated in the example of Figure 9.

Although the processor 910 is presented in the example of Figure 9 as a sin-
gle component, the processor 910 may be implemented as one or more sep-
arate components. Although the memory 920 in the example of Figure 9 is il-
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lustrated as a single component, the memory 920 may be implemented as
one or more separate components, some or all of which may be integrat-
ed/removable and/or may provide permanent/semi-permanent/ dynam-
ic/cached storage.

The apparatus 900 may be embodied for example as a mobile phone, a digi-
tal camera, a digital video camera, a music player, a gaming device, a laptop
computer, a desktop computer, a personal digital assistant (PDA), an internet
tablet, a television set, etc. — basically as any apparatus that is able to com-
municate with another apparatuses or that may be (re-)configured to be able
to communicate with another apparatuses.

The memory 920 may store a computer program 950 comprising computer-
executable instructions that control the operation of the apparatus 900 when
loaded into the processor 910. As an example, the computer program 950
may include one or more sequences of one or more instructions. The com-
puter program 950 may be provided as a computer program code. The pro-
cessor 910 is able to load and execute the computer program 950 by reading
the one or more sequences of one or more instructions included therein from
the memory 920. The one or more sequences of one or more instructions
may be configured to, when executed by one or more processors, cause an
apparatus, for example the apparatus 900, to implement the operations, pro-
cedures and/or functions described hereinbefore in context of the first client
120, the second client 140 or the server 160.

Hence, the apparatus 900 may comprise at least one processor 910 and at
least one memory 920 including computer program code for one or more
programs, the at least one memory 920 and the computer program code con-
figured to, with the at least one processor 910, cause the apparatus 900 to
perform the operations, procedures and/or functions described hereinbefore
in context of the first client 120, the second client 140 or the server 160.

The computer program 950 may be provided at the apparatus 900 via any
suitable delivery mechanism. As an example, the delivery mechanism may
comprise at least one computer readable non-transitory medium having pro-
gram code stored thereon, the program code which when executed by an
apparatus cause the apparatus at least implement processing to carry out the
operations, procedures and/or functions described hereinbefore in context of
the first client 120, the second client 140 or the server 160. The delivery
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mechanism may be for example a computer readable storage medium, a
computer program product, a memory device a record medium such as a
CD-ROM or DVD, an article of manufacture that tangibly embodies the com-
puter program 950. As a further example, the delivery mechanism may be a
signal configured to reliably transfer the computer program 950.

Reference to a processor should not be understood to encompass only pro-
grammable processors, but also dedicated circuits such as field-
programmable gate arrays (FPGA), application specific circuits (ASIC), signal
processors, etc.Features described in the preceding description may be used
in combinations other than the combinations explicitly described. Although
functions have been described with reference to certain features, those func-
tions may be performable by other features whether described or not. Alt-
hough features have been described with reference to certain embodiments,
those features may also be present in other embodiments whether described
or not.
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WHAT IS CLAIMED IS:

An apparatus comprising at least one processor and at least one
memory including computer program code for one or more programs,
the at least one memory and the computer program code configured to,
with the at least one processor, cause the apparatus to perform at least
the following:

obtain one or more tokens for screening incoming communication items
to a first user, wherein a token is associated with one or more identifiers
characterizing one or more communication items accompanying the to-
ken,

encrypt the one or more tokens to create respective one or more en-
crypted tokens, and

provide the one or more encrypted tokens to one or more second users
for subsequent use in communication to the first user to enable the first
user to screen incoming communication items.

An apparatus according to claim 1, wherein a token is associated with
at least one type identifier indicative of the type of the one or more
communication items.

An apparatus according to claim 2, wherein a type identifier indicates
priority level of the one or more communication items.

An apparatus according to claim 2 or 3 wherein a type identifier indi-
cates the context of the one or more communication items.

An apparatus according to any of claims 1 to 4, wherein a token is as-
sociated with one or more user identifiers of one or more second users
for assigning the token to said one or more second users.

An apparatus according to claim 5, wherein said one or more user iden-
tifiers comprise one or more of the following: an address of a respective
second user, an email address of the respective second user, a
username of the respective second user, a telephone number of the re-
spective second user, the name of the respective second user.
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11.

12.

13.

An apparatus according to any of claims 1 to 6, wherein a token is pro-
vided as a Universally Unique ldentifier (UUID) determined on basis of
said identifier(s) the token is associated with.

An apparatus according to any of claims 1 to 7, wherein a communica-
tion item comprises one of the following: a telephone call, a message of
a short message service (SMS), a message of a multimedia messaging
service (MMS), a message of an instant messaging service, an email
message.

An apparatus according to any of claims 1 to 8, wherein the one or
more encrypted tokens are provided as one or more parameters of one
or more vCard and/or xCard exchanges.

An apparatus according to any of claims 1 to 8, wherein the one or
more encrypted tokens are provided in one or more short message ser-
vice (SMS) messages.

An apparatus according to any of claims 1 to 10, wherein said encrypt-
ing comprises encrypting the one or more tokens on basis of an encryp-
tion key.

An apparatus according to claim 11, wherein said encryption key is re-
ceived from a second user.

An apparatus comprising at least one processor and at least one
memory including computer program code for one or more programs,
the at least one memory and the computer program code configured to,
with the at least one processor, cause the apparatus to perform at least
the following:

receive an indication of one or more incoming communication items ad-
dressed to a first user and an encrypted token associated with one or
more identifiers characterizing the one or more communication items,

decrypt the encrypted token to derive a decrypted token to enable veri-
fication of the token, and

apply a predetermined rule to screen incoming communication items,
wherein said predetermined rule determines handling of the one or
more incoming communication items at least on basis of the outcome of
the verification.
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15.

16.

17.

18.

19.

20.

21.

22.

An apparatus according to claim 13, wherein said decrypting comprises
decrypting the token on basis of an encryption key.

An apparatus according to claim 14, further caused to receive the en-
cryption key to together with the encrypted token to enable verification
of the origin of the one or more incoming communication items.

An apparatus according to any of claims 13 to 15, wherein said prede-
termined rule comprises blocking the one or more incoming communi-
cation items in response to unsuccessful decryption of the token.

An apparatus according to any of claims 13 to 16, wherein said prede-
termined rule comprises providing an indication of the validity of the to-
ken for display on a user interface of the apparatus in response to suc-
cessful decryption of the token and/or providing an indication of the in-
validity of the token for display on a user interface of the apparatus in
response to unsuccessful decryption of the token.

An apparatus according to any of claims 13 to 17,

wherein said token is associated with at least one type identifier indica-
tive of the type of the one or more incoming communication items, and

wherein said predetermined rule determines handling of the one or
more incoming communication items further on basis of said at least
type identifier.

An apparatus according to claim 18, wherein said predetermined rule
comprises providing an indication of the type of the one or more incom-
ing communication items for display on a user interface of the appa-
ratus in response to successful decryption of the token.

An apparatus according to claim 18 or 19, wherein a type identifier indi-
cates priority level of the one or more incoming communication items.

An apparatus according to any of claims 18 to 20 wherein a type identi-
fier indicates the context of the one or more incoming communication
items.

An apparatus according to any of claims 13 to 21,
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24.

25.

26.

27.

28

wherein said indication of one or more incoming communication items
comprises a source identifier indicative of the origin of the one or more
incoming communication items,

wherein said token is associated with one or more user identifiers of
one or more second users for assigning the token to said one or more
second users, and

wherein said predetermined rule determines handling of the one or
more incoming communication items further on basis of said source
identifier and said one or more user identifiers.

An apparatus according to claim 22, wherein the predetermined rule
comprises, in response to successful decryption of the token, blocking
the one or more incoming communication items in response to none of
said one or more user identifiers of one or more second users providing
a match with said source identifier.

An apparatus according to claim 22 or 23, wherein the predetermined
rule comprises, in response to successful decryption of the token,
providing an indication of any or none of said one or more user identifi-
ers of one or more second users providing a match with said source
identifier for display on a user interface of the apparatus.

An apparatus according to any of claims 22 to 24, wherein said one or
more user identifiers comprise one or more of the following: an address
of a respective second user, an email address of the respective second
user, a username of the respective second user, a telephone number of
the respective second user, the name of the respective second user.

An apparatus according to any of claims 13 to 25, wherein a token is
provided as a Universally Unique Identifier (UUID) determined on basis
of said identifier(s) the token is associated with.

An apparatus according to any of claims 13 to 26, wherein a communi-
cation item comprises one of the following: a telephone call, a message
of a short message service (SMS), a message of a multimedia messag-
ing service (MMS), a message of an instant messaging service, an
email message.

An apparatus comprising
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30.

31.

means for obtaining one or more tokens for screening incoming com-
munication items to a first user, wherein a token is associated with one
or more identifiers characterizing one or more communication item ac-
companying the token,

means for encrypting the one or more tokens to create respective one
or more encrypted tokens, and

means for providing the one or more encrypted tokens to one or more
second users for subsequent use in communication to the first user to
enable the first user to screen incoming communication items.

An apparatus comprising

means for receiving an indication of one or more incoming communica-
tion items addressed to a first user and an encrypted token associated
with one or more identifiers characterizing the one or more communica-
tion items,

means for decrypting the encrypted token to derive a decrypted token to
enable verification of the token, and

means for applying a predetermined rule to screen incoming communi-
cation items, wherein said predetermined rule determines handling of
the one or more incoming communication items at least on basis of the
outcome of the verification.

A method comprising

obtaining one or more tokens for screening incoming communication
items to a first user, wherein a token is associated with one or more
identifiers characterizing one or more communication item accompany-
ing the token,

encrypting the one or more tokens to create respective one or more en-
crypted tokens, and

providing the one or more encrypted tokens to one or more second us-
ers for subsequent use in communication to the first user to enable the
first user to screen incoming communication items.

A method according to claim 30, wherein a token is associated with at
least one type identifier indicative of the type of the one or more com-
munication items.
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34.

35.

36.

37.

38.

39.

40.

41.

A method according to claim 31, wherein a type identifier indicates pri-
ority level of the one or more communication items.

A method according to claim 31 or 32 wherein a type identifier indicates
the context of the one or more communication items.

A method according to any of claims 32 to 33, wherein a token is asso-
ciated with one or more user identifiers of one or more second users for
assigning the token to said one or more second users.

A method according to claim 34, wherein said one or more user identifi-
ers comprise one or more of the following: an address of a respective
second user, an email address of the respective second user, a
username of the respective second user, a telephone number of the re-
spective second user, the name of the respective second user.

A method according to any of claims 30 to 35, wherein a token is pro-
vided as a Universally Unique Identifier (UUID) determined on basis of
said identifier(s) the token is associated with.

A method according to any of claims 30 to 36, wherein a communica-
tion item comprises one of the following: a telephone call, a message of
a short message service (SMS), a message of a multimedia messaging
service (MMS), a message of an instant messaging service, an email
message.

A method according to any of claims 30 to 37, wherein the one or more
encrypted tokens are provided as one or more parameters of one or
more vCard and/or xCard exchanges.

A method according to any of claims 30 to 37, wherein the one or more
encrypted tokens are provided in one or more short message service
(SMS) messages.

A method according to any of claims 30 to 39, wherein said encrypting
comprises encrypting the one or more tokens on basis of an encryption
key.

A method according to claim 40, wherein said encryption key is re-
ceived from a second user.
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42.

43.

44,

45.

46.

47.

A method comprising

receiving, at an apparatus, an indication of one or more incoming com-
munication items addressed to a first user and an encrypted token as-
sociated with one or more identifiers characterizing the one or more
communication items,

decrypting the encrypted token to derive a decrypted token to enable
verification of the token, and

applying a predetermined rule to screen incoming communication items,
wherein said predetermined rule determines handling of the one or
more incoming communication items at least on basis of the outcome of
the verification.

A method according to claim 42, wherein said decrypting comprises de-
crypting the token on basis of an encryption key.

A method according to claim 43, further caused to receive the encryp-
tion key to together with the encrypted token to enable verification of the
origin of the one or more incoming communication items.

A method according to any of claims 42 to 44, wherein said predeter-
mined rule comprises blocking the one or more incoming communica-
tion items in response to unsuccessful decryption of the token.

A method according to any of claims 42 to 45, wherein said predeter-
mined rule comprises providing an indication of the validity of the token
for display on a user interface of the apparatus in response to success-
ful decryption of the token and/or providing an indication of the invalidity
of the token for display on a user interface of the apparatus in response
to unsuccessful decryption of the token.

A method according to any of claims 42 to 46,

wherein said token is associated with at least one type identifier indica-
tive of the type of the one or more incoming communication items, and

wherein said predetermined rule determines handling of the one or
more incoming communication items further on basis of said at least
type identifier.
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49.

50.

51.

52.

53.

54.

A method according to claim 47, wherein said predetermined rule com-
prises providing an indication of the type of the one or more incoming
communication items for display on a user interface of the apparatus in
response to successful decryption of the token.

A method according to claim 47 or 48, wherein a type identifier indi-
cates priority level of the one or more incoming communication items.

A method according to any of claims 47 to 49 wherein a type identifier
indicates the context of the one or more incoming communication items.

A method according to any of claims 42 to 50,

wherein said indication of one or more incoming communication items
comprises a source identifier indicative of the origin of the one or more
incoming communication items,

wherein said token is associated with one or more user identifiers of
one or more second users for assigning the token to said one or more
second users, and

wherein said predetermined rule determines handling of the one or
more incoming communication items further on basis of said source
identifier and said one or more user identifiers.

A method according to claim 51, wherein the predetermined rule com-
prises, in response to successful decryption of the token, blocking the
one or more incoming communication items in response to none of said
one or more user identifiers of one or more second users providing a
match with said source identifier.

A method according to claim 51 or 52, wherein the predetermined rule
comprises, in response to successful decryption of the token, providing
an indication of any or none of said one or more user identifiers of one
or more second users providing a match with said source identifier for
display on a user interface of the apparatus.

A method according to any of claims 51 to 53, wherein said one or more
user identifiers comprise one or more of the following: an address of a
respective second user, an email address of the respective second user,
a username of the respective second user, a telephone number of the
respective second user, the name of the respective second user.
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A method according to any of claims 42 to 54, wherein a token is pro-
vided as a Universally Unique Identifier (UUID) determined on basis of
said identifier(s) the token is associated with.

A method according to any of claims 42 to 55, wherein a communica-
tion item comprises one of the following: a telephone call, a message of
a short message service (SMS), a message of a multimedia messaging
service (MMS), a message of an instant messaging service, an email
message.

A computer program comprising one or more sequences of one or more
instructions which, when executed by one or more processors, cause
an apparatus to at least perform the method according to any of claims
30 to 56.

A computer program product comprising at least one computer reada-
ble non-transitory medium having program code stored thereon, the
program code, when executed by an apparatus, causing the apparatus
at least to perform the method according to any of claims 30 to 56.
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