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SCHEDULING OF SERVICE RESOURCE

Field

Background

[0001] The OpenStack is an emerging open source software architecture to provide a cloud
computing management solution, which intends to build an open and extensible framework with
which various resources in a cloud environment are managed. Due to its open-source and open
accessibility, the OpenStack architecture is supported by the majority of predominant

manufacturers, and has become a widely applied open-source cloud computing solution.

Summary

Brief Description of the Drawings

[0002] Fig.1 illustrates a schematic diagram of a hardware structure of a system in an
example;

[0003] Fig.2 illustrates a framework diagram of a controller in an example;

[0004] Fig.3 illustrates a framework diagram of another system in an example; and

[0005] Fig.4 illustrates a flow chart of a method of scheduling service resources in an

example.

Detailed Description of the Embodiments

[0006] The present disclosure relates to a cloud computing system which enables computing,
storage and other resources to be provided to users over the Internet. In some cases a cloud
computing system may be used by a plurality of users, and resources may be managed and
dynamically allocated from one user to the other by the system controller according to the
demand for resources at any one time. The following description refers to the OpenStack system,
but the principles disclosed herein may also be applied to other cloud computing systems and

controllers. A modular architecture provided by the OpenStack typically includes various
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modular resources in a cloud environment, such as computing, storage and network, to provide
an integral framework solution. In the cloud environment, a cloud computing data center
typically provides a user with a virtual host lease service, and since there is no physical
boundary for the virtual host lease service, it is difficult for the user herself or himself to deploy
a physical network security device. Hence, the cloud computing data center needs to provide the
user with network security solutions such as Firewall as a Service (FWaaS).

[0007] For example, the user can operate directly on a user interface provided by the
OpenStack to purchase a virtual firewall, and after the user purchases the virtual firewall, an
OpenStack console may be connected automatically with a physical firewall to create the virtual
firewall for the user and to configure the virtual firewall correspondingly. After the virtual
firewall is configured, the user can perform service management on her or his own virtual
firewall.

[0008] Reference can be made to Fig.1, which illustrates an OpenStack system framework in
an example of this disclosure. In the OpenStack system framework, service modules such as an
FWaaS 101, a Virtual Private Network as a Service (VPNaaS) 102, and a Load Balance as a
Service (LBaaS) 103 are preliminarily defined at present, and these service modules can be
controlled centrally to provide the user with a relative complete network security solution.
[0009] As illustrated in Fig.1, various security services, e.g., Firewall, LB, VPN, etc., are all
managed and distributed centrally by the OpenStack controller as service resources in the
OpenStack framework. But if there is a pool of service resources formed of multiple resource
nodes, no solution is provided in the OpenStack framework to select and allocate an optimum
resource from the pool of resources. Thus, the resources may be allocated inappropriately and
consequently underutilized; for example, there may be some resource node being overloaded
while other resource nodes stay idled.

[0010] In an example of the disclosure, in addition to the above OpenStack framework, a
logic for scheduling the service resources, which operates on the OpenStack controller,
determines allocable resource nodes among the respective resource nodes by periodically
detecting performance parameters of the respective resource nodes, and allocates an optimum

resource node from the allocable resource nodes for the user according to a preset scheduling
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policy, thereby optimizing the allocation of the service resources in the OpenStack framework
and scheduling the resources flexibly and dynamically, so as to improve the utilization ratio of
the resources.

[0011] The OpenStack controller may be embodied in a hardware structure as illustrated in
Fig.2. As shown in Fig.2, the OpenStack controller 20 may include a processor (CPU) 210, a
machine-readable storage medium 220, and a network interface 230, all of which are connected
with each other through an internal bus 240.

[0012] The machine-readable storage medium 220 is configured to store instruction codes.
When the instruction codes are executed by the CPU 210, operations generally including a
function of scheduling service resources are performed.

[0013] The CPU 210 communicates with the machine-readable storage medium 220 to read
and execute the instruction codes stored in the machine-readable storage medium 220 to achieve
the function of scheduling the service resources.

[0014] The machine-readable storage medium 220 may be any electronic, magnetic, optic or
other physical storage devices, which can include or store information such as executable
instructions, data, etc. For example, the machine-readable storage medium 220 may be a
Random Access Memory (RAM), a volatile memory, a nonvolatile memory, a flash memory, a
storage driver (e.g., a hard disk driver), a solid-state hard disk, any type of storage disk (e.g., an
optic disk, a DVD, etc.) or the like, or any combination thereof. Moreover, any
machine-readable storage medium described in the disclosure can be non-transitory.

[0015] Reference can be made to Fig.3, which illustrates an OpenStack framework in another
example of the disclosure. In addition to the OpenStack framework illustrated in Fig.1, the
OpenStack framework illustrated in the example includes a logic for scheduling service
resources (abbreviated as a scheduling logic hereinafter) 301, which is arranged in the
OpenStack controller and is for receiving an upper Application Programming Interface (API)
call and allocating the most appropriate resource node for the user flexibly and dynamically
according to a preset scheduling policy.

[0016] Particularly, the CPU of the OpenStack controller reads and executes the logic for

scheduling service resources 301 in the machine-readable storage medium in an operational
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flow as illustrated in Fig.4.

[0017] Block 410 is for periodically detecting performance parameters of respective resource
nodes.

[0018] Block 420 is for determining allocable resource nodes among the respective resource
nodes according to the detected performance parameters.

[0019] Block 430 is for allocating an optimum resource node from the allocable resource
nodes for a user according to a preset scheduling policy upon reception of a resource acquiring
request of the user, and to return the optimum resource node to the user.

[0020] In the example, the OpenStack controller executing the scheduling logic can receive
the resource acquiring request from the user. In an implementation, the resource acquiring
request may be a resource acquiring request message sent by the user operating on a user
interface provided by the OpenStack. The resource acquiring request message may include a
service creation request and even a performance requirement set by the user for a service. For
example, the user can operate on the user interface provided by the OpenStack to send a
resource acquiring request message, to request the OpenStack controller for a firewall service
with a required processing capacity of 1Gbbp/s.

[0021] The OpenStack controller executing the scheduling logic can create a corresponding
service and allocate an appropriate resource node for the user upon reception of the resource
acquiring request message sent by the user operating on the user interface provided by the
OpenStack, and returns a determination result to the user when an optimum resource node for
the user is determined by the OpenStack controller.

[0022] In the example, the OpenStack controller executing the scheduling logic can
periodically detect different performance parameters of the respective resource nodes in the
pool of resources, to monitor in real time loads and operating states of the respective resource
nodes in the pool of resources. For example, the OpenStack framework typically includes
service modules adapted to provide the user with a network security solution, such as, the
FWaaS, the VPNaaS, the LBaaS, etc., so the OpenStack controller executing the scheduling
logic can periodically detect the different performance parameters of the respective resource

nodes in the pool of resources, thereby monitoring in real time the loads and operating states of
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the respective resource nodes in the pool of resources.

[0023] Particularly, when the OpenStack controller executing the scheduling logic
periodically detects the different performance parameters of the respective resource nodes in the
pool of resources, the performance parameters may be preconfigured performance parameters,
or may be performance parameters determined according to a particular performance
requirement, which is required by the user for the service resource and is carried in the resource
acquiring request message, which is not be specifically limited in the embodiment.

[0024] For example, in an example of this disclosure, the performance parameters may
include CPU utilization ratios and memory utilization ratios of the resource nodes, and other
service performance parameters which can characterize resource availability of the resource
nodes; and the service performance parameters may include parameters such as service traffic,
service response time, etc., where a resource node with a smaller service traffic and a resource
node with shorter service response time have higher resource availability.

[0025] In the example, the OpenStack controller executing the scheduling logic may
determine the allocable resource nodes among the respective resource nodes according to a
result of periodically detecting the different performance parameters of the respective resource
nodes in the pool of resources, and allocates an appropriate resource node from the allocable
resource nodes for the user according to a preset resource scheduling policy after determining
the allocable resource nodes among the respective resource nodes.

[0026] In the example, the OpenStack controller executing the scheduling logic may allocate
of the appropriate resource node from the allocable resource nodes for the user according to the
preset resource scheduling policy, by comparing at least one of the CPU utilization ratios and
the memory utilization ratios of the respective resource nodes with a threshold and categorizing
the respective resource nodes into allocable resource nodes and non-allocable resource nodes.
For example, the OpenStack controller executing the scheduling logic may firstly determine
whether at least one of the CPU utilization ratio and the memory utilization ratio of each
resource node is above the preset threshold; if at least one of the CPU utilization ratio and the
memory utilization ratio of one resource node is above the preset threshold, the OpenStack

controller categorizes the resource node as a non-allocable resource node; otherwise, if at least
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one of the CPU utilization ratio and the memory utilization ratio of one resource node is not
above the preset threshold, the OpenStack controller categorizes the resource node as an
allocable resource node.

[0027] The preset threshold is not specifically limited in the discourse and may be preset
according to actual needs of the user. For example, if the user intends to request a firewall
service with a processing capacity of 1Gbbp/s, and the processing capacity of a resource node
can not satisfy the requirement of 1Gbbp/s when the CPU utilization ratio of the resource node
is above 70%, the threshold can be set to 70%.

[0028] In the example, the non-allocable resource nodes may not be allocated; and upon
reception of the resource acquiring request message from the user, the OpenStack controller
executing the scheduling logic dynamically and flexibly allocates the allocable resource nodes
for the user according to the priorities and the service performance parameters of the respective
allocable resource nodes, or other performance parameters influencing directly the service.
[0029] The OpenStack controller executing the scheduling logic may allocate the allocable
resource nodes by firstly comparing the priorities of the respective resource nodes and then
allocating resource node having a highest priority for the user as an optimum resource node. If
there are multiple resource nodes having the highest priority among the allocable resource
nodes, the service performance parameters of the multiple resource nodes having the highest
priority may be further compared and respective resource availabilities of the multiple resource
nodes having the highest priority can be acquired, to determine an optimum resource node to be
allocated for the user.

[0030] For example, in an example of the disclosure, if there are multiple resource nodes
having the highest priority among the allocable resource nodes, the OpenStack controller
executing the scheduling logic may further compare the service traffics of the multiple resource
nodes having the highest priority, selects a resource node having a lowest service traffic from
the multiple resource nodes having the highest priority, and allocates the selected resource node
for the user.

[0031] If the multiple resource nodes having the highest priority have the same service traffic,

the OpenStack controller executing the scheduling logic may further compare the service
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response time of the multiple resource nodes having the highest priority, selects a resource node
having shortest response time from the resource nodes having the highest priority and the same
service traffic, and allocates the selected node for the user.

[0032] If the multiple resource nodes having the highest priority still have the same service
response time, the OpenStack controller executing the scheduling logic may allocate randomly
one resource node from the resource nodes for the user, or may further compare other
performance parameters which can characterize the availabilities of the service resources until
an appropriate resource node is selected and allocated for the user.

[0033] In the above examples, the OpenStack controller executing the scheduling logic
monitors in real time the performance parameters of the respective resource nodes, and allocates
the appropriate resource node for the user according to the preset scheduling policy, thereby
optimizing the allocation of the service resources in the OpenStack architecture and scheduling
flexibly and dynamically the resources, so as to improve the utilization ratio of the resources
without causing a situation that some resource node is overloaded while other resource nodes
stay idled.

[0034] In another example of the disclosure, there is further illustrated a particular
application.

[0035] Reference is still made to Fig.3. If there are four firewall resource nodes, denoted as A,
B, C and D respectively, in a current pool of resources in the OpenStack architecture illustrated
in Fig.3, a user requests for a firewall service with a processing capacity of 1Gbbp/s by

inputting the following message:
Firewalls Request (requesting for a firewall service):
GET /v2.0/fw/firewalls.json
User-Agent: python-neutronclient

Accept: application/json
[0036] After the OpenStack controller executing the above-mentioned scheduling logic
obtains the input message, the OpenStack controller may allocate an appropriate resource node

for the user according to a preset scheduling policy. The OpenStack controller may allocate the
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appropriate resource node for the user by monitoring in real time performance parameters such
as CPU utilization ratios, memory utilization ratios, service traffics, service response time, etc.,
of respective firewall resource nodes, determining allocable resource nodes according to the
monitoring result, and then allocating an appropriate resource node, from the allocable resource
nodes, for the user.

[0037] If both the CPU utilization ratios and the memory utilization ratios are above 70%, the
processing capacities of the respective firewall resource nodes can not satisfy the requirement of
1Gbpp/s; hence, the respective firewall resource nodes can be categorized into allocable firewall
resource nodes and non-allocable firewall resource nodes by using a threshold of 70%.

[0038] If both the CPU utilization ratio and the memory utilization ratio of the firewall
resource node A in the pool of resources are above 70%, and both the CPU utilization ratios and
the memory utilization ratios of the firewall resource nodes B, C and D are below 70%, the
firewall resource node A is a non-allocable firewall resource node, and the firewall resource
nodes B, C and D are allocable firewall resource nodes.

[0039] After the firewall resource nodes are categorized, the OpenStack controller allocates
an optimum firewall resource node, from the allocable firewall resource nodes B, C and D, for
the user. The OpenStack controller may allocate the optimum firewall resource node by firstly
comparing priorities of the firewall resource nodes B, C and D, and selecting and allocating a
firewall resource node having the highest priority for the user.

[0040] If the priorities of the firewall resource nodes B, C and D are 1, 2 and 2 respectively,
the OpenStack controller may allocate the firewall resource node B for the user. Here, a smaller
value of the priority indicates a higher priority.

[0041] If the priorities of the firewall resource nodes B, C and D are 1, 1 and 2 respectively,
then the service traffics of the resource nodes B and C are further compared; and if there the
resource node B has a lower service traffic than the resource node C, the OpenStack controller
may allocate the resource node B for the user.

[0042] If the resource nodes B and C have the same service traffic, a further comparison is
performed on the service response time of the resource nodes B and C; and if the resource node

B has shorter service response time than the resource node C, then the OpenStack controller
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may allocate the resource node B for the user.

[0043] If the resource nodes B and C still have the same service response time, the OpenStack
controller may allocate randomly one resource node from the resource nodes B and C for the
user or may further compare another performance parameter which can characterize the
availabilities of the service resources until an appropriate resource node is selected and allocated
for the user.

[0044] The OpenStack controller may return information about the optimum resource node to
the user when determining the optimum resource node for the user.

[0045] For example, if the OpenStack controller finally allocates the resource node B for the

user, returned information about the firewall service may be reflected as follows:
Firewalls: Response
"firewalls":
"admin_state_up": true,
"description”: "#*",
"firewall_policy_id":"c69933c1-b472-4419-8226-30dc4{fd454c",
"id": "3b0ef8{4-82c7-44d4-a4fb-6177{9a21977",
"name": "B",
"status": "ACTIVE",

"tenant_id": "45977fa2dbd7482098dd68d0d8970117".
[0046] The returned information about the firewall service includes a service ID, a firewall
node ID, a firewall state, a firewall description, a user ID, and other information.
[0047] In the examples above, the OpenStack controller executing the scheduling logic
monitors in real time the performance parameters of the respective resource nodes, and allocates
the appropriate resource node for the user according to the preset scheduling policy, thereby
optimizing the allocation of the service resources in the OpenStack architecture and scheduling

the resource flexibly and dynamically, so as to improve the utilization ratio of the resources
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without causing a situation where some resource node is overloaded while other resource nodes

stay idled.
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CLAIMS

1. A method for scheduling service resources, applied to a controller, wherein the method

comprises:
periodically detecting performance parameters of a plurality of resource nodes;

determining allocable resource nodes among the resource nodes according to the detected

performance parameters; and

allocating, from the allocable resource nodes, an optimum resource node for a user
according to a preset scheduling policy upon reception of a resource acquiring request of the

user, and returning the optimum resource node to the user.

2. The method according to claim 1, wherein the performance parameters include parameters
selected from the list comprising: CPU utilization ratio, memory utilization ratio, service traffic,

service response time and current resource availability.

3. The method according to claim 2, wherein said determining allocable resource nodes among

the resource nodes according to the detected performance parameters comprises:

determining whether the CPU utilization ratio or the memory utilization ratio of each

resource node is above a preset threshold; and

determining that a resource node is a non-allocable resource node if it is determined that the
CPU utilization ratio or the memory utilization ratio of the resource node is above the preset

threshold; otherwise, determining the resource node as an allocable resource node.

4. The method according to claim 2, wherein said allocating, from the allocable resource nodes,

an optimum resource node for a user according to a preset scheduling policy comprises:
comparing priorities of the allocable resource nodes; and

allocating an allocable resource node having a highest priority for the user as the optimum

resource node.

5. The method according to claim 4, wherein said allocating, from the allocable resource nodes,

11
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an optimum resource node for a user according to a preset scheduling policy comprises:

if there are a plurality of allocable resource nodes having the same highest priority,
comparing the service performance parameters of the plurality of allocable resource nodes

having the highest priority; and

selecting an allocable resource node having a highest current resource availability, from the
plurality of allocable resource nodes having the highest priority, as the optimum resource node,

and allocating the optimum resource node for the user.

6. The method according to claim 2, wherein, for any one of the resource nodes, the lower the
service traffic, the higher the resource availability; and the shorter the service response time, the

higher the resource availability.
7. The method according to claim 1, wherein the controller is a Openstack controller.

8. A machine-readable storage medium, storing thereon machine readable instructions, which

are executable by a processor to:
periodically detect performance parameters of a plurality of resource nodes;

determine allocable resource nodes among the resource nodes according to the detected

performance parameters; and

allocate, from the allocable resource nodes, an optimum resource node for a user according
to a preset scheduling policy upon reception of a resource acquiring request of the user, and

return the optimum resource node to the user.

9. The machine-readable storage medium according to claim 8, wherein the performance
parameters include parameters selected from the list comprising: CPU utilization ratio, memory

utilization ratio, service traffic, service response time and current resource availability.

10. The machine-readable storage medium according to claim 9 the instructions to determine
allocable resource nodes among the resource nodes according to the detected performance

parameters include instructions to:

determine whether at least one of the CPU utilization ratio and the memory utilization ratio

12
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of each resource node is above a preset threshold; and

determine one resource node as a non-allocable resource node if it is determined that at
least one of the CPU utilization ratio and the memory utilization ratio of the resource node is
above the preset threshold; otherwise, determining the resource node as an allocable resource

node.

11. The machine-readable storage medium according to claim 9, wherein the instructions to
allocate, from the allocable resource nodes, an optimum resource node for a user according to a

preset scheduling policy include instructions to:
compare priorities of the respective allocable resource nodes; and

allocate an allocable resource node having a highest priority for the user as the optimum

resource node.

12. The machine-readable storage medium according to claim 11, wherein the instructions to
allocate, from the allocable resource nodes, an optimum resource node for a user according to a

preset scheduling policy include instructions to:

if there are a plurality of allocable resource nodes having the same highest priority, compare
the service performance parameters of the plurality of allocable resource nodes having the

highest priority; and

select an allocable resource node having a highest current resource availability, from the
plurality of allocable resource nodes having the highest priority, as the optimum resource node,

and allocate the optimum resource node for the user.

13. The machine-readable storage medium according to claim 9, wherein, for any one of the
resource nodes, the lower the service traffic, the higher the resource availability; and the shorter

the service response time, the higher the resource availability.
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