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(57) Abstract: A method for regulating production of an object, the
method comprising allocating access rights and a production quota to
a user, the production quota to be fulfilled on an authorised production
device using an encrypted unique job token embedded or comprised
within or derived from the object and associated with the user and pro-
duction device, receiving a user request to produce the object at the
authorised production device, authenticating the user, decrypting the
encrypted unique job token using a private key of the user and a pri-
vate key of the production device, determining whether the production
quota for the user related to the object has been met and on the basis
of the determination, authorising the user request to produce the object
at the authorised production device.
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REGULATING PRODUCTION OF AN OBJECT

BACKGROUND

[0001] A object, which can be a document (20 print case) or an article (30 print
sasal may compnse sensitive or protectad information and may be composed of
the actual object, such as & d@mmeﬁt, which may be encrypiad, and a job icket
that may comtain 2 deoryption key and a prind policy for the object. The key for
decrypting the w‘r}ta@f@cﬁ object can thus be contained in & separable job tckst
siructure and once | seowre encrypled oliect is created, & policy enforcer {who
M8y or may not be o ffferant person to the document creator) can decrypt the
ey be printed when 3 print device commuricates with the policy enforcer, 18
given the decryption key by the polisy enforcer and decrypis the object using the
decryption key by processing the encrypled olject.

BRIEF DESCRIFTION OF THE DRAWINGS

{0002] Various features of certain examplas will be apparent from the delailed
description which follows, takern in conjunction with the geoompanying drawings,
which together Hustrate, by way of sxample only, a number of fealurss, and
wharein

10003] Figure 1 shows & method for creating 2 segure object according 10 an
Example;

[0004] F‘;f‘;igufef.? is & schematic of 3 composite document sccording to an exampls;
D005 Figure 3 is s schamatic of a production devive scoording to s sxample

{O006] Figwre 4 15 3 method for producing 2 secure object according o an
sxample;
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D007 Figure § is & schematic of 8 system for controlied production of & ssowe
object acconiing o an example;

[OD08] Figwre BA shows a3 method of authorising 3 user request o producs an
Qject sccortling to an example; and

000G Pigire BB shows & method of quthorising muliiple user reguests fo
produss an objsct seoording to an sxample,

OETALED DESCRIPTION

I0G10] Inthe following Jesoviphion, for purpises of sxplanation, nUMennus speciic
details of certain sxamples ars sef farth. Reference in the specification o "an
example’ or similar language means that @ particular feature, structure, or

one example, bul not necessantly in other sxamples,

{01 1] A secure object may relate o 2 secure document-or article, such 88 a twos
dimensional documaeant ors tres-dimensiona! article for example.  Production or
print control of two-dimensional (30 printing andior three-dimensional (3D0
;m‘ini&&g is desoribed accovding o axamples.

OO 2] I sonsitive (securs) environments 3 usey may be fimited in the number of
objecis they are parmifted to produce of print and any produced or printed objects
nay have {0 be surrendered upon kaving the pramises for example.

[0013] According to an example, thers is provided a method for sensiiive ssoure
job sccouniability that van be enforced on 8 chuster of producton devices using
2 cloud bassed quoladalicostion service. The production devices can be printers
used o producs 20 or 3D printed objects for sxampls,

{0044] The methods described are applicable to any content owner that neads to

Cgrsrcise control gverthe gamount of sensitive or pramium material being praduced

dividual, b} guaniily sliccsted opurchasad by that individus! or goup. I
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pramiut contents scenanios, a content owner can prevent further production after
a spacified number of copies of an object have been producesd.

[GD1E] In an example, an objpct can be in the form of 8 composite dotument that
has multiple users, s‘esgmﬁ%ieu& ones of which may have different doctment
somponant access fghs.. For example, sach user may only be permitted or
authorised fo pont 8 pre-defined number of copies of the document or a
component thareof,

IO018] In an example, & composite document may relate {o & design bunitle for a
3l object to be printed using 8 30 printer. For example, ons companent may e
5§ design file and other componsts may relate o design geomelry, powder,
binding agent, delalling sgerd, surface colour, pattam, finishing ard 8o on, unigque
object identifiers) or tokendsl menufacturing loence (e, access key and
numiber of coplest. The document may be 8 publicly posted composite dostment
{PRCD) that may be enabled for prit control (FPCERPC) a8 1o the number of
copies & ghwen user oan prind,

D017} According o an example, a crealor or pwner can allocale production
control o workfiow participants,  Production condrel can relale fo component
access rights and production quotas, and a right o produce sn objsct can inclwde
# right to “manufacture” a thres-dimensiona! article.

IODT8] it an example, two lypes of workfiow participant ray asist: 1) a user of
the secure object, and (i) & production device that is authonised fo produce the
object {30 oy 30 articie). Each typs of workBow participant can be given actess.
i & secure object by the oreator. For the Srst dvpe of workflow participant, the
Aaccess 1o some sat of content-parts of the ohjea by the creator at an authorised
production device, and who may wish 1 produce their quota of the object. Faor
the second type of workfiow participant, the workflow participant device (WP
device} is a physical production device authonsed as @ workliow panticipant by &
crestor and upor which quots controfied obyject praduction can be fulfillad.

{0015] According fo sn sxample, production control can ba allocaied to g workflow
participant using & unique Job identification {10} or unique Job token thal can be
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bound of linkad fo or associated with the object by virtue of s generation using
slements of the object itself. The unique Job token can be provided in the object
as a2 mgned and encrypled field or as an additional part of @ secure object or
document.  For example, 8 uniqus random Jeb token can be caealed as an
addtional part of 3 sscure document and stored inside the document a8 &
sontent-parts fable which can be signed and enorypted. It an example, the
documeant, and access righls o sach of those parts for mulliple users and
authorisad production devices.

0020 I an sdanipls, g unigue Job olen can be ancrypled and used 1o regulals
acoess for sach ussy at argd through an suthonssd production device, such as &
print (30 o 30} device for example. A quotafaliocation service can then control
e number of Imes spadifisg workfiow parficipants can produces their version of
#he object. |

021 v an example, each user ton be providsd with a personal key for
decrypling the oblest, Whan & user makes & request lo produce the abjset at an
authorised production device, the user provides thelr key, which can be checkad
and authorised by a server in communication with the authorised produstion
device. The key is then used 10 dectypt the unigus Job token assaciated with the
object. If the object is 8 3D arlicle {o be printed using 8 thres-dimensionsl printer,
the key may be considerad & manufaoiunng icence with a sef number of coplss,
The object may conlainy information about sxtta premium features which may be
accessible separately uaing 8 diferent Key o furtherisdditional keys or exlrs
icences.

[O032] The user can request & number of praduced objects and the senver can’
use the deorypled unigus Job token 1o verily the allncated production gusta
whareby o parmid or deny the user's request

10023 Figurs 1 is a flow chart of a8 method for creating an object according to an
gxampie.
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00247 Af block 100 an object crealor or owner creates the object, which can be

& composite document for example.  The object can be created using & cliend
based software application or using 8 cloud basad sevigs.

HRE] A securs objedt can include the content-pants table comprising delads of
the ohisct A user may digitslly sign thelr part of the content-parts table within
the object using an encrypled signature. In an example, sach WP-uger has &
key-map e which containg access keys for the comtent-parts of the object. The
kay-nap fles oan be anorypled and siored i gn antry fabls of the obisct. The
antry lable is a separate table o he content-parts table, also within the object.

00281 At block 110 the craglor genarates a unique Job token Tor the niject, The
uninue Job token may be derived from slemeants of the object itsslf or generated
randamily and {ater associaied with the object.

{0027 When the unique Job token s derived from slements of the objsct itself &
can be computed by the creator taking each part signature rom the contentparts
table, hasﬁmg concatenated data {such as well-orderad iekls taken from top-io-
hottom} and he user signing the obiect or document with their privale key {one
that gives a deterministic output, &g, RSA {public key oryplosystemil. n an
axgmpis, the signatures of the content-pants tabls can be usad v form the uniqus
Job 1D, since svery obiect gensrated uses new random advanced sncryption
standard (AES) keys generated by the creator for enorypling sach pard. Thus,
even an identical part in a different object will produce a different cipherdexd, and
hanoe g different signature.  Accardingly, two genersted objects or documents
with the same content-parts, access rights snd workflow panticipants will always
have different Job D',

may be stored as an encrypled feld inside @ row of an entrydable.  The entry
iable can confain sl of the key-map HHes for the users and devices for the
composite document.  The unigue Job foken can be storsd ag an additonst

devices) can read the unigue Job fokan bt no other workflow participants (WP
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users) can. Hence, the unigue Job ioken is accessible and communicabls by the

{rusted) WR-devices and not the WP-users. In order 1o prevent display of which

ronws belong fo o WP-device in the entry-lable, the WP-users Relds can also be

populsted with durmmy encryplions of byles.

the objsctit can be g sufficiently long, randomiy genarated unique number, Inan
example, this unigue Job ichen is not plaindext inside the secwre object
sthenvise, for exampls, for two production jobs with different production quotas
where the same user (and hence decryption key) has production access, the
urague Job loken oan be swapped with another objed! thereby swapping the
production quolas.

{0030] In order to bind the unigus Job foken fo the secure object, the uniue Job
{Ds can be signed {by the treater) and snerypted 5% an addiionat ablect part that
& rad-only ancessibla by the spacified trusted WP dsvines {through their key-
map Hle i the entry tlable) This minimizes the swriace of aitacks 3% a5 attacker
will be unabls o ie;ésm and re-use valid unique Job {Ds. This therefors pravents
an atlacker rom inssvting thelr own dals as a unigue Job token {since the
corent-pars sre sigrned) and preverts swapping of valid signed and encrypted
wngle Job s smaes the parf will nol be decrvpted correctly using the symmestric
key in the WP.devices key-map file when verifying. In an sxample, 8 unigue Job
token content-part can be labelled by 8 suitable dentifier or tokern used as the

name of the content-pard, 8.g. o1,

003 In an example, 8 unigus Job token ¢an be placed a8t 8 specified postion in
the contentparts talde of an objsct as an encrypled and signed flelt ke any ather
content-part. The selected position can be reserved for the uigue Job 10 and the
urtigue Job token does not therefors have 1o be sfored in the entry-table and WP-
dsvices can be provided read-only access o these fislds,

ID032] In sither case, the contents of the unigue Job token (8.9, the user's key
and print guota} are kep! confidential and uamodifiable 1o avold it being copisd in
a digital form and thus fulfilled on other devices not supporting content contral.

Hanos, WP-users will it have divect socess 1o plaindext contenb-parts as jobs
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are gssociated with specifisd devices, 1.8 WP davices, which only hiave the ability
o decrypt and produse & b in the presence of & workfiow participant thal
provides thelr access/private keyinformation {a WP-user}.

HMIG3 AL biocks 120 angd 130 the craator allocales of designatss the
individualsiusers or groups thatl can produce o print the object In an example,
His can be achievad by allovating atcess fighis and production quotas or pring
quatas fo sach user and authorised production device o suthonised printing
devics, The oreator con choose 1 give themselves access & the whole oljest
and will thus always be able to view the full contents of the object. This may be
ussiy in sansithve work environments where {he content owner may wigh o cheok
the object contents and any associated logs stored within, The job contents, sush
as the decryption key and production quota s kept inaccsssible {save the ability
1o produce) from g WP-user to avoid the objent being copied in digitsl form and
thus fullilfed on other production devices that do not suppont contant control.

100341 According 1o an example, 3 designated WP-device {in common with any
siher object WP-user) ‘owng’ privale and Quhi oenntyphon keys, The privale key
is seoursly stored with the WP davics firmware or hardware such that it cannot
be reached or retrieved without visibly damaging the WP-device. Within the WP~

device it roay be accessible by 8 tnustsd applicationds),

D035 Designated production devices or printing devices can be added to 8
secure ehjsct workflow, However, unike WP-user key-map files, the WPlevices
kewernap file does not contain access keys for the actugl contentoparis of the
object. However, if @ unique Job loken is placed as a8 content-part then the
authorizad production devics can be given read-only access to this perticular part.

Note howsver that the obiject contents are inacoessible without participation of
one of the WPusers.

[0U38] To regulate aocess o objsc! contents by WR-users without Wr.devices
credentials, sscondary encryption can be applied to the WR-users key-map files.
in an example, WR-users key-map files can be further assignad & random nonce

angd the secondary encryption can be an XOR operation with the corrssponding
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noncs,  in othsr srrangements, stronger encryption might be deployed. The
series of nonces can be placed as entries in the WR-devices key-map file as the
corresponding pair {The key-map namereference K, the corresponding noncs
Wik

{0037} According W an sxample, ong wole of & WR-device is 1 bind the specific
secure object gccess 1o iself and fo decrypt the WhRPwser's keye-map fle in the
entry table of the secure object once a WP-user has suthenticated thamselves
oy the devica, Note et ssveral W devicss can similarly have the ssoure objest
associated with themselves by each devics being specified as a workflow
pasticipant by the creator. Thus, i an sxampls, sach WPdevice also has thew
own key-map Hle in the entry table containing references 1o user key-map fes
and coresponding nonces, and a row wnt the entty-{able.

0038 In this way, the crealor can contrel the production quota for savergl
workfiow participants who use the sarme object using the unigus Job token and
this aliows the creator to speciy which devices will be authonsed production
devices and be able {0 produce the object.  For example, ¢ printer that can print
the object can be added as a special type of workfiow participant.  Thus, the
crestor can ensure that the object is privtable on any numbsr of printers within
the system, Le. a sub-selection of printers in the system,

Hainicisl] Af blosk 140 the creator or master may optionally modify the access righis
and production quota aliocsted o the workfiow parlicipants &t the Hims of object
sraghion ora subsequent ims.

{0040 Figure 2 I8 g schemalic representation of an objesct in the form of 8
somposite decument 300 having & unigue Job token 30 gocording o an
sxsnple.  The composite desument may be created as desorbed above with
referance fo Fgues 1

0041 Figwre 3 s 3 schematio representation of & production devics 300
comprising o prosessor 310 assockded with s memory {not shown) according to

an example. The memary comprises computer readable instructions wiich are
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axecutable by the processor 310, The production device may be a 2D or 30
prinding device, for sxampls.

[042] Figure 4 shows a method for producing or prinding ao objsat, which may
b in the form of a document, at an authorsed production or printing device {WP-
device} according 1o an example.

{OD43] Al block 420 the WP-devics receives 3 user's request to produce the
secwre obisct at the produstion davice.

10044] At block 430 the WR-device abtains authentication of the user, for sxample
using the private key provided by user. The secure object is encrypled and the
sceass control mista-dala s carrisd within the object sl Uswsrs acoess the
sensifive information in the securs objact using thelr private Rey,

or foken smbedded or mmgsﬁsed within @f’"ﬁ%ﬁ‘f@ﬁ- from o sssotiated with the
sacure objsol using the private key of the user. A user who is not designated as
A workfow partivipant of the securs objact by the Sreator cannot infercept or gain
possession of the secure objedd and subnut the legitimate version to an
autharised devics Ry production, since 8 valid private Rey & used for degryption
at the authotised production device.

0046} Af block 450 the WR-device transmits the user request (8.4, the User 1Dy,
number of object copies and the verified Job iDidecrypted unique job token
refrigvad from the object using the user's private key fo deorypt the uniqus job
token) o g server, which may be an sxdernal or canteal server for example. The
server maiches {and hence verifies) the deorypted unique Job foken and
corresponding User 1D against that stored it s databass 8o as fo authenticate
the user request.

0471 Al block 480 the WP-device produces the objsct upon receipt of an
authordsation from the server. The secure object may only be producsd by the
specified workflow participant, specified at ohiect crestion or subsaquent olject
maodification by the creator. Thus, the secure obijstt may not be producsd by
atyone who simply sends the secure object 1o & production device or printer, or
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manages o bercept & deoryption key that is capable of producing or printing,
since the user must also provide thele private key st the suthorised production
devine.

048] Figure 5 s @ schamatic repressentation of & sysiem for controlisd
production of s securs object sccording to an example. Lwill be appreciated that
the following is also applicable to-the cage of 3 secure object that can be in the
fonm of bundle for g:sasmﬁng; of a 30 articia, In the sxample of Figure &, the ssowre
obijsct can be sent o the authorised production devics (Whdavice) by the user
with the objeot itsell as an indegrsl pant and thave 1 0o need for additionat
sncryption of the object as the format is aiready sncryptad. For g user to subnit
2 job fo the Wh-devics, the WP.dwvice 15 enablad o accept secure object jét}g
with 3 suitable formal. Wh-users sngags their grivale keyinformation {0 acoess
thelr accessible object contentparis at the WPsvice, together with their
usetnamepassword ceedentials (user 10}

10048 Ag shown in Figure §, the system comprises a privite key 500 of 8 WP
user that is input 505 into an auﬁm;‘isaﬁ &mﬁm‘;ﬁms device 510, Once the
authorised produchon device has raceived the user's megusst fo produce an
ohiect, the authorised production device oblains sutherdicalion of the user's
piivate key by requesting authanticabion 515 from g server 5200 The Wh-dsvine
securgly  authenbicales dself to a sewer and wice versa, fag.  mutusl
authentication TLE) The WP-device and server exchange signed packets over
ancrypied chamnel thitps) or packets are signed snd snorypted.  The server
authenticales the user's private key and provides he suthentication 538 o the
authorised production devics.

DOS0] The unigue joby loken 530 that is assccisted with the secure object s
retrisved 535 by the authorised production device. The user requests to produce
& sat number of copies of the object 540 by inguﬁ%ﬂg the request directly af the
authotised produciion device 845, The authonsed production devics desrypls

e the Job token is verfied and retievad from the objedt, and combined with the
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retrigved Usar 1D from the device contral pana! input, and the reguested number
of copies {r_i). Then the tiplet {dob_JD, User 1D, r i} s communicated fo the
setver, where the authorised production device transmits the user request o
produce 2 set number of copies of the object and the decrypted unigue Job token
o the server G50

1005 4] The server malches (and hence verifies) the Job token and conesponding
User D against st storsd in s detebase. The ssrver ratrieves the production
quots or print gquota alfocated to the user using the decrypted unique Job token
and datermines whather the user has fulfillsd the allueated produstion quots for
the secure object. This is achieved by the server relieving the remaining quats
U for the corresponding Job foken and Ussr 1D and comparing # with the
requested amount of coples 1 fo be produced, and computes the allowance
“a it Wihe Job 1D, User 1D pair is notfound, thena | = 0. Olhereise a i =
mC_E i) The server then decreases the cwrent production guota: _j-a_ 1

Wser il a_i} and ships the information back to the WP-device over the encrypled
channel. If the user has a number of copias remaining, the server authorises the
user regquest to produce the object and transmily suthorisation 580 to the
authorised production device W produce the secure obiect as per the user's
raquast.

workfiove participants personalised object version 1o the production or printing
pipsline. The suthorised production device then produces 585 the secure object
570 which the user collacts 575 and can later be recovered S80 should the user
leave the Secire premises of secure enwironment, i the user has sxpired the
number of coples requested or if the quots would be excseded, the server doas
rot authorise 560 the user's request o produce the securs object. It this case,
the aldhorised production device may oulput 585 a messags H80 1o the user that
they are not permitied to or cammot producs the oliject.

10054] In suimie deployments, in the case of pand job failure, he WP-device may
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mannsr as above and the number of remaining coples can be increassd
accardingly.

[ODSE] The server §20, in one example, can contain 3 relational database (8.

SQL} which containg a table of tree columns, where sach row contains the
following information:

| Unique Job Token | User 1D Counter (C_j)

ID058] The “counter C_I* reconds the number of imes the specified WP-user can
proguce the specified sscurs object. Iy scenanios where 3 cragtor may wish fo

aliow obiscls 1o be prinded & set numbsr of tmes aoross mudtiple production
devices, a central quots {Local or Cloud) service can be snabled. The guota

decides fo produce s partinudar objact

{0571 iy some sxamples the "user 107 may be a unique ussmames that 8 WP
& Lightweight Directory Access Protoool (LDAP} server from which their pravate
decryption key is fetched Yo the device and used o decrypt the ohisct. Ina
general case, the user 1D s from 8 shared resoures whem the Creafor can seledt
sl specify @ unigue User 1D or password connected o the user,

O058] In an example; the private key of the yser who signs info the WP-device
corresponds o the user 1D input at the device, This prevents veaches in seowrity:
i cases whers & private key is to be provided locally, for example from a USE,
Smant Card, elo. When the creator oreates the obiect, he or she can encrypt the
user 1D using 3 symmetric key that s dearypled by the user's private key in the
antry-table and place this in the user's row. Thus, whar the user accesses the
oiect the ancrypted user 1D fleld will be decoypied and can be compared against
that input by the user to provide suthentication. Note that since ths antry-tabls is
signed by the crestor, no unauthorised changes can be made o any of the fields,
For example, If Alice and Bob both have grint access 1o a document, and Alice
knows Bob's useamames {and perhaps & corssponding pin code), Alice can sign
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in with Bob's usemame but provids her private key. Thus, when the WP-device
communicates with the server i requasts the print quota o be printed for Bob's
username, but for Alice's version - Alice can then possibly print move coples of
her version than originally specified. Thersfore, the secure docwment is viewsble
ordy by an suthonssd user o 3 sutably snablad printing device's contrad panet
soresn hecause only the authorised user can decryp! the secure dotument on
he printing device.  Access o the securs document s thus available on &
selacted WP-device and not onvany other devige, Furlher, the access v the
sacure documient on A Whedevice g lmled fo the pressnce of 3 parly with
grantedipurchased rights {either with knowledgs of 3 secrat password/PINY o
private key, ia 8 WPuser,

[D058] In the cass whare the uniqus Job foken is gen»ﬁmiﬁfﬁ rarciomiy and Iater
associated with the object, the unique Job token can he storad as an object part
tat is signed (by the creator) and then encrypled. Hence, #s access and
verification by 8 WPdevice follows that of accessing any other object partby a
waorkllow particioant.

ODaE] In the case whare the unigues Job token s derivad from elamenis of the
object iself, the content-pars lable signature can be verified according to &
seowre document {or oliject) protosol {along with all other table signaturesi I
ensure that it has not besn tampered with. The unique Job token can then be
decrypted using & symmetric key recovared by the WP-device's privale key. The
unigque Job toker can be verified using the orealor's public kmrmz‘tﬁcata nside
& rraster certificate table that can be stored inside the secure oblect. This can
be used to ‘de-crypl’ the unique Job token using the public key and compare the
resull with the hash of e comesponding concatenation of pan signatures. K
verified, the WP-devics can be confident that the creater or master has signed
and identifiad the current cbject. Where the unique Job token is stored as a first
content-part, and formed from the other content-parts, it can be verified and
decrypled fullowing standard secure dooumsnt {or object) peotocal as for any
other cortent-part.



WO 2018/199965 PCT/US2017/029927
14

008 1] Figure 84 s a Sowchant of & method of authurising 8 user request v
produce an object according o an example. At block 800 the acoess fghts and
production guote are allocated {0 2 user, o be fulfiled on an authorisad
production device. Al block 820 the production devive reteives the user raguest
o procluce the obgect at the authonsad produchon device. A Dlock 830 the ussr
is suthenficated using their privade key. At block 840 the encrypled unigue Job
token that is embadded or comprised within or derived from e secure obieat is
dacrypted using the private key. Al block 850 the production quota for the usar
in relgtion o the ssowre objectis determingd. Al Mock 880 the user's requast o
produce the ohiset s authorised,

0062 Figure 8B is a flowehan of & method of suthodsing multiple user requests
o produce an obiect and comprises the addiional biock 870 of suthonsing further
user reguests o produce the securs objsct scconding o 50 example.

83 Accarding 10 an sxample, 8 frmeans axdension of the WEdrvics can
parform ths following to process & secure obiect for print subrmission after 3 WP
user selects a fle and presses the print butlon:

i Use the WP-device's own private key (8.g. through an sxisting embeddad
Application Programming Inferface (API}} to access a selected print iob as any
other workflow parfisipant.

2. idenhfy the correct row in the enfry-Table following & standard securs
3. Decrypt the WP-device's keywnap file name. I the secure object is
formatied such that the Job loken i o the sainefable figld also, then also deorypt
4,  ant enttry isnot found in the enfry-Table, then STOPR a8 the securs objedt
is not associated with this device. A user inferface (U message can be displaved
fo the user indicating that the object is not printable on this device. In coses
whare & creator of content owner may not sven wish the secure ohisct to discloss
which devices it is printable on| 8 genenc messags may be displayed nforming
the ourrent user that they camot prind thig st The wisuthorsed device
cannot recover any object contents {which are encryvpled) even i the presence

of an authorsed Wh.user.
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5. Verify object 1D using signatures of the contentparts and the recoversg
Jub token either from the enlry-table or from the content-parts table.

8. Lising Wh-usar's private key and following the same procedure as shove,
identify WP.user's key-map filename it exists. If not, STOR,

¥ WPdsvice's kep-map file conlaing rows {and possibly one addifional row
for 8 .a‘zmi@m%;paﬁ ﬁmﬁaim‘ﬂg gacument 1), where each row is o pair of flelds:
{The kewmap namedreferance KM, the corrasponding nonce N, henge, find the
row containing the identifier or token of participant's key-map name and read the
corresponding noncs, g row for kep-man KM, cannot be found, then STOF. A
Ul message can b displayed to the WP-user indicating that they cannot print this
object

8. Retrisve the Counter G for the particular Job token from the central “Qucta
Servica” server (as described below) that holds information on the Job 108
privdable at & device and by which parficular users, and also {inone skampiel a
counter counting down the r&maiﬂiﬁg number of imes G the user can wint the
particular object.

9. Compare e number of requested % print coples with the counter *¢°. i
r s Guallow r copies to be printed. In one scenarie, fr > G allow G ooples to be
printed, send 3 message o the Control Panst ahout msufficient number of
allocated copies and hal only Gomay be printed. In soms sxainpies the Whusser
miight be asked fo conlinm that they want o print the remaining copies, it other
examples this may be omitted. Either way, ahwvays allow for printing min{G 1
19, omedistely decresse the counter O in the vental "Quota Ssrvice”
is determined. Note that decreasing the sounter C_i should be dong hefors the
signal that the obisds have ol been physically printed is recsived, as stherwise,

11, Using the recovared nonce Nidaorypt IXOR) the WP-users key-map fils fo
recover the plain-text version.

2. From the point thal the WP.user's kepamap file 8 recovennd, iollow
standard PROD access protocel and verthoation procedure W recover the
accessile unencrypled comtent-pads and submit io the pinting pipedline,
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13. The WP-ussy may be prompted to print more copies of e obisdt, informed
of the number of remaining times the object can be printed, navigated fo the
soreen showing Hat of avallable secure ghiscis for prinfing, efc
14, The WP-user may not be able to print anymors, 88 indicated by the
pavameter C_§ being reduced 1o &

ID084] As describead herain, the distributed production of a secure objedt allows
guota contnpl on & device. That is, 8 user can produce &t a device with an object
storsd on the devica by simply. providing thelr privats kay, They do oot have to
produce the obiect using a compuler sending the protecied obiect to the
production devize. ©n the dfferantial printing case for gxampls, multipls wsers
can use 2 singls panting devics 1o prnt thelr version of the object the specified
number of tmes, &g ong opy of a personal paysiip for each user.

I0065] In an sxample, sach of the suthorised users is presert 8t an authwised
devics and abls {0 input thelr private kay o he able o produne the ssoursobject,
Hencs, especially in sensitive content protsction scenaniog, an objest may notbe
produced or printed acaidentally and forgotian about, &.9. 8 user presses print on
a device, which sends an suthorised object o device printer, which then prints
the object. The printed object may be left on the device in the network, and
porhaps the yser 8 unable to find & or has selectad & wrong printer. The user
may thersfors print o the device they want to, but ong copy of the ohject is now
printed on ganother device somewhere.

[D088] Onee an authonsed devics has the objsct encryptionidacryplion keys, ihe
davics has complete and unresiricted access fo the object,  Howsver, the
authorised devicy only has sccess i the presence of an authorised user
phiysically lucated at the device following input of thelr private key, where the
actusl device access is restisted by their key map fils, Le the devics cannot
aceess the objet contents af any time, unless the user provides thel private key
to the device as well,

D087 According o an example, there is therefore provided @ mechanism o allow

a csonfentowner fo eslablish control and snforce Bimils over distibution of

parsonalized coples containing sensitive {private, confidential, pramium, slo )
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material to be priisd on g cluster of printing devices over a period of tims. As
noted above, the sectre object format may also snable content-pans o hold, for
axample, blusprints so that the printed material may comprise of 30 printed.
objacts on a suitably enabled 30 printing device ollowing the same protosols, iy
addifion {o printng on papsy mediums, o any other malsnals, It also allows
abject, Content owners ane able 1 securely control the access and number of
mes possibly multiple ussrs can diferentially print a sansitive object by binding
A sgnuwre object o 8 panticular prinding device of & clustyy of such authorised
devices finked via a secure seiver, and requining user credentials o gain sccess
fo the printable content-paris of 8 secwrs object.

[ODRE] According fo an examples, thers is therefwe provided 2 mechanizm io
enable production control for mulliple users of the same abysct theough ntagral
and inssparabie access control. The number of coplas of pramium or sensilive
ohjects that can be produced can bs ronfrolied over & collection of groduchion
devices using a server {o securely control the production quota of each ndividust
producing s specified object. i specified, premium o sensitive jobs with enforced
production controel can be sent to 8 specifio frusted production device so thatthe
secure oblects cannot be removed, copied or deleted from the designated device
unless in the pressnce of an individual with granied access (who provides his
credentials). Removing a production job from a group of authonsed produstion
devices may render the object ingccessible on any other production devics which
has ot been specified by m&- LISITHU OF Sensitive content Swner upon Creation
or subsequent management.  Accondingly, premium or sensitive content olject
can be distribuled over inseture channels, making the object highly portable
Secure objstls may aasily be removed by authodzed users from authorised
production devices, This snables users to easily expott partislly prodused jobs
and fo redmport them back inlo the specified deviceds? for further processing.
This alfows users i handle multiple premiom abjects on an authanised production
device thal may have limited memory. Framium or sensitive conteat can
tharefore be fransierved 1 a purchaser over insecure chamnels by the content

ey,

oener, and premium or sensitive obiscts can be parially produced, removed fo,

2. USH, and re-submifted to the suthonsed device for producing later. This
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ability for obiects o be syporied and rs-imported o a device(s) over nsscre

channels allows users 1 interchange different objects easily.  This is beneficial

s 8 device's memory v limited and user's may not be able {o stors all their

abjects in the devics for producing at the same time,

10068] Securs objects can be communicated over low security channels and may
not be accessed withowt & workflow participant’'s private key, on a specified or
authonised production devics.  Futtharmore, quots information is siored 8t s
secuns server so cannot be changed. Object craators also specify which trusted
devices ars 1o form oart of the workliow so atlackers canngd sepsrats the setive
objed fromy the specific cluster of authorised devices, and hence the quota from
the server,

0070} i an object s compromised, 2.9, the signatures or Job token are not valid,
than the davics can discard the obiect. Furthemmors, i the Job token s not found
ot the server during 3 conwnunication for production, then the object can also be
delstediespired from the database or has zero gquota avallable for every
corresporiding user i,

[OOT 1L A legitimate user of the PRCD-PO may stert producing 3 set number of
copies of an object and then disconnacifum off the WP-device beture the Dbjects
are fully produced.  Thus, the WP.user may hold additional copies of partially
produced versions by producing the olijest again. In this case, the counter inthe
server can shyays be decremented first and ten e signal and allowed
production guota sommunioalsd o the WhRdsvice, There is no rsquirement o
wait for praduction to finish befre degremanting the quota in the senver. Btig
noted that i cases where objects are only partiaily produced, for example where
prinding erfrors ceour, the functionalty can be sxtended so that the WP-davice
commigstates with he server indicating the production fatlumse, and thus the
server can act accordingly, for example, Increment the guota for fulure
production,

{0072] According 1o an example, the unique Joby fuken can be siored sesurely
inside the object itsall ag an encrypted field in the device's entry-table row, ang
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hencs s only sccessible to the designated and tusisd devices. Altermatively, the
unigue Job token may be stored as an object part. Thus, an attacker will not have
knowladge of the uniqus Job token and hence will not be able 1 change the
production guola st the server 1 8 paricular workilow parlicipant and job.
Furtharmans, sy Somnunicstion requirss both the device and ssnesr I
authenticate hemselves fo sach other.

0073 Exarnples in the prasent disclosure can be provided as methods, systems
of machinge readable instructions, such 38 any combination of softwars,
hardware, frmware or the ke, Such machinewsadable i‘ﬁﬁjmciiﬁns may be
ciuded on & compuder readable storage madium {including but not inited o
dise storage, CD-ROM, optical storage, eio.) having compulsr readable program
codes theran or mezﬁeﬁ,ﬁ;

[0074] The present disclosure is desoribed with referance 1o flow charts andior
block diagrams of the method, devices and systems acoording o axamples of
the present disclosurs. Although the flow disgrams described above show g
specific order of execution, the order of execution may differ from thal which s
depicted. Blocks described in relation to ong flow chart may be combined with
those of another fow chart. in some examples, some blocks of the flow diagrams
may nol be necessary amgior additionsl blocks may be addsd. B shall be
understaod that each flow andior biook in the Sow charts andior block diagrams,
as wall as combinations of the flows andior disgrams in the Sow charts andior

ook diagrams can be realized by maching readable inatructions.

{OD7S] The machinereadable inshuchons may, e axample, be exsoutsd by g
gensral-purpose compider, & speciyl purposs campuder, an embedded procassar
ar processors of other programmable date processing devices B realize the
functions described in the desoription and diagrams. In parficular, & processor of
processing apparatus may axecule he machns-readable instructions. Thus,
modules of apparatus {eg. the production device of Figure 3} may be
mplsmentad by 8 processor axaculing maching readable inslructions stored in a
IISMOTY, OF 3 DrOCASSOr opansting in accordancs with instructions embedded in
logio sirguitry. The ferm processar s ia be miermaim broadiy o nclude a GRU,
processing unit, ASIC, logic unit, o programmabie gate set st The methods ang
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modides may all be perfonmed by 8 single processor or divided amongst several
:pmc&ss@m.

fO076] Such machineveadable instructions may also be storsd In & tomputer
readable storage that can guide ihe compuler or other programmable datg
processing devices 1o operale in 8 specific mode.

0077 For example; the instuctions may be provided on a non-ransitory
compulst readsble storage madium encotdad with nstructions, sxeculable by g
progesser. For example, the method shown in Figure 4 may be incorporated as
computer readabls nstructions 420-480 that are sxaciiabls by ths processor
310, The pshuctions 420480 comprise: Instruction 420 to receive & wsers
request i produss an object &t an suthorised production device; Instrustion 430
o oblaiy suthentication of 2 private key of the user, Instruction 440 e dserypt an
ancrypted unigus Job Identifier gr token ambeddsad or associated with the objent
whare the decryption is achisved using the private key of the ussr; nstruction
450 o wansmit the user request and e decrypted object o a seover; and
instruction 480 to proguce the objest upon recel of the authorisation from the
Server.

HOOTE] Such machine-readabls instructions may size be loaded oo 8 somputer
or other programmabile dats procsssing dessces, so that the computer or other
programmalbie data processing devices perfurm @ senes of aperations o producs
compulersimplemented processing. thus the inglructions executed on the
computar of other programmabls devices provide an oparation for realising
functions specified by fow(s) in the flow charts andior block(s) in the black
diagrams..

ID078) Further, the teachings hersln may be nplementsd in the form of @
computer software product, the computer software produdt being stoted In a
storage medium and comprising a plurslty of instrucions for making a computer
device implemant the methods recited iy the examples of the present disclosure.

{0080] Whils the method, spparatus and related aspects have been desoribed
with reference o catain examples, vanous modifications, changes, amissions,
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and substitutions can be made without departing from the spirit of the present
disclosure. In particular, a feature or black from one example may be combined
with or substituted by a featura'block of another sxample.

{0081 The word “comprising” does not excude the presence of slements other
than those listed in & dlaim, "a" or "sn™ does nob excluds a plurality, and a single
provessor of other unit may fll e funclions of several units recited in the

clnims.

10083 The features of any dependent olaim may be combined with the features
of any of the ndependent glalims or other dependent olaims.
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CLAIMS

1o Amethod for regulating production of an object, the methad comprising:

aliocating access rights and a production quota fo a user, the production
guota to be fulfiied on an suthorised production device using anencrypled unigue
job loken embedded or comprised mﬁwn or derved from the object amf
assoclated with the user and produchion devies;

receiving & user request o produce the objes! ol the authenised production
device]

‘authenticating the user;

dentypling the enorypled wnigue job token using & private key of the aser
and & private key of the production devics:

determining whather the production quols for the ussr relaled i the object
has besn met; and

ot the basls of the determination, suthorising the user request to produce
e object at the awthorised production device.
2 A mathad a8 claimed in olaim 1, whersin the step of decrypting i
parformed at the authorised groduction device,
3. A method as claimed 0 any preceding clalm, wherein the step of
authenticating sndfor detemiining andior authorising s pedormead at & server.
4. A mathod as claims i any preceding dabm, whersin the step of sllocating
s extendead to multipls users andfor multipls suthorissd production devices,
8. A method a3 claimed in any preceding claim, wherein & crestor of the

management of the oljact.
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8. A methiod as dlaimed in any preceding claim, wherein the unigue job token
is generated using elements of the object self such that the unigue job token is
inseparable from the object,

i A method as claimed in sy preceding olamm, whemsin the object is &
cornposite documentwith mullipls users having respective multiple accass rights.

8. Asystem for ragulating production of an objsct, the system comprising:
a sarver o

recelve a user request to produce the abiset af an suthorized produstion
device]

suthenticats the user

receive the object with an embeddad or assodiated encrypted oly foken
that has bean decrypled using a private key of the user and a private key of the
production device;

determing whether a production quots for the user related o the object
has besnymet; and

on the basis of the delermination, suthorise the user request o produce
this pbiect ot the suthorised production device.

8. A production devics for production of an object, the production device
comprising:

a pronsssy o
racelvs 8 ussr reguestio produce the obieat at the production device:
oblain an suthentication of the user,

deorypt an encrypied unigue job token embedded or associated with the
object using an suthenticated private key of the user

fransmit he yser request and the decrypted unigue b token o a server;
and
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producs the oblest upon recsipt from the server of an authorisation of the

user request to produce the obisct &t the suthorised production devics, based on

a defermination of whether a8 production quote for the user related o the olject

has been met

1 A production device as claimed in claim 8, further comprising 8 memary

for storing the object,

11 A production device a3 claimed in claln 8, wherein the production device

is & threa-dirnensional privder,

12, A machinsweadable storage medium encoded with instructions for
regutating production of sn object, he instructions exscutable by & processor of
2 system to cause the system o

alocals access rghis and & produclion quola 1o 2 user, the production
guota to be fulfiled on an authorised production device using an encrypted unique
job token embedded or comprised within or derved from the objest and

associated with the user and produstion device;

receive B user request o produce the obiect ot the authorised production
device;

autherdicate the user

decrypt the encrypted unique job token using & private key of the user and
3 private key of the production devics;

deternmins whether ihe production quota for the user related 1o the object
has been mel, and

ont the basis of the determination, authorise the user reguest o produce:

13 A machinevesdable storage medium encoded with insteuctions for
reguiating production of an object as claimed n daim 12, the instructions
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sxacutable by a processor of @ system o causs the system o gonerate the
unigue job token using elements of the object isel.

4. A composite document ensbled for production control, comprsing 8
wgue fob token that can be venfied by & server, such thal the composits
document or parts thereof is producihie on an authorised production device Iy an

authorised user,

15 A composie documsmt as claimed i claim g, whersin tha composits

docurment comprises a design fle.
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