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(57) Abstract: A device collects presence information and other interaction information from an application viewing a content item
synchronized with a content management system. The interaction information indicates interactions of a device with respect to a
content item, and includes presence information obtained from a native application such as whether the content item is being viewed
by the user on a user interface element or the user interface element is moditying the content item. A presence management module
receives presence events indicating possible change of presence with respect to a user interface window associated with a process
and a synchronized content item. Such presence events include a change in focus of a user interface element indicating that a user is
viewing the content item, and changes to a content item indicating a user is editing the content item.
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DETERMINING PRESEMNCE IN AN APPLICATION ACCESSING SHARED AKD
SYNCHROMIZED CONTENT

CROSS-REFERENCE TO RELATED APPLICATIONS
{6081] This application claims priority to United States Application 14/248,147, filed on
Aprd 8, 2014, which is incorporated by reference herein in its entirety.
BACKGROUND
{0082] This disclosure relates generally to sharing information among devices, and
particularly to sharing information between devices about native application interactions
involving shared and synchronized content items.
{6003] Content management systems permit devices to synchronize content items with the
content management system and other devices. A device stores a local copy of content items.
When content items are added, deleted, and edited on a device, these modifications are sent to
the content management system for storage and synchronization with other devices. To
interact with a content ifem, users typically execute a native application on the device to view
and modify the content item. Modifications to a content ttem may be synchronized with the
content management systemn separately from the execuotion of the native application.
Accordingly, multiple devices may separately view and cdit a particular content itern. When
users cach modify the same content item, versioning problems may arise from conflicting
cdits. In part, these conflicts arise because users are not aware that other users are modifving
the contact itern in paraliel.
SUMMARY
{6004] Described embodiments enable a set of users of devices sharing content items via a
content management system to be aware of cach other’s interactions with those shared items
on their respective devices. In various embodiments, graphical and textual information is
provided to users on their respective devices indicating that a shared content item is being
viewed or edited on one or more other devices. In addition, in various emnbodiments users can
communicate their comments via their respective devices and register to recetve notifications
with respect to the shared content items.
{6005] A device in accordance with various embodiments stores a local copy of a sharec
content item, which is maintained and synchronized between devices by a content
management syster, The device includes a native application that can be used to access the
content item, such as a word processor, media viewer, media editor, and so forth. The native

application displays information relating to the content item in a user interface clement, such
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as a window. The device also includes a client application that monitors interactions with the
content item and communicates information about those interactions to other devices sharing
the content item either directly or via the content management system. The client application
generates interaction information inchuding data describing the user’s interactions with a
content item.  Interaction information includes interactions with the chient application and
interactions with the native application. Interaction nformation may be determined from
programmatic events that occur in the native application. Inferaction information determined
from events of the native application is termed presence information. Events occurring in the
native application interactions are termed presence events and can include opening a content
item, cditing a content item, saving a content item, renaming a content item, moving a content
item, and deleting a content item. Presence events also include interactions with the user
interface clement of the native application, such as the user interface clement gaining or
losing focus. A focused user interface clement is the user interface element that receives user
inputs at the device. For example, a user interface element having focus is used to determine
presence information that a user is “viewing” the content item via that user interface clement.
In one embodiment, the presence cvents are gathered by the client application that is separate
from the native application interacting with the content itern. That is, in this embodiment the
presence events are gathered by another application or process that is not integrated into the
native application accessing the content item.

{6006] Addinonal types of interaction information inchide notes, messages, and notification
requesis related to the content ttem, which may be received by the client application,
Messages may inclade chat messages to other devices, and messages indicating a user’s intent
to interact with {e.g., to edit) a content item. Interaction information also includes metadata
modifications, such as versioning notes, or requests for further information stored at the
content management systern about the content item, such as a request (o view versioning
information or prior content item versions. The interaction information is exchanged by the
devices to provide users with information regarding others’ interactions with the content item.
{6007] The client application monitors events on the device to determine when a user is using
a native application to interact with a synchronized content item. In one method of
monitoring cvents, the client application registers with a process controlling a user interface
clement or the operating system to receive events related to the user interface element. The
client application may monitor all such events, or only certain user interface clements
associated with opening a synchronized content ttem. When a presence event occurs, the

clicnt application receives the presence event from the native application or from an operating
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syster. The client application identifies a user interface element associated with the event
and determines presence information associated with the event. The client application notifies
the content management system that the content item is being or has been interacted with, and
sends the presence information to the content management system. The presence information
{or other interaction informanon} may be sent directly to other devices.

{0088] The content manageroent sysier receives the interaction information and may respond
to the interaction information or send the interaction information to other devices based on
the type of interaction information. Interaction information relating to messages is sent to
other devices synchronized to the content item. Presence information is stored as a presence
record, which in one embodiment indicates a content item, device, process, user interface
clement, and a type of presence (e.g., that the content item is open, viewed, or being edited).
A user presence may be determined that indicates a priority of interaction according to an
ordering of interactions. [n an example ordering, editing a content item has a higher priority
than viewing the content item, which has a higher priority than opening the content item. The
user presence describes a user’s presence with respect to a content item and may be without
reference to any particular device, process, or user interface element. The content
management syster may send the information to all devices that are synchronized with
respect to the content item, or just to devices that are assoctated with an active presence
record with respect to the content item. In one embodiment, devices register with the content
management system to receive interaction information about a content item, which may
specify a particular interaction to trigger notification. When the interaction occurs, the
triggering interaction information is sent to devices associated with the notification.

{30491 In one embodiment, when modifications to a content item are received at the content
management system, devices are instructed to perform actions depending on the interaction
information associated with the client device. Por example, a device associated with a
presence record is notified that the content ttem is modified, and the content management
system instructs the device to display a prompt for the user to select whether to discard the
content item edits or create a new version of the content iten.

{6018] When presence information for other client devices is received that relates to a content
item opened by a native application, the client application displays the presence information
in a presence indicator near the user interface element of the native application. The presence
indicator may be an image of a user associated with the received presence information, and
may indicate the particular type of the presence information, and the number of users

exhibiting that type of presence. To display the presence indicator, the client device
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determines the boundarics of the user interface clement of the native application and displays
the presence indicator at the boundary of the user interface element or in another suttable
location to not obscure the user interface element. For exampie, the presence indicator may
be a thumbnail image of the user modifying a shared content item, displayed alongside a
border of the window containing the content itemn. The presence indicator may also be
displayed on a toolbar or other portion of a display. In addition to the presence information,
other types of interaction information may also be presented. For example, chat messages. a
requested notification about a user’s presence, versioning information, and other interaction
information may be displayed. When a new version of a content item is synchronized to the
content management system, the interface may also display information informing the user to
update the content itern and providing options based on the presence information of the aser
interface clement, for example by providing the user an option to save or discard changes o a
prior version of the content ttem.

{0011] Devices display presence information relating to other users’ interactions with a
content item along with a user interface of the application displaying the content itern. This
permits users o view, in essentially real or near real-time, the activity of other users with
respect to a content item. In addition, the presence information is collected in one
embodiment without relying on modifications or add-ons o the native application displaying
or modifyving the content tem. In addition, presenting interfaces to communicate with the
content management system alongside the application user interface permits users to
conveniently exchange chat information and retricve data about a content item while the
content item is being displayed.

{6012} In various embodiments, the client application additionally displays presence
information in a content item browser (“browser”) for viewing a folder or other collection of
content items. The collection of content items may include content items that may be
interacted with by a native application, and may include collections within the collection.
Thus, each collection may itself be a collection of content items, such that the collection of
content items may be hierarchically arranged (e.z., a folder within a folder).  Interaction
information for a particular content ifem is associated with cach collection of content items
that contain the content item.

{6013] For clarity of description, when the browser displays a collection that includes a
collection (i.e., the folder within a folder), the included coliection is termed an organizational
clement. That is, when the browser displays a collection, the displayed content items that are

collections are termed organizational elements.
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{6014] When a user views a collection of content items in the browser, the browser displays a
status indicator reflecting interaction information related to the content items. Each
organizational element displayed in the browser also displays an indicator reflecting
interaction information of content items, such as further organizational clements, within that
organizational elements. For example, a browser may display a collection of two content
items and one organizational clement (e.g. a folder containing three content iterns). A status
indicator is displayed with each of the two content items to indicate interaction information
relating to the content items, and a status indicator is displayed with the organizational
clement indicating interactions with is content tems (e.g., the three content items within the
folder). To obtain further information, a user may select or place a cursor over a content item
or organizational element. Alternatively, the user may control the browser to display the
collection of content items described by an organizational element. To gencrate the display of
the browser, the client application filters the interaction information to display interaction
information relevant to the organization of content items being displayed to the user. This
permits a user to view, within a conient item browser, interaction information for the content
items associated with the organization of content items, and to view, at a glance, interactions
of other users with respect to various organizational clements and content items.

{6015] Interaction information and other metadata relating to the collection may also be
displayed to the viewing user in an activity feed. The interaction information and other
metadata may be associated with a shared folder that is synchronized with the client and
includes the displayed collection. The activity feed displays interaction information and other
information associated with the collection of content items presently displayed in the browser.
The activity feed may display currently active users {e.g., those with active presence
information, such as “viewing”), along with actions performed by those users and
notitications related to the collection of content items. These actions and notifications may
include changes in presence information, or other notifications relating to intcraction
information, such as the interaction information described above. In particular, this may
include interaction information entered by a user using an interface clement displayed with a
native application, such as a chat message or a request to be notified. In addition to the
interaction information, the activity feed may also display information reflecting changes to
content items, the collection, or (if applicable) the shared folder. For example, the changes to
the shared tolder may be a new user added to the shared folder or a change to a content item
may be a new version of a content item becoming available. The user may also interact with

the browser to filter for particular users {e.g., to identify a content item, including an
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organization clement, where a uscr is associated with presence information), to identify when
a user last interacted with a content item, or to add interaction information (e.g., a chat
message) relating to the organizing element itself.

BRIEF DESCRIPTION OF THE DRAWINGS
[0016] Fig. | shows an embodiment of an environment for content item synchronization
including communication of interaction information.
{6017] Fig. 2 shows various modules and components of a device in accordance with one
embodiment.
{0018] Figs. 3A and 3B show a user interface clement focus change on a desktop display of a
device.
{0019] Fig. 4 shows an example process for determining presence information associated
with a content item according to one embodiment.
{6020] Fgs. 3A-5D show example user interfaces displaying interaction information.
{0021] Fig. 6 shows components of a content management system, according to one
cmbodiment.
{6022] Fg. 7 shows an ordering of user presence according to one embodiment.
{6023] Fg. 8 shows a presence record in a presence table relating to a content itern according
to one embodiment.
{0024] Fig. 9 shows a process of modifying a presence record and updating devices of user
presence according to an embodiment.
{0025] Fig. 10 shows a flowchart for a process that uses presence information to synchronize
modifications to a content item.
[0026] Fig. 11 shows a folder-level display of interaction information according to one
crbodiment.
{6027] The figures depict various embodiments of the present invention for purposes of
illustration only. One skilled in the art will readily recognize from the following discussion
that alternative embodiments of the structures and methods illustrated hercin may be
cmployed without departing from the principles of the invention described herein.

DETAILED DESCRIPTION

{6028] Fg. 1 shows an embodiment of an envivonment for content item synchronization
including communication of interaction information. Fig. 1 includes devices 100A, 100B,
100C (referred 1o generally as device 100), content management system 110, and network
129, Three devices are shown only for purpose of illustration; in practice any number of

devices may be present in the environment. Stmilarly, other modules or components
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described and ilhustrated throughout may include single or multiple instances as appropriate
to the needs of the implementer and without loss of generality.

{0029] Device 100 may be any suitable computing deviee for locally storing and viewing
content iterns and synchronizing the content iterns with content management system 110,
Examples of devices include deskiop and laptop computers, hand-held mobile devices, tablet
computers, and other computing devices. The operation of device 100 in various
embodiments is further described below.

{6030] Each device 100 communicates with content management system 110 through
network 120. Network 120 is any suitable network and may include local networks,
corporate networks, global networks, and any combination of these. In typical configurations,
devices 100 conununicate via a wired or wircless communication network to a local network
service provider, and communicate with content management systemn 110 through the
Internet. In certain configurations, devices 100A, 1008, and 100C communicate directly with
one another without network 120 as indicated in Fig. 1 by dashed lines. For example, devices
100 may communicate via a wired or wircless connection, such as wirelessly via a Bluctooth
connection or a wired connection via a Universal Serial Bus (USB).

{0031] Content managerment system 110 provides content sharing and synchronization
services for users of devices 100, These services allow users to share content with users of
other devices 10{. In addition to content sharing, content management system 110 updates
shared content responsive to changes and cnables synchronized changes to content iterns
across multiple devices 100. A user may synchronize content across multiple devices 100
owned by the user and associated with the user’s account, and the user may share content that
is synchronized with devices associated with other users’” accounts. Content stored by content
management system 110 can include any type of data, such as digital data, documents, media
{e.g.. images, photos, videos, audio, streaming content), data files and databases, source and
object code, recordings, and any other type of data or file, collectively referred to here as
“content items.” Content ttems stored by content management system 110 may also be use

to organize other content items, such as folders, tables, collections, albums, playlists, or in
other database structares (e.g., object oriented, key/value etc.). In practice, various devices
100 may be synchronizing different groups of content items, based on user associations,
permissions, content sharing permissions, and so forth. The operation of content management
system 110 in various embodiments is further described below.

{6032] Fig. 2 shows various modules and components of device 100 in accordance with one

embodiment. Device 100 includes display 220 for providing information to the user, and in
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certain client devices 100 includes a touchscreen. Device 100 also includes network interface
225 for communicating with content management system 110 via network 120, Other
conventional components of a client device 100 that are not material are not shown, for
example one or more computer processors, local fixed memory (RAM and ROM), as well as
optionally removable memory (e.g., SD-card), power sources, and audio-video outputs.
{0033] Software modules include operating systern 245 and one or more native applications
255. Native applications 255 vary based on the client device, and may include various
applications for creating, viewing, consuming, and modifying content stored on content
management system 110, such as word processors, spreadsheets, database management
systeras, code editors, image and video editors, ¢-book readers, audio and video players, and
the like. Operating system 245 on cach device provides a local file management system and
executes the various software modules such as content management system client application
200 and native application 233, A contact directory 240 stores information about the user’s
contacts, such as name, picture, tclephone numbers, company, email addresses, physical
address, website URLs, and the like. Further operation of native applications 255, operating
systermn 2435, and content management system client application 200 are described below.
{6034} In certain embodiments, device 100 includes additional components such as camera
230 and location module 235. Camera 230 may be used to capture images or video for
upload to the online content management system 110, Location module 235 determines the
location of device 100, using for exaraple a global positioning satellite signal, cellular tower
triangulation, or other methods. Location module 235 may be used by client application 200
to obtain location data and add the location data to metadata about a content item, such as an
tmage capmured by camera 230.

{0035] Client device 100 accesses content management system 116 in a variety of ways.
Client application 200 can be a dedicated application or module that provides access to the
services of content management systern 110, providing both user access to shared files
through a user interface, as well as programmatic access for other applications. Chient device
100 may also access content management system 110 through web browser 250. As an
alternative, client application 200 may integrate access to content management system 110
with the local file management system provided by operating systemn 245. When access o
content management system 110 is integrated in the local file management syster, a file
organization scheme maintained at content management system 110 is represented as a local
file structure by operating syster 245 in conjunction with client application 200, Client

application 200 may take various forms, such as a stand-alone application, an application
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plug-in, or a3 browser extension. Client application 200 includes user interface module 202,
interaction management module 204, content access module 206, local content data store 208,
and monitored presence data store 210.

{6036] In addition to handling other device tasks, operating system 245 displays information
from applications executing on device 100 to a user via display 220, which may inciude one
or raore user interface elements. Such user interface elements may vary based on the
particular device and configuration. User interface elemnents include windows on a desktop
interface as wekll as interface elements on a mobile device. Examples of operating systems
that employ user interface elements such as windows are Microsoft Windows 8 by Microsoft
Corporation of Redmond, Washington, and 05 X by Apple Inc. of Cupertino, California. In
addition, operating system 245 manages control of multiple native applications 255, which
may be executing simultancously. The user interface clements may be layered, such that one
layer overlaps another laver. In some operating systems and configurations, only a single user
interface element is displayed at a given time. One user interface clement is typically the
active uscr interface clement, meaning that it is the user interface element to which the
operating systemn 245 routes user inputs, such as keyboard entry, cursor movement, touch
sensors, touch gestures, and so forth. As understood by those of skill in the art, a window or
other user interface element that is active at a particular time is often said to have focus.
Users may select another user interface elerent to change the focus from one user interface
clement to another, and in some instances operating system 245 may change the focus
without uscr input.

{0037] Typically, the user interface elements, e.g., windows, associated with native
applications 255 are managed by operating system 245, which maintains an association
between process identifiers of executing native applications 255 and user interface clement
identifiers of the user interface elements. For example, a partcular application may be
associated with process id “25877, which may be managing multiple user interface clements,
with user interface element identifiers 4, 8, and 10. Each user interface element identifier
may be separately associated with a particular content item opened by that native application
2535, and multiple user interface element identifiers and process tdentifiers may be associated
with the same content item.

{6038] Operating system 245 also handles and recognizes various events. Such events
include a request from native applications 255 to close or open a content item, a request from
native applications 255 to closc a window or other user interface element, and requests 1o

change a user interface clement focus, among many others. As described below, these events
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may be used by interaction management module 204 to recognize a change in presence
related to a content tem.

{0039] Client application 200 identifies interactions that take place with respect to a content
itern, such as when a user opens, closes or edits the content item on the device. These
interactions are identified by client application 200 to generate interaction information
describing the interaction with the content item. Interaction information includes interactions
with client application 200 and interactions with native application 255. Interaction
information determined from actions of native application 255 is termed presence
information. An application, such as client application 200 that determines interaction
information and presence information is termed a presence application. Additional types of
interaction information (in addition to presence information) include notes, messages, and
notification requests related to the content item, which may be received by client application
200. Messages may include chat messages to other devices, and messages indicating a user’s
intent to interact with (e.g., to edit) a content item. Notification requests may include a
request to be notified when another user’s interaction information changes. Interaction
information also inclodes metadata modifications, such as versioning notes, or requests for
further information stored at content management system: 110 sbout the content item, such as
a request o view versioping information or prior content itewn versions. Further exampies of
interaction information is described below.

{6040] This interaction information is transmitted to other devices 100 that are synchronized
with respect to the content item. The indication of intent may for example alert a second user
of the content item on another device that the first user would like to edit the content tfem.
Client application 200 identifies when users are using a native application 255 to interact with
a content item, and also receives chat or intent information from a user. In various
embodiments, device 100 identifies a user’s presence in a content item (i.e. that the user has
the content item open or is editing the content itern) through inferaction with operating system
245 as described further below.

{0041] Device 100 receives content items from content management system 110 and permits
users to view, modify, and interact with the content iterms using various native applications
2535 stored on the device 10{. For exampie, device 100 may include a photo editing
application that manipulates image content items, or a word processing application that
permits modification of text content items. As described further below, interaction
information is determined by device 100 using user interactions applications and the

interaction information is sent to other devices 100, In addition, when device 100 receives
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interaction information relating to other devices 106, the device 100 displays that interaction
information.

{0042] In one embodiment, an application detecting interaction information relating to
content items is distinct from the applications viewing or manipulating the content items. For
cxample, the chient application detecting interaction information is distinet from a photo
cditing application manipulating or displaying the image content items. In various
embodiments, the application detecting interaction information is also responsible for
synchronizing the content items with content management system 110, Since the application
detecting presence information may bhe distinet from the applications about which presence is
detected, presence may be monitored for many applications and content items at once and
without requiring integration of the presence monitoring into each type of content itern
viewer. That is, no special presence monitoring add-on or application modification is
required, for example, for each of a photo editing application, a word processing application,
and a plavlist editing application.

{0043] Figs. 3A and 3B show an example of a user interface element tocus change on
desktop 300 shown on display 220 of device 100. In Fig. 3A, windows 310A, 3108, and
310C are displayed on desktop 300 and viewable by the user. In this embodiment, desktop
300 is a general container or frame maintained by operating systern 245 that encloses user
interface elements on display 220. In Figs. 3A and 3B, the user interface elements are
windows 310 in a desktop computing environment. In other configurations, such as a mobile
device, or other display with limited area, only a single user interface element might be
displayed at a tirne. As shown by Fig. 3A, window 310A is the active window, shown as the
front window, partially obscuring windows 310B and 310C. In Fig. 3B, focus changed to
window 3108, which is now the front window and the active window. The focus may change
due to user interaction with window 3108, or due to a process requesting that its window
hecome the active window. In certain operating systems and configurations, a user interface
clement has focus (e.g., is receiving user input) without being the front user interface clement.
{0044} Referring again to Fig. 2, to open a content item, native application 255 requests the
content item from operating system 243 and receives a handle to the content item from
operating systemn 245 for the content item. In some cases, application 245 does not maintain
the handle, and may load the content itemn data into memory and subsequently close the
content item handle even if native application 255 continues to use data from the content item
or if the user enters edits to the content item.  Accordingly, open confent item handles are

often not a reliable way to determine whether an application is interacting with a particular
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content item. As such, in certain embodiments, further behaviors exhibited by the native
applications 255 are used to determine whether an application is editing a content item.
{0045] Native applications 255 also perform various behaviors when a user modifies a
content item, and prior to the user saving the content iteny. Thesc behaviors vary based on the
application and operating system 243. For example, some native applications 255 create a
temporary content item with a filcname that differs from the open content item, for exarple
leading the temporary content item’s filename with a tilde or other recognizable mark. In
other examples, the native applications 255 changes the title of a user interface element
associated with the content itemn, which may or may not be directly viewable by a user. In
still further examples, native application 255 sets a flag indicating the content item has been
modified. Native application 255 may also provide information regarding content itern
modification in response o a request from another application or the operating system. For
example the Accessibility AP in the OS X operating system as described above provides
information regarding content ifems associated with a user interface element. Since an open
content item handle may not reliably determine whether a content item is being edited by a
native application 255, these behaviors are used by presence management module 204 to
determine presence relating to editing or modifying a content item as described further below.
{0046] Mative applications 255 may typically be executed on device 100 independently from
one another, and may permit communication between the applications and other applications
or processes executing on device 100. Native applications 255 typically provide information
to processes using application programming interfaces {APIs), which permit applications to
request information from the executing process. For example, native applications 255 may
present an AP permitting a request for user interface elements controlled by the application,
or to indicate the title of a user interface element, or to request a path in a file system
associated with a content item opened by the native application 255. Similarly, operating
system 245 may provide similar APIs to requesting processes, such as requesting information
about a process that controls a particular user interface element.

{0047] Client application 200 manages access to content management sysiem 110, Client
application 200 includes user interface module 202 that generates an interface to the content
accessed by client application 200, as vartously illustrated herein, and is one means for
performing this function. The generated interface is provided to the user by display 220.
Client application 200 may store content accessed from a content storage af content
management system 110 in local content data store 208. While represented here as within

client application Z00, local content data store 208 may be stored with other data for client
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device 100 in non-volatile storage. When local content data store 208 is stored this way, the
content is available to the user and other applications or modules, such as native application
255, when client application 200 is not in communication with content management system
110, Content aceess module 206 manages updates to local content data store 208 and uses
synchronization logic to communicate with content management system 110 to synchronize
content modified by client device 100 with content maintained on content managernent
system 110, One example of such synchronization is provided in U.5. Pat. App. 14/040,584,
filed Sept. 27, 2013 and is herchy incorporated by reference in its entirety. Client application
200 may take various forms, such as a stand-alone application, an application plug-in, or a
browser extension.

[0048] Content manageroent system 110 may provide additional data for synchromizing
content ifems, such as information designating that a content item has been deleted, or that
the device 100 may be viewing or editing an outdated version of a content iter.

{0049] Interaction management module 204 obtains and manages interaction information
relating to a user’s synchronized content items. As described above, the infteraction
management module 204 is typically a distinct module from the native applications 255 being
monitored by interaction management module 204 for presence information and executes as a
separate process. Interaction management roodule 204 sends interaction information
determined about a content item synchronized to device 100 to content management sysicm
110. Interaction management module 204 also receives interaction information relating to
other users from content management system 110 for display to the user. As described
further below, in one embodiment the interaction management module 204 displays presence
information relating to other users by attaching a presence indicator to a user interface
clement associated with a synchronized content item. Further interaction information is also
displayed with the presence indicator.

{0050] To determine many types of interaction information, interaction management module
204 recetves interaction information through user interface elements, as further described
below. To determine presence information related to a synchronized content iterm, interaction
management module 204 monitors user interface elements associated with native applications
235, Interaction management module 204 can monitor all user interface elements, or
alternatively monitor just certain user interface elements after the user interface element is
associated with a content item. Monitored presence data store 210 includes information
maintained by interaction management module 204 to indicate that particular user interface

elements are monitored to determine actions relating to a synchronized content item.
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[0051] While shown here as a part of client application 200, in various implementations the
content access module 206 and interaction mmanagement module 204 are separated into
distinct modules for performing their respective functions. Similarly, various modules and
data stores are described separately throughout this disclosure for convenience and in various
implementations may be combined or further separated into separate components as desired.
{0052] Fig. 4 shows an exaraple process for determining prescnce information associated
with a content item according to one embodiment. This process is typically performed by
interaction management module 204. Where the user interface elements are monitored only
after being associated with a content ifem, interaction management module 204 uses cvents
indicating that a content item is being opened by an application or user interface element to
determine whether to monitor a uscr interface element. This is onc example of an cvent that
may associate a content itern with a user interface element to initiate monitoring of the user
interface clement, termed a monitoring event.  In other embodiments, a selection of user
interface elements to monitor is determined in another way, or all user interface elements are
monitored, in which case the interaction management module 204 may not use monitoring
events.

{0053] If enabled by operating system 245, the interaction management module 204 may
register with operating system 245 to receive monitoring events for specific applications. In
these embodiments, operating system 245 notifies interaction management module 204 when
a request to open a content item is reccived by operating system 245, In this embodiment,
interaction management module 204 receives a monitoring event 400 that indicates a window
or other user interface clement is interacting with a content item, which may be a
synchronized content item (i.e., the process is interacting with the content item in a particular
uscr interface clement). The monitoring event designates at least a user interface element that
triggered the monitoring event.  In other emboduments, interaction managerment module 204
monitors events associated with user interface elements from time-to-time {c.g., five minute
intervals) and queries whether the user interface elements are associated with any open
content items. According to operating system 245 and native application 235 configuration,
this query may be directed to operating system 245 or native application 255. When a user
interface element is associated with a newly opened content item, that newly opened content
itern is treated as a moonitoring event to determine whether the newly opencd content item is a
content item synchromized with content management system 110 and that presence
information should be determined for the newly opened content item.

{6054] When the monitoring event is received, interaction management module 204
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determines 410 which process is responsible for the user interface clement associated with the
monitoring event. Interaction management module 204 typically determines the process by
requesting the process D associated with the user interface element from operating system
245. In some ernbodiments, the interaction managerent module 204 identifics a process by
requesting an identification of the process from the user interface clement itself.

{6055] To confirm that the process and user interface element are correctly associated with
one another and that the user interface element is still active, interaction management module
2{4 may also request from the process the identity of the currently active user interface
element. The interaction management moduole 204 confirms that the currently active user
interface element received from the process matches the user interface element associated
with the monitoring event.

{0056] Using the process dentifier, interaction management module 204 requests 420 any
open content item from the process to obtain an associated directory path for the content item.
The interaction management module 204 may designate the user interface element associated
with the monitoring event with the request for the open content item’s path. The interaction
management module 204 requests the open item from the process or operating system using
an interface available interface to the process or operating system. As one example, in the OS
X operating systern, the aceessibility AP may be used to access information relating to a
content item and content item path for a user interface clement, as known in the art. Using
the content itern path provided by the process, the interaction management module 204
determines whether the opened content item path corresponds to any synchronized content
iterns. If 80, inferaction management module 204 determines that the content itern accessed
by the process is a content item synchronized to content management system 110 and
associates that process and user interface clement with the content item.  In other
emtbodiments, other methods may be used to determine whether a content item accessed by
the process is a synchronized content item.

{0057] If the content item is synchronized 430 to content management system 110,
interaction management module 204 stores information relating to the content item, process,
and aser interface element, to monitor 440 the vser interface element for events. When the
content item associated with the monitoring event is not synchronized, the process ends and
the content item is not monitored. This monitoring information is stored in monitored
presence data store 210, To monitor and subsequently receive presence events related to the
user inierface clement, interaction management module 204 registers to receive events

associated with the user interface element. The registration process by the interaction
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management module 204 varies according to the configuration of device 100. Typically the
interaction management roodule 204 registers a request to receive presence events from
operating system 245 or from the applicable process or user interface element. While the
monitoring cvents determined whether a user interface element or process interacting with a
synchronized content e, presence events are events that may indicate a change in state of a
user’s presence relating to the uscr interface element or process associated with a content
item. Bxample presence events include a change in focus of a user interface element, closing
a user interface element, closing a content iter, opening a content itern, and so forth based on
the types of presence recognized by the interaction management module 204. In various
configurations, the presence events used by interaction management module 204 depend on
the events operating sysiem 245 and native application 255 make available for receipt by
interaction management module 204,

{6058] The presence events are used to determine presence information associated with the
content item to which the presence event relates. For example, a presence event indicating
that a user interface element that is associated with a content itera bas the focus will indicate
that the user 1s viewing the content item, and henee the presence information for that content
itern indicates that state. Likewise, a presence event indicating that a user interface clement
anrelated to a content item has gained focus indicates that the content itermn associated with a
previously focused user interface clement has lost focus, and thus indicates that user is no
longer be viewing the content item. Thus, presence information provides a level of semantic
interpretation of the underlying presence event itself.

{6059] In addition to receiving presence evenis that the interaction management module 204
registered for, presence events may also be mitiated by interaction management module 204
to confirm that presence information bas not changed for a monitored user interface clement.
These presence events may be initiated if a threshold amount of tdme passed since the last
presence event for a particular user interface clement or process, or at particular intervals,
c.g., every five minutes.

{6068] In addition to registering for events, interaction management module 204 may receive
interaction events in other ways. In one embodiment, users may expressly indicate interaction
information through a user interface element. The user interface clement can be configured to
allow the user to indicate, for example, that a user intends to revise a content tem, to indicate
that intent to other users who are editing or viewing the content item, for example by
sclection of a menu item or icon that represents the particular intent.  The user interface

element can also be configured to aliow a user to indicate other intentions of the user, such as
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a user’s intention to no longer view a conient item, or to expressly indicate that a user is not
or will not be present for a content item. Other users may use such “not present” intention to
know that the content item is free for editing. User input interaction events may also include
messages or chat features to be disseminated to other users associated with the content item,
for example, to transmit a message to other users currently viewing the content item on other
devices.

[0061] When a presence event is received 430, interaction management module 204
determines whether any presence information has changed since the last presence event
related to a monitored user interface element. For user-inttiated interaction information, the
interaction information may be the information provided by the user, for example the user’s
selection of a user interface element indicating that the user intends to modify a content item,
or a user’s chat message. For presence events, the interaction management module 204
querics the monitored process to determine the status of the monitored user interface element.
In particular, the interaction management module 204 queries the process to determine if the
monitored user interface element is the active user interface element. When the monitored
user interface element is the active user interface clement, the content item is being viewed by
the user.

{6062] In some embodiments, in addition to detecting user presence with respect to a content
item, interaction management module 204 also determines whether the confent item is being
or has been modified by the user. This further aspect enables presence information to be
reported more granularly, for example with an indication that a user has a presence with
respect to the counient itera as an editor rather than as a viewer. As the particular actions
performed by applications when a content item 1s being modified may vary as described
above, detecting one of these actions by interaction management module 204 indicates that
the process has edited the content item.  For example, according to the type of actions
cxpected by the process when the content item is edited, interaction management module 204
may query the process to determine if the process indicates the content item has been flagged
as modificd, if the title information of the user interface element has changed, if a temporary
file has been saved or cached, or any other data that suggests the confent item has been
modified. Interaction management module 204 may also query the operating system to
determine if a content item has been saved that matches a temporary content item format, for
cxample a content item with a filename similar to the content item, but with a tilde or other
specialized vartation of the filename. Such modifications indicate that the presence

information associated with the content item should reflect that the user is editing the content
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item.

{6063] After determining 460 the presence information, any new presence information for a
user interface element may be stored as monitored presence data store 230. This presence
information in one embodiment is stored on a user interface clement-by-user interface
clement basis, such that multiple user interface elements by one process may be associated
with the same content item, and have presence information individually managed. In one
embodiment, presence information may change based on the current presence status. For
example, when the presence information for a content item reflects that the content item is
being edited, in one emnbodiment the presence for the content item in a user interface element
is not changed when a user changes focus to another user interface clement. Instead, the
edited status is maintained with respect to that user interface element until a presence event
indicates the user interface user interface element is closed. In another embodiment, since
cditing has the potential to introduce modifications to the content item, in one embodiment
the presence information for an edited document is not changed until the interaction
management module 204 receives a notification that modifications to the content item are
either committed or the modifications are discarded.

{0064] A content item with presence information indicating it is being viewed may have that
status change when the user interface element loses focus, or within a threshold period of
time of losing focus. This may be the case even if the user interface element associated with
the content itern is still open. In one embodiment, “viewed” presence information indicates
whether a content item i8 associated with an active user interface element. In one
cmbodiment, “viewed” presence information is retained until the user interface element is not
active {or has lost focus) for longer than a threshold amount of ume. In one embodiment, the
content item is considered “viewed” while the content item is open by an application.

{6065] When there is a change to the interaction information, interaction management
module 204 sends the interaction information to content management system 110, In one
cmbodiment, the sent presence information inchudes an identificr of the content itom, the
process id, the user interface element id, and the presence status.

{6066] Figs. SA-5D show example user interfaces displaying interaction information.
Various user interface elements are similar to those depicted in Figs. 3A and 3B. In Fig. 5A,
the example user interface displays presence information. To display presence information,
interaction management module 204 provides presence indicator(s) 500 along a boundary or
border of the window associated with the content item. In this exampie, interaction

management module 204 received presence information indicating that user Jeff is editing
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content item 2 and four users are viewing content item 2. Interaction management module
204 displays presence indicator 500A to indicate that Jeff is editing the document and
presence indicator S00B indicating users are viewing the document. In one embodiment,
presence indicator SO0 displays an icon or picture of a user associated with the presence
indicator. The icon or picture may be obtained by interaction management module 204 from
contact directory 240, or may be veceived from content managerment systern 110, The
individual user displayed by the presence indicator may vary depending on the embodiment,
and may display, for example, the first user having a particular presence (e.g., the first viewer)
or the user who most recently opened the content item.

{0067] Presence indicator 500 is displayed along with the window associated with the content
ttem, and in one embodiment interaction management module 204 tracks the location of the
window and displays presence indicator 500 adjacent to or near the window, for example
alongside a border or boundary of the window. A supplemental presence indicator 510 may
appear when a user hovers over presence indicator 500 to provide further information or
interfaces for the user. In the example shown in Fig. 5A, supplemental presence indicator
510 describes presence indicator 500A, specifically that Jeff is associated with a presence of
cditing content item 2. Supplemental presence indicator 510 may also appear when a
presence changes, to indicate a new user is viewing or editing the document, for example.
{0068] The presence indicator 540 and supplemental presence indicator 510 may be located
on any convenient arca of display 220. In one embodiment the presence indicator is displayed
proximal the associated user interface element of the content item so as to visually indicate to
the user the relationship between the presence indicator and the specific content item. In
addition, the display of the presence indicator along a boundary or border of the window
increases the likelihood that the user will notice the presence indicator. In one embodiment,
the presence indicators 500 are displayed on or alongside a vertical edge of the window
containing the content itern (e.g., right edge as shown Fig. SA).

{6069] Alternatively, the presence indicator may be shown in a separate area of the display,
such as a taskbar, or tray icon or may be a separaie user interface element that does not
interact with the user interface element of the content ttem. Though shown here as a single
presence indicator 500 for each type of presence {editing or viewing), any number of presence
indicators 500 may be shown related to the content item. For example, a civcular indicator
may include a count of users viewing the content item and another circular indicator may
include a count of users editing the content item. Alternatively, where multiple presence

indicators 500 are to be displaved, they may be ordered from top to bottom, where the

-19 -



WO 2015/155692 PCT/IB2015/052522

ordering can be most recent to feast recent, or highest priority to lowest priority, or a
combination thereof (e.g., ordered by priority, and for presence indicators of the same
priority, ordered by recency). The presence indicator, as shown, may also indicate an icon or
pictire associated with the other user. The indicators may also be color-coded to indicate the
risk that a user will affect edits by other users. For example, the presence indicator may be
red (or the presence indicator may turn red) when another vser is editing, indicating to the
user to coordinate any desired modifications with that user’s changes. Likewise, the editing
indicator may be yellow when other users are viewing the content item, and green when the
current user is the only user viewing the content item.

{6078] Fig. 5B shows a user interface through which a user may enter interaction information
to the interaction management module 204, This interface includes presence indicators 500,
in addition to further user interface elements. This interface may be presented in licu of the
cxample of Fig. 5A, or may be presented as a supplemental presence indicator providing
additional data regarding the content ifem.

{6071} This user interface provides notification element 520, permitting a user to indicate the
user’s desire to be notified when a presence change occurs related (o another user. Upon
selecting notification element 520, the user may further select specific notification options,
for example to be notified when a particular user’s presence changes (e.g., Jeff is no longer
cditing), that ali users have stopped a particular presence (e.g., no one is editing), or that no
users have an active presence {(e.g., that no one else is accessing content item 2).  The user’s
netification preference is sent to content management system 110 or the applicable users to
request notification when the requested presence changes.

{6072] This interface also provides a chat interface for users to communicate with other users
present in the content item. The chat interface permits users to enter and receive messages to
other users. Presence changes may also be indicated in the chat window, for example that
Amanda is now viewing the content item. The chat window may permit users to specifically
discuss information relating to that content item, such as when a user expects to finish editing
the item. These chat messages are recetved by interaction management module 204 as
interaction information and sent to other clients synchronized to the content item. This
permits users to chat directly about a content item, even if the native application provides no
chat functionality.

{6073] Notes user interface 540 permits a user to retrieve and enter notes stored in association
with the content item. When notes interface 540 is selected, interaction management module

204 requests any notes or other persistent information from content management system 110
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relating to the content item and displays any such notes to the user along with an interface for
entering additional notes to be sent to other synchronized devices and content management
system 110 Like the chat window, this permits additional notes to be entered for a content
itern and application providing the user interface which may not natively provide for any note
functionality. The notes element 540 may also be used when no other users are present
within the content itern and may be used o leave messages for other users about a content
item.

{6074} Content data element 550 permits a user to request additional data about the content
itern, such as any related metadata, user permissions, and so forth. This permits a user to
request details of the content item from the content management system dirvectly from an
interface near the user interface element associated with the content itern.

{0075] Similarly, versions element 560 indicates a request for version information.
Interaction management module 204 wansmits the request for version information to content
management system 110 as interaction information related to the content item. In response,
content management system 110 identifies relevant version information for the content item.
In one embodiment, a prior version is compared side-by-side with the version of the content
item displayed in the user interface element. In another embodiment, the prior version is
compared in-line in the user interface clement.

[0076] Fig. 5C shows a user interface in which a user 1s notified about a change in presence
related to another content itern. In this case, a user had previously sclected to be notified
when user Jeff finished editing content item 2, using notification element 52{. After
requesting notification, the user proceeded to close window 310B relating to content item 2,
and is presently viewing content itern 1. In this embodiment, presence indicator 500D
indicates that the user is the only user with presence relating to this content item. This may
be espressly indicated (“No one else is viewing this file”) as shown, or may be provided if a
user interacts with presence indicator S00D. Interaction management module 204 receives a
notification that Jeff has finished editing content itern 2. The notification 570 is displayed to
the user. This notification is provided though the user may be inieracting with another
application or another content itern than the content item to which the notification velates.
{6077] Fg. 50 shows a user interface in which a user receives a notification that a content
itemn has been modified. In this cxample, a new version of content itemn 2 viewed by the user
has been saved by another user, Jeff. Interaction management module 204 receives a message
from content management system 110 indicating that content itern 2 has been modified and a

new version is available. Typically, the user’s edits may be lost if the user atterapted to
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synchronize the user’s edits to content management systern 110 because the user’s edits
would be out of date with the version maintained by content management systera 110, Using
the presence information indicating the user is editing the content item, the user can be
provided choices to assist in incorporating any edits from Jeff into the uset’s edifs. A version
notification 580 is presented to the user, along with choices to make in response to the new
version. In this example, the user may elect to load the new version, discard the user’s edits,
or save the user’s edits as a new file. The particular choices available to a user may be
provided by confent management system 110 based on content management systern 110°s
record of the device’s presence 100, as further described below. In another embodiment,
inferaction managerment roodule 204 determines options for display 1o the user.

{6078] In embodiments where interaction management module 204 is a separate application
from the native application 255 of window 310B, presence indicators 500 are provided by
interaction roanagement module 204, Thus, interaction management module 204 roonitors
presence information associated with the application, and displays presence information
relating to other users for a content item associated with the application. When other
windows are activated, the same interaction management module 204 displays presence
information relating to the activated window.

{6079] To display the presence indicator(s), interaction management module 204 receives the
presence information tor other devices, typically from the content management system 114
Interaction management module 204 deterrnines that a synchronized content item s in use by
a window or process, and that the window is being displayed to the user. For example,
interaction management module 204 may receive a presence event from the window ot
process being monitored as described above. When the presence event indicates that the
window has the focus, interaction management module 204 adds the presence indicator to the
display. Interaction management module 204 in one embodiment aiso tracks movement of
the window in the desktop and moves the presence indicators to maintain the location of the
presence indicators relative to the window.

{608¢] In one embodiment, to add the presence indicator to the display, interaction
management module 204 determines the location of the focused window and its boundaries,
and adds the presence indicator adjacent to the window boundary. When interaction
management module 204 identifics that the focused window has changed, the presence
indicator for that content itern may also he removed unil that window is focused again.
{6081} Fig. 6 shows components of content management system 110 of Fig. 1, according to
one embodiment. In one configuration, components described below with reference to
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content management system 110 are incorporated into devices 100 that share and synchronize
content items without management by content managernent systern 110, These devices 100
may synchronize content and share interaction information over network 120 or via a direct
connection as described above. In this configuration, devices 100 may incorporate
functionality of synchronization module 612, conflict management module 614, interaction
synchronization module 616, and other modules and data stores for incorporating
functionality described below as provided by content management system 110. Accordingly,
devices 100 in this configuration operate in a peer-to-peer configuration and may do so
without content management system 110 or network 120.

{6082] When using content management system 110, to facilitate the various content
management services, a user can create an account with content managernent systern 110,
The account information can be maintained in user account database 618, and is one means
for performing this function. User account database 618 can store profile information for
registered users. {n some cases, the only personal information in the user profile can be a
username and/or email address. However, content management systern 110 can also be
configured to accept additional user wformation, such as password recovery information,
demographics information, payment information, and other details. Hach user is associated
with an identifier, such as a useriD or a user name.

{6083} User account database 618 can also include account management information, such as
account type, €.&., free or paid; usage information for each user, e.g., file edit history;
maximui storage space authorized; storage space used; content storage locations; security
settings; personal configuration settings; content sharing data; ctc. Account managerent
module 604 can be configured to update and/or obtain user account details in user account
database 618, Account management module 604 can be configured to interact with any
number of other modules in content management system 110.

{6084} An account can be associated with multiple devices 100, and content items can be
stored in association with an account. The stored content can also include folders of various
types with different behaviors, or other content item grouping methods. For example, an
account can include a public folder that is accessible to any user. The public folder can be
assigned a web-accessible address. A link to the web-accessible address can be used to
access the contents of the public folder. In another example, an account can include a photo
folder that is intended for photo content items and that provides specific attributes and actions
tatlored for photos; an audio folder that provides the ability to play back audio file content

items and perform other audio related actions; or other special purpose folders. An account
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can also include shared folders or group folders that are linked with and available to multiple
user accounts. The permissions for multiple users may be different for a shared folder. In one
embodiment, the account is a namespace that may be associated with several users, each of
whor may be associated with permissions to interact with the namespace.

{0085] The content can be stored in content storage 620, which is one means for performing
this function. Content storage 620 can be a storage device, muliiple storage devices, or a
server. Alternatively, content storage 620 can be a cloud storage provider or network storage
accessible via one or more communications networks. In one condiguration, content
management systern 110 stores the content items in the same organizational structure as they
appear on the device. However, content management system 110 can store the content items
in its own order, arrangement, ot hierarchy.

{0086] Content storage 620 can also store metadata describing content items, content item
types, and the relationship of content items to various accounts, folders, or groups. The
metadata for a content item can be stored as part of the content item or can be stored
separately. In one configuration, each content item stored in content storage 620 can be
assigned a system-wide unique identificr.

{0087] Content storage 620 can decrease the amount of storage space required by identifying
duplicate content items or duplicate segments of content items. In one embodiment, for
cxample, a content item may be shared among different asers by inchiding identifiers of the
users within ownership metadata of the content item (2.g., an ownership fist), while storing
only a single copy of the content itemn and using pointers or other mechanisms to link
duplicates with the single copy. Similarly, content storage 620 stores content items using a
version control mechanism that tracks changes to content iterns, different versions of content
items {such as a diverging version tree), and a change history. The change history includes a
set of changes that, when applied to the original content itern version, produces the changed
content ifem version.

{6088] Content management system 110 automatically synchronizes content items from one
or more devices, using synchronization moduie 612, which is one means for performing this
function. The synchronization is platform-agnostic. That is, the content items are
synchronized across roultiple devices 100 of varying type, capabilities, operating systems, etc.
For example, client application 200 synchronizes, via synchronization module 612 at content
management systermn 110, content in the file systern of device 100 with the content tterms in an
associated user account on system 110, Client application 200 synchronizes any changes to
content items in a designated folder and its sub-folders with the synchronization module 612,

- 24 -



WO 2015/155692 PCT/IB2015/052522

Such changes include new, deleted, modified, copied, or moved files or folders.
Synchronization module 612 also provides any changes to content associated with device 100
to client application 200. This synchronizes the local content at device 100 with the content
iterns at content management system 110.

{6089] Conflict management module 614 determines whether there are any discrepancies
between versions of a content item located at different devices 100. For example, when a
content item is modified at one device and a second device, differing versions of the content
item may exist at each device. Synchronization module 612 determines such versioning
conflicts, for example by identifying the modification time of the content itemn modifications.
Contlict management module 614 resolves the conflict between versions by any suitable
means, such as by merging the versions, or by notifving the device of the later-submitted
Version.

{60943] A user can also view or manipulate content via a webh interface generated by user
interface module 602. For example, the user can navigate in web browser 250 to a web
address provided by content management system 110. Changes or updates to content in
content storage 620 made through the web interface, such as uploading a new version of a
file, are synchronized back to other devices 106} associated with the user’s account. Multiple
devices 100 may be associated with a single account and files in the account are synchronized
between each of the multipie devices 100.

{0091] Content manageroent systermn 110 includes communications interface 600 for
interfacing with various devices 100, and with other content and/or service providers via an
Application Programming Interface (AP, which is onc means for performing this function.
Certain software applications access content storage 620 via an AFP! on bebalf of a user. For
cxample, a software package, such as an app on a smartphone or tablet computing device, can
programunatically make calls directly to content management system 110, when a user
provides credentials, to read, write, create, delete, share, or otherwise manipulate content.
Sirpilarly, the AP can allow users to access all or part of content storage 620 through a web
site.

{0092] Content managerent systemn 110 can also include authenticator module 606, which
verifics user credentials, security tokens, API calls, specific devices, ete., to determine
whether access to requested content iterns is authorized, and is one means for performing this
function. Authenticator module 406 can gencrate one-time use authentication tokens for a
user account. Authenticator module 406 assigns an expiration period or date to each

authentication token. In addition to sending the authentication tokens to requesting devices,
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authenticator module 606 can store generated authentication tokens in authentication token
database 622. Upon receiving a request to validate an authentication token, authenticator
module 606 checks authentication token database 622 for a matching authentication token
assigned to the user. Once the authenticator module 606 identifics a matching authentication
token, authenticator module 606 determines if the matching authentication token is still valid.
For example, authenticator module 606 verifies that the authentication token has not expired
or was not marked as used or invalid. After validating an avthentication token, authentcator
module 606 may invalidate the matching authentication token, such as a single-use token.

For example, authenticator module 606 can mark the matching authentication token as used
or invalid, or delete the matching authentication token from authentication token database
622.

{0093] Content management system 110 includes a sharing module 610 for sharing content
publicly or privately. Sharing content publicly can include making the content itern accessible
from any cormputing device in network communication with content management system 110.
Sharing content privately can include linking a content item in content storage 620 with two
or more user accounts so that each user account has access to the content itemn. The content
can also he shared across varying types of user accounts.

{6094} In some embodiments, content management system 11§ includes a content
management module 608 for maintaining a content directory that identifies the location of
each content item in content storage 620, and allows client applications to request access to
content items in the storage 620, and which is one means for performing this function. A
content entry in the content directory can also include a content pointer that identifies the
location of the content item in content storage 620. For example, the content entry can
include a content pointer designating the storage address of the content item in memory. In
some embodiments, the content entry includes multiple content pointers that point to multipie
focations, each of which contains a portion of the content item.

{6095] In addition to a content path and content pointer, a content entry in some
configurations also includes a user account identificr that identifics the user account that has
access to the content item. In some embodiments, muthtiple user account identifiers can be
associated with a single content entry mdicating that the content item has shared access by the
multiple user accounts.

{6096] To share a content item privately, sharing module 610 adds a user account identifier {o
the content entry associated with the content item, thus granting the added user account

access to the content itern. Sharing module 610 can also be configured to remove user
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account identifiers from a conient entry 1o restrict a user account’s access to the content iten.
{0097] To share content publicly, sharing module 610 generates a custom network address,
such as a URL, which allows any web browser to access the content in content management
system 110 without any authentication. The sharing module 610 includes content
identification data in the generated URL, which can later be used by content management
systermn 110 to properly identify and return the requested content item. For example, sharing
module 610 can be configured to include the user account identifier and the content path in
the generated URL. The content identification data included in the URL can be transmitted to
content managerent system 110 by a device to access the content item. In addition to
generating the URL, sharing module 610 can also be configured fo record that a URL to the
content item has been created. In some embodiments, the content entry associated with a
content item can include a URL flag indicating whether a URL to the content item has been
created.

[{0098] Content management system 110 may be implemented using a single computer, or a
network of computers, including cloud-based computer implementations. For the purposes of
this disclosure, a computer is device having one of more processors, memory, storage
devices, and networking resources. The computers are preferably server class computers
including one ot more high-performance CPUs and 1G or more of main memory, as well as
500Gbh to 2Tb of computer readable, persistent storage, and running an operating system such
as LINUX or variants thereof. The operations of content management system 110 as
described herein can be controlied through cither hardware or through computer programs
installed in computer storage and executed by the processors of such server to perform the
functions described herein. These systems include other hardware elements necessary for the
operations described here, including network interfaces and protocols, input devices for data
entry, and cutput devices for display, printing, or other presentations of data, but which are
not described herein. Similarly, conventional elements, such as firewalls, load balancers,
failover servers, network management tools and so forth are not shows so as not to ohscure
the features of the system. Finally, the functions and operations of content management
system 110 are sufficiently complex as to require implementation on a computer system, and
cannot be performed in the human mind siraply by mental steps.

{0099] Interaction synchronization roodule 616 manages synchronization of interaction
information across devices 100. Devices 100 provide interaction information to interaction
synchronization module 616, Interaction synchronization module 616 responds to inferaction

information based on the type of interaction information received. As mteraction
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synchronization module 616 uses presence information to determine a response for certain
types of interaction information, treatrent of received presence information is described first,
with treatment of additional types of interaction information described further below.
{60166] Interaction synchronization module 616 receives presence information from a
device, stores it as part of a presence record in presence data stove 624 and determines a user
presence with respect to a content item.  Each user may be associated with a user presence
describing presence records associated with that user with respect to a content item, which
may be without reference to any particular user device, process, or user interface element.
While presence information may describe presence with vespect to a particular user interface
clement or process, this presence associated with a uscr is termed a user presence. Exarapie
user presence includes editing, viewing, open, and not present. In this exarople, an “editing”
user presence indicates the content item is associated with a user interface element that has
modified the content item, a “viewing” user presence indicates the content item is associated
with an active user interface element on a device 100, while a “open” user presence indicates
a user interface element is associated with the content item and has opened the content item,
but has not yet closed the content item. Various embodiments may use more or fewer user
presences. For example, one embodiment includes only “editing” “viewing” and “not
present,” in which case user interface elements that have opened the content item but are not
the active uscr interface clerent may be treated as viewing or not presence, according to the
configuration of the system.

{00181} Fig 7 shows an ordering of user presence according to one embodiment. The
ordering as shown in Fig. 7 describes the prioyity of interaction with a content item associated
with cach user presence. In this example, 2 user has a higher priority of interaction with a
content item when the user is editing a content itemn refative to viewing the content tem, and
likewise viewing a confent item in an active user interface element is a higher priovity of
interaction than a uscr interface clement that has the content item open.

{60102] Since a user may open a content item across several devices and across several
processes and user interface clements, the ordering is used to determine the highest priority of
user nteraction of that user. This permits the user presence to reflect the highest priority of
user presence associated with the various possible devices and user interface elements
associated with a user. This user presence is sent fo devices 100 for display as shown in Fig
SA, and permits a single user presence indicating the highest priority of user interaction o be
shown.

[00103]  Fig 8 shows a presence record in presence table 800 relating to a content item.
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Presence table 800 may be stored. for example, in presence data store 624. Presence
information received by interaction synchronization module 616 is converted into a presence
record for storage in presence data store 624, When prasence records are stored in presence
data store 624, the presence records may be stored in key-value storage, for example, using an
identifier of the content item as a key. Presence tabie 800 may be stored by presence data
store 624, or may conceptually represent information retrieved by interaction synchronization
module 616 from presence data store 624.

{00104] In this example, a presence record identifies a content item, a device id, a user id
{(for convenience represented here as a name), a user interface clement 1d, a process id, and
presence information. Each unique device id, user interface clement id, and process id
combination is associated with presence mformation. In this example, devices which are “not
present’” are not represented in presence table 800. As shown by presence table 800,
individual users (Jim) and devices (e.g., device id 36abe87) may be associated with multiple
presence records.  The presence table in this embodiment describes information relating to
individual processes and user interface elements operated by various users and devices as
provided by interaction management module 204.

{00185]  When presence information is received by inferaction synchronization module
616, interaction synchronization moduele 616 accesses presence data store 624 to identify
whether an existing presence record matches the device id, process id, and user interface
clement id of the received presence information. When no record matches this information, a
new presence record is generated. The “user 1D of the new presence record may be included
in the received information, or interaction synchronization module 616 may query another
module or data store to identify the user associated with the device ID. The new presence
record s stored in presence data store 624, When a matching presence record is identified in
presence data store 624, the existing presence record is updated based on the received
information. When the received information indicates the content item is no longer
associated with the user interface element (e.g., because the relevant window has closed), the
presence record may be removed from presence data store 624.

{60106]  In this example, interaction synchronization module 616 also stores a presence
record in presence table 800 retlecting a user’s request to be notified when a pacticular
presence event occurs. In various embodiments, a user’s notification request may be stored in
any suitable way. The notification request is received by interaction synchronization module
616 as interaction information input via notification clement 520 and sent to interaction

synchronization module 616 by the device receiving the notification request. The notification
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request may be stored with sufficient information describing the notification request, such as
the requesting device and the user requesting the notification. The user may be used to
identify and notify alternate devices if the user is no longer using the device that provided the
request.

[601071  Interaction synchronization module 616 may generate user presence table 810 to
maintain the current uscr presence relating to a content item. In other embodiments, the
current user presence is stored without using user presence table 810, User presence table
810 indicates the presence of a user reflecting the presence records associated with the user
devices of the user. The user presence s used by devices 100, for exampie, to display in
presence indicators 500. In this way, though a user may interact with a content item using
several devices, processes, and user interface elements, only the presence reflecting the
highest priority of interaction is distributed to other devices 100.

{00108} To determine the user presence, the presence information from each presence
record associated with a user is identified. Then the presence information is matched against
the user presence ordering to determine the highest priority ordering. With user John as an
exarmple, John i3 associated with three user presences. The presence records indicate that
Fohn is viewing the content item in a focused window of ong user device (i.e., Device
9d7523¢ in user interface element 1d 1), and in two user interface elements of device 36abe87,
the content item is being edited in the first and “open” in the second. Applying the ordering
shown in Fig. 7, “editing” is the highest order presence associated with John. John’s user
presence is set to “editing” in user presence table 810,

{00109  When a presence record is modified, the user presence is updated to reflect any
changes in the user presence. For example, if John's “viewing” presence record is removed,
John’s user presence is not changed because an “editing” presence record remains. Likewise,
if Jobhn’s “editing” presence record changes to “open,” John’s presence status changes to
*viewing” as the next-highest priority presence reflected in presence records associated with
John. Note that the “viewing” presence record is associated with another device ID
(9d7523c). Thus, John's presence is accurately reflected across several devices, processes,

and user interface elements.

175

{60116] Fig 9 shows a process of modifying a presence record and updating devices 100
of user prescnce according to an embodiment. This process may be performed in one
cmbodiment by interaction synchronization module 616, Presence information is receive
900 by interaction synchronization module 616. Interaction synchronization module 616

updates 910 presence records in presence table 800 by modifying existing presence records or
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adding a new presence record, as described above. Interaction synchronization module 616
next determines 920 the user presence of the user associated with the updated presence record
and determines whether the user presence is changed by the updated presence record. For
cxample, a change in user presence may be determined by determining a new user presence
and comparing the new user presence to the user presence stored in user presence table 810.
If the user presence was not changed, in one embodiment, the process ends. It the user
presence changes, the user presence is updated 930 in user presence table 810

{60111} In one embodiment, interaction synchronization module 616 determines whether a
user interface element of a device has provided presence information within a threshold
amount of time. When a user interface element has not provided presence information,
interaction synchronization module 616 may request presence information from the device or
consider the presence for the related user interface element to have ended (“not present”).
Thus, interaction synchronization module 616 may “expect” a hearthbeat relating to each user
interface element that has provided recent presence information. When no presence
information is received within the threshold amount of time, a “not present” presence may be
generated for that user interface element.

{00112}  Next, interaction synchronization module 616 identifies devices to update
regarding the changed user presence. In one embodiment, any device synchronized with the
content item is updated. In another embodiment, the presence table 810 is consulted to
determine devices with a presence associated with the content itern.  In addition, interaction
synchronization module 616 determines whether any notifications are triggered by the change
in user presence. Stored notifications are accessed and the conditions for the notification are
compared to the changed presence related to the content item. Using identified devices,
interaction synchronization module 616 sends 930 the updated presence information to the
identified devices. In one configuration, the user presence i3 provided to the idenufied
devices. In another configuration, additional information may also be provided. In this way,
aser presence information is managed by content management system 110 to disebute
presence information only when it affects the user presence that may actually displayed to a
user, €.2., in a presence indicator or responsive to a notification request.

{00113} Additional interaction information provided by devices 100 is also processed by
interaction synchronization module 616. Such interaction information includes a request to
be notified when presence of a user changes, a request for version or metadata information,
chat messages, and so forth as described with respect to Fig. 5B. As described above,

notification requests may be stored and used to determine devices to notify when presence
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status changes. When version or metadata is requested, interaction synchronization module
616 retricves such version and metadata information from content storage 620. Interaction
synchronization module 616 may provide the version information and changes relative to
various content iem versions as described with respect to content storage 620. When a chat
message is received for a confent itemn, interaction synchronization module 616 queries
presence data store 624 to identify device IDs associated with stored presence records for the
content item and distributes the chat message to these identfied devices.

{00114} When changes to a confent item are made by a device, presence records may be
used to intelligently and smoothly update individual user interface elements interacting with
the content item. Such changes to a content item include moving the content item {(e.g., to
another folder or divectory), deleting the content item, and committing a new version of the
content item.

{60115} Fig 10 shows a flowchart for a process that uses presence information to
synchronize modifications to a content itern. This process may be performed by interaction
synchronization module 616 or by client application 200, according to various embodiments.
When a change to a content item 1s received 1000, presence records for the affected content
item are accessed 1010 to determine 1020 the presence information associated with each user
interface element. Depending on the presence of the user interface element and the change to
the content item, an action is sent to the client application for the user interface element to
perform to reconcile the user interface element with the change to the content item.

[00116] When a user interface element is associated with an “open” presence 1030 (ie.,
the user inderface element has interacted with the content item, but is not the active user
interface element in the display), the action sent to the process controlling the user interface
clement typically instructs the process to seamlessly integrate the content item change. For
example, when a new version of the content item is committed, the process is instructed to
close and automatically re-open the new, changed content item. When the content item is
moved, the process may be instructed to close the content item and re-open the content item
at the new location. When the content item is deleted, the process may be instructed to close
the content itern. When the presence record indicates the user interface element is viewing
1040 (e.g., presently the active user interface element on the device), a user may be notified
prior to performing the action described for the “open” presence information. In addition, the
user may be notified of the specific change (o the content item and prompted to perform
further actions. While a user may not mind if a content item is moved to another folder, a

user may prefer an option to save the current version of a content item prior o synchronizing
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a deletion or medification of the content item. The action in this circumstance may include
prompting the user, e.g., via a supplemental user interface, whether to continue with
synchronizing the modification, to save the current content ifem, or to continue viewing the
current content item without change.

{60117 When the presence record indicates the user interface element is associated with
cditing 1050 the content item (e.g., the user interface clement is associated with an unsaved
modification of the content item), the action may present the user with options to preserve the
content ifem, including any edits the user has made or to preserve the unedited version of the
content item. For example, when the change deletes the content item, the action includes
presenting an option to save the modified content item. When the change moves the content
item, the action may assist in synchronizing the edited content item with the new location of
the content item. For example, the action may instruct the client application 200 to save any
modifications of the content item.

[60118] When the change commits a new version of the content item and the user interface
clement is associated with modifying the content ifem (c.g., an cditing presence), the action
may notify the user of the new version and prompt the user to save the user’s changes o
another document (to avoid a versioning contlict with the existing content item} or to discard
the user’s changes. The action may also attempt to merge the newly committed version with
the modifications made in the user interface element. Such merging may include identifying
the committed changes to the content item and instructing the user device to atteropt to
incorporate the comunitied changes to the content item in the user interface element.

{00119} Fig 11 shows a folder-level display of interaction information according to one
cmbodiment. In the emnbodiment shown in Fig. 11, user interface module 202 on device 100
displays a browser 1100 to the user for navigating synchronized content items. The
synchronized content items may be associated with individual folders or shared folders as
described above. Browser 1100 displays content items synchronized with content
management systern 110 and permits the aser to navigate synchronized content items and
organizations of such content items. In the example shown in Fig. 11, browser 1100 shows a
collection of content items for a shared folder. This view of a collection (e.g., a folder) is also
termed a specific “organization” of content items displayed by browser 1100. The
organization of a shared folder may be hierarchical, and may include, for example, several
organizational elements within the coliection. Each organizational element is a content item
that further organizes confent items within the organization. For example, one type of

organizatonal efement is a folder, which may inchude one or morve folders within the folder.
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Other organizational elements may be used, such as a collection, a set, a playlist, or any other
suitable grouping for organizing and managing content iterns. A user may hierarchically
navigate an organization of content items by selecting organizational elements and navigating
the organizational structure. Browser 1100 displays interaction information relating to the
content items viewed in the browser 1100. In this way, as a user navigates shared and
synchronized folders, the user may also view interactions with content items. As described
further below, this permits a user to identify crent and recent interactions with shared
folders and content iteros.

{60128] In one embodiment, as interaction information is received by a client, the client
associates the received interaction information with a shared folder and any related
organizations and organizational elements. For example, a content item may be associate
with folder A within a particular shared folder. The interaction information may be
associated with the content item, the shared folder, and folder A, As shown in Fig. 11,
browser 1100 may display several content items including organizational elements. In this
cxample, browser 1100 shows several folder organizational clements, as well as content items
“Project Task List” and “(31 Revenue Report.”

{60121} The interaction information and other information about synchrounized content
iterns is analyzed to generate a status indicator (specifically one of status indicators 1110A-F,
and generally status indicator 1110) for each content item, including organizational elements.
The status indicator provides visual information to display interaction information or
synchronization status for a content item or organizational element. In this example, status
indicator 1110 may indicate that the associated tfem {confent itern or organizational element)
is up to date, is currently receiving updates or modifications, or is associated with presence
information. Status indicators associated with an organizational element may be determined
by identifying content items and further organizational elements contained by the
organizational element, and displaying the status of the iterns contained by the organizational
element.

{00122]  In this example, status indicator 1110A indicates that the folder “Tax Forms” is
currently synchronized with content management system 110, The folder “Tax forms” is an
organizational element that is not shared with other users.

{00123} Status indicator 11108 indicates that the folder “Music” is currently receiving
modifications and synchronizing the status of the content items within this organizational
clement with content management system 110.

{60124] Status indicator 1110C indicates that the folder “Shared House Expenses” is
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currently synchronized with content management system 110, This folder is shared with and
synchronized by other users, as indicated by the designation “shared folder.”

[00125]  Status indicator 1110D indicates that the folder “Quarterly Revere Reports” is
currently associated with presence information relating to cight other users, as indicated by
“+87. In this embodiment, the number of users with presence information relating to an
organizational element or content item is designated by a counter. The presence information
relating to “Quarterly Revenue Reports™ is associated with content items and other
organizational iteras organized by this organizational itom. For example, six users may be
associated with presence information relating to content iterns in “quarterly revenue reports,”
while two uscrs may be associated with a further organizational element within “guarterly
revenue reports.” That is, a further folder may exist within “guarterly revenue reports” within
which the two users may be interacting with content ifems. Since the user is viewing
“quarterly revenue reports,” as an organizational element (and not as the organization
displayed by the browser), the browser displays information consolidated interaction
information associated with the content itemas within “quarterly revenue reports.” The user
may select the organizational element to browse to the organizational element itself and
further identify the content items being viewed or otherwise interacted with (e.g., edited) by
other users.

{00126} Similarly, status indicator 1110F indicates that the folder “Efficiency
Improvement Project” is currently associated with presence information relating to two other
users as indicated by “+27.

{00127]  Statws indicator 1110F indicates that the content itern “Project task list” is
associated with presence information for a user whose icon is displayed. In various methods
of displaying such information, the user’s icon may be displayed, or the status indicator may
show a +1 or other non-personalized indicator.  In this way, in the browser 1100, a user may
view interaction information relating to various content items and organizational elements
associated with the view of the browser, permitting a vser to see at-a-glance what items or
organizational eicments are being interacted with by other users.

{00128}  In addition to status indicators 1110, browser 1100 may also display a list of active
users 1120 associated with the various status indicators 1110, The user may interact with the
fist of active users 1120 in conjunction with filter icon 1150 to select individual users to view.
For example, a user sees that user “John” in active users list 1120 is active and associated
with presence information. The user may select filter 1150 to select “John™ and the browser,

managed by user interface module 202, filters the displayed interaction information to the
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information that relates only to “John.”

{60129]  In addirion, a user may sclect a user in active users list 1120 (or otherwise) to
identify specific content itemns that the user is interacting with. Specificaily, the presence
information associated with that user is identified and the resulting content items are
displayed. This may permit a user to guickly identify which content item another user is
active with, even if that user is active in a content item in a sub-sub-sub-folder or other
organization element deep in an organizational hierarchy. Thus, the viewing user may
quickly “find” where another user is active within the organization of content items.

{601306]  The browser 1100 also displays an activity feed 1130 related to the view displayed
to the user and the various content items and organizational elements associated with the
organization currently displayed. The activity feed may display any interaction information
as described with respect to a user’s view of a content item discussed with respect to Figs.
SA-5D. For example, activity feed 1130A displays when a uset’s presence changes (e.g.,
opening or closing a content item). Activity feed item 11308 indicates that a user has saved a
new version of a file, and prompis a user to select a response, as previously discussed with
respect to Fig. 10. In the browser 1100, meodifications to a content item may not be displayed
in activity feed 1130 until the modifications have been successfully synchronized to local
content data store 208,

{60131}  Asshown by activity feed item 11300, chat messages relating to a specific
organization item (¢.g., the folder “Efficiency Improvement Project”™) or relating to a specific
content item {e.g., content item “Project Goals.txt”™) are displayed in the activity feed 1130.
Similarly, changes in presence activities of a user with respect to a content item within an
organizational itern may also be displayed, as shown by activity feed items 1130D and 1130E.
{60132} Finally, the activity feed 1130 may also notify the user of various changes to
metadata relating to a shared folder, content itern, or organizational itern. For example,
modifications, deletions, or additions to a content item, or the addition 1130F of a new users
to a shared folder. Users may also enter chat messages or other interaction information in 3
chat element §140. This message is assoctated with the organizational view of the user, in
this example with the “My Workspace” shared folder. This allows users to communicate
about a content item or a folder or shared folder from the browser 1100 itself.

{00133} In this way, browser 1100 displays detailed presence and interaction information
relating o various content iterns and organizational clements without requiring the user to
enter a native application of a content item, and allows the user to view changes and data

about a content item at a glance.
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{60134} Accordingly, the presence associated with each user interface element is thus used
to smooth the user experience when a content itern is modified. Thus, a user may be notified
of content item notifications prior to the user closing user interface elements, and reduces the
likelihood that a user will be surprised if a content itern changes or is deleted by a
synchronization shortly after the user closes it

{00135] The foregoing description of the embodiments of the invention has been presented
for the purpose of illustration; it is not intended to be exhaustive or to limit the invention to
the precise forms disclosed. Persons skilled n the relevant art can appreciate that many
modifications and variations are possible in light of the above disclosure.

[00136] Some portions of this description describe the embodiments of the invention in
terms of algorithms and symbolic representations of operations on information. These
algorithmic descriptions and representations are commonly used by those skilled in the data
processing arts to convey the substance of their work effectively to others skilled in the art.
These operations, while deseribed functionally, computationally, or logically, are understood
o be implemented by computer programs or eguivalent electrical cireuits, microcode, or the
like. Furthermore, it has also proven convenient at times, to refer to these arrangements of
operations as modules, without loss of generality. The described operations and their
associated modules may be embodied in software, firmyware, hardware, or any combinations
thereof.

{00137} Auny of the steps, operations, or processes described herein may be performed or
implemented with one or more hardware or software modules, alone or in combination with
other devices. In one embodiment, a software module is implemented with a computer
program product comprising a computer-readable mediom containing computer program
code, which can be executed by a computer processor for performing any or all of the steps,
operations, or processes described.

{60138] Embodiments of the invention may also relate to an apparatus for performing the
opcrations herein. This apparatus may be specially constructed for the required purposes,
and/or it mmay comprise a general-purpose computing device selectively activated or
reconfigured by a computer program stored in the computer. Such a computer program may
be stored in a non-transitory, tangible computer readable storage medium, or any type of
media suitable for storing electronic instructions, which may be coupled to a computer system
bus. Furthermore, any computing systems referred to in the specification may include a
single processor or may be architectures employing muitiple processor designs for increased

computing capability.
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{60139} Embodiments of the invention may also relate to a product that is produced by a
cornputing process described herein. Such a product may comprise information resulting
from a computing process, where the information is stored on a non-transitory, tangible
computer readable storage medium and may include any embodiment of a computer program
product or other data combination described herein.

{00140} Finally, the language used in the specification has been principally selected for
readability and instructional purposes, and it may not have been selected to delineate or
civcumscribe the inventive subject matter. It is therefore intended that the scope of the
invention be limited not by this detailed description, but rather by any claims that issuc on an
application based hereon. Accordingly, the disclosure of the embodiments of the invention is
intended to be Ulustrative, but not limiting, of the scope of the invention, which is set forth in

the following claims.
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What is claimed is:
1. A method comprising:
receiving, by a presence application executed by a processor on a first device, an
indication that a content item synchronized with a second device has been
opened by a native application; and
sending, by the presence application, presence information to the second device in
response to the indication that the content itern has been opened, the
presence information identifying the synchronized content iten.
2. The method of claim |, further comprising:
receiving, by the presence application, an indication that a user interface element
displaying the content item has been closed; and
responsive to receiving the indication that the user interface element has been
closed, sending by the first application, a second presence notification to
the content management systern, the second presence notification
identifying the synchronized content item and indicating a change in
presence relative to the first presence notification.

3. The method of claims 1 or 2, further comprising determining that the content
item is being viewed in a focused window designated to receive user input and sending
presence information describing the viewing to another device.

4. The method of any of claims 1-3, further comprising determining that the
content item is heing edited by the native application and sending presence information
describing the editing to another device.

3. The method of claim 4, wherein determining that the content item is being
edited by the native application is based on at least one of a received flag from the native
application, a change in title of a user interface element, or a temporary file associated with
the content item.

6. The method of any of claims 1-3, wherein sending the presence information is
in response to a received event indicating an active user interface element changed to a user
interface window associated with the native application.

7. The method of any of claims 1-6, wherein the content itern is synchronized
with the second device via a content management system and sending the presence

notification comprises sending the presence inforration to the content management systen.
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g. A computer program product comprising a computer-readable storage meadium
containing computer program code configured to cause a processor to perform steps
comyprising:

receiving a presence event indicating a change in state of a user’s presence
associated with a user interface element interacting with a content item
synchronized to a content management syster;

determining whether the presence event is associated with content items
synchronized to the content management systern; and

send the change in state of a user’s presence to the content management system.

o The computer program product of claim &, wherein the computer program

code 1s further configured o cause the processor to:

receive a content item open event indicating a request to open a content item;

determine a process associated with the content item open event;

determine whether the process is interacting with a content item synchronized to a
content management system; and

responsive to determining that the process is interacting with a content item
synchronized to the content managerent system, monitoring the process
for events that may reflect a change in uscr presence.

140. The computer prograr product of claim 9, wherein determining the process is
interacting with a content item synchronized to the content management sysicrn comprises
determining a path of a file opened by the process and comparing the path to a directory of
content items synchronized to the content management sysiem.

11. The computer program product of any of claims 8-10, wherein the presence
event is a change in focus of the user interface element.

12. The computer program product of any of claims 8-11, wherein the presence
cvent is closing the user interface element.

13. The computer prograr product of any of claims 8-12, wherein determining the
presence information associated with the content item comprises determining that the process
has edited the content iter,

14. The computer program product of claim 13, wherein determining that the
process has edited the content item comprises identifying at least one of a modification flag,
change in user interface clement title, or temporary file associated with the content item.

15. A system comprising:

a processor configured to execute instructions;

- 40 -
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a non-transitory, non-volatile storage medium containing instructions, which when
executed by the processor cause the processor to perform the steps of:
receiving, by a device, a content itern open event associated with a user
mterface element;
identifying a process associated with the user interface element;
determining, from the process, that the content item open event relates
to a content item synchronized with other devices;
determining presence information from the process; and
sending the presence information to other devices synchronized to the
content ifem.
16. The system of claim 15, wherein the presence information indicates that the
uscr interface element is a focused window designated to receive user input.
17. The systern of claim 15 or 16, wherein the presence information indicates that
the content item is heing edited by the process.
18. The system of claim 17, wherein determining the content item is being edited
is based on a received flag from the process or a change in title of the user interface clement.
19. The systemn of any of claimas 15-18, wherein the presence information is
determined from a received event indicating an active user inferface window changed to the
user interface element.
24. The system of any of claims [3-19, wherein sending the presence information
comprises sending the presence information to the content management system.
21. A system comprising:
means for receiving, on a first device, an indication that a content item
synchronized with a second device has been opened by a native
application; and
means for sending presence information to the second device in response to the
indication that the content item has been opened, the presence information
identifying the synchronized content item.
22. The system of claim 21, further comprising:
means for receiving an indication that a user interface element displaying the
content item has been closed; and
means, responsive to receiving the indication that the user interface element has
been closed, for sending by the first application, a second presence

notification to the content managernent syster, the second presence
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notitication identifying the synchronized content item and indicafing a
change in presence relative to the first presence notification.

23. The system of claims 21 or 22, further comprising determining that the content
itern is being viewed in a focused window designated to receive user input and sending
presence information describing the viewing to another device.

24. The system of any of claims 21-23, further comnprising means for determining
that the content item is being edited by the native application and means for sending presence
information describing the editing to another device.

25. The system of claim 24, wherein the means for determining that the content
item is being cdited by the native application performs the determining based on at least one
of areceived flag from the native application, a change in title of a user interface element, or
a temporary file associated with the content item.

26. The systern of any of claims 21-25, wherein sending the presence information
is in response to a received event indicating an active user interface clement changed to a user
interface window associated with the native application.

27. The system of any of claims 21-26, wherein the content item is synchronized
with the second device via a content management systern and sending the presence

notification comprises sending the presence information to the content management systen.
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