wo 2011/119476 A1 I 00 00O O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

ot VAP,
(9) World Intelecua Property Organization /28552 1N )OO
ernational Bureau V,& ‘ ) |
. L MEY (10) International Publication Number
(43) International Publication Date \,!:,: #

29 September 2011 (29.09.2011) WO 2011/119476 Al
(51) International Patent Classification: (81) Designated States (unless otherwise indicated, for every
GO6F 15/173 (2006.01) kind of national protection available). AE, AG, AL, AM,
(21) International Application Number: ég’ éﬁ’ ég’ CAI\ZI, CBS ? CBRB’ CBI(J}, g;l’ DB]IE{ ? DBI\(V ’];313[{ ? ]];é’
PCT/US2011/029175 DZ. EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT.
(22) International Filing Date: HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
21 March 2011 (21.03.2011) KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
. ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
(25) Filing Language: English NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD,
(26) Publication Language: English SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,

TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(30) Priority Data:

12/731.138 24 March 2010 (24032010) Us (84) Designated States (unless otherwise indicated, fO}" every

’ kind of regional protection available): ARIPO (BW, GH,

(71) Applicant (for all designated States except US): RE- GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG,
SEARCH IN MOTION LIMITED [CA/CA];, 295 ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
Phillip Street, Waterloo, Ontario N2L 3W8 (CA). TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,

EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT. LT, LU.
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SL, SK.
63776 - 5000 Riverside Drive, Irving, Texas 75039 (US). él\\;{, {/I[{L) ﬁﬁpg(ng’l\?J’TgF’TgG’ CL CM, GA, GN, GQ,
WOMACK, James Earl [US/US]; 63770 - 5000 River- » ML, MR, NE, SN, TD, TG).

side Drive, Irving, Texas 75039 (US). Published:

(74) Agent: TERRILE, Stephen; Suite 3150, 8911 N. Capital —  with international search report (Art. 21(3))
of Texas Hwy., Austin, Texas 78759 (US).

(72) Inventors; and
(75) Inventors/Applicants (for US only): WU, Wei [CN/US];

(54) Title: PEER-TO-PEER NETWORK CONNECTIVITY STATUS

(57) Abstract: The embodiments disclosed herein provide a system, appa-
ratus, and method for managing requests in a peer-to-peer network. A pro-
cessor determines whether to reduce an amount of checks for connectivity
for the device in the peer-to-peer network in response to a device being in
the peer-to-peer network. The processor configures the device to send a
message indicating a status of the device to a number of other devices in
the peer-to-peer network without receiving a request for the status of the
device in response to a determination to reduce the amount of checks for
connectivity for the device in the peer-to-peer network.




WO 2011/119476 PCT/US2011/029175

PEER-TO-PEER NETWORK CONNECTIVITY STATUS

TECHNICAL FIELD

[0001] The present disclosure relates generally to a peer-to-peer network and,
in particular, to a method, apparatus, and system for checking the status of

connectivity for devices in a peer-to-peer network.

BACKGROUND

[0002] A mobile or cellular telephone system is an example of a
communication system that is capable of transmitting and receiving data between
end user equipment or applications and network equipment. Transmitted and
received data may be in the form of data packets. Transmitted data packets may be
in a variety of formats and include a variety of different types of data, including voice
data, binary data, video data, and the like.

[0003] A communication system, such as a mobile or cellular telephone
communication system, may operate in a peer-to-peer network. A peer-to-peer
network is composed of participants that make a portion of their resources, such as
processing power, disk storage, or network bandwidth, directly available to other
network participants without the need for central coordination, such as servers or
hosts. Participants are both suppliers and consumers of resources, in contrast to the

traditional client-server model where only servers supply, and clients consume.

[0004] Peer-to-peer networks may use an overlay network. An overlay
network is a computer network which is built on top of an underlying network. Nodes
in overlay networks can be thought of as being connected by virtual links, each of
which corresponds to a path, perhaps through many physical links, in the underlying
network. For example, peer-to-peer networks may be overlay networks because
they run on top of the Internet and/or a cellular network.

[0005] Nodes may be connection points in an overlay network. Each node
may act as either a redistribution point or a communication endpoint. Nodes may be
defined according to the type of network and protocol layer. However, in one or
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more illustrative embodiments, each node of nodes is an active electronic device that
is attached to an overlay network and is capable of sending, receiving, or forwarding
information over a peer-to-peer network. Each node in a peer-to-peer network
participates in connectivity maintenance of the overlay network. A node periodically
sends a message to other nodes in its connected nodes to verify that the connected

nodes are still available.

[0006] It would be advantageous to have a method and apparatus that takes
into account at least some of the issues discussed above, as well as possibly other

issues.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0007] For a better understanding of the various embodiments described
herein, and to show more clearly how they may be carried into effect, reference will
now be made, by way of example only, to the accompanying drawings which show at

least one exemplary embodiment and in which:

[0008] FIG. 1 is a diagram of a network depicted in accordance with an

illustrative embodiment;

[0009] FIG. 2 is a wireless communications system in accordance with an

illustrative embodiment;

[0010] FIG. 3 is a block diagram of wireless user equipment in accordance

with an illustrative embodiment;

[0011] FIG. 4 is a block diagram of a data processing system in accordance

with an illustrative embodiment;

[0012] FIG. 5 is a block diagram of a peer-to-peer network depicted in

accordance with an illustrative embodiment;

[0013] FIG. 6 is a block diagram of a peer-to-peer network depicted in

accordance with an illustrative embodiment;

[0014] FIG. 7 is a diagram of a peer-to-peer connection depicted in

accordance with an illustrative embodiment;

[0015] FIG. 8 is a diagram of a peer-to-peer connection depicted in

accordance with an illustrative embodiment;

[0016] FIG. 9 is a diagram of states of a mobile device depicted in accordance

with an illustrative embodiment;

[0017] FIG. 10 is a message flow for a mobile device depicted in accordance

with an illustrative embodiment;

[0018] FIG. 11 is a message flow for a mobile device depicted in accordance

with an illustrative embodiment;
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[0019] FIG. 12 is an illustration of a chart of test results depicted in
accordance with an advantageous embodiment;

[0020] FIG. 13 is an illustration of a chart of test results depicted in
accordance with an advantageous embodiment;

[0021] FIG. 14 is a flowchart of a process for managing requests in a peer-to-

peer network in accordance with an illustrative embodiment;

[0022] FIG. 15 is a flowchart of a process for managing requests in a peer-to-

peer network in accordance with an illustrative embodiment;

[0023] FIG. 16 is a flowchart of a process for a proxy collecting the status of a

device in accordance with an illustrative embodiment; and

[0024] FIG. 17 is a flowchart of a process for a proxy checking the status of a
device not in contact with the proxy in accordance with an illustrative embodiment.
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DETAILED DESCRIPTION

[0025] It will be appreciated that for simplicity and clarity of illustration, where
considered appropriate, reference numerals may be repeated among the figures to
indicate corresponding or analogous elements. In addition, numerous specific
details are set forth in order to provide a thorough understanding of the embodiments
described herein. However, it will be understood by those of ordinary skill in the art
that the embodiments described herein may be practiced without these specific
details. In other instances, well-known methods, procedures and components have
not been described in detail so as not to obscure the embodiments described herein.
Also, the description is not to be considered as limiting the scope of the
embodiments described herein.

[0026] The embodiments described herein generally relate to a mobile
wireless communication device, hereafter referred to as a mobile device, which can
be configured according to an IT policy. It should be noted that the term IT policy, in
general, refers to a collection of IT policy rules, in which the IT policy rules can be
defined as being either grouped or non-grouped and global or per-user. The terms
grouped, non-grouped, global and per-user are defined further below. Examples of
applicable communication devices include pagers, cellular phones, cellular smart-
phones, wireless organizers, personal digital assistants, computers, laptops,
handheld wireless communication devices, wirelessly enabled notebook computers
and the like.

[0027] The mobile device is a two-way communication device with advanced
data communication capabilities including the capability to communicate with other
mobile devices or computer systems through a network of transceiver stations. The
mobile device may also have the capability to allow voice communication.
Depending on the functionality provided by the mobile device, it may be referred to
as a data messaging device, a two-way pager, a cellular telephone with data
messaging capabilities, a wireless Internet appliance, or a data communication

device, with or without telephony capabilities.

[0028] The different embodiments disclosed herein recognize and take into
account a number of different considerations. For example, the disclosed
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embodiments recognize and take into account that current peer-to-peer networks
send messages checking the connectivity of many devices. For example, a device
in current peer-to-peer networks will periodically check the connectivity of other
devices that are connected with the device. One or more of the other devices may
be a mobile device. The cell location of the mobile device may not be known if the
mobile device is in an idle state at the time of connectivity checking. When the cell is
unknown, multiple pages are sent to all cells within a paging area. Paging multiple
cells creates signal loading on the network. The more mobile peers and the larger
paging area size, the more signal loading. Additionally, the mobile device is in an
idle state and the idle state is interrupted to respond to the connectivity check.
Responding to multiple connectivity checks from devices may decrease battery

power levels.

[0029] The embodiments disclosed herein provide a system, apparatus, and
method for managing requests in a peer-to-peer network. A processor determines
whether to reduce an amount of checks for connecitivity for the device in the peer-to-
peer network in response to a device being in the peer-to-peer network. The
processor configures the device to send a message indicating a status of the device
to a number of other devices in the peer-to-peer network without receiving a request
for the status of the device in response to a determination to reduce the amount of
checks for connectivity for the device in the peer-to-peer network.

[0030] Turning to Figure 1, a diagram of a network is depicted in accordance
with an illustrative embodiment. Network 100 includes peer-to-peer network 101,
internet 102, cellular core network 104, and cellular cells 106-110, which belong to a
paging area 111. Peer-to-peer network 101 is an overlay network. An overlay
network is a computer network which is built on top of an underlying network. Nodes
in an overlay network can be thought of as being connected by virtual links, each of
which corresponds to a path, perhaps through many physical links, in the underlying
network. For example, peer-to-peer networks may be overlay networks because
they run on top of the Internet and/or a cellular network.

[0031] Nodes 112 and 114 are connected to peer-to-peer network 101
through internet 102. In contrast, nodes 116 and 124 are connected to peer-to-peer
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network 101 through mobile cellular access. Node 112 may directly communicate
with node 114 and node 116. Even though node 112 may directly communicate with
node 114, many physical connections must be made to transfer data between the
nodes. For example, communication between node 112 and node 114 travels
through internet 102 to cellular core network 104, then from cellular core network
104 to cellular cell 106. Additionally, each connection, such as internet 102 to
cellular core network 104 may have further connections within the connections
between each other. Additionally, internet 102 may have a further number of

connections within itself.

[0032] In peer-to-peer network 100, nodes may check the connectivity of
neighboring nodes. For example, node 112 may check the connectivity of nodes
114 and 116. Since node 116 is a mobile cellular device, node 116 may go to an
idle state. When in an idle state, network 100 only knows the location of node 116 at
the accuracy of a paging area. Node 116 is in paging area 111. A paging area may
comprise multiple cells of a cellular network. A mobile device may move from one
cell to another without doing location updates as long as it does not cross the
boundary of a paging area.

[0033] For example, when node 112 sends a connectivity request, also
referred to as “checks for connectivity”, across peer-to-peer network 101 the paging
procedure will be triggered in cellular core network 104. Paging messages will be
sent to base stations 118-122 belonging to paging area 111, respectively. Base
stations 118-122 will broadcast the paging message. By monitoring the paging
channel, the mobile device which represents node 116 will capture the paging
message. Node 116 will then convert to an active state and send a message back to
node 112 indicating its connectivity to peer-to-peer network 101.

[0034] Turning now to Figure 2, a wireless communications system in
accordance with an illustrative embodiment is depicted. Wireless communications
system 200 includes wireless communications network 202. For example, wireless
communications network 202 may be a wireless network implemented in accordance
with the Long Term Evolution, LTE, standard for mobile network technology. It
should be understood, however, that illustrative embodiments may be implemented
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in other wireless communications networks, such as a Universal Mobile
Telecommunications System, UMTS, network, a Global Systems for Mobile, GSM,
network, or any other current or future wireless network employing any other
standard or technology. Wireless communications network 202 may comprise a

single network or multiple networks forming a network of networks.

[0035] Wireless  communications network 202  provides  wireless
communications with user equipment 204 via wireless communications channel 206.
As will be discussed in more detail below, examples of user equipment 204 may
include mobile wireless communication devices including pagers, cellular phones,
cellular smart-phones, wireless organizers, personal digital assistants, computers,
laptops, handheld wireless communication devices, wirelessly enabled notebook
computers and the like. Although only user equipment 204 is shown by example in
FIG. 2, wireless communications network 202 may support simultaneous

communications with large numbers of user equipment of various different types.

[0036] Wireless communications channel 206 is established dynamically
between user equipment 204 and node 208 of wireless communications network
202. Channel 206 may be established, for example, at the time that a call to or from
user equipment 204 is initiated. For a Long Term Evolution network, the air interface
between user equipment 204 and node 208 is the Evolved Universal Mobile
Telecommunications System Terrestrial Radio Access Network, E-UTRAN.

[0037] Node 208 is a radio access node providing the interface between
wireless communications network 202 and user equipment 204. Although only node
208 is shown in FIG.2, wireless communications network 202 in accordance with an
illustrative embodiment, may include many similar nodes. Node 208 may be referred
to generically as a base transceiver station. Node 208 includes one or more radio
frequency transmitters 212 and receivers 214 coupled to one or more antennas 210.
E-UTRAN employs multiple-input and multiple-output, MIMO, technology. Therefore,
node 208 in a Long Term Evolution network may employ multiple antennas 210 for
communication with user equipment 204 over wireless channel 206, such as up to
four antennas 210 per node 208. Antenna 210 may include smart antenna arrays
with signal processing algorithms used to identify spatial signal signatures, such as
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the direction of arrival of a signal, and to use such signatures to calculate
beamforming vectors, to track and locate the antenna beam on mobile user
equipment 204.

[0038] Transmitter 212 and receiver 214 are used by node 208 to
communicate directly with mobile devices, such as user equipment 204, via wireless
communication channel 206. Node 208 provides wireless network coverage for a
particular coverage area, commonly referred to as a “cell”. Node 208 includes one
or more processing systems 216, such as computer processing systems, for
implementing the functionality provided by node 208. In a Long Term Evolution
network, node 208 is an Evolved Universal Terrestrial Radio Access Network Node
B, E-UTRAN Node B, or eNB. Such a node performs many functions, including
radio resource management, admission control, scheduling, enforcement of
negotiated uplink quality of service, cell information broadcast, ciphering and
deciphering of user and control data, and compression and decompression of
downlink and uplink user packet headers. Such functionality may be implemented in
software programs executed by processing system 216.

[0039] Serving gateway 220 routes and forwards user data packets to and
from node 208. Serving gateway 220 also acts as a mobility anchor during inter-
node handovers, which occur when user equipment 204 moves out of the coverage
area of one node 208 and into the coverage area of another node. Similarly, Serving
gateway 220 acts as the anchor for mobility between long term evolution wireless
communications network 202 and other wireless networks 222 using other standards
and technologies.

[0040] Mobility management entity 224 is responsible for tracking and paging
procedures, including retransmissions, when user equipment 204 is in idle mode,
that is, when user equipment 204 is not actively transmitting and receiving data via
node. It is involved in the activation and deactivation process, and is also
responsible for choosing the serving gateway at the initial attachment of user
equipment 204 to wireless communications network 202 and at the time of a
handover involving node reallocation. It is responsible for authenticating users.

Mobility management entity 224 also provides the control functions for mobility
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between wireless communications network 202 and other wireless networks 222

using other standards and technologies.

[0041] Packet Data Network Gateway 226 provides connectivity to external
packet data networks, such as the Internet 228. Thus, Packet Data Network
Gateway 226 provides connectivity for user equipment 204 to external packet data
networks by being the point of exit and entry of packet data network traffic for user
equipment 204. User equipment 204 may have simultaneous connectivity with more
than one Packet Data Network Gateway for accessing more than one packet data

network.

[0042] Serving Gateway 220, Mobility Management Entity 224, and Packet
Data Network Gateway 226 form core network 230 of Long Term Evolution wireless
communications network 202. Although only Serving Gateway 220, Mobility
Management Entity 224, and Packet Data Network Gateway 226 are shown in the
example illustrated in FIG. 2, core network 230 of a Long Term Evolution wireless
network in accordance with an illustrative embodiment may include multiple Serving
Gateways, Mobility Management Entities, and Packet Data Network Gateways. A
Long Term Evolution wireless network provides for network support and load sharing
of traffic across network elements in the core network 230 by creating pools of
Mobility Management Entities and Serving Gateways and allowing each node 208 in
the network to be connected to multiple Mobility Management Entities and Serving
Gateways in a pool. The various nodes 208 of wireless communications network
202 may communicate with each other via a backhaul communication channel

extending through core network 230.

[0043] It can be seen that a main function of core network 230 is to provide for
the routing of data packets among user equipment 204 on wireless communications
network 202 and between user equipment 204 on wireless communications network
202 and users on other networks, such as other wireless networks 222 and other
public or private networks, such as the Internet 228, the Public Switched Telephone
Network, and the like. Functions provided by core network 230 in Long Term
Evolution wireless communications network 202, as illustrated in FIG. 2, may be
provided by different systems and structures in different types of wireless networks in

10
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which illustrative embodiments may be implemented, including, for example, in
Global System for Mobile Communications, GSM, and Universal Mobile
Telecommunications System, UMTS, networks. The list of components presented
with respect to FIG. 2 is not meant to be an exhaustive list of the components of a
wireless network, but rather a list of components that are commonly used in

communications through wireless communications network 202.

[0044] FIG. 3 is a block diagram of wireless user equipment in accordance
with an illustrative embodiment. In this example, user equipment 300 is an example
of user equipment 204 in FIG. 2. User equipment 300 may include any two-way
communication device with data communication capabilities, including the capability
to communicate with other user equipment, computer systems, or other devices
through a wireless communications network, such as, for example, wireless
communications network 202 described above with reference to FIG. 2. User
equipment 300 may, but need not, have the capability to provide voice
communications. Depending on the functionality provided, user equipment 300 may
be referred t0 as a data messaging device, a two-way pager, a cellular telephone
with data messaging capabilities, a wireless Internet appliance, or a data

communications device, with or without telephony capabilities.

[0045] User equipment 300 includes processor unit 330. Processor unit 330
may be implemented, for example, but not limited to, as a single core processor,
multicore processor, multiple processors, and/or one processor. Processor unit 330
controls the overall operation of user equipment 300. Processor unit 330 may be
implemented as one or more individual programmable processing devices, including
one or more microprocessors or similar devices adapted for running computer

programs.

[0046] Processor unit 330 interacts with user equipment subsystems, such as
communications subsystem 304, storage media 306, and user input and output
subsystems 308. Communications subsystem 304 will be described in more detail
below. Storage media 306 may include various types of memory media or memory
devices readable by processor unit 330, such as random access memory, read-only
memory, flash memory, a Subscriber Identity Module, SIM, or a Removable User

11



WO 2011/119476 PCT/US2011/029175

Identity Module, RUIM, card, or any other type of media, device, or structure for
storing computer programs and data in any form usable by processor unit 330. User
input and output subsystem 308 includes devices or structures for providing direct
user interaction with user equipment 300. For example, user input and output
subsystem 308 may include a display, keyboard or key pad, speaker, microphone, or
any other device or structure providing for direct interaction of a user with user
equipment 300, such as a touch screen, mouse, track ball, infrared fingerprint
detector, or a roller wheel with dynamic button pressing capability. User equipment
300 may include subsystems other than those illustrated in FIG. 3 and described in
detail herein, such as a data port, a short-range wireless communications device, a
battery interface to one or more rechargeable batteries, and other device
subsystems.  All user equipment subsystems may be in direct or indirect
communication with processor unit 330, such that processor unit 330 may interact
with or control operation of the subsystems, as appropriate.

[0047] Storage media 306 includes stored therein computer programs in the
form of software components that are run by processor unit 330 and associated data
used in running the programs or resulting from execution of the programs. Computer
programs and related data stored in storage media 306 include computer programs
implementing system applications and related system applications and data 310 and
computer programs implementing user applications and related user application data
312.

[0048] System applications and data 310 include applications implementing
functions related to general operation of user equipment 300. System applications
and data 310 may operate automatically in a manner that is invisible to a user of
user equipment 300. For example, system applications and data 310 may include
an operating system application, a connect function for implementing the
communication protocols that are required for user equipment 300 to communicate
with the wireless infrastructure and any host system that user equipment 300 is
authorized to interface with, a device state application providing persistence for
ensuring that important device data is stored in persistent memory so that the data is
not lost when user equipment 300 is turned off or loses power, a battery power

12
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management and charging function, or any other functions necessary or desirable

for operation of user equipment 300.

[0049] User applications and data 312 include applications implementing
functions that are used by a user of user equipment 304 via user interaction with
user input and output subsystem 308. User applications and data 312 may include
messaging functions that allow a user to create, send, receive, view, and save
various types of messages. Other user applications and data 312 may include a
personal information manager application including functionality for organizing and
managing data items of interest to the user, such as, but not limited to, e-mail,
contacts, calendar events, voice mails, appointments, and task items. A personal
information manager application may have the ability to send and receive data items
via wireless network 302. Personal information data items may be seamlessly
integrated, synchronized, and updated via wireless network 302 with the user
equipment subscriber's corresponding data items stored or associated with a host
computer system. This functionality creates a mirrored host computer on user
equipment 300 with respect to such items. This can be particularly advantageous
when the host computer system is the user equipment subscriber’s office computer
system.

[0050] Other types of programs or software applications also may be installed
in storage media 306 on user equipment 300. Such software applications may
include third party applications, which are added after the manufacture of user
equipment 300. Examples of third party applications include user applications and
data 312 such as games, calculators, utilities, etc. Additional system applications
and data 310 or user applications and data 312 may be loaded onto user equipment
300 via wireless network 302, an auxiliary I/O subsystem, a data port, a short-range
wireless communications subsystem, or any other suitable device subsystem

provided on user equipment 300.

[0051] Communication functions, including data and voice communications,
are performed by communications subsystem 304. Communications subsystem 304
receives messages from, and sends messages to, wireless network 302. For

example, communication subsystem 304 may be configured to send and receive

13
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messages in the form of data packets in accordance with the Long Term Evolution,
LTE, technology standard using Evolved Universal Mobile Telecommunications
System Terrestrial Radio Access Network, E-UTRAN, technology. Alternatively, or
additionally, communication subsystem 304 may be configured to use Universal
Mobile Telecommunications System Terrestrial Radio Access Network, UTRAN,
technology, or in accordance with the Global System for Mobile Communication,
GSM, and General Packet Radio Services, GPRS, standards. Other wireless
networks also may be associated with wuser equipment 300 in variant
implementations. The different types of wireless networks that may be employed
include, for example, data-centric wireless networks, voice-centric wireless networks,
and dual-mode networks that can support both voice and data communications over
the same physical base stations, such as those described by example above. New
standards are still being defined, but it is believed that wireless networks
implemented in accordance with new standards will have similarities to the networks
described herein. It will also be understood by persons skilled in the art that the
embodiments described herein are intended to use any other suitable standards that
are developed in the future.

[0052] Wireless links 314 and 316 connecting communication subsystem 304
with wireless network 302 represent one or more different radio frequency, RF,
channels, operating according to defined protocols specified for the particular
communication technologies being employed. With certain network protocols,
channels 314 and 316 are capable of supporting both circuit switched voice

communications and packet switched data communications.

[0053] Communications subsystem 304 includes receiver 318 and transmitter
320, as well as associated components, such as one or more embedded or internal
antenna elements 322 and 324, local oscillators, LOs, 326, and a processing
module, such as a digital signal processor, DSP, 328. The particular design of
communications subsystem 304 is dependent upon the communication network 302
with which user equipment 300 is intended to operate. Thus, communications
subsystem 304 illustrated in FIG. 3 provides only an example of a communications

subsystem for user equipment in accordance with an illustrative embodiment.

14
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[0054] Downlink signals received by antenna 322 from wireless network 302
on wireless downlink channel 314 are input to receiver 318. Receiver 318 may be
adapted to perform such common receiver functions as signal amplification,
frequency down conversion, filtering, channel selection, and analog-to-digital
conversion. Analog-to-digital conversion of a received signal allows more complex
communication functions, such as demodulation and decoding, to be performed in
digital signal processor 328. In a similar manner, uplink signals to be transmitted are
processed, including modulation and encoding, by digital signal processor 328. The
processed uplink signals from digital signal processor 328 are input to transmitter
320. Transmitter 320 may be adapted to perform such common transmitter functions
as digital-to-analog conversion, frequency up conversion, filtering, amplification and
transmission to wireless network 302 over wireless uplink channel 316 via antenna
324. Digital signal processor 328 may not only processes communication signals,
but also provides for receiver and transmitter control. For example, gains applied to
communication signals in receiver 318 and transmitter 320 may be adaptively
controlled through automatic gain control algorithms implemented in digital signal
processor 328.

[0055] The wireless link between user equipment 300 and wireless network
302 may contain one or more different channels, typically different radio frequency
channels, and associated protocols used between user equipment 300 and wireless
network 302. A radio frequency channel is a limited resource that must be
conserved, typically due to limits in overall bandwidth and limited battery power of
user equipment 300. When user equipment 300 is fully operational, transmitter 320
typically is keyed or turned on only when it is transmitting to wireless network 302
and is otherwise turned off to conserve resources. Similarly, receiver 318 is
periodically turned off during designated time periods to conserve power until it is

needed to receive signals or information.

[0056] In use, a received signal such as a text message, an e-mail message,
or web page download, is processed by communication subsysitem 304 and
provided to processor unit 330. Processor unit 330 will then process the received
signal for output to a user output device 308, such as a display. A user may also

15
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compose data items, such as e-mail messages, for example, using user input and
output device 308, such as a keyboard in conjunction with a display. A composed
item may be transmitted to wireless network 302 through communications

subsystem 304.

[0057] For voice communications, the overall operation of user equipment 300
is substantially similar, except that the received signals are output to a speaker and
signals for transmission are generated by a microphone. Alternative voice or audio
input and output subsystems, such as a voice message recording subsystem, can
also be implemented on user equipment 300. Although voice or audio signal output
is accomplished primarily through a speaker, a display can also be used to provide
additional information, such as the identity of a calling party, duration of a voice call,

or other voice call related information.

[0058] One or more different illustrative embodiments may be applied to types
of communications and standards other than those described above with respect to
FIGS. 2 and 3. For example, without limitation, the different illustrative embodiments
may be implemented using LTE Advanced. Additionally, the wireless networks
illustrated may take the form of or include 4G networks.

[0059] FIG. 4 is block diagram of a data processing system depicted in
accordance with an illustrative embodiment. In this example, data processing
system 400 is an example of one implementation of processing system 216 in node
208 in FIG. 2. Data processing system 400, or portions thereof, also may be used to
implement one or more functions of user equipment 300 as illustrated in FIG. 3. In
this illustrative example, data processing system 400 includes communications fabric
402, which provides communications between processor unit 404, memory 406,
persistent storage 408, communications unit 410, input/output unit 412, and display
414.

[0060] Processor unit 404 serves to execute instructions for software that may
be loaded into memory 406. Processor unit 404 may be a set of one or more
processors or may be a mulii-processor core, depending on the particular
implementation. Further, processor unit 404 may be implemented using one or more

heterogeneous processor systems, in which a main processor is present with
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secondary processors on a single chip. As another illustrative example, processor unit
404 may be a symmetric multi-processor system containing multiple processors of the
same type.

[0061] Memory 406 and persistent storage 408 are examples of storage
devices 416. A storage device is any piece of hardware that is capable of storing
information, such as, for example, without limitation, data, program code in functional
form, and/or other suitable information either on a temporary basis and/or a
permanent basis. Memory 406, in these examples, may be, for example, a random
access memory, or any other suitable volatile or non-volatile storage device.
Persistent storage 408 may take various forms, depending on the particular
implementation. For example, persistent storage 408 may contain one or more
components or devices. For example, persistent storage 408 may be a hard drive, a
flash memory, a rewritable optical disk, a rewritable magnetic tape, or some
combination of the above. The media used by persistent storage 408 may be
removable. For example, a removable hard drive may be used for persistent storage
408.

[0062] Communications unit 410, in these examples, provides for
communication with other data processing systems or devices. In these examples,
communications unit 410 is a network interface card. Communications unit 410 may
provide communications through the use of either or both physical and wireless

communications links.

[0063] Input/output unit 412 allows for the input and output of data with other
devices that may be connected to data processing system 400. For example,
input/output unit 412 may provide a connection for user input through a keyboard, a
mouse, and/or some other suitable input device. Further, input/output unit 412 may
send output to a printer. Display 414 provides a mechanism to display information to

a user.

[0064] Instructions for the operating system, applications, and/or programs
may be located in storage devices 416, which are in communication with processor
unit 404 through communications fabric 402. In these illustrative examples, the

instructions are in a functional form on persistent storage 408. These instructions
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may be loaded into memory 406 in order to be run by processor unit 404. The
processes of the different embodiments may be performed by processor unit 404
using computer implemented instructions, which may be located in a memory, such

as memory 406.

[0065] These instructions are referred to as program code, computer usable
program code, or computer readable program code that may be read and run by a
processor in processor unit 404. The program code, in the different embodiments,
may be embodied on different physical or computer readable storage media, such as
memory 406 or persistent storage 408.

[0066] Program code 418 is located in a functional form on computer readable
media 420 that is selectively removable and may be loaded onto or transferred to
data processing system 400 to be run by processor unit 404. Program code 418 and
computer readable media 420 form computer program product 422. In one example,
computer readable media 420 may be computer readable storage media 424 or
computer readable signal media 426. Computer readable storage media 424 may
include, for example, an optical or magnetic disc that is inserted or placed into a
drive or other device that is part of persistent storage 408 for transfer onto a storage
device, such as a hard drive, that is part of persistent storage 408. Computer
readable storage media 424 also may take the form of a persistent storage, such as
a hard drive, a thumb drive, or a flash memory that is connected to data processing
system 400. In some instances, computer readable storage media 424 may not be
removable from data processing system 400.

[0067] Alternatively, program code 418 may be transferred to data processing
system 400 using computer readable signal media 426. Computer readable signal
media 426 may be, for example, a propagated data signal containing program code
418. For example, computer readable signal media 426 may be an electro-magnetic
signal, an optical signal, and/or any other suitable type of signal. These signals may
be transmitted over communication links, such as wireless communication links, an
optical fiber cable, a coaxial cable, a wire, and/or any other suitable type of
communications link. In other words, the communications link and/or the connection

may be physical or wireless in the illustrative examples.
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[0068] In some illustrative embodiments, program code 418 may be
downloaded over a network to persistent storage 408 from another device or data
processing system through computer readable signal media 426 for use within data
processing system 400. For instance, program code stored in a computer readable
storage media in a server data processing system may be downloaded over a
network from the server to data processing system 400. The data processing
system providing program code 418 may be a server computer, a client computer, or
some other device capable of storing and transmitting program code 418.

[0069] The different components illustrated for data processing system 400
are not meant to provide architectural limitations to the manner in which different
embodiments may be implemented. The different illustrative embodiments may be
implemented in a data processing system including components in addition to, or in
place of, those illustrated for data processing system 400. Other components shown
in FIG. 4 can be varied from the illustrative examples shown. The different
embodiments may be implemented using any hardware device or system capable of
executing program code. As one example, data processing system 400 may include
organic components integrated with inorganic components and/or may be comprised
entirely of organic components excluding a human being. For example, a storage

device may be comprised of an organic semiconductor.

[0070] As another example, a storage device in data processing system 400 is
any hardware apparatus that may store data. Memory 406, persistent storage 408,
and computer readable media 420 are examples of storage devices in a tangible

form.

[0071] In another example, a bus system may be used to implement
communications fabric 402 and may be comprised of one or more buses, such as a
system bus or an input/output bus. Of course, the bus system may be implemented
using any suitable type of architecture that provides for a transfer of data between
different components or devices attached to the bus system. Additionally, a
communications unit may include one or more devices used to transmit and receive

data, such as a modem or a network adapter. Further, a memory may be, for
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example, memory 406 or a cache such as found in an interface and memory

controller hub that may be present in communications fabric 402.

[0072] The illustrations of hardware components in FIGS. 2-4 are not meant to
imply physical or architectural limitations to the manner in which different illustrative
embodiments may be implemented. Other components in addition to, or in place of,
the ones illustrated may be used. Some components may be unnecessary in some
illustrative embodiments. Also, the blocks are presented to illustrate some functional
components. One or more of these blocks may be combined or divided into different

blocks when implemented in different illustrative embodiments.

[0073] Turning to Figure 5, a block diagram of a peer-to-peer network is
depicted in accordance with an illustrative embodiment. In this example, peer-to-
peer network 500 is an example of one implementation of peer-to-peer network 101
as shown in Figure 1. Peer-to-peer network 500, or portions thereof, also may be
used to implement one or more functions of user equipment 300 as shown in FIG. 3.
In this illustrative example, peer-to-peer network 500 includes overlay network 502
and connection table 504.

[0074] Overlay network 502 is a computer network which is built on top of an
underlying network.  Overlay network 502 may be one example of one
implementation of overlay network 101 as shown in Figure 1. Nodes 506-522 in
overlay network 502 can be thought of as being connected by virtual links, each of
which corresponds to a path, perhaps through many physical links, in the underlying
network. For example, peer-to-peer networks may be overlay networks because
they run on top of the Internet and/or a cellular network.

[0075] Nodes 506-522 may be connection points in overlay network 502.
Each node may act as either a redistribution point or a communication endpoint.
Nodes 506-522 may be defined according to the type of network and protocol layer.
However, in one or more illustrative embodiments, each node of nodes 506-522 is
an active electronic device that is attached to overlay network 502, and is capable of

sending, receiving, or forwarding information over peer-to-peer network 500.
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[0076] Some nodes 506-522 may directly communicate with one another and
some nodes 506-522 may not directly communicate. For example, node 506 may
directly communicate with node 508 in overlay network 502. In the underlying
network, there may exist multiple connections and physical links between node 506
and node 508. In contrast, node 512 may not directly communicate with node 508.
Data traveling from node 512 to node 508 travels though other nodes to get to node
508, such as node 510.

[0077] Nodes 506-522 may directly communicate with other nodes of which
the internet protocol addresses are known. Each node knows the internet protocol
addresses that are located in a connection table, such as connection table 504 for
node 506. Node 506 knows the internet protocol address of nodes 508, 510, 516,
518, 520, and 522. Therefore, node 506 may directly communicate with nodes 508,
510, 516, 518, 520, and 522. However, for node 506 to communicate with nodes
512 and 514, node 506 must communicate through at least one of nodes 508, 510,
516, 518, 520, and 522.

[0078] Connection table 504 also includes the type of connection node 506
has with each node that it may directly communicate. For example, nodes 508 and
518 are neighboring nodes. Neighboring nodes are nodes which precede and
succeed node 506 in the overlay network. Nodes 520 and 522 are client nodes to
node 506. Some nodes may be clients while other nodes may be peers. In overlay
network 502, nodes 506-518 are peers while nodes 520-522 are clients. A peeris a
node that is participating in an overlay network. The peer has a portion of data
stored in the overlay network. The peer also routes messages on behalf of other
peers and/or clients as required by the overlay network. A client is a node that is not
participating in routing or data storage for the overlay network. The client is able to
store data and retrieve data from the overlay network.

[0079] Turning to Figure 6, a block diagram of a peer-to-peer network is
depicted in accordance with an illustrative embodiment. In this example, peer-to-
peer network 600 is an example of one implementation of peer-to-peer network 500
as shown in Figure 5. Peer-to-peer network 600, or portions thereof, also may be

used to implement one or more functions of user equipment 300 as shown in FIG. 3.
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In this illustrative example, peer-to-peer network 600 includes plurality of devices
602, communication protocol 604, and checks for connectivity 605.

[0080] Plurality of devices 602 is used in a peer-to-peer network to receive
and transmit data. Each device in plurality of devices 602 may comprise, for
example, but not limited to, a server, a mobile phone, a laptop connected through a
Wi-Fi connection, a laptop connected through a cellular network, a computer system
connected by a wired connection, and/or a computer connected by a wireless
connection. Fixed device 601 may be a device that is not able to be moved and
powered while in transit such as, for example, a computer system connected by a
wired connection. Mobile and battery powered device 603 may be a device that is
moveable and still connected to the network without wires such as, for example, a
mobile phone. Plurality of devices 602 may comprise device 606, number of other
devices 608, and proxy device 622. Device 606 may be mobile and battery powered
device 603. Number of other devices 608 may be fixed device 601 or mobile and
battery powered device 603.

[0081] In one illustrative example, device 606 may be determined to conserve
energy compared to number of other devices 608. Reducing an amount of checks
for connectivity 605 for device 606 in peer-to-peer network 600 may reduce energy
consumed be device 606. Checks for connectivity 605 result from each device of
plurality of devices 602 requesting a status of the connectivity of each device that a
device of plurality of devices 602 has in a connection table. The connection table
may be, for example, connection table 504 as shown in Figure 5. Checks for
connectivity 605 may include request 607. Request 607 may be, for example, a
request for status 614 of connectivity 616 of device 606.

[0082] The determination to conserve energy, and accordingly, checks for
connectivity 605, may result from identification that device 606 is a mobile device. A
mobile device may be any device in which power conservation is desirable. In some
illustrative embodiments, a mobile device is one that is not currently connected to a
wired power source, such as, but not limited to, an electrical socket in a building. In
other illustrative embodiments, the determination to reduce checks for connectivity
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605 may result from other reasons, such as, for example, reducing the load on peer-
to-peer network 600.

[0083] When device 606 is identified as a mobile device and/or one that
deserves a reduction in checks for connectivity 605, number of other devices 608 are
notified that device 606 initiates checks for connectivity with device 606. An
illustrative embodiment, for example, may have two devices connected as peers.
One of the devices may be device 606 and the other device may be neighbor device
610 of number of other devices 608. If it is desirable to reduce the amount of checks
for connectivity 605 with device 606, then device 606 sends message 612 indicating
status 614 of device 606 to neighbor device 610 of number of other devices 608 in
peer-to-peer network 600 without receiving a request for status 614 of device 606
from neighbor device 610 of number of other devices 608. By sending the message
without receiving a request, device 606 is initiating the checks for connecitivity.
Message 612 may also indicate other information in addition to status 614.

[0084] Status 614 may indicate connectivity 616 of device 606. Connectivity
616 is whether device 606 is a member of peer-to-peer network 600. Connectivity
616 is when device 606 is capable of sending and receiving messages to and from
number of other devices 608. Connectivity 616 may have any data transfer rate as
long as the message is delivered within a time limit. In other illustrative
embodiments, connectivity 616 may have to meet a data transfer rate. Also, in other
illustrative embodiments, there may not be a time limit. Status 614 may be indicated
by setting a flag in message 612 or by using a 1-bit setting. Device 606 may have
lost connectivity 616 for a number of reasons, for example, but not limited to, a user
ending a peer-to-peer program therefore removing device 606 from peer-to-peer
network 600 voluntarily or by losing connection to the underlying network, such as

the cellular network.

[0085] In some illustrative embodiments, both device 606 and neighbor device
610 are desired to have an amount of checks for connectivity 605 reduced. For
example, both device 606 and neighbor device 610 may be mobile devices. When
both devices are desired to have the amount of checks for connectivity 605 reduced,
both devices indicate to each other that each device will initiate checks for
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connectivity. When both devices are initiating checks for connectivity 605, policy 618
may define order 620 for the initiating. For example, the devices may take turns
initiating or one of the devices is randomly chosen to initiate. Policy 618 may be part
of communication protocol 604. Communication protocol 604 is a set of rules for
data representation, signaling, authentication and error detection required to send

information over a communications channel.

[0086] In another illustrative embodiment when both devices are initiating
checks for connectivity, proxy device 622 may be used to receive checks for
connectivity 605 and distribute checks for connectivity 605 to other devices. Proxy
device 622 may be a device that is less desirable to have a reduction in the amount
of checks for connectivity 605 than device 606 and/or neighbor device 610. Proxy
device 622 may be, for example, but not limited to, a computer and/or server.

[0087] Proxy device 622 may send loss message 621 indicating a loss of
connectivity 616 of device 606 to number of other devices 608. A loss of
connectivity may occur when message 612 from device 606 is not received within a
desired period of time 623. Desired period of time 623 may be set by a user.
Desired period of time 623 may be any amount of time.

[0088] In yet another illustrative embodiment, device 606 is connected to
number of other devices 608. Device 606 is desired to have the amount of checks
for connectivity 605 reduced. Device 606 is configured to send message 612
indicating status 614 to proxy device 622. Number of devices 608 are configured to
request checks for connectivity 605 from proxy device 622.

[0089] The illustration of components in Figure 6 is not meant to imply
physical or architectural limitations to the manner in which different illustrative
embodiments may be implemented. Other components in addition to, or in place of,
the ones illustrated may be used. Some components may be unnecessary in some
illustrative embodiments. Also, the blocks are presented to illustrate some functional
components. One or more of these blocks may be combined or divided into different

blocks when implemented in different illustrative embodiments.
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[0090] For example there may be other peer-to-peer networks joined with
peer-to-peer network 600 of Figure 6 to create a combination of peer-to-peer
networks. Also, for example, while Figure 6 lists proxy device 622, other proxy
devices may exist. Number of other devices 608 may include client devices, directly
connected devices, predecessors, successors, and finger connections as well as

neighbor device 610.

[0091] Turning to Figure 7, a diagram of a peer-to-peer connection is depicted
in accordance with an illustrative embodiment. In this example, peer-to-peer
connection 700 is an example of one implementation of a connection in peer-to-peer
network 600 as shown in Figure 6. In this illustrative example, peer-to-peer
connection 700 includes devices 702 and 704 and proxy device 706.

[0092] In this illustrative embodiment, devices 702 and 704 may be devices
which are desirable to have the amount of checks for connectivity reduced, such as
mobile devices. Proxy device 706 is less concerned with reducing checks for
connectivity than devices 702 and 704. Each device 702 and 704 sends a message
indicating a status of each device to proxy device 706 during an interval of time (10).
The interval of time (t0) may or may not be the same for each device. Proxy device
706 notifies device 702 or 704 if the other device is not connected.

[0093] In one or more illustrative embodiments, both devices 702 and 704 pick
proxy device 706. However, in other illustrative embodiments, when proxy device
706 cannot be identified, devices 702 and 704 will message each other directly using
another method, such as turn by turn or one device will initiate the checks for

connectivity.

[0094] Turning to Figure 8, a diagram of a peer-to-peer connection is depicted
in accordance with an illustrative embodiment. In this example, peer-to-peer
connection 800 is an example of one implementation of a connection in peer-to-peer
network 600 as shown in Figure 6. In this illustrative example, peer-to-peer
connection 800 includes devices 802-808 and proxy device 810.

[0095] In one illustrative embodiment, device 802 may be a device which is
desirable to have the amount of checks for connectivity reduced, such as a mobile
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device. Proxy device 810 and devices 804-808 are less concerned with reducing
checks for connectivity than device 802. Device 802 sends a message indicating a
status to proxy device 810 during an interval of time (t0). Proxy device 810 then
communicates checks for connectivity with devices 804-808. Devices 804-808 may
initiate checks for connectivity with proxy device 810.

[0096] In another illustrative embodiment, devices 802-808 are all desirable to
have the amount of checks for connectivity reduced. In this illustrative embodiment,
proxy device 810 may rotate between devices 802-808 and take care of checks for
connectivity for each device separately or in turn. In yet another illustrative
embodiment, each device of devices 802-808 may have its own proxy device.

[0097] Turning to Figure 9, a diagram of states of a mobile device is depicted
in accordance with an illustrative embodiment. In this example, state diagram 900
may be used to implement one or more functions of user equipment 300 as shown in
FIG. 3. In this illustrative example, state diagram 900 includes connected inactive-
state 902, connected-active state 904, and idle state 906.

[0098] In connected-inactive state 902, there is no outgoing and incoming
data, but signaling activities exist such as handover signaling when changing a cell
area. The mobile device enters connected-active state 904 if any incoming or
outgoing data is transmitted or received during a data session. When the data
session is over, the mobile device returns to connected-inactive state 902. The
mobile device stays in connected inactive-state 902 until an activity timer expires,
which moves the mobile device into idle state 906. If any incoming or outgoing data
is transmitted or received, the mobile device transitions from idle state 906 to
connected-active state 904.

[0099] The mobile device may transition from connected-active state 902 to
either idle state 906 or connected-active state 904. The mobile device may transition
from idle state 906 to either connected-inactive state 902 or connected-active state
904. The mobile device may transition from connected-active state 904 to
connected-inactive state 902. Connected-inactive state 902 consumes less power
than connected-active state 904. Idle state 906 consumes less power than
connected-inactive state 902.
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[00100] To respond to a check for connectivity, mobile device must transition to
connected-active state 904. In one or more illustrative embodiments, instead of
responding to checks for connectivity, mobile device will send a message with a
status of its connectivity when it is already in connected-active state 904. During this
operation, the mobile device will have notified the other devices to not send a check

for connectivity.

[00101] Turning to Figure 10, a message flow for a mobile device is depicted in
accordance with an illustrative embodiment. In this example, message flow 1000
may be used to implement one or more functions of peer-to-peer network 600 as
shown in Figure 6. In this illustrative example, message flow 1000 includes joining
peer 1002, successor 1004, and predecessor 1006. Joining peer 1002 knows the
node identification of successor 1002 through, for example, a bootstrap server for
the peer-to-peer network, and can communicate with successor 1004 directly based
on its IP address. Joining peer 1002 may or may not know the node identification of
predecessor 1006 and may or may not communicate with predecessor 1006 directly.

[00102] Joining peer 1002 sends a JoinReq command, to successor 1004
(message 1008), to request joining the peer-to-peer network. JoinReq will indicate
that joining peer 1002 is a mobile device. Successor 1004 will respond with a
JoinAns command (message 1010) to acknowledge the joining request from joining
peer 1002. JoinAns may also contain the node identification information of
predecessor 1006, which will become the predecessor of the joining peer 1002 after
it joins the peer-to-peer network. JoinAns also indicates that joining peer 1002 will
initiate checks for connectivity. Successor 1004 sends to joining peer 1002 a
StoreReq command (message 1012), which requests joining peer 1002 to store
resources for the peer-to-peer network. Based on the node identification of joining
peer 1002, joining peer 1002 may be responsible to store the resources that are
currently stored in successor 1004. Joining peer 1002 sends to successor 1004 a
StoreAns command (message 1014) to acknowledge the resource storage request
from successor 1004. Joining peer 1002 sends to successor 1004 an Attach
command (message 1016), which indicates the destination of the Attach command
as the predecessor 1006 in order to establish the connection with the predecessor.
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Successor 1004 forwards to predecessor 1006 an Attach command (message
1018). Predecessor 1006 sends to successor 1004 an AttachAns command
(message 1020) to acknowledge the Attach command (message 1018). Successor
1004 forwards to joining peer 1002 an AttachAns command (message 1022).

[00103] Also, joining peer 1002 will indicate to predecessor 1006 with an
UpdateReq command that joining peer 1002 is a mobile device (message 1024).
Predecessor 1006 acknowledges that joining peer 1002 will initiate checks for
connectivity with UpdateAns (message 1026). Thereafter, joining peer 1002 initiates
checks for connectivity by sending messages for a status of connectivity of
successor 1004 through an UpdateReq command (message 1028). Joining peer
1002 initiates checks for connectivity by sending messages for a status of
connectivity of predecessor 1006 through an UpdateReq command (message 1030).

[00104] Turning to Figure 11, a message flow for a mobile device is depicted in
accordance with an illustrative embodiment. In this example, message flow 1100
may be used to implement one or more functions of peer-to-peer network 600 as
shown in Figure 6. In this illustrative example, message flow 1100 includes joining
peer 1102, successor 1104, and predecessor 1106. Figure 11 operates similar to
Figure 10 except Figure 11 includes a situation where joining peer 1102 and
predecessor 1106 are both mobile devices instead of only joining peer 1102 as in
Figure 10.

[00105] Joining peer 1102 sends a JoinReq command, to successor 1104
(message 1108), to request joining the peer-to-peer network. JoinReq will indicate
that joining peer 1102 is a mobile device. Successor 1104 will respond with a
JoinAns command (message 1110) to acknowledge the joining request from joining
peer 1002. JoinAns may also contain the node identification information of the
predecessor 1006, which will become the predecessor of joining peer 1002 after it
joins the peer-to-peer network. JoinAns also indicates that joining peer 1102 will
initiate checks for connectivity. Successor 1104 sends to joining peer 1102 a
StoreReq command (message 1112), which requests joining peer 1002 to store
certain resources for the peer-to-peer network. Based on the node identification of
joining peer 1002, joining peer 1002 may be responsible to store the resources that
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are currently stored in successor 1004. Joining peer 1102 sends to successor 1104
a StoreAns command (message 1114) to acknowledge the resource storage request
from successor 1004. Joining peer 1102 sends to successor 1104 an Attach
command (message 1116), which indicates the destination of the Attach command
as the predecessor 1006 in order to establish the connection with the predecessor.
Successor 1104 forwards to predecessor 1106 an Attach command (message
1118). Predecessor 1106 sends to successor 1104 an AttachAns command
(message 1120) to acknowledge the Attach command (message 1118). Successor
1104 forwards to joining peer 1102 an AttachAns command (message 1122).

[00106] Also, joining peer 1102 will indicate to predecessor 1106 with an
UpdateReq command that joining peer 1102 is a mobile device (message 1124).
Predecessor 1106 acknowledges that joining peer 1102 will initiate checks for
connectivity with UpdateAns and informs joining peer 1102 that predecessor 1106
will also be initiating checks for connectivity (message 1126). Joining peer 1102
picks a proxy server by sending a message to successor 1104 in an UpdtateReq
command (message 1128). Successor 1104 acknowledges itself as the proxy
server in an UpdateAns command (message 1130). Successor 1104 informs
predecessor 1106 that it is the proxy server in an UpdateReq command to
predecessor 1106 (message 1132). Predecessor 1106 acknowledges successor
1104 as the proxy server in an UpdateAns command (message 1134).

[00107] Thereafter, joining peer 1102 initiates checks for connectivity by
sending messages with a status of connectivity of joining peer 1102 through an
UpdateReq command to the proxy server which is successor 1104 (message 1136).
Predecessor 1106 initiates checks for connectivity by sending messages with a
status of connectivity of predecessor 1106 through an UpdateReq command to the
proxy server which is successor 1104 (message 1138).

[00108] Turning now to Figure 12, an illustration of a chart of test results is
depicted in accordance with an advantageous embodiment. Chart 1200 may
indicate the signaling cost reduction percentage 1202 per total data session arrival
rate per hour with certain activity timers. Chart 1200 may provide results when using
a peer-to-peer network, such as peer-to-peer network 600 of Figure 6. Chart 1200
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comprises two sets of data, signaling cost reduction percentage 1202 and total data
session arrival rate per hour 1204.

[00109] Signaling cost reduction percentage 1202, which is on the y-axis, is the
percentage reduction in signaling cost. Signaling cost may be proportionally related
to battery power consumption. Data session arrival rate per hour 1204, which is on
the x-axis, is the number of data sessions a mobile device has per hour. As the data
session arrival rate per hour 1204 increases, the signaling cost reduction percentage
1202 decreases because the mobile device takes advantage of periods of activity.
Furthermore, the smaller the activity timer (T_A) value the more savings in signaling
cost reduction percentage 1202. The activity timer is the duration that a mobile
device with no data activity will stay in a connected-inactive state before moving into
an idle state.

[00110] Chart 1200 has three different sets of results. The first set 1206 is with
the activity timer set to a thousandth of an hour. The second set 1208 is with the
activity timer set to a hundredth of an hour. The third set 1210 is with the activity
timer set to a tenth of an hour.

[00111] Turning now to Figure 13, an illustration of a chart of test results is
depicted in accordance with an advantageous embodiment. Chart 1300 may
indicate the signaling cost reduction percentage 1302 per total data session arrival
rate per hour with certain activity timers. Chart 1300 may provide results when using
a peer-to-peer network, such as peer-to-peer network 600 of Figure 6. Chart 1300
comprises two sets of data, signaling cost reduction percentage 1302 and total data
session arrival rate per hour 1304.

[00112] Signaling cost reduction percentage 1302, which is on the y-axis, is the
percentage reduction in signaling cost. Signaling cost may be proportionally related
to battery power consumption. Data session arrival rate per hour 1304, which is on
the x-axis, is the number of data sessions a mobile device has per hour. As the data
session arrival rate per hour 1304 increases, the signaling cost reduction percentage
1302 decreases because the mobile device takes advantage of periods of activity.
Furthermore, the higher the average cell crossing rate (Ac), the lower signaling cost
reduction percentage 1302. Average cell crossing rate is the number of times the
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mobile device moves to a different cell generating more signaling for handoff and
paging area updates if the mobile device crosses the boundary of the paging area.
Average paging area crossing rate is proportionally related to average cell crossing
rate.

[00113] Chart 1300 has three different sets of results. The first set 1306 is with
ten cell crossings per hour. The second set 1308 is with twenty cell crossings per
hour. The third set 1310 is with sixty cell crossings per hour.

[00114] The flowchart of FIG. 14 illustrates a process for managing requests in
a peer-to-peer network in accordance with an illustrative embodiment. Method 1400
may be implemented, for example, in user equipment, such as user equipment 300
as shown in FIG. 3. Method 1400 begins by joining a peer-to-peer network with a
device (step 1402). The device may be a mobile device. A determination is made
whether to reduce an amount of checks for connectivity for the device in the peer-to-
peer network (step 1404). If it is determined not to reduce an amount of checks for
connectivity for the device in the peer-to-peer network, the process terminates. If it
is determined to reduce an amount of checks for connectivity for the device in the
peer-to-peer network, the process indicates to a number of other devices that the
device initiates the checks for connectivity (step 1406). When more than one device
is mobile, more than one device may initiate the checks for connectivity. When this
situation exists, the device and the number of other devices initiate checks for
connectivity in an order based on a policy. The status of the device comprises a
connectivity of the device. The process configures the device to send a message
indicating a status of the device to the number of other devices in the peer-to-peer
network (step 1408). The number of other devices receives the message indicating
the status of the device (step 1410). Thereafter, the process terminates.

[00115] The flowchart of FIG. 15 illustrates a process for managing requests in
a peer-to-peer network in accordance with an illustrative embodiment. Method 1500
may be implemented, for example, in user equipment, such as user equipment 300
as shown in FIG. 3. Method 1500 begins by joining a peer-to-peer network with a
device (step 1502). The device may be a mobile device. A determination is made
whether to reduce an amount of checks for connecitivity for the device in the peer-to-
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peer network (step 1504). If it is determined not to reduce an amount of checks for
connectivity for the device in the peer-to-peer network the process terminates. If it is
determined to reduce an amount of checks for connectivity for the device in the peer-
to-peer network, the process indicates to a number of other devices that the device
initiates the checks for connectivity (step 1506). When more than one device is
mobile, more than one device may initiate the checks for connectivity. When this
situation exists, the device and the number of other devices initiate checks for
connectivity in an order based on a policy. The status of the device comprises a
connectivity of the device. The process configures the device to send a message
indicating a status of the device to a proxy device (step 1508). The proxy device
receives the message indicating the status of the device (step 1510). The process
configures the proxy device to send the message indicating the status of the device
to the number of other devices in the peer-to-peer network (step 1512). Thereafter,
the process terminates.

[00116] The flowchart of FIG. 16 illustrates a process for a proxy collecting the
status of a device in accordance with an illustrative embodiment. Method 1600 may
be implemented, for example, in user equipment, such as user equipment 300 as
shown in FIG. 3. Method 1600 begins by receiving a request to act as a proxy from
a device (step 1602). The proxy then confirms with a number of other devices
connected to the device to act as the proxy (step 1604). The proxy receives
messages from the device with a status of a connectivity of the device to the peer-to-
peer network (step 1606). The proxy receives a check for connectivity for the device
from at least one of the number of other devices (step 1608). The proxy responds to
the check for connectivity for the device to the at least one of the number of other
devices (step 1610). Thereafter, the process terminates.

[00117] The flowchart of FIG. 17 illustrates a process for a proxy checking the
status of a device not in contact with the proxy in accordance with an illustrative
embodiment. Method 1700 may be implemented, for example, in user equipment,
such as user equipment 300 as shown in FIG. 3. Method 1700 begins by sending a
status request to a device in response to failing to receive a message with a status of
the device after a period of time (step 1702). The period of time may be set to any
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desirable time. The proxy receives messages from the device if the device was
mobile. The messages contain the status of connectivity of the device. A
determination is made whether a response to the status request is received (step
1704). If it is determined a response to the status request is received, the process
terminates. If it is determined a response to the status request is not received, the
process messages a number of other devices connected to the device in a peer-to-
peer network that the device is no longer connected in the peer-to-peer network
(step 1706). Thereafter, the process terminates.

[00118] The flowcharts and block diagrams in the different depicted
embodiments illustrate the architecture, functionality, and operation of some possible
implementations of apparatus and methods in different illustrative embodiments. In
this regard, each block in the flowchart or block diagrams may represent a module,
segment, function, or a portion of an operation or step. In some alternative
implementations, the function or functions noted in the block may occur out of the
order noted in the figures. For example, in some cases, two blocks shown in
succession may be executed substantially concurrently, or the blocks may
sometimes be executed in the reverse order, depending upon the functionality

involved.

[00119] The embodiments disclosed herein provide a system, apparatus, and
method for managing requests in a peer-to-peer network. A processor determines
whether to reduce an amount of checks for connecitivity for the device in the peer-to-
peer network in response to a device being in the peer-to-peer network. The
processor configures the device to send a message indicating a status of the device
to a number of other devices in the peer-to-peer network without receiving a request
for the status of the device in response to a determination to reduce the amount of
checks for connectivity for the device in the peer-to-peer network.

[00120] The different embodiments disclosed herein recognize and take into
account a number of different considerations. For example, the disclosed
embodiments recognize and take into account that current peer-to-peer networks
send messages checking the connectivity of many devices. For example, a device
in current peer-to-peer networks will periodically check the connectivity of other
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devices that are connected with the device. One or more of the other devices may
be a mobile device. The cell location of the mobile device may not be known if the
mobile device is in an idle state at the time of connectivity checking. When the cell is
unknown, multiple pages are sent to all cells within a paging area. Paging multiple
cells creates signal loading on the network. The more mobile peers and the larger
paging area size, the more signal loading. Additionally, the mobile device is in an
idle state and the idle state is interrupted to respond to the connectivity check.
Responding to multiple connectivity checks from devices may decrease battery
power levels. The different embodiments provide a message management system
for decreasing the number of checks for connectivity sent across the network and to
each mobile device by allowing the mobile devices to send most of their status

messages while in an active state.

[00121] The description of the different illustrative embodiments has been
presented for purposes of illustration and description, and is not intended to be
exhaustive or to limit the embodiments to the form disclosed. Many modifications
and variations will be apparent to those of ordinary skill in the art. In the illustrative
examples, the user equipment has been described with respect to a mobile phone.
The different illustrative embodiments may be applied to other types of plaiforms in
addition to, or in place of, the ones described, such as a mobile platform, a stationary
platftorm, a land-based structure, an aquatic-based structure, a space-based
structure, a smart phone, a personal digital assistant, a desktop computer, a server
computer, a set-top box, a game console, a workstation, and any other suitable
platform. A component may be included in a platform in a number of different ways.
For example, the component may be located inside the platform, outside of the
platform, formed as part of the platform, mechanically secured to the platform, or
otherwise associated with the platform.

[00122] The embodiment or embodiments selected are chosen and described
in order to best explain the principles of the embodiments, the practical application,
and to enable others of ordinary skill in the art to understand the disclosure for
various embodiments with various modifications as are suited to the particular use

contemplated.
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CLAIMS
What is claimed is:

1. A method for managing requests in a peer-to-peer network, the method
comprising:

responsive to a device being in the peer-to-peer network, determining whether
to reduce an amount of checks for connectivity for the device in the peer-to-peer
network; and

responsive to a determination to reduce the amount of the checks for
connectivity for the device in the peer-to-peer network, configuring the device to
send a message indicating a status of the device to a number of other devices in the
peer-to-peer network without receiving a request for the status of the device.

2. The method of claim 1, wherein the device is a mobile and battery-powered
device.
3. The method of claim 1, wherein the number of other devices are fixed devices

or mobile and battery-powered devices.

4. The method of claim 1, wherein the step of configuring the device to send the
message indicating the status of the device to the number of other devices in the
peer-to-peer network without receiving the request for the status of the device
comprises:

indicating to the number of other devices that the device intends to initiate the
checks for connectivity;

receiving from at least one other device that the at least one other device of
the number of other devices also intends to initiate the checks for connectivity;

selecting a proxy device;

notifying the proxy device that the at least one other device of the number of
other devices also intends to initiate the checks for connectivity;

configuring the device to send the message indicating the status of the device
to a proxy device;
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configuring the proxy device to record the status of the device; and

responsive to determining a loss of connectivity of the device, configuring the
proxy device to send a loss message indicating a loss of connectivity of the device to
the number of other devices in the peer-to-peer network.

5. The method of claim 4, further comprising:

determining whether a loss of connectivity has occurred, wherein the loss of
connectivity occurs when the message from the device is not received within a
desired period of time; and

responsive to a determination that the loss of connectivity has occurred,
sending a loss message to the number of other devices indicating that the device is
no longer connected to the peer-to-peer network.

6. The method of claim 1, wherein the step of configuring the device to send the
message indicating the status of the device to the number of other devices in the
peer-to-peer network without receiving the request for the status of the device
comprises:

indicating to the number of other devices that the device intends to initiate the
checks for connectivity;

receiving acknowledgement from at least one of the number of other devices
that the device initiates the checks for connectivity; and

configuring the device to send the message indicating the status of the device
to at least one of the number of other devices in the peer-to-peer network.

7. The method of claim 6, further comprising:

determining whether a loss of connectivity of the device has occurred,
wherein the loss of connectivity occurs when the message from the device is not
received by at least one of the number of other devices within a desired period of
time; and

responsive to a determination that the loss of connectivity has occurred,
sending a loss message to the number of other devices indicating that the device is
no longer connected to the peer-to-peer network.

36



WO 2011/119476 PCT/US2011/029175

8. The method of claim 1 further comprising:

receiving the message indicating the status of the device at a proxy device;
and

recording the status of the device at the proxy device.

9. The method of claim 4, comprising:

determining whether to reduce the amount of the checks for connectivity for
the number of other devices in the peer-to-peer network, wherein configuring the
device to send the message indicating the status of the device to the proxy device is
in response to a determination to reduce the amount of the checks for connectivity
for the number of other devices in the peer-to-peer network.

10. The method of claim 1, wherein the device and the number of other devices
initiate the checks for connectivity in an order based on a policy.

11.  The method of claim 10, wherein the policy comprises instructions for:
allowing only devices of the device and the number of other devices that are
mobile and battery-powered to initiate the checks for connectivity.

12.  The method of claim 10, wherein the order is the device and the number of
other devices to take turns to initiate the checks for connectivity.

13. The method of claim 10, wherein the order is where the device and the
number of other devices decide each check for connectivity which device initiates the

check for connectivity of the checks for connectivity.

14.  The method of claim 1, wherein the status comprises a connectivity of the
device.
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15.  An apparatus comprising:

an antenna;

a transmitter configured to send first data using the antenna;

a receiver configured to receive second data using the antenna; and

a processor unit connected to the transmitter and the receiver, wherein the
antenna, the transmitter, the receiver, and the processor unit form a device and
wherein the processor unit is configured to determine whether to reduce an amount
of checks for connectivity for a device in a peer-to-peer network in response to the
device being in the peer-to-peer network; and configure the device to send a
message indicating a status of the device to a number of other devices in the peer-
to-peer network without receiving a request for the status of the device in response
to a determination to reduce the amount of the checks for connectivity for the device
in the peer-to-peer network.

16. The apparatus of claim 15, wherein the processor unit being configured to
configure the device to send the message indicating the status of the device to the
number of other devices in the peer-to-peer network without receiving a request for
the status of the device comprises the processor unit is configured to:

indicate to the number of other devices that the device intends to initiate the
checks for connectivity;

receive from at least one of other device that the at least one other device of
the number of other devices also intends to initiate the checks for connectivity;

select a proxy device;

notify the proxy device that the at least one other device of the number of
other devices also intends to initiate the checks for connectivity;

configure the device to send the message indicating the status of the device
to a the proxy device;

configure the proxy device to record the status of the device

configuring the proxy device to send a loss message indicating a loss of
connectivity of the device to the number of other devices in the peer-to-peer network
in response to determining a loss of connectivity of the device.
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17.  The apparatus of claim 16, wherein the processor unit is configured to:
determine whether a loss of connectivity has occurred, wherein the loss of
connectivity occurs when the message from the device is not received within a
desired period of time; and
send a loss message to the number of other devices indicating that the device
is no longer connected to the peer-to-peer network in response to a determination
that the loss of connectivity has occurred.

18. The apparatus of claim 15, wherein the processor unit being configured to
configure the device to send the message indicating the status of the device to the
number of other devices in the peer-to-peer network without receiving a request for
the status of the device comprises the processor unit is configured to:

indicate to the number of other devices that the device intends to initiate the
checks for connectivity;

receive acknowledgement from at least one of the number of other devices
that the device initiates the checks for connectivity; and

configure the device to send the message indicating the status of the device
to at least one of the number of other devices in the peer-to-peer network.

19.  The apparatus of claim 15 further comprises the processor unit is configured
to receive the message indicating the status of the device at a proxy device.

20. A peer-to-peer network comprising:

a number of other devices connected to each other and configured to transmit
and receive data through each other; and

a device connected to the number of other devices configured to determine
whether to reduce an amount of checks for connectivity for the device in the peer-to-
peer network; and configure the device to send a message indicating a status of the
device to the number of other devices in the peer-to-peer network without receiving a
request for the status of the device in response to a determination to reduce the
amount of checks for connectivity for the device in the peer-to-peer network.
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