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VERIFICATION OF IMAGES CAPTURED USING A TIMESTAMP DECODED FROM
ILLUMINATION FROM A MODULATED LIGHT SOURCE

TECHNICAL FIELD

The present disclosure relates to the fields of image capture and image
processing, for instance by a CCTV camera or other camera such as a handheld consumer
camera, and particularly to recording a captured image along with a timestamp recording the

time at which the image was captured.

BACKGROUND

Image capture may involve capturing a single still image or a series of images
over time. Either way, when the image or images are processed, this may involve associating
a respective timestamp with each of the images. The timestamp is added by the camera (e.g.
CCTV camera), by tagging or stamping the image or image file with the time from its own
internal clock. This provides an indication of the time at which the image was captured.

However, in the case where a time stamp has been associated with an image,
there may be a concern that the timestamp has been tampered with. In the case where no time
stamp has been associated with an image, this may cause problems in that the time at which

the image was captured is not known.

SUMMARY

According to one aspect disclosed herein, there is provided an image capturing
system comprising a light source for illuminating an environment with visible light, and
image capturing apparatus for capturing and recording images of the environment. The light
source is configured to encode a current indication of time into its light output, and the image
capturing apparatus comprises a camera configured to capture one or more images of the
environment. The image capturing system further comprises an image processing module
configured to process one or more of the images to decode a timestamp encoded into the
light, and to output an indication of the decoded timestamp; and a verification module
arranged to receive the indication of the decoded timestamp output by the image processing
module, and based thereon to perform an at least partially automated verification of a time at

which the one or more images were captured.
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The light source thus effectively has a dual function; i.e. the light source has a
primary illumination function and a secondary data communication function. Further, for
the/each image, a processor (which may be part of, or separate from, the camera) uses coded-
light image processing techniques to determine the timestamp therefrom, and based on this
performs an at least partially automated verification of the time at which the image was
captured.

The determined time can be associated with the image as an indication of
when the image was captured, or it can be used to verify a pre-existing timestamp associated
with the image. Thus, the technique can be seen as a kind of “watermarking” which enables
verification as to when an image was captured. The timestamp combined with the image
material itself can represent a simple “proof of being there”. For example when the image
depicts a person at a particular location, say near an ATM or near a landmark, the time-stamp
in the image together with the image provides a proof that this person was at that location at
the timestamp.

In embodiments, in addition to the timestamp, the data modulated into the
light further comprises information indicative of a location of the light source or
environment, which can be used to verify the location at which the one or more images were
captured. For example, this information may comprise coordinates or a name of the location
explicitly encoded into the light; or may comprise an identifier of the light source that is
mapped to a location in a location database, the image processing module being configured to
look up the location from the location database based on this identifier.

In this case the “watermarking” enables verification of when and where an
image was captured.

In further embodiments, the verification module is configured to perform said
at-least-partially automated verification by comparing the timestamp as currently decoded
from said image with a previously determined version of the timestamp, e.g. as determined at
the time of capture. For example, the image processing module may be configured to store
the one or more images in at least one image file, wherein said outputting may comprise
storing the decoded timestamp in the image file as metadata of the image file; the image
processing module may be configured to decode the timestamp again later from the one or
more stored images; and the verification module may be configured to perform said at-least-
partially automated verification by comparing the later decoded timestamp with the stored
timestamp in the metadata in order to verify the stored timestamp. Alternatively or

additionally, as another example the camera may add its own timestamp to at least one of
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said one or more the images, and the verification module may be configured to perform said
at-least-partially automated verification by comparing the camera’s own timestamp with the
decoded timestamp in order to verify the camera’s timestamp.

According to another aspect disclosed herein, there is provided a device
comprising: an input for receiving images captured by a camera, of an environment
illuminated by visible light from a light source; an image processing module; and a
verification module. The image processing module is configured to process one or more of
the images to decode a timestamp encoded into the light, and to output an indication of the
decoded timestamp. The verification module is arranged to receive the indication of the
decoded timestamp output by the image processing module, and based thereon to perform an
at least partially automated verification of a time at which the one or more images were
captured.

According to another aspect, there is provided a computer-program product
comprising code embodied on a computer-readable medium and configured so as when
executed on a device to implement the operations of the image processing module.

According to yet another aspect disclosed herein, there is provided a method
comprising: using light emitted from a light source to illuminate an environment; encoding a
timestamp indicating a current time value into the light emitted by the light source; using a
camera to capture one or more of said environment; processing at least one of the images to
determine the timestamp encoded into said light; and based on the time stamp as determined
by said processing, performing an at least partially automated verification of a time at which

the at least one image was captured.

BRIEF DESCRIPTION OF THE DRAWINGS

To assist understanding of the present disclosure and to show how
embodiments may be put into effect, reference is made by way of example to the
accompanying drawings in which:

Figure 1 schematically illustrates a system for emitting light and capturing an
image,

Figure 2 illustrates another system for emitting light and capturing an image,

Figure 3 is a schematic block diagram of a light source and camera,

Figure 4 is a flow chart illustrating a method of emitting light,

Figure 5 is a flow chart illustrating a method of capturing and processing an

image,
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Figure 6 schematically illustrates a captured image with incorporated graphical

clement,

Figure 7 schematically illustrates an image file with metadata,

Figure 8 schematically illustrates an image capture element of a rolling-shutter
camera, and

Figure 9 schematically illustrates the capture of modulated light by rolling
shutter.

DETAILED DESCRIPTION OF EMBODIMENTS

Figures 1 to 3 show an image capturing system comprising a light source 2 for
illuminating an environment comprising one or more objects of interest 6, and image
capturing apparatus 4 comprising a camera for capturing images of the environment
(including the object or objects of interest). For example the camera 4 may be a security
camera such as a CCTV (closed circuit television) camera. The light source 2 and the camera
4 may be separate units, as shown in Figure 1, or alternatively may be integrated into the
same unit as shown in Figure 2. For instance in the case of Figure 1, the light source 2 may
be a luminaire that is installed or otherwise placed in the environment for a primary purpose
of illuminating the environment generally. In the case of Figure 2, the light source 2 may be a
dedicated light source integrated with the camera for the purpose of illuminating the scene to
be captured. The object of interest 6 may be a person whose presence at a certain time and/or
place is desired to be verified, or any other object desired to be verified as being present at
the time and/or place in question.

The light source 2 is configured to encode a current indication of time into its
light output. Referring to Figure 3, the light source 2 comprises a lighting element 14 (e.g.
comprising one or more LEDs), and a controller 10 connected via a driver 12 to control the
emission of light from the lighting element 14. The light source 2 also comprises or has
access to a clock or other form of timer 16, from which it is arranged to derive a current time
value indicating a current time (e.g. current date and/or time of day, or time elapsed since
some event or defined point). Furthermore the light source 12 may comprise a memory 18
such as a magnetic (e.g. hard disk) or electronic (e.g. flash) memory. The controller 10 is
configured to read the current time value from the clock or timer 16 and encode this into the
light emitted by the lighting element 14 by modulating the light using a coded light

technique. In embodiments, the controller 10 may optionally also include other information
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in the coded light, such as an ID of the light source 2. This other information may be
retrieved from the memory 18, or received over a network.

Coded light refers to techniques whereby a signal is embedded in the visible
light emitted by a light source. The light thus comprises both a visible illumination
contribution for illuminating a target environment such as room (typically the primary
purpose of the light), and an embedded signal for providing information into the
environment. To do this, the light is modulated at a certain modulation frequency or
frequencies. For instance, the amplitude of the light may be switched between different levels
at high frequency to represent different symbols (amplitude keying), or the modulation
frequency may be switched between two or more different frequencies to represent symbols
(frequency shift keying). Techniques for encoding data into light will in themselves be
familiar to a person skilled in the art.

In embodiments the controller 10 may be implemented in software stored on a
memory of the light source 2 (e.g. memory 18) and arranged for execution on a processor of
the light source. Alternatively it is not excluded that some or all of the functionality of the
controller 10 could be implemented in dedicated hardware circuitry, or configurable or
reconfigurable hardware such as a PGA or FPGA. In the case of a partially or wholly
software-based implementation, the clock or timer 16 may comprise a general purpose clock
or timer of the processor in combination with software of the controller configured to
determine the relevant representation of the current time based thereon.

The controller 10 and/or the clock or timer 16 may be integrated into the same
unit or fixture as the light source 2, or may be external to it (e.g. providing instructions to the
light source 2 over a network).

At the receiver side, the image-capturing apparatus 4 comprises a camera 20
which is configured to capture an image or a series of images of the environment. The image
capturing apparatus 4 also comprises an image processing module 22, connected to receive
the captured images from the output of the camera 20 and supply them to the image
processing module 22. Furthermore, the image capturing apparatus comprises a memory 24
where the captured images are stored.

The image processing module 22 may be implemented as a portion of software
stored on a memory of the image capturing apparatus 4 (¢.g. memory 24) and arranged for
execution on a processor of the image capturing apparatus 4. Alternatively, it is not excluded
that some or all of the functionality of the image processing module 22 could be implemented

in dedicated hardware circuitry, or configurable or reconfigurable hardware such as a PGA or
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FPGA. The image processing module 22 may be integrated into the same unit as the camera
20, or may be separate from it (e.g. running on a separate computer).

For each captured image, the image processing module 22 locates the light
footprint 8 of the light source in the image, and then uses coded-light image processing
techniques to determine therefrom a time at which the image was captured. For instance EP
2,503,852 describes how rolling-shutter type techniques can be used not only to detect the
data signaled by the coded light component, but also the spatial footprint of an individual
coded light component separated from amongst any other light components in the
environment.

Note that it is not necessary for the light source 2 itself to appear in the
captured image, as long as light from the light source 2 is captured in the image (e.g. the light
may comprise reflected light, or light received through a diffuser).

Figure 8 represents the image capture element 36 of the camera 20. The image
capture element 36 comprises an array of pixels for capturing signals representative of light
incident on each pixel, e.g. typically a square or rectangular array of square or rectangular
pixels. In a rolling-shutter camera, the pixels are arranged into a plurality of lines, e.g.
horizontal rows 38, which are exposed in sequence line-by-line. That is, to capture a given
frame, first one line 38 is exposed to the light in the target environment, then the next line in
the sequence is exposed starting at a slightly later time, and so forth. Typically the sequence
“rolls” in order across the frame, e.g. in rows top to bottom, hence the name “rolling shutter”.
When used to capture coded light, this means different lines within a frame capture the light
at different times and therefore, if the line rate is high enough relative to the modulation
frequency, at different phases of the modulation waveform. Thus the modulation in the light
can be detected.

In WO 2012/127439 for example, it has been disclosed how coded light can be
detected using a “rolling shutter” camera of this type. The signal detection exploits the rolling
shutter image capture, which causes temporal light modulations to translate to spatial
intensity variations over successive image rows of pixels.

The system as presented in WO 2012/127439 illuminates its environment and
at the same time superimposes a modulation on the light output that although substantially
imperceptible to the unaided human eye, is visible for the rolling shutter camera. The visible
light communication system of W0O2012/127439 is merely exemplary of the systems that can

be used in conjunction with the present invention.
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This is illustrated schematically in Figure 9. As each successive line 38 is
exposed, it is exposed at a slightly different time and therefore (if the line rate is high enough
compared to the modulation frequency) at a slightly different phase of the modulation. Thus
each line 38 is exposed to a respective instantancous level of the modulated light. This results
in a pattern of stripes which undulates or cycles with the modulation over a given frame.
Based on this principle, the image processing module 22 is able to detect coded light
components modulated into light received by the camera 20.

In Figures 1 and 2, the encoding of the light is depicted as causing “stripes” in
the light footprint 8 of the light source 2. It will be appreciated that the encoding will be
imperceptible to the human eye, but will be apparent as stripes in an image captured by the
camera 20 due to its use of a rolling-shutter image sensor 36.

In alternative embodiments, it is also possible to capture coded light using a
global shutter camera if the frame rate is high enough relative to the modulation frequency of
the data in the coded light signal.

The steps performed by the light source 2 are summarized in Figure 4. At step
S10 the controller 10 of the light source 2 retrieves an ID of the light source from its memory
18 (or receives it over a network). The ID uniquely identifies the light source amongst a
plurality of other light sources within a certain system (which in embodiments may each emit
light encoded with their own respective IDs), e.g. within a room, building or complex. At
step S20 the controller 10 also obtains an indication of the current time from the clock or
timer 16 of the light source 2 (or receives this over a network). At step S30, the controller 10
then controls the lighting element 14 of the light source 2 to emit light modulated according
to a suitable coded light technique, so as to encode the ID and time into the emitted light.

Notably, instead of (or in addition to) transmitting a unique identifier and a
current indication of time, the light source may provide a cryptographically verifiable
timestamp. For example the timestamp may be encrypted using a symmetric or an
asymmetric cipher, thereby requiring receiving parties to decrypt the timestamp.
Alternatively the timestamp may be combined with a digitally signed cryptographic message
digest or hash of the message. In this manner the time-stamp remains in clear form and
parties in possession of the proper key can verify message authenticity, by matching the
timestamp with the accompanying message digest or hash.

The particular solution to choose may depend on the application and
requirements. For example, should the timestamp be available in the clear, the choice may

depend on whether the coded light information channel has sufficient bandwidth to
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accommodate the overhead of a digitally signed hash. For still images that have limited
bandwidth, encryption may be most suitable because it does not add additional bits, whereas
for higher bandwidth application such as video (which consists of multiple image frames) the
inclusion of a plain text timestamp with a digitally signed hash may be beneficial because it
also provide the timestamp in the clear.

The steps performed by the receive side apparatus 4 are summarized in Figure
5. At step T10 the camera 20 receives the light (directly and/or reflected) from the light
source 2 and thereby captures an image (or images) of the environment. The image is stored
in a memory, ¢.g. memory 18. At step T20, the image processing module 22 locates the part
of the image which comprises the coded light from the light source 2 in question based on its
ID (i.c. locates the “footprint” 8 of the coded light). For example this may be performed in
accordance with the techniques set out in EP 2,503,852. At step T30, the image processing
module 22 decodes the coded light as appearing in the image, in order to read the timestamp.

The image processing module then outputs an indication of the timestamp in
association with the image, so that at step T40 it can be used to verify the time at which the
image (or images) was (or were) captured, and hence that the one or more object of interest 6
appearing in the image were present in the environment in question at that time.

The indication of the timestamp may be output verbatim in the form it was
received, or may be interpreted or reformatted to be output in a different form. For instance it
could be interpreted from a computer-readable form to a human-readable form, and/or
reduced from a higher time resolution to a lower timer resolution (e.g. if the timestamp is
accurate to a higher degree than of interest, ¢.g. second or milliseconds, the image processing
module 22 may output in terms of only, say, minutes, hours or even just date).

There are a number of options for how the outputted timestamp is used.

For example as illustrated in Figure 7, the image processing module 22 may be
configured to store an indication of the timestamp in metadata 34 of the image file 30. When
the image processing module 22 captures the one or more images 22, it records them by
storing them in at least one image file 30 (e.g. multiple images per file in the case of a video,
or a different file per image in the case of still images). The image file 30 comprises a portion
of image data 32 which represents the actual graphical part of the image that will be viewed
on screen, 1.¢. the actual pixels. But the image file 30 also comprises a metadata portion 34
(c.g. a header or side information) comprising data which is not part of the image per se, but

which is associated with it.
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In embodiments, the timestamp is not (or at least is not only) output to the user for the user to
verify the time, but is output to a verification module 23 to perform an at least partially
automated verification procedure (refer again to Figure 3). The verification module 23 may
be implemented as another portion of software stored on a memory of the image capturing
apparatus 4 (e.g. memory 24) and arranged for execution on a processor of the image
capturing apparatus 4. Alternatively, again it is not excluded that some or all of the
functionality of the verification module 23 could be implemented in dedicated hardware
circuitry, or configurable or reconfigurable hardware such as a PGA or FPGA. The
verification module 23 may be integrated into the same unit as the camera 20 and/or image
processing module 22, or may be separate from one or both of them.

There are a number of possibilities for the automated verification by the
verification module 23.

In embodiments the timestamp obtained from the coded light can be used to
verify a pre-existing timestamp associated with the image. In one such embodiment the
image processing module 22 is configured to decode the timestamp again later from the one
or more stored images, and the verification module 23 is configured to compare this with the
stored timestamp in the metadata 34 in order to verify the stored timestamp. For instance it
may be desired to check that the image has not been tampered with. In that case, the
timestamp as previously decoded from the image (e.g. at the time of capture) and stored in
association with it (e.g. in metadata 34 in the image file 30) should match the timestamp as
decoded from that (allegedly) same image on a subsequent occasion. The verification module
23 is arranged to check this by comparing a stored version of the timestamp with a version of
the (supposedly) same timestamp now extracted from the stored image.

As another example, the camera 20 is one which adds its own timestamp to at
least one of the one or more the images, and the verification module 23 is configured to
compare the camera’s own timestamp with the decoded timestamp in order to verify the
camera’s timestamp. For instance it may not be certain whether the camera’s time-stamping
is reliable or trustworthy, or it may not be known whether the timestamp added by the camera
has been tampered with. The verification module 23 may be configured to verify this by
checking the camera’s (apparent) timestamp against the coded light timestamp extracted from
the image in question.

In one example the timestamp is encrypted using a symmetric or asymmetric
cipher, such that the timestamp is provided in encrypted format and a corresponding

decryption key is required to access the timestamp. In this manner it will be difficult for a



10

15

20

25

30

WO 2015/173001 PCT/EP2015/059116
10

third party to provide a “fake” timestamp.

In yet another example, the timestamp as modulated into the light is signed
using a private key of a trusted party, e.g. a private key of an operator or supplier of the light
source 2, or an associate thereof. In this example, the verification module 23 is configured to
verify the decoded timestamp using a corresponding public key.

In one advantageous implementation the message comprising the timestamp
also comprises a cryptographic hash signed with a private key of a private-public key pair
(and optionally a digital certificate to aid verification). The verification module 23 can then
verify authenticity of the data using the corresponding public key, i.e. the device can verify
that the timestamp did indeed originate from a light source 2 of the trusted operator, supplier
or associate.

Preferably proof of authenticity is provided using a cryptographically signed
hash of the timestamp in conjunction with the time stamp.

Timestamp; = Timestamp | Epg(Private key, f,a(Timestamp))
wherein

the “|”” operator signifies concatenation of data,

the fpaen represents a cryptographic hash function, and

the Epg(.) function represents an asymmetric public key cipher.

Timestamp; above allows the verification of the Timestamp by decrypting the
hash using the corresponding public key of the cryptographic key-pair, calculating the
cryptographic hash of the timestamp, and comparing the decrypted and calculated hash
values.

In further embodiments, optionally the image processing module 22 may be
configured to remove the modulation from said one or more images once the timestamp has
been decoded, stored or verified. Although the modulation in the coded light is generally too
high frequency to be visible, it is possible in some situations that it could leave artefacts in
the captured image. To avoid this, the image processing module 22 may be configured to
detect when the timestamp has been used (e.g. by detecting it has now been displayed to the
user, incorporated as a graphical element 28 in the image, stored as metadata 34 and/or
verified by the verification module 23), and then subsequently cancel the coded light
component from the image data 32 as stored in the stored image file 30 and/or as displayed
on screen to the user.

For example when the coded light signal is modulated in a manner analogous

to WO 2012/127439, then the coded light signal typically leaves a signal around the lights or
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on the area illuminated by the lights. This manifestation of the data from the coded light
signal within the resulting image may be considered as undesirable by the viewer. To this end
post-processing may be used to remove part of the resulting patterns. Part of the coded light
detection is to determine the footprint of the coded light; i.c. where in the image the coded
light signal is available. After decoding the very same footprint may be used to filter out the
coded light signal from the image, e.g. by means of a filter that primarily filters in the
direction orthogonal to the lines of the rolling shutter, thereby reducing the visibility of the
coded light signal within the footprint.

In particular in the latter case, preferably care should be taken that the
information (timestamp, optional location data and/or identifier, or similar data) stored in the
metadata is stored in a manner that uses cryptographic techniques to prevent or at least
complicate tampering.

One possible solution to this effect would be to have the camera use
cryptographic techniques to secure the timestamp, or the entire metadata, using cryptographic
techniques, thereby rendering it more difficult to tamper with the timestamp data. The
timestamp could be encrypted using a symmetric or asymmetric cipher, such that only an
application with the corresponding keys can access the timestamp. Alternatively the camera
may provide the timestamp combined with a cryptographically signed hash covering at least
the timestamp (and optionally a digital certificate to aid verification). By using these
cryptographic techniques the authenticity of the timestamp can be verified even after any
visible artefacts in the still or video images have been removed through post-processing.

Preferably proof of authenticity is provided using a cryptographically signed
hash of the timestamp (or the entire metadata) in conjunction with the time stamp.

Metadata; = Timestamp | Epg(Private key, fhasn(Timestamp))
wherein

the “|”” operator signifies concatenation of data,

the f,sn represents a cryptographic hash function, and

the Epk(.) function represents an asymmetric public key cipher.

Metadata; above allows the verification of the Timestamp by decrypting the
hash using the corresponding public key of the cryptographic key-pair, calculating the
cryptographic hash of the timestamp, and comparing the decrypted and calculated hash
values.

Note therefore, there are two possibilities given in the above description for

the use of a cryptographically signed hash. The first is in the coded light signal (which is as
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secure as the coded light system is secure), and the second is in the proof as generated in the
camera (which is as secure as the camera is secure). There are some differences between the
first and second cases, the main difference being the available bandwidth. The
cryptographically signed hash is typically fairly short - it is kind of a checksum that is
difficult to fake. But to verify the checksum, this requires the public key and certificate. The
certificate is the public key needed to decrypt the hash which in turn is signed by a trusted
third party. So the certificate allows for checking that the public key (needed to check the
hash) is approved of by the trusted third party. This certificate may take up quite a number of
bits, which can be readily append to a file like a JPG, but in some systems may be more than
can be readily transmitted over coded light (e.g. would require a long detection time). Hence
in some embodiments with limited coded light bandwidth, the inclusion of the certificate with
the timestamp may be more applicable to the second case where the hash is applied by the
receiving camera rather than the first case where it is applied in the coded light signal.
Alternatively, in either case, the public key and/or certificate could be distributed by a
separate means (e.g. via a network or memory stick).

In further embodiments, in addition to on¢ or more of the above forms of
automated verification by the verification module 23, the timestamp may optionally also be
output to a user, allowing the user him- or herself to verify the time at which the image was
captured. In this case, what is being verified is the user’s own perception, impression,
memory or belief of when the image was captured or purported or alleged to have been
captured. For instance the user may recognize the event in the image but wish to have
confirmed his or her memory of when the event took place. Or as another example, the user
may be shown the image by another who reports the event to have taken place at a certain
time, but the user wishes to check that other person’s assertion.

For example as illustrated in Figure 6, the image processing module 22 may be
configured to modify the actual image 26 —i.e. the actual pixels of the image — to incorporate
an indication of the timestamp as a graphical element 28 in the image, and to store the image
in this modified form. When the user retrieves this modified, stored image to view on screen,
he or she will see the timestamp 28 integrated graphically into the pixels of the image (N.B.
“graphical element” here does not necessarily exclude text included as image data as part of
an image). The image processing module 22 may also write-protect or encrypt the modified
image 26 to prevent tampering.

Another example is based on the scenario shown in Figure 7. As described

above, the image processing module 22 may be configured to store an indication of the
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timestamp in the metadata 34 of the image file 30. In the embodiment of Figure 6 it is the
actual image data 32 which is modified to indicate the timestamp rather than the timestamp
being included as metadata, but in the embodiment of Figure 7 the timestamp is indicated in
the metadata 34. As well as this being able to be used by the verification module 23, the user
him- or herself can also view the timestamp from the metadata 34, e.g. by viewing file details
of the file 30 in a file system, operating system or browser on a computer.

As an addition to any of the above techniques, optionally the controller 10 of
the light source 2 may also be configured to encode an indication of the light source’s
location into the light it emits. Thus the image processing module 22 at the receive side is
further able to obtain, from the processing of the one or more images, information indicative
of the location at which the one or more images were captured.

This information may take a number of possible forms. In embodiments, the
location information may comprise geographic coordinates or a name of the location
embedded directly into the light, e.g. as the GPS coordinates of the light source 2 (the light
source 2 may even be equipped with a GPS receiver for this purpose) or name of the location
that is meaningful to a human (e.g. name of a room, building, street, etc.). Alternatively, the
location information embedded in the light may comprise an identifier of the light source 2
that is mapped to a location in a location database (not shown). In this case the image
processing module being configured to look up the location from the location database based
on said identifier.

Thus, in accordance with everything discussed above, the disclosed system
can provide a kind of “watermarking” which creates a proof of when and optionally where an
image was captured, e.g. allowing a user to demonstrate “I was there”.

In embodiments, any of the verification techniques discussed above in relation
to the time stamp may be applied to this “location stamp”. For example the captured image
stored in the image file 30 may be modified to incorporate the location as a graphical element
28 analogous to Figure 6, and/or the location may be included in the metadata 32 of the
stored image file 30 as in Figure 7. Alternatively or additionally, the information indicative of
the location may be encrypted or cryptographically signed in the coded light signal, and/or
encrypted or cryptographically signed at the camera, in similar manner to any of the options
discussed above in relation to the timestamp.

Although the invention has been primarily been presented with the verification
of timestamps in mind, possibly in combination with location information, it may equally be

advantageous to create a system wherein the coded light only comprises location information
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rather than both timestamp and location information. Such a system would provide a further
ability to verify where the image/footage was recorded, instead of when it was recorded.
Such a device would be similar to the claimed device in that it would be a device comprising
an input for receiving images captured by a camera, of an environment illuminated by light
from a visible light source; and an image processing module configured to process one or
more of the images to decode a data representing a location modulated into said light, and to
output an indication of the decoded location for verification of a location where the one or
more images were captured.

In yet further embodiments, any of the above techniques may be combined
with a facial recognition algorithm or other image recognition algorithm in order to
additionally identify a person (or even multiple people) in any of the one or more images
from which the timestamp (and in embodiments location stamp) has been decoded —i.¢. to
detect the presence of a person (human) and to identify who that person is. For instance, if a
face or part of a face can be discerned in one or more of the images, this may allow the facial
recognition algorithm to identify the person to whom that face belongs. Or if the person is
wearing a distinctive item such as a special badge, or distinctive clothing, optionally
combined with other factors such as height, hair color, build, etc., it may be possible for an
image recognition algorithm other than a facial recognition algorithm to identify the person
(or both types of algorithm could be combined for a more robust identification). Whatever
type of recognition algorithm is used, the person may be identified in terms of any suitable
identifier, such as a personal name (“Dave Smith” or the like), or a nickname, or an email
address, or a username of a certain communication system such as a username of a social
networking system or VoIP system.

In embodiments, the facial and/or other image recognition algorithm may be
combined into an app or other application along with the timestamp detection and location
stamp detection, to log the fact that the identified person or person was at a certain place at a
certain time (and therefore enable a user to prove that fact). For example this could be used as
part of one or more of: a location-based game (where a result in the game depends on the
person or persons being at one or more specified locations at a specified time or times), a
retail rewards scheme (where a reward to the user depends on the user having been at one or
more specified locations at a specified time or times), a social networking system (where the
user may wish to prove that his or her activity is real), and/or a celebrity spotting application
(c.g. to automatically detect celebrities in images, or prove that the user was present in an

image with the celebrity at a certain place and time).
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The application may log the fact of the identified person or person being at the
verified location at the verified time in a number of ways. For example this may be logged
locally on a user device of the user, ¢.g. on portable user device such as a smart phone, tablet
or laptop comprising the camera 20, image processing module 22 and verification module 23
incorporated into that user device. This way, the user can show one or more others (¢.g.
friends, retail personnel, security personal, etc.) that the identified person or person was
found at the time and place in question by showing them the logged result on a local user
interface (e.g. screen) of the portable user device. As another example, the fact of the
identified person or persons being at the verified location at the verified time could be logged
on a server or other computer via a network. E.g. the user may submit a captured image from
the camera 20 over a wide area network (WAN) such as the internet or a mobile cellular
network (e.g. 3GPP network) to a server, at which the verification module 23 is implemented.
E.g. this could be a server of a social networking system, or a server hosting a location-based
game. This way the verification can be performed centrally and made available to one or
more other users to see.

There are various possible applications of the above techniques. For instance,
the need for verification may exist in a game. Take for example a game in which players have
to travel according to a predetermined itinerary (predetermined schedule for a predetermined
journey, route or set of locations). Evidence that the players were indeed present at locations
which are part of the itinerary at certain time slots can be verified by means of captured
images. The images may be created by means of fixed cameras at the locations in question, or
alternatively the images may be captured by means of mobile devices of the players. More
and more mobiles with cameras are designed to take so-called “selfies” which contain the
face of the person who took the image. The image which is captured by the player of the
game at a certain location at the certain moment can then be verified automatically by a
device or application according to the invention. This device or application could be
implemented in the mobile user terminal which was used to capture the image (e.g. as part of
a “selfie contest”). Alternatively the device or application may be (at least partly)
implemented remotely. The device or application may then, e.g. shortly after the capturing of
the image, verify whether the image was indeed made at the relevant location within a certain
time slot based on knowledge of the codes in the emitted light of the light sources at that
location. The device or application can compare the code which is embedded in the emitted
light with codes which have been provided as part of the game. Preferably the device or

application is also capable of facial recognition. By combining code verification and facial
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recognition the device can verify that the user who is recognized in the image was present at
the location at the specific time.

As another example application, many people want to show to others (friends,
family, etc.) that they have been at certain location - not as part of a specific game, but just as
part of the social interaction with the others. The above-disclosed techniques can be used to
support this type of social interaction.

In another example, the code in the emitted light comprises or is based on a
timestamp and preferably also related to a kind of game. By “based on” here, it is meant that
the code which is transmitted does not have to be a direct indication of the actual time. It also
means that the signal in the emitted light is not constant over time, but rather fluctuates as
function of time. The game is based on collecting points by being present at a certain location
at a certain moment. For instance in bars or pubs, there are spots which are typically occupied
by the most senior guys or the alpha types. Showing by means of an image that the user (or
another person) was at such spot at a certain time can be important in the social game.

Another use of creating evidence that the user was at a certain location at a
certain time may be found in retail. For instance, customers may receive discounts, or faster
service, by providing evidence that they were in the shop or at another location. Again the
image must be captured in the neighborhood of light sources emitting specific (time based)
codes or with the light sources even directly visible in the images.

Yet another possible application is to use facial recognition for identifying or
authenticating an alleged identity of a further person (say a celebrity) in the same image or
sequence of images, and automatically verifying that the image supports an assertion that the
particular/multiple persons in question was/were present (together) at the same location at the
same time.

It will be appreciated that the above description for clarity has described
embodiments of the invention with reference to different functional units and/or processors.
However, it will be apparent that any suitable distribution of functionality between different
functional units or processors may be used without deviating from the invention. For
example, functionality illustrated to be performed by separate units, processors or controllers
may be performed by the same processor or controllers. Hence, references to specific
functional units are only to be seen as references to suitable means for providing the
described functionality rather than indicative of a strict logical or physical structure or
organization. The invention can be implemented in any suitable form including hardware,

software, firmware or any combination of these.
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It will be appreciated that the invention also applies to computer programs,
particularly computer programs on or in a carrier, adapted to put the invention into practice.
The program may be in the form of a source code, an object code, a code intermediate source
and an object code such as in a partially compiled form, or in any other form suitable for use
in the implementation of the method according to the invention.

Another embodiment relating to a computer program product comprises
computer-executable instructions corresponding to cach means of at least one of the systems
and/or products set forth herein. These instructions may be sub-divided into sub-routines
and/or stored in one or more files that may be linked statically or dynamically. When
provided on a carrier, the carrier of a computer program may be any entity or device capable
of carrying the program. For example, the carrier may include a storage medium, such as a
ROM, for example, a CD ROM or a semiconductor ROM, or a magnetic recording medium,
for example, a hard disk. Alternatively, the carrier may be an integrated circuit in which the
program is embedded, the integrated circuit being adapted to perform, or used in the
performance of, the relevant method.

It will be appreciated that the above embodiments have been described by way
of example . Other variations to the disclosed embodiments can be understood and effected
by those skilled in the art in practicing the claimed invention, from a study of the drawings,
the disclosure, and the appended claims. In the claims, the word "comprising" does not
exclude other elements or steps, and the indefinite article "a" or "an" does not exclude a
plurality. A single processor or other unit may fulfill the functions of several items recited in
the claims. The mere fact that certain measures are recited in mutually different dependent
claims does not indicate that a combination of these measures cannot be used to advantage. A
computer program may be stored/distributed on a suitable medium, such as an optical storage
medium or a solid-state medium supplied together with or as part of other hardware, but may
also be distributed in other forms, such as via the Internet or other wired or wircless
telecommunication systems. Any reference signs in the claims should not be construed as

limiting the scope.
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CLAIMS:

1. A device comprising:

an input for receiving images captured by a camera (20), of an environment
illuminated by light from a visible light source (2);

an image processing module (22) configured to process one or more of the
images to decode a timestamp modulated into said light, and to output an indication of the
decoded timestamp; and

a verification module (23) arranged to receive the indication of the decoded
timestamp output by the image processing module (22), and based thereon to perform an at
least partially automated verification of a time at which the one or more images were

captured.

2. The device of claim 1, wherein the image processing module (22) is further
configured to decode, from the processing of the one or more images, information modulated
into the light indicative of a location of the light source or environment, and to output an
indication of the location for verification of a location at which the one or more images were

captured.

3. The device of claim 2, wherein said information comprises:
coordinates or a name of the location explicitly encoded into the light; or
an identifier of the light source (2) that is mapped to a location in a location
database, the image processing module being configured to look up the location from the

location database based on said identifier.

4. The device of any preceding claim, wherein the image processing module (22)
is further configured to apply a facial recognition and/or other image recognition algorithm to
at least one of the captured images, and to thereby identify a person or persons appearing in

the at least one image.
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5. The device of any preceding claim, wherein the timestamp is
cryptographically secured, and the image processing module (22) is configured to use a

cryptographic key to access the timestamp.

6. The device of any preceding claim, wherein:

the image processing module (22) is configured to store the one or more
images in at least one image file (30), wherein said outputting comprises storing the decoded
timestamp in the image file as metadata (34) of the image file;

the image processing module (22) is configured to decode the timestamp again
later from the one or more stored images; and

the verification module (23) is configured to perform said at-least-partially
automated verification by comparing the later decoded timestamp with the stored timestamp

in the metadata in order to verify the stored timestamp.

7. The device of claim 6 wherein the timestamp in the metadata or the metadata
as a whole is cryptographically secured, and the verification module (23) is configured to use

a cryptographic key to access the timestamp or metadata.

8. The device of any preceding claim, wherein the camera (20) adds its own
timestamp to at least one of said one or more the images, and the verification module (23) is
configured to perform said at-least-partially automated verification by comparing the
camera’s own timestamp with the decoded timestamp in order to verify the camera’s

timestamp.

9. The device of any preceding claim, wherein the timestamp as modulated into
said light is signed using a private key, and the verification module (23) is configured to
perform said at least-partially-automated verification by verifying the decoded timestamp

using a corresponding public key.

10. The device of any preceding claim, wherein the image processing module (22)
is configured to remove the modulation from said one or more images once the timestamp

has been decoded, stored or verified.
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11. An image capturing system comprising:

the device of any preceding claim;

the light source (2), being arranged to emit light to illuminate said
environment, and configured to modulate the light emitted by the light source with said
timestamp indicating a current time value; and

the camera (20), being arranged to capture said one or more images of said

environment.

12. A computer program product for processing images, the computer program
product comprising code embodied on a computer-readable storage medium and configured
so as when executed to perform operations of:

receiving images captured by a camera (20), of an environment illuminated by
light from a light source (2); and

processing one or more of the images to decode a timestamp modulated into
said light indicating a time at which the one or more images were captured; and

based on the timestamp as determined by said processing, performing an at
least partially automated verification of the time at which the one or more images were

captured.

13. The computer program product of claim 12, wherein the computer program
product is further configured to:

decode, from the processing of the one or more images, information
modulated into the light indicative of a location of the light source or environment, and to
output an indication of the location for verification of a location at which the one or more
images were captured;

apply a facial recognition and/or other image recognition algorithm to at least
one of the captured images, and to thereby identify a person or persons appearing in the at
least one image; and

log the fact that the identified person or the identified persons are verified to

have been at said location at said time.

14. The computer program product of claim 13, wherein said logging comprises
logging said fact as part of one or more of:

a location-based game,
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a retail rewards scheme,
a social networking system, and/or

a celebrity spotting application.

15. A method comprising:

using light emitted from a light source (2) to illuminate an environment;

encoding a timestamp indicating a current time value into the light emitted by
the light source;

using a camera (20) to capture one or more of said environment;

processing at least one of the images to determine the timestamp encoded into
said light; and

based on the timestamp as determined by said processing, performing an at

least partially automated verification of a time at which the at least one image was captured.
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