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space identifier is described. The method includes receiving a request to ac-
cess data in a memory location. The request includes an address space identi -
fier that is associated with a requesting entity. The method also includes ob-
taining encryption metadata based on the address space identifier. The meth-
od also includes directing an encryption module to use the encryption
metadata for converting the data. The method also includes providing access
to the data in the memory location based on the address space identifier.
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DATA CONVERSION USING AN ADDRESS SPACE IDENTIFIER

BACKGROUND

[0001] A computer may host a number of virtual machines that
emulate a computer, allowing a single computer to act as a number of
computers. In this scenario, hardware resources of the computer may be

shared by the different virtual machines.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The accompanying drawings illustrate various examples of the
principles described herein and are a part of the specification. The examples do
not limit the scope of the claims.

[0003] Figs. 1A and 1B are diagrams of a system for converting data
using an address space identifier according to one example of the principles
described herein.

[0004] Fig. 2 is a flowchart of a method for converting data using an
address space identifier according to one example of the principles described
herein.

[0005] Fig. 3is a flowchart of a method for writing encrypted data to a
memory location using an address space identifier according to one example of
the principles described herein.

[0006] Fig. 4 is a flowchart of a method for reading decrypted data
from a memory location using an address space identifier according to one

example of the principles described herein.



WO 2016/072999 PCT/US2014/064513

[0007] Fig. 5is a diagram of a number of requests processed by a
memory manager using a number of address space identifiers, according to one
example of the principles described herein.

[0008] Fig. 6 is a diagram of an encryption table associating a number
of address space identifiers with encryption metadata, according to one
example of the principles described herein.

[0009] Figs. 7A and 7B illustrate a number of virtual machines using
address space identifiers to encrypt/decrypt data according to one example of
the principles described herein.

[0010] Fig. 8 is a diagram of an address space module according to
one example of the principles described herein.

[0011] Fig. 9 is a diagram of a system and machine-readable storage
medium for converting data using an address space identifier according to one
example of the principles described herein.

[0012] Throughout the drawings, identical reference numbers

designate similar, but not necessarily identical, elements.

DETAILED DESCRIPTION

[0013] A computer may host a number of virtual machines that
emulate a computer, allowing a single computer to act as a number of
computers. In this scenario, hardware resources of the computer may be
shared by the different virtual machines. For example, different requesting
entities, such as virtual machines, may have access to different memory
resources of the host computer. In this example, the host computer may
prevent virtual machines from accessing data stored in memory locations
allocated to other virtual machines. For example, the host computer may assign
each virtual entity an address space identifier (ASID) which allows a particular
virtual entity to access a memory location indicated by the ASID, while
preventing other virtual entities from accessing the memory location.

Additionally, the host computer may also encrypt data associated with each
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virtual machine providing even greater security. VWhile encryption may increase
data security, current encryption techniques may prove less effective.

[0014] For example, sensitive data stored in a memory location, which
data is encrypted, may be jeopardized when the memory location is returned to
the system to be re-assigned. When a memory location is re-assigned, or re-
deployed to another process, the system may reuse the memory for a new
entity. This poses a security threat because if the data is not initialized, the new
entity may have access to the data stored in the memory location. In other
words, data that is not overwritten may be exposed to future users of the
memory location.

[0015] Accordingly, the present specification describes a method and
system for ensuring continued integrity of data and memory locations within a
computing device. Specifically, the present specification describes using an
ASID associated with a requesting entity to both 1) obtain access to data in a
memory location and 2) to select an encryption operation to uniquely
encrypt/decrypt the data utilized by the requesting entity.

[0016] More specifically, a number of CPU architectures allow for the
protection of memory using a translation lookaside buffer (TLB). A TLB may
allow access to a memory location based on a mapping between the physical
address of the memory location and an ASID assigned to the requesting entity.
For example, upon receiving a request to access data in a memory location, a
TLB may direct the processor to read data from or write data to the memory
location indicated by the ASID. In other words, by comparing an ASID
associated with a process to an ASID associated with a block of memory, a TLB
may indicate whether the requesting entity has access to the data in the
memory location. The present specification utilizes the ASID to both obtain
access to data in the memory location as well as encrypt/decrypt the data in the
memory location.

[0017] More specifically, the present specification allows a requesting
entity to access data in a memory location so as to prevent post-memory
release access. A request to access a memory location may include an ASID

associated with the requesting entity. The ASID may be associated with
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encryption metadata which indicates to an encryption module how data
associated with the request is to be encrypted and decrypted. The ASID may
also be associated with an address of the memory location where the data is
stored. Using both the relationship between the ASID and the memory location
address and the ASID and the encryption metadata, uniquely encrypted data
may be stored in a memory location accessible by the requesting entity while
preventing other requesting entities without the ASID from accessing the
memory location.

[0018] The present disclosure describes a method for converting data
using an address space identifier. The method includes receiving a request to
access data in a memory location, the request including an address space
identifier that is associated with a requesting entity. The method also includes
obtaining encryption metadata based on the address space identifier. The
method also includes directing an encryption module to use the encryption
metadata for converting the data. The method also includes providing access to
the data in the memory location based on the address space identifier.

[0019] The present disclosure describes a system for converting data
using an address space identifier. The system includes a processor and a
memory manager, communicatively coupled to the processor. The memory
manager receives a request to access data in a memory location. The request
includes an address space identifier associated with a requesting entity. The
memory manager obtains encryption metadata based on the address space
identifier. The memory manager directs an encryption module to use the
encryption metadata for converting the data. The system also includes a
translation lookaside buffer to provide access to the data in the memory location
based on the address space identifier.

[0020] The present disclosure describes a machine-readable storage
medium encoded with instructions for converting data using an address space
identifier, the instructions executable by a processor of a system to cause the
system to receive a request from a virtual machine to access data in a memory
location. The request includes an address space identifier that is associated

with the virtual machine. The instructions also cause the system to obtain
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encryption metadata associated with the virtual machine using the address
space identifier. The instructions also cause the system to convert data
associated with the request based on the encryption metadata. The instructions
also cause the system to provide the virtual machine access to the data in the
memory location based on the address space identifier.

[0021] Encrypting data may have a number of advantages. For
example, encrypting data may protect the data from unauthorized access.
Additionally, encryption metadata may be sanitized on an individual process or
virtual machine level. Encryption metadata, such as an encryption keys or an
identification of an encryption operation used, may be deleted, preventing future
access to data in a non-encrypted format. Still further, encryption metadata may
be preserved between instantiations of a process, allowing for control of access
of data beyond the execution of a single process or virtual machine, while
restricting access to the data to a controlled set. Using an ASID to identify an
encryption operation may be advantageous by uniquely encrypting/decrypting
data accessed by a particular requesting entity thereby increasing the integrity
of the data stored in a memory location accessible by the requesting entity and
preventing unauthorized post-release access to the data.

[0022] As used in the present specification and in the appended
claims, the term “requesting entity” may refer to any computing component that
is requesting access to a portion of memory allocated to the entity. Examples of
a requesting entity may include a process and a virtual machine, among other
requesting entities.

[0023] Further, as used in the present specification and in the

» o » u

appended claims, the term “converting,” “convert,” “conversion,” and similar
words may refer broadly to the encryption and decryption of data.

[0024]  Still further, as used in the present specification and in the
appended claims, the term “virtual machine” may refer to a process, including a
number of executable operations, that emulate a computer hardware
environment and that shares physical resources with a number of other virtual

machines.
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[0025] Yet further, as used in the present specification and in the
appended claims, the term “a number of” or similar language may include any
positive number including one to infinity; zero not being a number, but the
absence of a number.

[0026] In the following description, for purposes of explanation,
numerous specific details are set forth in order to provide a thorough
understanding of the present systems and methods. It will be apparent,
however, to one skilled in the art, that the present apparatus, systems, and
methods may be practiced without these specific details. Reference in the
specification to “an example” or similar language means that a particular
feature, structure, or characteristic described in connection with that example is
included as described, but may not be included in other examples.

[0027] Referring now to the figures, Figs. 1A and 1B are diagrams of a
system for converting data using an address space identifier (ASID), according
to one example of the principles described herein. As used in the present
specification the conversion of data may refer to the encrypting, decrypting, and
combinations thereof of data.

[0028] The computing system (100) may be implemented in an
electronic device. Examples of electronic devices include servers, desktop
computers, laptop computers, personal digital assistants (PDAs), mobile
devices, smartphones, gaming systems, and tablets, or other electronic devices.
The computing system (100) of Fig. 1 may be part of a general purpose
computer. However, in alternative examples, the computing system (100) is
part of an application specific integrated circuit.

[0029] In some examples, the processor (102) and the memory
manager (114) are located within the same physical component, such as a
server, or a network component. The memory manager (114) may be part of
the physical component’s main memory, caches, registers, non-volatile memory,
or elsewhere in the physical component’s memory hierarchy. Alternatively, the
memory manager (114) may be in communication with the processor (102) over
a network. Further, the data structures may be accessed from a remote location

over a network connection while the programmed instructions are located
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locally. Thus, the computing system (100) may be implemented on a user
device, on a server, on a collection of servers, or combinations thereof.

[0030] The computing system (100) may be utilized in any data-
processing scenario, including stand-alone hardware, mobile applications, a
computing network, or combinations thereof. Further, the computing system
(100) may be used in a computing network, a public cloud network, a private
cloud network, a hybrid cloud network, other forms of networks, or combinations
thereof. In one example, the methods provided by the computing system (100)
are provided as a service over a network by, for example, a third party. In this
example, the service may include, for example, the following: a Software as a
Service (SaaS) hosting a number of applications; a Platform as a Service
(PaaS) hosting a computing platform including, for example, operating systems,
hardware, and storage, among others; an Infrastructure as a Service (laaS)
hosting equipment such as, for example, servers, storage components, network,
and components, among others; application program interface (API) as a
service (APlaaS), other forms of network services, or combinations thereof. The
present systems may be implemented on one or multiple hardware platforms, in
which the modules in the system can be executed on one, or across multiple,
platforms. Such modules can run on various forms of cloud technologies and
hybrid cloud technologies or offered as a SaaS (Software as a service) that can
be implemented on or off the cloud. In another example, the methods provided
by the computing system (100) are executed by a local administrator.

[0031] To achieve its desired functionality, the computing system
(100) includes various hardware components. Among these hardware
components may be a number of processors (102), a memory manager (114),
and a translation lookaside buffer (110). These hardware components may be
interconnected through the use of a number of busses and/or network
connections. In one example, the processor (102), memory manager (114), and
translation lookaside buffer (110) may be communicatively coupled via a bus.

[0032] The processor (102) may include the hardware architecture to
retrieve executable code from the memory manager (114) and execute the

executable code. The executable code may, when executed by the processor
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(102), cause the processor (102) to implement at least the functionality of
encrypting and decrypting data using an ASID. The functionality of the
computing system (100) is in accordance to the methods of the present
specification described herein. In the course of executing code, the processor
(102) may receive input from and provide output to a number of the remaining
hardware units.

[0033] The memory manager (114) may include any memory capable
of storing data such as programmed instructions or data structures used by the
computing system (100). The memory manager (114) may store data such as
executable program code that is executed by the processor (102) or other
processing device. As will be discussed, the memory manager (114) may
specifically store computer code representing a number of applications that the
processor (102) executes to implement at least the functionality described
herein.

[0034] The computing system (100) further includes a number of
modules used in the implementation of the data encryption system. The various
modules within the computing system (100) include executable program code
that may be executed separately. In this example, the various modules may be
stored as separate machine-readable instructions. In another example, the
various modules within the computing system (100) may be combined within a
number of machine-readable instructions.

[0035] For example, the memory manager (114) includes a receive
module (138). The receive module receives a request to access data in a
memory location. The memory manager (114) also includes an obtain module
(140). The obtain module (140) obtains encryption metadata based on the
ASID. The memory manager (114) also includes a direct module (142). The
direct module (142) directs an encryption module to use the encryption
metadata for converting the data. More detail regarding the operations carried
out by the different modules (138, 140, 142) as programmed executed
instructions is given below in connection with Figs. 2-4, and 8.

[0036] The computing system (100) may include a translation
lookaside buffer (TLB) (110). The TLB (110) may include a mapping between a
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virtual address of a memory location and the physical address of the memory
location. Upon receiving a request with an ASID, the computing system (100)
may reference the TLB (110) to identify where on the physical memory; the data
may be written to or read from. In other words, the TLB (110) provides access
to the data in the memory location based on the ASID.

[0037] Fig. 1B depicts the system (100) as described in Fig. 1A with
additional components. For example, the computing system (100) may include
a number of network adapters (106), a number of peripheral device adapters
(104), and a number of storage adapters (108). These hardware components
may be interconnected through the use of a number of busses and/or network
connections. In one example, the processor (102), memory manager (114),
peripheral device adapters (104), network adapter (106), and storage adapter
(108) may be communicatively coupled via a bus.

[0038] The memory manager (102) may interface with various types
of memory, including volatile and non-volatile memory. For example, the
memory manager (114) of the present example may include volatile random
access memory (volatile RAM) (116), read-only memory (ROM) (118), and non-
volatile random access memory (non-volatile RAM) (120). Many other types of
memory may also be utilized, and the present specification contemplates the
use of many varying type(s) of memory as may sulit a particular application of
the principles described herein. In certain examples, different types of memory
may be used for different data storage needs. For example, in certain examples
the processor (102) may boot from read-only memory (ROM) (118), maintain
nonvolatile storage in the non-volatile RAM (non-volatile RAM) (120), and
execute program code stored in volatile random access memory (volatile RAM)
(116).

[0039] Generally, the memory manager (114) may include a machine
readable medium, a machine readable storage medium, or a non-transitory
machine readable medium, among others. For example, the memory manager
(114) may include an electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, or device, or any suitable combination of the

foregoing. More specific examples of the machine readable storage medium
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may include, for example, the following: an electrical connection having a
number of wires, a portable computer diskette, a hard disk, a volatile random
access memory (RAM) (116), a read-only memory (ROM) (118), non-volatile
RAM (NVM) (120) an erasable programmable read-only memory (EPROM or
Flash memory), a portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, or any suitable combination
of the foregoing. In the context of this document, a machine readable storage
medium may be any tangible medium that can contain or store machine usable
program code for use by, or in connection with, an instruction execution system,
apparatus, or device. In another example, a machine readable storage medium
may be any non-transitory medium that can contain or store a program for use
by, or in connection with, an instruction execution system, apparatus, or device.

[0040] The adapters (104, 106, 108) in the computing system (100)
enable the processor (102) to interface with various other hardware elements,
external and internal to the computing system (100). For example, the
peripheral device adapters (104) may provide an interface to input/output
devices, such as, for example, a display device (124), a mouse, hard disk drive
(HDD), solid state drive (SSD) or a keyboard. The peripheral device adapters
(104) may also provide access to other external devices, such as an external
storage device, a number of network devices such as, for example, servers,
switches, and routers, client devices, other types of computing devices, and
combinations thereof. The display device (124) may be provided to allow a user
of the computing system (100) to interact with and implement the functionality of
the computing system (100). The network adapter (106) may provide an
interface to other computing devices within, for example, a network, thereby
enabling the transmission of data between the computing system (100) and
other devices located within the network.

[0041] The computing system (100) may also include an encryption
table (112). The encryption table (112) may be used to store an association
between various requesting entities that are allowed access to the physical
memory resources of the system (100) and the encryption metadata to be used

on data associated with the requesting entity. For example, the encryption table
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(112) may indicate that for a first ASID, a first set of encryption metadata is to be
used to encrypt data accessed by the requesting entity associated with the first
ASID. More detail regarding the encryption table (112) is given below in
connection with Figs. 5-7. While Fig. 1 depicts the encryption table (112) in a
particular orientation, in some examples, the encryption table (112) may be
stored in volatile RAM (116), in non-volatile storage medium, such as non-
volatile RAM (116), among other types of memory. Storing the encryption table
(112), encryption metadata, or combinations thereof on a non-volatile storage
device may be beneficial by retaining the associations therein in the face of a
power loss such as a power cycle, reboot, or replacement, while preserving the
ability of the requesting entity to access data that has been encrypted.

[0042] Fig. 2 is a flowchart of a method (200) for converting data using
an address space identifier (ASID) according to one example of the principles
described herein. The method (200) may include receiving (block 201) a
request to access data in a memory location. The request may include an ASID
that is associated with a requesting entity. As described above, a requesting
entity may be any entity such as a process or a virtual machine that desires to
access (either write data to or read data from) a memory location. An ASID may
uniquely associate the requesting entity with a memory location on the physical
computing device memory resources. In some examples, an ASID may be a
value communicated separate from the address being referenced. An ASID
may also be encoded or derived as a part of the address being referenced.

[0043] The method (200) also includes obtaining (block 202
encryption metadata based on the ASID. For example, using the same ASID
that is used to identify a memory location accessible by the requesting entity,
the memory manager (Fig. 1A, 114) may obtain (block 202) encryption
metadata. The obtained encryption metadata may be used by an encryption
module to encrypt data written to the memory location. Similarly, the encryption
metadata may be used by an encryption module to decrypt data read from the
memory location. The ASID may identify encryption metadata by indicating a
position in an array data structure that contains information related to the

encryption or decryption of data.

11
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[0044] Obtaining (block 202) the encryption metadata may include
obtaining encryption keys used to encrypt data. The encryption metadata may
include an identification of the encryption operation used. Associating an ASID
that uniquely identifies a requesting entity with encryption metadata may be
beneficial in that it allows for unique encryption of data. In other words, different
encryption operations may be performed relative to data of different requesting
entities. Similarly, as the data is read, the same encryption metadata, indicated
by the same ASID is used to decrypt the data.

[0045] The method (200) includes directing (block 203) an encryption
module to use the encryption metadata for converting the data. As used in the
present specification encryption metadata may refer to any metadata that
indicates how particular data is to be encrypted/decrypted. By using specific
encryption metadata associated with an ASID, the encryption module may
provide a conversion (i.e. encryption/decryption) that is used by just the
requesting entity indicated by the ASID. Accordingly, different requesting
entities with different ASID’s may have their associated data encrypted
differently, thereby increasing security of the data.

[0046] The method (200) includes providing (block 204) access to the
data in the memory location based on the ASID. For example, based on the
ASID, the memory manager (Fig. 1A, 114) may consult the TLB (Fig. 1A, 110)
to identify which portion of the physical memory resources of the computing
system (Fig. 1A, 100) have been allocated to the requesting entity associated
with the ASID, the allocated memory resources being referred to as the memory
location. As will be described in Figs. 3 and 4 below, providing (block 204)
access to the data may include writing data to, and reading data from the
memory location. In either of these examples, the access may provide for the
writing of encrypted data to the memory location and decrypting and returning
data from the memory location.

[0047] Fig. 3 is a flowchart of a method (300) for writing encrypted
data to a memory location using an ASID, according to one example of the
principles described herein. The method (300) may allow for writing encrypted

data used by a virtual machine. The method (300) may include receiving (block
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301) a request to write data to the memory location. In other words, the request
may be a write request. As described above, the write request may include an
ASID associated with the requesting entity that is used to indicate a memory
location within the hardware resources that the requesting entity may write data
to.

[0048] The method (300) may include obtaining (block 302) encryption
metadata based on the ASID. This may be performed as described above in
connection with Fig. 2.

[0049] The method (300) may include encrypting (block 303) the data
based on the encryption metadata. The encryption metadata may include any
information used to encrypt the data associated with a request, for example the
encryption metadata may include a number of encryption keys. The encryption
metadata may include other information used to encrypt the data, such as
information specifying which of a number of encryption operations to use.

[0050] Encrypting (block 303) the data alters the representation of the
data so that the data is not recognized without knowledge of the encryption
metadata. Doing so may be beneficial in that subsequent uses of a memory
location may not access the data as it is in a form unreadable to an entity that
does not have the correct ASID, which ASID is uniquely associated with the
requesting entity. Moreover, as described above, encrypting (block 303) the
data using metadata associated with a unique ASID increases the security as
other entities, either subsequent entities or other simultaneously operating
entities, cannot read the data without the uniquely assigned ASID.

[0051] The method (300) may include writing (block 304) the
encrypted data to the memory location. Writing (block 304) the encrypted data
to the memory location may include calling a system level routine to write the
encrypted version of the data to volatile RAM (Fig. 1B, 116) or to a non-volatile
memory storage device, such as non-volatile RAM (Fig. 1B, 120). Writing (block
304) the encrypted data may include modifying data, and then storing the
encrypted data in memory. For example, an encryption module may read the
data, encrypt the data based on the encryption metadata, and then write the

data to the same location. In another example, the data may include replicating
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the data through an encryption operation. In one example, the operation may
read the data, encrypt the data, and then write the data to a different location for
storage.

[0052] The method (300) may include purging (block 305) the
encryption metadata. For example, when the memory manager (Fig. 1A, 114)
determines that a memory location is no longer used, the memory manager
(Fig. 1A, 114) may prevent subsequent access to the memory location by
removing the encryption metadata. Purging (block 305) the encryption
metadata may include deleting the encryption metadata. In other words, the
metadata used to encrypt may be deleted such that the associated encrypted
data is unreadable. In another example, purging (block 305) the metadata may
include deleting an association between the ASID and the encryption metadata.

[0053] As the encryption metadata has been purged, subsequent
references to the memory location may not be capable of decrypting the data.
In other words, the encrypted data may not be understood by a subsequent
requesting entity. The deletion of encryption metadata and purging the
encryption metadata from memory may render the encrypted data unusable.
The destruction of the encryption metadata may prevent unauthorized future
access to the data. In some examples, one, a set of, or all encryption keys may
be deleted to prevent access to data in the memory location.

[0054] Fig. 4 is a flowchart of a method (400) for reading decrypted
data from a memory location using an ASID according to one example of the
principles described herein. The method (400) may allow for reading decrypted
data used by a virtual machine. The method (400) may include receiving (block
401) a request to read data to the memory location. In other words, the request
may be a read request. As described above, the read request may include an
ASID associated with the requesting entity that is used to indicate a memory
location within the hardware resources that the requesting entity may read data
from.

[0055] The method (400) may include obtaining (block 402) encryption
metadata based on the ASID. This may be performed as described above in

connection with Fig. 2.
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[0056] The method (400) may include decrypting (block 403) the data
based on the encryption metadata. The encryption metadata may include any
information used to decrypt the data associated with a request, for example the
encryption metadata may include a number of encryption keys. The encryption
metadata may include other information to encrypt the data, such as information
specifying which of a number of decryption operations to use.

[0057] In decrypting (block 403) the encrypted data, the memory
manager (Fig. 1A, 114) may use an encryption key, stored as part of the
encryption metadata, as well as other information and permissions related to the
reading of the data. Decrypting (block 403) the data may include reading the
encrypted data from the memory location. Reading the encrypted data may
cause the data to be loaded into a cache, such as a processor cache or reading
the encrypted data from non-volatile RAM (Fig. 1B, 120). Decrypting (block
403) the data may alter the encrypted data, or may transform the data while
creating a decrypted copy of the data.

[0058] The method (400) may include providing access to the data.
For example, the method (400) may include returning (block 404) the decrypted
data to the requesting entity. Returning (block 404) the decrypted data may
include reporting that the data was successfully read, the amount of data read,
or information relating to the operation. The data may be returned by informing
a user that the data was successfully read and may safely be referenced.

[0059] The method (400) may include purging (block 405) the
encryption metadata. This may be performed as described in connection with
Fig. 3.

[0060] Fig. 5is a diagram of a number of requests (526) processed by
a memory manager (114) using a number of ASIDs (528), according to one
example of the principles described herein. In the example depicted in Fig. 5,
multiple requesting entities may send requests (526) to access memory
locations (530). Specifically, a first requesting entity may make a first request
(526-1) to access a memory location (530). Similarly, a second requesting
entity may make a second request (526-2) to access a memory location (530).

The first request (526-1) and the second request (526-2) may be any of a write
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request or a read request. Each request (526) may include an ASID (528) that
identifies the requesting entity. For example, a first ASID (528-1) associated
with the first request (526-1) may identify the first requesting entity, for example
as a first virtual machine. Similarly, a second ASID (528-2) associated with the
second request (526-2) may identify the second requesting entity, for example
as a second virtual machine.

[0061] The memory manager (114) may receive these requests (526)
and may obtain encryption metadata associated with each request (526). For
example, the memory manager (114) may be in electrical communication with
an encryption table (112) which associates the first ASID (528-1) with a first
instance of encryption metadata and which associates the second ASID (528-2)
with a second, and distinct, instance of encryption metadata. In other words,
the encryption metadata associated with the first ASID (528-1) may be different
than the encryption metadata associated with the second ASID (528-2). The
memory manager (114) may obtain this encryption metadata and pass it to an
encryption module (532) which converts data associated with the request based
on the encryption metadata indicated by the memory manager (114). If the
request is a read request, the encryption module (532) may obtain data from a
memory location (530) and decrypt the data associated with the request. If the
request is a write request, the encryption module (532) may obtain associated
data from memory and encrypt the data. In some examples, the encryption
module (532) may obtain encryption metadata from an association between an
ASID (528) and encryption metadata. The association between the ASID (528)
and the encryption metadata may be obtained using a hash table, or other such
mechanisms. The association of the ASID (528) and the encryption metadata
allows the encryption module (532) to obtain the encryption metadata.

[0062] The encryption metadata may include a number of encryption
keys and other data to encrypt and/or track the encryption of data. The
encryption metadata may be a single encryption key that serves as the basis to
both encrypt and decrypt data, or there may be separate keys to encrypt and

decrypt the data. The encryption metadata may identify the encryption
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operation to be used. Additional data may be stored according to the
parameters of the encryption module (532).

[0063] An encryption module (532) may receive the data to write and
may receive encryption metadata. Encryption metadata may be used to encrypt
the data such that the data does not appear to represent the data. The
encryption module (532) may implement a number of encryption operations, and
may receive identification as to the encryption operation that may be used. The
encryption metadata may indicate the encryption operation to account for
customer preferences, security preferences, or processing or memory overhead
of the encryption operation.

[0064] The memory manager (114) may also provide access to the
data in the memory location (530) based on the ASID (528). For example, the
memory manager (114) may consult a TLB (110) to identify which memory
location (530) is associated with the ASID (528). For example, via the TLB
(110), the memory manager (114) may determine that the first ASID (528-1)
may access the first memory location (530-1) and that the second ASID (528-2)
may access the second memory location (530-2). As described above, using a
single ASID (528) to both provide access to a memory location (530) and to
indicate encryption metadata data used to convert the data may be beneficial in
that it allows for each requesting entity to have a cryptographically unique
portion of computing device’s physical resources on which data may be stored.

[0065] Fig. 6 is a diagram of an encryption table (112) associating a
number of ASIDs (528) with encryption metadata (636), according to one
example of the principles described herein. As described above, the memory
manager (Fig. 1A, 114) may rely on the encryption table (112) to associate an
ASID (528-1, 528-2, 528-3, 528-4, 528-5, 528-6, 528-7, 528-8, 528-9)
associated with a particular requesting entity with encryption metadata (636-1,
636-2, 636-3, 636-4 636-5, 636-6, 636-7, 636-8, 636-9) that is used to
encrypt/decrypt data associated with the request. For example, a first ASID
(528-1) may be associated with encryption metadata A (636-1). Similarly, a
second ASID (528-2) may be associated with encryption metadata B (636-2),
which encryption metadata B (636-2) is different than encryption metadata A
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(636-1). As described above, each ASID (528) may be associated with a
requesting entity such as a process or a virtual machine. In addition to being
associated with a requesting entity such as a process or a virtual machine, an
ASID (528) may also be associated with encryption metadata (636).

[0066] In this example, when an ASID (528) is assigned to a
requesting entity, for example the second ASID (528-2), the memory manager
(Fig. 1, 114) may obtain encryption metadata B (636-2) to encrypt the data
associated with the process. The encryption module (Fig. 5, 532) may use
encryption metadata B (636-2) to encrypt data received in a write request (Fig.5,
526). Encryption metadata B (636-2) may also be used to decrypt data when a
read request (Fig. 5, 526) is received.

[0067] The table (600) may include additional fields or associations
between the ASIDs (528) and encryption metadata (636) used by the memory
manager (Fig. 1A, 114). The memory manager (Fig. 1, 114) uses the
association between the ASIDs (634) and the encryption metadata (636).

[0068] Figs. 7A and 7B illustrate a number of virtual machines (738)
using ASIDs (528) to encrypt/decrypt data. Specifically, Fig. 7A is a diagram of
a number of virtual machines (738-1, 738-2) using ASIDs (528-1, 528-2) to
encrypt/decrypt data according to one example of the principles herein. As
described above, in some examples, the requesting entities may be virtual
machines (738).

[0069] The virtual machines (738-1, 738-2) may execute as computer
usable code on a number of processors (Fig. 1A, 102). A virtual machine (738)
may execute as a number of computer processes. Each computer process may
contain a number of executable entities. A virtual machine (738) may contain or
be associated with a number of processes. Each virtual machine (738) may
contain an ASID (528), a virtual CPU (740), a virtual disk storage device (742),
and virtual RAM (744). Specifically, a first virtual machine (738-1) includes a
first ASID (528-1), a first virtual CPU (740-1), a first virtual disk storage device
(742-1), and a first virtual RAM (744-1). Similarly, a second virtual machine
(738-2) includes a second ASID (528-2), a second virtual CPU (740-2), a
second virtual disk storage device (742-2), and a second virtual RAM (744-2).
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In some examples, the virtual machines (738) may be hosted on the same
computer. The principles described herein may prevent the virtual machines
(738) or other processes from accessing data associated with other virtual
machines.

[0070] Fig. 7B depicts an encryption table (112) associating a number
of ASIDs (528-1, 528-2) with encryption metadata (636-1, 636-2). The table
(112) is an example of how and ASID (528) may be associated with encryption
metadata (636).

[0071] According to the principles described herein, the memory
manager (Fig. 1A, 114) may use the first ASID (528-1) to obtain encryption
metadata A (636-1) by referencing the encryption table (112) and identifying the
first ASID (528-1) within the encryption table (112). The encryption module (Fig.
5, 532) may encrypt data associated with the request based on encryption
metadata A (636-1). Similarly, the memory manager (Fig. 1, 114) may use the
second ASID (528-2) to obtain encryption metadata B (636-2) by referencing the
encryption table (112) and identifying the second ASID (528-2) within the
encryption table (112). The encryption module (Fig. 5, 532) may encrypt data
associated with the request based on encryption metadata B (636-2).

[0072] The ASIDs (528) are associated with the virtual machines
(738) such that the encryption table (112) associating the ASIDs (528) allows
the virtual machines (738) to stop or restart while preserving the ASID (528) that
is associated with the virtual machine (738). The association may allow the host
computer of the virtual machines (738) to restart and retain the association.

[0073] The encryption table (112) may be stored to allow for
persistence. For example, the encryption table (112) and associated metadata
(636) may be stored in non-volatile RAM (Fig. 1B, 120). In this fashion, the
association between ASIDs (528) and encryption metadata (636) may be
preserved even in the face of an interruption of power to the virtual machines
(738) or the host computer. In some examples, this may be done by mapping
the encryption table (112) in volatile RAM (Fig. 1B, 116) to an area in non-
volatile RAM (Fig. 1B, 120). Doing so may imitate volatile access while allowing

for non-volatile preservation of the association.
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[0074] Fig. 8 is a diagram of an address space module (122)
according to one example of the principles described herein. The address
space module (122) includes a number of modules implementing the principles
described herein. The modules may be combined to implement the principles
described herein, or the principles may be divided into additional modules that
perform the functions according to the principles described herein. Specifically,
the address space module (122) includes a receive module (138), an obtain
module (140), a direct module (142) an access module (844), a write module
(846), a return module (848), and a purge module (850). The modules (138,
140, 142, 844, 846, 848, 850) refer to a combination of hardware and program
instructions to perform a designated function. Each of the modules (138, 140,
142, 844, 846, 848, 850) may include a processor and memory. The program
instructions are stored in the memory and cause the processor to execute the
designated function of the module.

[0075] The receive module (138) receives a request (Fig. 5, 526) to
access data in a memory location (Fig. 5, 530). The obtain module (140)
obtains encryption metadata (Fig. 6, 636) based on the ASID (Fig. 5, 528). The
direct module (142) directs an encryption module (Fig. 5, 532) to use the
encryption metadata (Fig. 6, 636) for converting the data. The access module
(844) provides access to the data in the memory location (Fig. 5, 530) based on
the ASID (Fig. 5, 528).

[0076] The write module (846) writes encrypted data to the memory
location (Fig. 5, 530). The return module (848) returns decrypted data to the
requesting entity. The purge module (850) purges the encryption metadata (Fig.
6, 636). Each module may include computer usable code to, when executed by
a processor, carry out the functionality of each module.

[0077] Fig. 9is a diagram of a system (100) and machine-readable
storage medium (952) for converting data using an address space identifier (Fig.
5, 528) according to one example of the principles described herein. The
machine-readable storage medium (952) may have instructions stored therein.
The instructions may be executable by a processor (102) to carry out the

functionality of converting data using an address space identifier (Fig. 5, 528).
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Specifically request receive instructions (954), when executed by the processor
(102), cause the system (100) to receive a request (Fig. 5, 526) from a virtual
machine (Fig. 7, 738) to access data in a memory location (Fig. 5, 530). The
request (Fig. 5, 526) including an address space identifier (Fig. 5, 528) that is
associated with the virtual machine (Fig. 7, 738). The encryption metadata
obtain instructions (956), when executed by the processor (102), cause the
system (100) to obtain encryption metadata (Fig. 6, 636) associated with the
virtual machine (Fig. 7, 738) using the address space identifier (Fig. 5, 528).
The data conversion instructions (958), when executed by the processor (102),
cause the system (100) to convert data associated with the request (Fig. 5, 526)
based on the encryption metadata (Fig. 6, 636). The access provision
instructions (960), when executed by the processor (102), cause the system
(100) to provide the virtual machine (Fig. 7, 738) access to the data in the
memory location (Fig. 5, 530) based on the address space identifier (Fig. 5,
528).

[0078] Aspects of the present system and method are described
herein with reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and machine-readable instructions according to
examples of the principles described herein. Each block of the flowchart
illustrations and block diagrams, and combinations of blocks in the flowchart
illustrations and block diagrams, may be implemented by computer usable
program code. The computer usable program code may be provided to a
processor of a general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a machine, such that the
computer usable program code, when executed via, for example, the processor
(Fig. 1, 102) of the computing system (Fig. 1, 100) or other programmable data
processing apparatus, implement the functions or acts specified in the flowchart
and/or block diagram block or blocks. In one example, the computer usable
program code may be embodied within a machine readable storage medium. In
one example, the machine readable storage medium is a non-transitory

machine readable medium.
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[0079] Using an ASID to assist in the conversion (i.e.,
encryption/decryption) of data may have a number of advantages, including: (1)
protecting data stored in a memory location (Fig. 5, 530) from unauthorized
accesses; (2) protecting data stored in a memory location (Fig. 5, 530) from
post-release accesses by other requesting entities; and (3) increasing the
efficiency of data conversion, among other advantages.

[0080] The preceding description has been presented to illustrate and
describe examples of the principles described. This description is not intended
to be exhaustive or to limit these principles to any precise form disclosed. Many

modifications and variations are possible in light of the above teaching.
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CLAIMS

WHAT IS CLAIMED IS:

1. A method for converting data using an address space identifier, the
method comprising:
receiving a request to access data in a memory location, the request
including an address space identifier that is associated with a requesting entity;
obtaining encryption metadata based on the address space identifier;
directing an encryption module to use the encryption metadata for
converting the data; and
providing access to the data in the memory location based on the

address space identifier.

2. The method of claim 1, in which the request is a request to write data to

the memory location.

3. The method of claim 2, further comprising:
encrypting data associated with the write request based on the
encryption metadata; and

writing the encrypted data to the memory location.

4. The method of claim 1, in which the request is a request to read data

from the memory location.

5. The method of claim 4, further comprising:
decrypting data associated with the read request based on the encryption
metadata; and

returning the decrypted data to the requesting entity.

6. The method of claim 1, in which the address space identifier uniquely

identifies the requesting entity.
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7. The method of claim 1, further comprising purging the encryption
metadata.
8. The method of claim 7, in which purging the encryption metadata

comprises deleting the encryption metadata, deleting an association between
the address space identifier and the encryption metadata, or combinations

thereof.

9. A system for converting data using an address space identifier,
comprising:
a processor,
a memory manager, communicatively coupled to the processor, to:
receive a request to access data in a memory location, the request
including an address space identifier associated with a requesting entity;
obtain encryption metadata based on the address space identifier,;
directing an encryption module to use the encryption metadata for
converting the data; and
a translation lookaside buffer to provide access to the data in the memory

location based on the address space identifier.

10.  The system of claim 9, further comprising an encryption table to

associate the encryption metadata with an address space identifier.
11.  The system of claim 9, in which:
the requesting entity is a virtual machine; and

the memory manager is a virtual machine manager.

12.  The system of claim 9, in which the encryption metadata is stored on a

non-volatile memory device.

13.  The system of claim 9, in which the address space identifier is part of an

address of the memory location.
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14. A machine-readable storage medium encoded with instructions for
converting data using an address space identifier, the instructions executable by
a processor of a system to cause the system to:
receive a request from a virtual machine to access data in a
memory location, the request including an address space identifier that is
associated with the virtual machine;
obtain encryption metadata associated with the virtual machine
using the address space identifier;
convert data associated with the request based on the encryption
metadata; and
provide the virtual machine access to the data in the memory

location based on the address space identifier.

15.  The machine-readable storage medium of claim 14, further comprising
instructions executable by the processor to cause the system to purge an
association between the address space identifier and the encryption metadata,

in which the association is purged based on a received purge request.
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