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CONDITIONAL ACCESS USING EMBEDDED WATERMARKS

FIELD OF INVENTION

[0001] The present application generally relates to the field of content

management. More particularly, the disclosed embodiments relate to conditionally

accessing a marked content that is subject to copy control enforcement policies.

BACKGROUND

[0002] This section is intended to provide a background or context to the

disclosed embodiments that are recited in the claims. The description herein may

include concepts that could be pursued, but are not necessarily ones that have been

previously conceived or pursued. Therefore, unless otherwise indicated herein, what

is described in this section is not prior art to the description and claims in this

application and is not admitted to be prior art by inclusion in this section.

[0003] Digital watermarks have been proposed and used for copyright

protection of audio, video, images and other types of media. In a typical

watermarking scenario an auxiliary information signal is hidden within a host content

in such a way that it is substantially imperceptible, and at the same time, difficult to

remove without damaging the host content. In some applications, the auxiliary

information that is hidden within the host content is used to provide copy control for

the host media content. For example, the detection of an embedded watermark that

includes copy control information (CCI) (hereinafter referred to as a CCI watermark)

may stop the playback of an unauthorized content.

[0004] In other applications, digital watermarks may be used to carry other

information, such as the identity of the content itself, the content owner, the

distribution channel, the content format, and the like. Typically such information is

embedded into the content using watermarks that have a larger payload (hereinafter

referred to as an Extended Payload (EP) watermark) than the CCI watermarks. For

example, while a watermark payload of 8 bits may suffice for carrying CCI, an

extended payload of, for example, 20 to 100 bits may be required to embed non-copy



control information. In some applications, EP watermarks may have different

performance and reliability requirements than CCI watermarks.

[0005] Historically, CCI and EP watermarks have been used for distinct

applications and, therefore, have been developed and implemented separately often

using distinct watermarking techniques. Independent embedding and extraction of

such watermarks can, however, result in unwanted artifacts in the host content and

result in additional penalties in terms of watermark robustness and computational

complexity of embedding and extraction operations.

SUMMARY

[0006] This section is intended to provide a summary of certain exemplary

embodiments and is not intended to limit the scope of the embodiments that are

disclosed in this application.

[0007] Some of the disclosed embodiments enable embedding and extraction of

multiple watermark messages in a coordinated fashion to improve watermark

transparency, robustness against impairments, security, and computational complexity

of embedding and extraction of watermarks. These improved aspects of the

watermarking system provide significant value to content owners, content

distributors, and consumers at a small incremental cost. The disclosed embodiments

further facilitate embedding and extraction of watermarks by maintaining and

updating a database to contain associations between the embedded watermarks and

metadata related to such watermarks. Moreover, the disclosed embodiments facilitate

conditional access to a content embedded with watermarks when copy control rules

associated with an embedded watermark message prohibits unconditional access to

the content.

[0008] One aspect of the disclosed embodiments relates to a method of

embedding watermarks into a host content that comprises obtaining a payload of a

first watermark message for embedding into the host content, obtaining a payload of a

second watermark message for embedding into the host content, and embedding the

first and the second watermark messages into the host content in a coordinated



fashion such that the embedded first watermark message has a pre-defined

relationship with the embedded second watermark message in a particular domain.

The embedded symbols of the first watermark message are substantially non-

overlapping with embedded symbols of the second watermark message in the

particular domain. In one embodiment, the particular domain is at least one of a

spatial, temporal and frequency domains.

[0009] According to an embodiment, the embedding of the first and the second

watermark messages is conducted in a single watermark embedding session, whereas

in another embodiment, the embedding of the first watermark message is conducted in

a different embedding session than the embedding of the second watermark message.

According to another embodiment, different watermarking technologies are used for

embedding each of the first and the second watermark messages. In an alternate

embodiment, the same watermarking technologies are used for embedding each of the

first and the second watermark messages.

[0010] In another embodiment, one or more symbols of the second watermark

message are embedded into the host content in a multiplexed fashion with one or

more symbols of the first watermark messages. For example, the multiplexed fashion

comprises multiplexing in at least one of a frequency, time and spatial domains. In

still another embodiment, embedding of one or more symbols of the first watermark

message is skipped, and a space vacated by skipping the one or more symbols of the

first watermark message is used for embedding at least one symbol of the second

watermark message.

[0011] In one embodiment, the above noted method further comprises

performing a single watermark masking operation. In another embodiment, the first

watermark message is embedded into a first component of the host content and the

second watermark message is embedded into a second component of the host content.

In one example, the first component is an audio component and the second component

is a video component. In yet another embodiment, the first watermark message is a

copy control information watermark and the second watermark message is an

extended payload watermark. In another embodiment, embedding the first and the



second watermark messages includes the following operations: identifying all

embedding opportunities within the host content based on a content perceptual

criterion, allocating a first subset of identified embedding opportunities for

embedding of the first watermark message, and allocating a second subset of

identified embedding opportunities for embedding of the second watermark message.

[0012] Another aspect of the disclosed embodiments relates to a method for

extracting watermarks that includes extracting a first watermark message from a host

content, and obtaining a predefined relationship between symbols of the extracted first

watermark message and symbols of a second watermark message in a particular

domain. Such a method for extracting watermarks further includes extracting the

second watermark message based on the predefined relationship, where embedded

symbols of the first watermark message are substantially non-overlapping with

embedded symbols of the second watermark message in the particular domain. In one

embodiment, the particular domain is at least one of a spatial, temporal and frequency

domains.

[0013] According to an embodiment, the predefined relationship is a

multiplexing relationship between one or more symbols of the first watermark

message and one or more symbols of the second watermark message. For instance,

the multiplexing can include multiplexing in at least one of a frequency, time and

spatial domains. In another embodiment, the first watermark message is extracted

from a first component of the host content and the second watermark message is

extracted from a second component of the host content. In a particular example, the

first component is an audio component and the second component is a video

component.

[0014] In one embodiment where the second watermark message comprises a

time-code, extracting the second watermark message includes extracting the time-

code from the second watermark message, determining content timing information

from the extracted time code, and determining accuracy of the content timing

information. In another embodiment where the second watermark message also

comprises a time-code, extracting the second watermark message further includes



determining content timing information based on time-codes in a plurality of

extracted second watermark messages, determining an error value associated with the

content timing information, and setting a new reference timing information if the

determined error value is at or below a target error value. In one variation, the time-

codes are further used to detect content manipulations.

[0015] Another aspect of the disclosed embodiments relates to a device for

embedding watermarks, where the device includes a watermark packet generator that

is configured to obtain a payload of a first watermark message and a payload of a

second watermark message for embedding into a host content. The device also

includes a watermark embedder that is configured to embed the first and the second

watermark messages into the host content in a coordinated fashion such that the

embedded first watermark message has a pre-defined relationship with the embedded

second watermark message in a particular domain. Further, the embedded symbols of

the first watermark message are substantially non-overlapping with embedded

symbols of the second watermark message in the particular domain.

[0016] In one example embodiment, the watermark embedder is configured to

embed the first and the second watermark messages in a single watermark embedding

session, whereas in another example embodiment, the watermark embedder is

configured to embed the first and the second watermark messages in different

embedding sessions. In yet another embodiment, the watermark embedder is

configured to embed one or more symbols of the second watermark message into the

host content in a multiplexed fashion with one or more symbols of the first watermark

messages. In another example embodiment, the watermark embedder is configured to

skip the embedding of one or more symbols of the first watermark message, and use a

space vacated by skipping the one or more symbols of the first watermark message for

embedding at least one symbol of the second watermark message.

[0017] Another aspect of the disclosed embodiments relates to a device that

includes a processor and a memory that comprises processor executable code. The

processor executable code when executed by the processor configures the device to

obtain a payload of a first watermark message for embedding into the host content,



obtain a payload of a second watermark message for embedding into the host content,

and embed the first and the second watermark messages into the host content in a

coordinated fashion such that the embedded first watermark message has a pre

defined relationship with the embedded second watermark message in a particular

domain. The embedded symbols of the first watermark message are substantially

non-overlapping with embedded symbols of the second watermark message in the

particular domain.

[0018] Another aspect of the disclosed embodiments relates to a computer

program product, embodied on a non-transitory computer readable medium. The

computer program product includes program code for obtaining a payload of a first

watermark message for embedding into the host content, program code for obtaining a

payload of a second watermark message for embedding into the host content, and

program code for embedding the first and the second watermark messages into the

host content in a coordinated fashion such that the embedded first watermark message

has a pre-defined relationship with the embedded second watermark message in a

particular domain. The embedded symbols of the first watermark message are

substantially non-overlapping with embedded symbols of the second watermark

message in the particular domain.

[0019] Another aspect of the disclosed embodiments relates to a device that

includes a watermark extractor that is configured to extract a first watermark message

from a host content, and a data processing component that is configured to obtain a

predefined relationship between the symbols of the extracted first watermark message

and symbols of a second watermark message in a particular domain. The watermark

extractor is further configured to extract the second watermark message based on the

predefined relationship, where the embedded symbols of the first watermark message

are substantially non-overlapping with embedded symbols of the second watermark

message in the particular domain.

[0020] In one embodiment where the second watermark message comprises a

time-code, the watermark extractor is configured to extract the second watermark

message, at least in-part, by extracting the time-code from the second watermark



message, determining content timing information from the extracted time code, and

determining accuracy of the content timing information. In another exemplary

embodiment where the second watermark message comprises a time-code, the

watermark extractor is configured to extract the second watermark message, at least

in-part, by determining content timing information based on time-codes in a plurality

of extracted second watermark messages, determining an error value associated with

the content timing information, and setting a new reference timing information if the

determined error value is at or below a target error value. In yet another exemplary

embodiment, the watermark extractor is further configured to use the time-code to

detect content manipulations.

[0021] Another aspect of the disclosed embodiments relates to a non-transitory

computer-readable storage medium with a host content embodied thereupon. The

host content comprises one or more watermarks that are imperceptibly embedded in

the host content, wherein reception of the host content by a content handling device

equipped with a watermark extractor triggers the watermark extractor to extract a first

watermark message from the host content, obtain a predefined relationship between

symbols of the extracted first watermark message and symbols of a second watermark

message in a particular domain, and extract the second watermark message based on

the predefined relationship. The embedded symbols of the first watermark message

are substantially non-overlapping with embedded symbols of the second watermark

message in the particular domain.

[0022] Another aspect of the disclosed embodiments relates to a device that

includes a processor and a memory. The memory comprise processor executable

code such that the processor executable code when executed by the processor

configures the device to extract a first watermark message from a host content, obtain

a predefined relationship between symbols of the extracted first watermark message

and symbols of a second watermark message in a particular domain, and extract the

second watermark message based on the predefined relationship. The embedded

symbols of the first watermark message are substantially non-overlapping with

embedded symbols of the second watermark message in the particular domain.



[0023] Another aspect of the disclosed embodiments relates to a computer

program product, embodied on a non-transitory computer readable medium. The

computer program product includes program code for extracting a first watermark

message from a host content, program code for obtaining a predefined relationship

between symbols of the extracted first watermark message and symbols of a second

watermark message in a particular domain, and program code for extracting the

second watermark message based on the predefined relationship. The embedded

symbols of the first watermark message are substantially non-overlapping with

embedded symbols of the second watermark message in the particular domain.

[0024] Another aspect of the disclosed embodiments relates to a method that

includes embedding a watermark into a host content, where at least a portion of

payload of the embedded watermark is generated automatically by a watermark

embedder. This method further comprises updating a database to contain an

association between the automatically generated portion of the payload and metadata,

where the metadata includes one or more identifiers of the host content. By the way

of example, and not by limitation, these identifiers can include an International

Standard Audiovisual Number (ISAN), a stock keeping unit (SKU), a Uniform

Recourse Identifier (URI), a Universal Product Code (UPC), an Advanced Television

Systems Committee (ATSC) content identifier, and/or other identifiers in either standard or

proprietary numbering systems, as well as descriptive information about the content such as

original name, release year, producer, director, cast, genre, story and the like.

[0025] In one embodiment, updating the database includes obtaining a copy of

the embedded host content after the embedded host content has been publicly

distributed, extracting the embedded watermarks, determining the automatically

generated portion of the payload from the extracted watermarks, and associating the

determined value of the automatically generated portion of the payload with the one

or more identifiers of the host content. In another exemplary embodiment, updating

the database comprises manually associating the automatically generated portion of

the payload with the one or more identifiers of the host content.



[0026] According to one embodiment, updating the database comprises

obtaining association information between the automatically generated portion of the

payload and at least one content identifier that resides at a second database. In one

example, information indicative of the association is produced during embedding of

the watermark. In another example, information indicative of the association is

produced during a watermark verification operation, where the watermark verification

operation comprises examining the host content to determine a presence and a value

of the embedded watermark.

[0027] In another embodiment, updating the database comprises associating the

automatically generated portion of the payload with the corresponding metadata that

reside at the database and using the corresponding metadata to identify the one or

more identifiers of the host content. In yet another embodiment, the above noted

method further includes associating the automatically generated portion of the

payload with the one or more identifiers of the host content as part of watermark

embedding operation, storing the association in an embedder log, and uploading the

embedder log information to the database. In one embodiment, the automatically

generated portion of the payload is a serial number that is changed for each watermark

embedding session.

[0028] Another aspect of the disclosed embodiments relates to a device that

includes a watermark embedder that is configured to embed a watermark into a host

content, the watermark embedder is further configured to generate at least a portion of

payload of the embedded watermark automatically. Such a device also includes a

communication component configured to communicate updates to a database such

that the database contains an association between the automatically generated portion

of the payload and metadata, where the metadata includes one or more identifiers of

the host content.

[0029] In one embodiment, the watermark embedder is configured to associate

the automatically generated portion of the payload with the one or more identifiers of

the host content and store the association in an embedder log, and the communication

component is configured to upload the embedder log information to the database.



[0030] Another aspect of the disclosed embodiments relates to a device that

includes a processor and a memory that comprises processor executable code. The

processor executable code, when executed by the processor, configures the device to

embed a watermark into a host content, where the device is further configured to

automatically generate at least a portion of payload of the embedded watermark is

generated. The processor executable code, when executed by the processor, further

configures the device to update a database to contain an association between the

automatically generated portion of the payload and metadata at the database, where

the metadata includes one or more identifiers of the host content.

[0031] Another aspect of the disclosed embodiments relates to a computer

program product, embodied on a non-transitory computer readable medium. The

computer program product comprises program code for embedding a watermark into

a host content, where at least a portion of payload of the embedded watermark is

generated automatically by a watermark embedder. The computer program product

also includes program code for updating a database to contain an association between

the automatically generated portion of the payload and metadata at the database,

where the metadata comprising one or more identifiers of the host content.

[0032] Another aspect of the disclosed embodiments relates to a method that

includes extracting an embedded first watermark message from a content, where the

embedded first watermark message is a copy control watermark and copy control

rules associated with the extracted first watermark message prohibits unconditional

access to the content. This method further includes extracting an embedded second

watermark from the content, based on the extracted second watermark message,

determining whether or not an exception to the copy control rules exists, and if an

exception to the copy control rules exists, and enabling conditional access to the

content. The method also includes extracting additional watermark messages while

the content is being conditionally accessed, and based on the additionally extracted

watermark messages, verifying that conditional access to the content has been

fulfilled.



[0033] In one embodiment, each of the extracted second watermark message

and the additionally extracted watermark messages comprises a time-code. In this

embodiment, verifying that the conditional access has been fulfilled includes

determining if substantially all time-codes associated conditionally accessible portions

of the content have been extracted.

[0034] In another embodiment, each of the extracted second watermark message

and the additionally extracted watermark messages comprises a time-code. In this

embodiment, the exception to the copy control rules comprises allowing access to the

content in exchange for viewing of an advertisement that is played back

simultaneously with the content during a specific time interval as determined by the

time-codes of the extracted second watermark message and the additionally extracted

watermark messages. In one example, the advertisement is selected based on the

subject matter of the content during the specific time interval.

[0035] According to another embodiment, conditional access to the content is

determined based on elapsed time from public release of the content. In another

embodiment where an exception to the copy control rules does not exist, an

alternative to accessing the content is offered to a user. For example, such an

alternative can include at least one of: directing the user to a web site where a version

of the content can be obtained, informing the user of content show times at one or

more movie theatres, a recommendation of similar content and a date on which the

content becomes available for sale or rent.

[0036] In another embodiment, determining whether or not an exception to the

copy control rules exists includes obtaining an identification value associated with the

extracted second watermark message, and obtaining information indicative of

available exceptions to the copy control rules from a database that comprises metadata

associated with the identification value. In one example, the metadata is further used

to carry out at least one of: accessing additional information about the content using

the Internet, playing games, interacting with other consumers of the content using a

social network and purchasing merchandise related to the content.



[0037] Another aspect of the disclosed embodiments relates to a device that

includes a watermark extractor that is configured to extract an embedded first

watermark message from a content, where the embedded first watermark message is a

copy control watermark and copy control rules associated with the extracted first

watermark message prohibits unconditional access to the content. The watermark

extractor further configured to extract an embedded second watermark from the

content, and if an exception to the copy control rules exists, enable conditional access

to the content. The watermark extractor is also configured to extract additional

watermark messages while the content is being conditionally accessed, and based on

the additionally extracted watermark messages, verify that conditional access to the

content has been fulfilled. This device also includes a watermark assessment

component that is configured to determine, based on the extracted second watermark

message, whether or not an exception to the copy control rules exists.

[0038] In one embodiment where each of the extracted second watermark

message and the additionally extracted watermark messages comprises a time-code,

the watermark extractor is configured to verify that the conditional access has been

fulfilled by, at least in-part, determining if substantially all time-codes associated

conditionally accessible portions of the content have been extracted.

[0039] In another embodiment where each of the extracted second watermark

message and the additionally extracted watermark messages comprises a time-code,

the exception to the copy control rules comprises allowing access to the content in

exchange for viewing of an advertisement that is played back simultaneously with the

content during a specific time interval as determined by the time-codes of the

extracted second watermark message and the additionally extracted watermark

messages.

[0040] In one embodiment, the watermark extractor is configured to determine

whether or not an exception to the copy control rules exists by, at least in-part,

obtaining an identification value associated with the extracted second watermark

message, and obtaining information indicative of available exceptions to the copy



control rules from a database that comprises metadata associated with the

identification value.

[0041] Another aspect of the disclosed embodiments relates to a non-transitory

computer-readable storage medium with a content embodied thereupon. The content

comprises one or more watermarks that are imperceptibly embedded in the content.

The reception of the content by a content handling device equipped with a watermark

extractor triggers the watermark extractor to extract an embedded first watermark

message from a content, where the embedded first watermark message is a copy

control watermark and copy control rules associated with the extracted first

watermark message prohibits unconditional access to the content. The watermark

extractor is further triggered to extract an embedded second watermark from the

content, then based on the extracted second watermark message, determine whether or

not an exception to the copy control rules exists, and if an exception to the copy

control rules exists, enable conditional access to the content. The watermark extractor

is also triggered to extract additional watermark messages while the content is being

conditionally accessed, and based on the additionally extracted watermark messages,

verify that conditional access to the content has been fulfilled.

[0042] Another aspect of the disclosed embodiments relates to a device that

includes a processor and a memory that comprises processor executable code. The

processor executable code, when executed by the processor, configures the device to

extract an embedded first watermark message from a content, where the embedded

first watermark message is a copy control watermark and copy control rules

associated with the extracted first watermark message prohibits unconditional access

to the content. The processor executable code, when executed by the processor, also

configures the device to extract an embedded second watermark from the content,

then based on the extracted second watermark message, determine whether or not an

exception to the copy control rules exists, and if an exception to the copy control rules

exists, enable conditional access to the content. The processor executable code, when

executed by the processor, further configures the device to extract additional

watermark messages while the content is being conditionally accessed, and based on



the additionally extracted watermark messages, verify that conditional access to the

content has been fulfilled.

[0043] Another aspect of the disclosed embodiments relates to computer

program product, embodied on a non-transitory computer readable medium. The

computer program product includes program code for extracting an embedded first

watermark message from a content, where the embedded first watermark message is a

copy control watermark and copy control rules associated with the extracted first

watermark message prohibits unconditional access to the content. The computer

program product also includes program code for extracting an embedded second

watermark from the content, program code for, based on the extracted second

watermark message, determining whether or not an exception to the copy control

rules exists, and if an exception to the copy control rules exists, program code for

enabling conditional access to the content. The computer program produce further

includes program code for extracting additional watermark messages while the

content is being conditionally accessed, and program code for, based on the

additionally extracted watermark messages, verifying that conditional access to the

content has been fulfilled.

[0044] These and other advantages and features of disclosed embodiments,

together with the organization and manner of operation thereof, will become apparent

from the following detailed description when taken in conjunction with the

accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0045] FIG. 1 is a block diagram of a watermark embedder in accordance with

an exemplary embodiment.

[0046] FIG. 2 is a set of operations for embedding watermarks in a content in

accordance with an exemplary embodiment.

[0047] FIG. 3 is a simplified diagram of embedding multiple watermarks in a

coordinated fashion in accordance with an exemplary embodiment.



[0048] FIG. 4 is a set of operations for embedding watermarks in a content in

accordance with another exemplary embodiment.

[0049] FIG. 5 a set of operations for extracting watermarks in a content in

accordance with an exemplary embodiment.

[0050] FIG. 6 a set of operations for extracting watermarks from a content in

accordance with an exemplary embodiment.

[0051] FIG. 7 is a block diagram of a watermark extractor in accordance with an

exemplary embodiment.

[0052] FIG. 8 illustrates collaborations between a watermark extractor and other

entities in accordance with an example embodiment.

[0053] FIG. 9 a set of operations for extracting watermarks from a content in

accordance with an exemplary embodiment.

[0054] FIG. 10 illustrates a block diagram of an exemplary device that can

accommodate the disclosed embodiments.

[0055] FIG. 11 illustrates a set of exemplary operations that can be carried out

to facilitate updating watermark-related information at a database in accordance with

an exemplary embodiment.

DETAILED DESCRIPTION OF CERTAIN EMBODIMENTS

[0056] In the following description, for purposes of explanation and not

limitation, details and descriptions are set forth in order to provide a thorough

understanding of the disclosed embodiments. However, it will be apparent to those

skilled in the art that the present invention may be practiced in other embodiments

that depart from these details and descriptions.

[0057] Additionally, in the subject description, the word "exemplary" is used to

mean serving as an example, instance, or illustration. Any embodiment or design

described herein as "exemplary" is not necessarily to be construed as preferred or



advantageous over other embodiments or designs. Rather, use of the word exemplary

is intended to present concepts in a concrete manner. It should be further noted that to

facilitate the understanding of the disclosed principals, copy control information

(CCI) and extended payload (EP) watermarks are used as exemplary watermark

messages. It is, however, understood that the disclosed embodiments are equally

applicable to other watermark messages than can be embedded and extracted from

multimedia content.

[0058] As noted earlier, CCI watermarks traditionally use a small payload to

convey copy control information. For example, CCI watermarks can communicate

several of a handful of copy management states that include "Copy Once," "No More

Copies," "No Home Use," "Trusted Source" and/or other similar states that can be

encoded using relatively few bits of information. CCI watermarks typically require a

very low false positive detection rate, such as one false detection per 100,000 years of

continuous playback of content. Furthermore, CCI watermarks must be designed to

provide certain level of immunity against intentional and/or unintentional removal

attempts. Such attempts can, for example, include perceptual compression of a

content, analog capture and various signal processing operations. Since copy control

operations typically occur in consumer devices, CCI watermark extractors must be

designed to operate with computational efficiency and low memory and/or footprint

configurations. Another consideration for designing CCI watermarks relates to the

transparency of embedded watermarks. In typical copy control watermarking

applications, it is important that the CCI watermarks are substantially imperceptible

when embedded in premium content, such as movies, music, images, and the like.

[0059] CCI watermarks are typically embedded redundantly (i.e., repeatedly

embedded with the same payloads) throughout a content. This way, the likelihood of

successful watermark detection increases even if the content is attacked by, for

example, breaking it up into multiple segments. In the so-called mosaic attack, the

content is broken up by an attacker and presented to the watermark extractor as

multiple segments or files in an attempt to prevent the detection of watermarks. At

the output of the watermark extractor, the content is then reassembled for



consumption by the users. The redundant embedding of CCI watermarks provides

additional benefits when the content is accessed and consumed sequentially. In such a

scenario, the copy control policy associated with the CCI watermarks can be enforced

upon the detection of a single (or an adequate number of) CCI watermarks, well

before the entire content is presented. Furthermore, the redundant embedding of CCI

watermarks can be used to improve watermark robustness against additional noise and

other impairments that are due to unintentional and/or intentional content processing

operations.

[0060] Other watermark messages, such as messages that are conveyed using

EP watermarks, may require a different set of performance and reliability

characteristics. In particular, an EP watermark that is used for content identification

may require a false positive detection rate, robustness to standard signal processing

operations, immunity against intentional attempts to forge or remove the watermarks,

computational complexity of embedding and/or extraction and transparency (i.e.

perceptibility) that are different from those required for a CCI watermark. As noted

earlier, an EP watermark may be used for different purposes including, but not limited

to, identifying one or more of the following: the content itself, the content owner, the

distribution channel(s) of the content, the content format, additional features

associated with the content, the recipient of the content, a transaction associated with

the content, the device that receives, plays or processes the content, a domain or an

account which a content belongs to, an entity, such as a person or organization, which

owns certain rights associated with the content, and the like. EP watermarks may

further include additional commands that control other device or trigger actions of

devices, provide content integrity verification, detect content manipulation, or provide

auxiliary information for interaction with devices and users.

[0061] The differences between performance requirements and intended

applications of EP and CCI watermarks have traditionally led to the development and

optimization of disparate watermarking technologies for embedding multimedia

content with a particular type of watermark. As a result, when multiple watermark

messages, such as CCI, EP and other types, are needed to be embedded within a



content, these watermarks have been traditionally embedded independently from one

another.

[0062] The disclosed embodiments provide improvements in watermark

transparency, robustness, security, computational complexity of embedding and

extraction of watermarks when multiple watermark messages are embedded within

the same content. These and other improvements are achieved by coordinating the

embedding and/or extraction of different watermarks messages within a content. In

some embodiments, coordination of the embedding and extraction of different

watermark messages is accomplished by maintaining predefined relationships

between the payloads of various watermarks in time, space, frequency and/or other

domains. For example, the predefined relationships may be achieved by coordinating

the selection of watermark embedding parameters associated with different watermark

messages. Such watermark embedding parameters can include, but are not limited to,

the media type, payload scrambling or encryption keys, watermark temporal, spatial,

and/or band of frequency locations within the content, type of embedding algorithm,

frequency and/or phase shift associated with the embedding algorithm, pseudorandom

sequence (e.g., in spread-spectrum watermarking systems), and the like.

[0063] FIG. 1 is a block diagram of an exemplary watermark embedder 100 that

can be implemented in accordance with the disclosed embodiments. The input

content 102 may be communicated to the watermark embedder 100 through one or

more communication channels comprising wired and/or wireless communication

channels, magnetic, optical, Flash and/or other computer readable media, or other

sources. The watermark embedder 100 may also be capable of connecting to external

entities and networks, such as the Internet. A watermarked content 120 is generated

at the output of the watermark embedder 100.

[0064] FIG. 1 illustrates certain components within the watermark embedder

100 that can be configured to carry out various coordinated embedding operations in

accordance with the disclosed embodiments. It should be noted, however, that the

simplified diagram of FIG. 1 is not intended to provide an exhaustive depiction of

every component within the watermark embedder 100 and, therefore, additional or



fewer components may reside within the watermark embedder 100. Further, while

FIG. 1 shows individual components that are configured to carry out specific

operations, it is understood that such a depiction is merely provided to facilitate the

understanding of the disclosed embodiments. As such, one or more components of

the watermark embedder 100 may be combined with other components of the

watermark embedder 100. Further, some of the operations necessary for carrying out

the embedding operations may be conducted outside of the watermark embedder 100.

It should be further noted that the components within the watermark embedder 100

may be implemented in hardware, software and/or combinations thereof. In some

embodiments, some or all of the components of the watermark embedder 100 are

implemented using one or more processors that execute a program code that resides

on a computer readable medium.

[0065] The watermark embedder 100 of FIG. 1 can include energy

determination components 104 that are configured to determine the energy associated

with a watermark signal. The watermark embedder 100 can also include watermark

packet generation components 106 that are configured to generate watermark packets.

Watermark packet generation can include operations such as assembling of watermark

bits, insertion of synchronization headers, addition of error correction codes,

scrambling, encryption and the like. The watermark packet generation components

106 (which can be part of a packet generator) may reside inside or outside of the

watermark embedder 100. In general, various components that are shown in FIG. 1 as

part of the watermark embedder 100 may reside outside of the watermark embedder

100. In such a scenario, the various components that reside outside of the watermark

embedder 100 are in communication with the watermark embedder 100 to send and/or

receive data, control, synchronization and other information to and/or from the

watermark embedder 100 or one or more components therein.

[0066] The watermark embedder 100 can further include time-code generation

components 108 and content identification generation components 110 that are

responsible for generating time-codes, content ID, serial numbers, and other

information that can be formed as part of the payload of watermarks. FIG. 1 also



includes relationship determination components 116 that can be configured to produce

and/or retrieve particular relationships between the watermark messages to be

embedded. FIG. 1 also illustrates watermark gain calculation components 118 and

watermark masking components 126 that, in some embodiments, are responsible for

computing watermark gain values and performing watermarking masking operations,

respectively. The watermark embedder 100 of FIG. 1 can also include watermark

insertion components 128 that are responsible for inserting watermarks signals into

the host content. The insertion of watermark signals can be carried out by, for

example, adding, multiplying, replacing, merging, or otherwise combining watermark

values with the host content values. The operations of these and other components of

the watermark embedder 100 will be described in further detail in the sections that

follow. It should be noted that the watermark embedder 100 may comprise fewer

components or additional components that are not shown in FIG. 1.

[0067] Referring back to FIG. 1, the watermark embedder 100 also includes a

communication component 112 that enables the watermark embedder 100 to

communicate with other entities and components, such as the database 122, through

the communication link 124. The database 122 can, for example, include metadata

associated with a particular content. In some embodiments, the communications

between the watermark embedder 100 and the database 122 can include

communicating updates to the database 122. These updates can include particular

values, such as serial numbers, identification codes, embedder logs, watermark

association information, and the like.

[0068] FIG. 1 also illustrates one or more storage units 114 that can reside

within the watermark embedder 100. Such storage units 114 can store the input

content 102 (e.g., in encrypted, partially encrypted or clear format), the output

watermarked content 120, meta data, embedder logs, information that describes

predefined relationships between multiple watermark messages, well as computer

program code that can be retrieved in order to implement any one of the

functionalities of the disclosed embodiments. As such, the storage unit 114 can be in

communication with various components of the watermark embedder 100. These



components can retrieve and utilize the information, the program codes and the

content that are stored on the storage units 114.

[0069] The watermark embedders that operate in accordance with the disclosed

embodiments can utilize the same or different types of watermarking technologies for

embedding multiple watermark messages. In some embodiments, CCI and EP

watermarks are embedded in two or more separate embedding operations, regardless

of whether or not the same watermarking technology is used. Compared to a single

embedding operation, multiple embeddings of watermarks (sometimes also referred to

as embedding of multiple watermark layers) can introduce additional perceptual

artifacts that negatively impact the transparency of the embedded watermarks within

the host content. According to some embodiments, the perceptual impact associated

with embedding of multiple watermark messages is reduced by utilizing coordinated

embedding techniques that generate both CCI and EP watermark bits according to the

same watermarking algorithm, but with a distinct stego key that allows for orthogonal

(i.e., mutually non-interfering) embedding of watermarks. Stego key can, for

example, include parameters that are associated with the watermarking technology

such as particular autocorrelation delay values, frequency shifts, and the like. In one

example, after a set of embedding locations are identified, CCI watermarks are

embedded into the first subset of these locations and the EP watermarks are embedded

in the second subset of these locations which is exclusive from the first subset. In

some examples, the adverse impact on the transparency of watermarks due to the

presence of multiple layers is mitigated by maintaining the total watermarking energy

associated with all layers the same as the watermarking energy associated with a

single watermark layer. In some embodiments, the perceptual impact associated with

embedding of multiple watermark message is reduced by utilizing one or more

coordinated embedding techniques which embeds watermarks in domains that are

mutually orthogonal.

[0070] FIG. 2 illustrates a set of operations 200 that can be carried out to effect

coordinated embedding of multiple watermark messages in accordance with an

exemplary embodiment. At 202, the payload of the first watermark message is



obtained. The operations at 202 can include obtaining a particular bit pattern that

represents a watermark state, such as a particular copy control state, in addition to

obtaining error control bits, channel coding bits, synchronization bits, etc., that can be

formed into a watermark packet. Such a packet of bits may further be subject to

scrambling, interleaving, encryption and other operations that are carried out on the

packet bits prior to the embedding of the bits into a host content.

[0071] At 204, the energy associated with the embedding of the first watermark

message is obtained. In one example, the energy is computed as the square value of

the difference between content samples with watermark and content samples without

watermarks. The operations at 204 can, therefore, include computing a watermark

signal associated with watermark packet bits of step 202 as embedded into host

content according to a particular watermarking algorithm. Once such a watermark

signal is determined, the energy associated with the watermark signal can be

determined by, for example, computing a square value of the watermark signal. The

determination in step 202 can be conducted for the entire content or for particular

segments of the content (e.g., on a segment-by-segment basis). The watermarking

energy that is determined at 204 can provide a target watermarking energy for

subsequent embeddings of additional watermark messages.

[0072] Referring back to F G. 2, at 206, of the payload of the second watermark

message is obtained. The payload can, for example, convey information such as serial

numbers, identification information, time-codes and the like. Similar packet forming

operations that were described in connection with step 202 may be performed.

However, since the first and the second watermark messages are likely to have

different robustness, security and false positive detection rate requirements, the

generation of bits at step 206 may require fewer or additional error correction,

scrambling and encryption operations.

[0073] At 208, the bits of the first and the second watermark messages are

embedded while maintaining the total watermarking energy below the target energy.

To create non-interfering watermarking layers, the embedding of the first and the

second watermark messages at 208 may be carried out in accordance with different



embedding parameters. The operations at 208 ensure that the embedding of different

watermark messages is conducted by maintaining an appropriate level of

transparency.

[0074] While embedding of multiple layers according to the above noted

exemplary embodiment maintains a desirable level of watermark transparency, it may

adversely affect the robustness of embedded watermarks due to the reduced energy

associated with each watermark message. In some cases, such as embedding of CCI

watermarks in audiovisual content, the number of individual marks can be very large.

For example, hundreds or even thousands of CCI watermarks can coexist in the same

host content. Not all of these watermarks are essential for fulfilling the associated

copy control objective. In some embodiments, some of the potential CCI-watermark

embedding opportunities are skipped without producing a significant negative impact

on the overall performance of the CCI watermarks. In these embodiments, the

watermarking space vacated by skipping a fraction of CCI watermarks can be used,

instead, for embedding one or more EP watermark bits, with no impact on

transparency of embedded watermarks.

[0075] In accordance with some embodiments, different watermark messages

are embedded within the same content in a time, space and/or frequency-multiplexed

fashion. FIG. 3 provides a simplified illustration of coordinated watermark embedding

in accordance with an example embodiment. The simplified diagram of FIG. 3

illustrates the embedding of two different messages, namely CCI messages 302 and

EP messages 304 in a host content (not shown) that can be carried out in a particular

domain, such as a time, a spatial or frequency domain. Each CCI packet 312 includes

one or more CCI symbols 308 that are embedded at particular embedding

opportunities within the host content. It should be noted that a "symbol" can be

binary or non-binary valued. The CCI symbols 308 can include a bit pattern that

represents a watermark state, such as a particular copy control state, error control bits,

channel coding bits, synchronization bits and the like. In the exemplary diagram of

FIG. 3, each CCI packet 312 (which corresponds to single CCI message) includes

eight CCI symbols 308. It is understood, however, that the CCI packet 312 can



include additional or fewer symbols 308. According to the exemplary diagram of

FIG. 3, the embedding of two CCI symbols 308 in consecutive embedding

opportunities within the host content is followed by a CCI gap 310, where no CCI

symbols 308 are embedded. The CCI gap 310 is followed by two additional CCI

symbols 308, followed by another CCI gap 310 and so on. The CCI gap 310 is

illustrated in FIG. 3 as spanning one CCI symbol 308 but it is understood that the CCI

gap 310 can have a different extent than a single CCI symbol 308. CCI packets 312

are typically embedded repeatedly throughout the host content.

[0076] FIG. 3 also illustrates the embedding of EP messages 304 within the host

content in the same domain as the CCI messages. Each EP packet 318 includes a

number of EP symbols 314 that are embedded at embedding opportunities that

correspond to CCI gaps 310 in the host content. The embedding of each EP symbol

314 in FIG. 3 is followed by an EP gap 316, where the latter coincides with the

embedding opportunities associated with two consecutive CCI symbols 308. Each

EP packet (which corresponds to a single EP message) can include a large number of

symbols that are used to convey identification information, serial numbers, time

stamps and the like. EP packets 318 can also be embedded repeatedly throughout the

host content. Once both watermark messages are embedded, the host content includes

CCI and EP messages 306 that have been embedded in a coordinated fashion.

[0077] As illustrated in FIG. 3, the CCI symbols 308 and the EP symbols 314 of

FIG. 3 are embedded in substantially non-overlapping embedding opportunities

within the host content in the particular embedding domain (e.g., time, spatial or

frequency domain). It is understood that adjacent symbols that are embedded into a

host content (whether part of the same watermark messages or different watermark

messages) may include some overlap region. Such an overlap region between

adjacent symbols is typically small compared to the extent of the watermark symbol

and can be used to, for example, ensure that a transition between the two symbols

does not introduce perceptible artifacts into the host content. FIG. 3 also illustrates

that, after embedding of the CCI messages 302 and the EP messages 304, all

embedding opportunities within the host content are occupied by either the CCI



symbols 308 or the EP symbols 314. In some embodiments, one or more embedding

opportunities (or portions thereof) may remain vacant. Such vacancies can be created

by, for example, setting a CCI gap 310 extent that is larger than the extent of the EP

symbol 314. Alternatively, or additionally, the EP gap 316 extent can be selected to

be larger than the extent of two CCI symbols 308. In some embodiments, the created

vacancies can be used for embedding of yet another (e.g., a third) watermark message

symbols. It should be noted that the above noted vacancies are created by design (i.e.,

they constitute part of the pre-defined relationship between the two embedded

watermarks) and are, therefore, different from un-embedded portions of a host content

that may be obtained due to an inability of the content to support embedding of

watermarks (e.g., due to watermark imperceptibility concerns).

[0078] It should be further noted that the simplified diagram of FIG. 3 illustrates

the embedding of two CCI symbols 308 for every EP symbol 314 (i.e., a ratio of 2-to-

1). However, in some embodiments, the CCI and EP symbols may be embedded

using a different CCI-to-EP symbol ratio. Such a ratio constitutes a portion of the

predefined relationship between the multiple watermark messages that are embedded

in a coordinated fashion. In one example, a ratio of 1-to-l of CCI-to-EP symbols is

used for embedding CCI messages 302 and EP messages 304 in a coordinated

fashion. In another example, a ratio of 8-to-8 is used. In this example, the embedding

of 8 CCI symbols 308 (e.g., one CCI packet 312) is followed by the embedding of 8

EP symbols 314. In yet another example, the ratio of CCI-to-EP symbols may be

selected to be less than 1 (e.g., l-to-2).

[0079] In one experiment that was conducted in accordance with the disclosed

embodiments, CCI and EP watermarks were embedded with a symbol ratio of 1-to-l

in time-multiplexed fashion within an audio content. The results obtained from the

analysis of a 30-minute audio content with additive white Gaussian noise illustrate a

robustness penalty of about 0.56 dB. On the other hand, the results obtained from the

analysis of same audio content that is embedded with multiple layers of CCI and EP

watermarks with a 50/50 split in watermark energy illustrate a robustness penalty of

about 3.69 dB. These results demonstrate the advantage of time-division multiplexing



over layering of different of watermarks. Further, the robustness penalty associated

with time-division multiplexing decreases as the content during increases, while the

penalty associated with layering of watermarks remains about the same.

[0080] In some embodiments, all embedding opportunities within a content are

first identified based on a particular perceptual criterion. For example, one perceptual

criterion may require an extremely high transparency of watermarks for a content that

is released for theatrical release. In contrast, another perceptual criterion that is

targeted for content distributed over the Internet, rather than requiring absolute

transparency, may require the watermarks to be unobjectionable to a casual viewer.

Once the embedding opportunities are identified in view of the perceptual criterion,

the identified embedding opportunities may be divided among the various watermark

types. In other embodiment, the identification of the embedding opportunities may be

carried out in view of other criteria, such as computational complexity of watermark

extraction, security (i.e., how well particular watermarks can be detected and/or

manipulated by unauthorized parties), reliability (e.g., false positive rate) of

watermark detection, and the like.

[0081] Once the embedding opportunities are identified, the division of

embedding opportunities amongst different watermark messages may be based on

achieving a one or more of the following: desired security, transparency

computational complexity, reliability of watermark detections, content duration, size

of watermark payload, application (i.e., usage) of watermarks and other factors. For

example, if the detection of CCI messages with high reliability is important, a high

CCI-to-EP symbol ratio may be used. In another example, where the detection of

content serial numbers is important, a low CCI-to-EP symbol ratio (even a ratio of

less than 1) may be used.

[0082] According to the disclosed embodiments, embedding of multiple

watermark messages can be carried out in a coordinated way, in either a single

embedding session or in separate sessions. When multiple watermark messages are

embedded in separate sessions at various points during content production, delivery,

archive and consumption, additional knowledge is required to be shared among these



separate embedding sessions to achieve the same results as if they were embedded in

a single embedding session. Such knowledge is often obtained in earlier sessions and

passed to the later sessions of embedding.

[0083] Alternatively, or additionally, each embedding session may use a

predefined template of embedding locations (e.g., in time, space and/or frequency

domain) that endures a desired relationship between different payloads. The integrity

of the content between separate embeddings must be maintained, at least to some

extent, in order to achieve the desired relationship between payloads of the embedded

watermarks. In one example embodiment that involves embedding the different

watermark messages in different embedding sessions, the first watermark message

(e.g., CCI bits) are embedded in a first watermarking session, leaving gaps (e.g., time

gaps, space gaps, etc,) within the host content where the second watermark message

(e.g., the EP watermark bits) can be embedded. In this example embodiment, during

the second embedding session, the symbols (e.g., bits) of the second watermark

message are embedded in some or all of the gaps that were not embedded during the

first embedding session. In some examples, certain pre-processing operations, such as

modification of the host content to effect masking, are carried out only once during

one of the embedding sessions. For example, a masking operation may be carried out

only during the first embedding session. In some examples, the first and second

watermark messages are embedded at the same locations in two separate sessions in

such a way that the level of modifications (e.g. watermark energies) introduced by

each watermark message is predefined in value or proportion.

[0084] In some embodiments, the host content that is produced in a single-

session embedding is identical to the host content that is produced in a multi-session

embedding operation. In another embodiment, the host content that is produced in a

single-session embedding is not identical to the host content that is produced in a

multi-session embedding operation. For example, in a two-session embedding, if

masking operations are carried out during each of the embedding sessions, the

resulting host content would not be identical to the host content that is produced in a

single-embedding session that uses a single masking operation. In this example,



however, the embedded host content that is generated pursuant to a multi-session

embedding is substantially similar to the host content that is generated pursuant to a

single-session embedding.

[0085] FIG. 4 illustrates a set of operations 400 that can be carried out to embed

multiple watermark messages in a coordinated fashion in accordance with an

exemplary embodiment. At 402, watermark payload for the first watermark message

is obtained. The operations at 402 can include obtaining a particular bit pattern that

represents a watermark state, such as a particular copy control state, in addition to

obtaining of error control bits, channel coding bits, synchronization bits, etc., that can

be formed into a packet. Such a packet of bits may further be subject to scrambling,

interleaving, encryption and other operations that are carried out on the packet bits

prior to the embedding of the bits into a host content. It should be noted that in the

description of FIG. 4, a watermark packet has been described as comprising a number

of bits. However, it is understood that a watermark packet is generally comprised of

certain number of "symbols," where each symbol can be binary or non-binary valued.

[0086] Referring back to FIG. 4, at 404, watermark payload for the second

watermark message is obtained. The operations at 404 can include obtaining a self-

assigned code, a time-code, an serial number, and/or other information that are to be

embedded as part of an EP watermark. The operations at 404 can also include the

addition of error correction bits, synchronization bits, and other packet forming

operations that were discussed in connection with step 402. At 406, a predefined

relationship between the first watermark message and the second watermark message

is obtained. For example, the predefined relationship can be based on a predefined

template prescribing the temporal position of the bits of the first watermark message

relative to temporal position of the bits of the second watermark message in an audio

content. In other examples, the pre-defined relationship can exist in spatial and/or

frequency domains. Such a predefined relationship can prescribe the relative

positions of the symbols of the first watermark message with respect to the symbols of

the second watermark message in a particular domain. Based on such predefined

relationship, the portions of the host content embedded with the first watermark



message do not overlap, in that particular domain, with the portions of the host

content embedded with the second watermark message.

[0087] At 408, the first watermark message is embedded and, at 410, the second

watermark message is embedded. It should be noted that both watermark messages

can be embedded in a single session, or in separate embedding sessions. Moreover, in

some embodiments, the operations at 404, 406 and 410 are carried out separate from,

and at a later time than, the operations at 402 and 408. In an alternate embodiment,

the operations at 402, 406 and 408 are carried out separate from, and at a later time

than, the operations at 404 and 410.

[0088] Besides coordinated embedding across time, space and/or frequency

domains, in some embodiments, embedding coordination across different

watermarking technologies is also maintained. In particular, certain watermarking

technologies that are robust against synchronization attacks can be embedded in a

predefined relationship to watermarking technologies that are particularly suitable for

carrying large payloads. The utilization of different types of watermarking

technologies further facilitates coordinated extraction of watermarks, where, for

example, the detection of a watermark with superior synchronization characteristics

can precede the detection of the a watermark that carries a large payload.

[0089] Furthermore, the watermark embedding coordination that is carried out

in accordance with the disclosed embodiments can be carried across different

elementary components of a multimedia content. For example, for an audiovisual

content, the embedding of audio and video watermarks can be coordinated based on

the disclosed embodiments. In one example, the detection of audio watermarks

precedes the detection of video watermarks. The information obtained from the

detection of audio watermarks can then be used to facilitate the detection of video

watermarks that often require a larger processing load.

[0090] Another important aspect of a watermarking system is the security of

watermarks (i.e., how easily the embedded watermarks can be detected, altered and/or

removed by unauthorized parties). In some attack scenarios, security of watermarks



can be compromised through differential analysis of the content before and after

embedding of watermarks. In other scenarios, an attacker may attempt to perform

differential analysis on two contents that are embedded with different watermark

values. Certain techniques are available to thwart such analysis by, for example,

masking the watermark signal to resemble random (and potentially) large phase

variations. However, such masking techniques often involve manipulation of the

content, which can create perceptible artifacts when such masking operations are

repeated as additional watermarks are embedded into the content during different

embedding sessions.

[0091] In accordance with the disclosed embodiments, coordinated embedding

of different watermark messages can be carried out by embedding the bits associated

with different watermark bits and applying a single masking operation. As such,

security features associated with applying the masking operation are maintained

without compromising the transparency of the embedded watermarks.

[0092] Another important advantage of coordinated embedding of the disclosed

embodiments relates to facilitating the workflow of operations in a content production

facility. Typically content production is associated with tight schedules and

resources. Under these conditions, independent embedding of multiple watermark

layers, the associated quality assurance operations, and equipment and storage

maintenance can be burdensome. The coordinated watermark embedding operations

of the disclosed embodiments reduce the number of embedding operations, as well as

the associated workflow and maintenance requirements. Such workflow-related

improvements are particularly advantageous if the embedding process must be

repeated a multiple number of times on the same content. For example, a particular

watermark embedding may be required to designate a content as a theatrical release

versus a home video, while different embeddings may be needed to differentiate a

high-definition release from a standard definition release, an electronic distribution

versus a hard copy release, a pre-screener, region code, etc.

[0093] In order to further streamline the embedding workflow and minimize the

potential for human error during the content production, it is important to minimize



user interaction with the embedder engine. When an EP watermark is designed for

content identification, the selection of EP values for embedding and associating the

selected EP values with the metadata of the particular content can be prone to errors

in the final stages of content production.

[0094] In accordance with some embodiments, this burden is alleviated in-part

by using self-assigned EP values created automatically by the embedder. It is

important to ensure that all embedded EP values are unique, i.e. the same EP value

doesn't appear in two distinct contents. In one example embodiment, the set of all

possible EP values is divided into separate distinct sets and each set of EP values is

assigned to a particular embedder. In this example embodiment, each embedder uses

a new EP value whenever a new content is submitted for embedding. For example, an

embedder running in file mode (i.e., an embedder that operates on a content that is

stored in a file) may assume that each file contains a single content and may assign a

single EP value per file. Note that a long content may be broken into multiple files,

e.g. a feature movie may be broken into reels. According to some embodiments, a

user may instruct the embedder to use the same EP value on multiple files. However,

in other embodiments, distinct EP values are used for each file, and later, the content

is associated with a list of EP values.

[0095] According to some embodiments, an EP watermark payload that is

designed for content identification contains two fields: Embedder Identification

(EID) and Serial Number (SN). The EID field ensures that distinct embedders always

create distinct EP values. The SN field is used to distinguish different files embedded

with the same embedder. It is essential that the SN field is changed from one input

file to another (or more generally, for each embedding session that may include

embedding of only portion of the content) in a predefined manner, so that it is not

used twice by the same embedder. It is also important that the SN value is saved in,

for example, an embedder log file prior to deactivation of the embedder. This way,

the embedder can read the embedder log file and continue the orderly process of

creating a new SN value upon its next activation. In one example, the SN field is

simply incremented by one after each file is processed by the embedder. In other



examples, more complex algorithms can be used to ensure that a unique SN value per

file is generated. In some embodiments, the embedder can also detect when an

allocated set of SN values is exhausted. In such scenarios, the embedder may request

additional set of SN values from a higher entity in the decision making hierarchy. For

example, the embedder may transmit a request to a central authority to obtain the

needed allocation of additional SN values.

[0096] When a self-assigned EP value is detected by a content handling device

(e.g., a user device), the detected EP value can be used to access certain metadata that

is stored at a database. The metadata may, for example, identify the content, the

filename, the size of content, and the like. By the way of example, and not by

limitation, the metadata includes a content name, content owner, content maker (e.g.,

artist, director, producer, etc.), content serial number, an industry-standard content

identification code, dates corresponding to generation and last modification of the

content, content length and content copyright status. The disclosed embodiments

further facilitate the generation and retrieval of such metadata. As discussed earlier, it

is desirable to avoid manual entry of metadata into the database during the embedding

process. According to one example embodiment, the metadata database can be

automatically populated, at least in-part, by associating a self-assigned EP value with

the filename and/or part of the data fields that may reside in the file header. In some

embodiments, the associating can be carried out by the embedder, by a module or

entity that resides at the database, or by a separate module or entity. In an alternate

embodiment, the association may established cooperatively by entities or modules

that reside at different locations (e.g., at the embedder, at the database, and

elsewhere).

[0097] FIG. 11 illustrates a set of exemplary operations 1100 that can be carried

out to facilitate updating watermark-related information at a database in accordance

with an exemplary embodiment. At 1102, at least a portion of the payload of a

watermark is automatically generated. For example, such a portion of payload may

be a serial number that is automatically incremented for each new content (or segment

of the content). At 1104, the watermark is embedded into a host content. Such a



watermark has a payload that, at least in-part, is comprised of the automatically

generated portion. At 1106, the database is updated to contain an association between

the automatically generated portion of the embedded watermark and metadata. The

metadata comprises one or more identifiers of the host content.

[0098] In embodiments that the association is established outside of the

database, the association information may then be stored in an embedder log and

subsequently uploaded to the database without any interruption of the embedding

workflow. By reference to FIG. 1, in one example, the embedder logs may be stored

at the storage 114. The above noted generation of embedder logs and their

availability at a database may not always be feasible. For example, a standard

definition of filenames and header files may not exist. Moreover, a finished content

may be created from multiple files, such as reels in movie production that is even

further edited subsequent to the embedding of individual content files.

[0099] In one embodiment, providing an association between the EP values and

metadata includes establishing the association after a content has been embedded and

finalized, or even after the embedded content has been distributed to the public. In

such embodiments, the association of the EP values may be based on information

such as title, owner, release date, etc., of the content that is publicly available after the

release of a content. Such information can, therefore, be readily uploaded from public

sources. The finalized or released content can then be subjected to a watermark

extraction process in order to obtain the value of the embedded EP watermarks,

including the automatically generated portion of the embedded watermarks. The

detected EP watermark can subsequently be associated with one or more identifiers of

the host content (e.g., the title, owner, etc.) and then stored at a database. By the way

of example, and not by limitation, these identifiers can include an International

Standard Audiovisual Number (ISAN), a stock keeping unit (SKU), a Uniform

Recourse Identifier (URI), a Universal Product Code (UPC), an Advanced Television

Systems Committee (ATSC) content identifier, and/or other identifiers in either standard or

proprietary numbering systems, as well as descriptive information about the content such as

original name, release year, producer, director, cast, genre, story and the like.



[0100] In some embodiments, updating the database to include the association

between the watermarks and the corresponding metadata can be done manually to

establish such an association between at least the automatically-generated portion of

the payload with the one or more identifiers of the host content. In some

embodiments, the content identifier(s) may reside at a separate database. In such

scenarios, the database can be updated (e.g., populated) by looking up the EP

watermark payloads in a third-party registry where EPs are registered and associating

with one or more content identifiers. For instance, the association can be established

during embedding of EP watermarks or during a watermark verification process. The

watermark verification process is conducted to ascertain whether or not the host

content includes embedded watermarks, and in some applications, whether or not the

embedded watermarks have the proper embedded payload values and/or can be

detected in sufficient quantities from the content.

[0101] In some embodiments, updating the database can be carried out as a

two-step process, in which, the first step includes associating the watermark payloads

(e.g., the automatically generated portion of the payload) with some metadata. Then

as a second step, the associated metadata is used to look up one or more content

identifiers.

[0102] In some embodiments, the locations of each detected EP watermark

within a finalized or released content may also be saved. This information can later

be used to analyze the extent and nature of the processing of the content in subsequent

to the initial embedding of the watermarks. For example, a failure to detect a

significant portion of the embedded EP watermarks may indicate poor quality of the

content, for example, due to camcordering, even if the content is saved in high-

definition format. During piracy attempts, a content may undergo significant

distortions that are due to, for example, camcorder captures, perceptual compression,

and other processing operations that are intended to remove the embedded

watermarks. As a result, some of the embedded watermarks may be distorted beyond

recognition while other watermarks may still survive.



[0103] In some embodiments, devices in the field that are equipped with

watermark detectors may report various information, such as the locations of

extracted watermarks, the type and extent of error correction and distortion

compensation techniques used to enable recovery of embedded watermarks, and other

information related to the detected EP watermarks. The reported information can be

collected and analyzed to assess the effectiveness of different piracy channels and to

devise appropriate countermeasures.

[0104] According to the disclosed embodiments, self-assigned EP watermark

values may also include a time-code. In one example, such a time-code indicates the

offset of the EP watermark with respect to the beginning of the content. This

approach may be useful if a user chooses to submit for embedding a file that contains

a set of distinct contents, e.g. a number of files are concatenated before embedding. If

the concatenated files are embedded using the embedder ID and serial number only,

all the files (i.e. distinct contents) will carry the same watermark payload and cannot

be distinguished. However, if time codes are embedded in the concatenated file, even

if the same embedder ID and serial number are embedded, it is possible in post

embedding analysis to associate a different set of EP values, having distinct time

codes, with each of distinct contents, thereby providing a mechanism for uniquely

identifying each content.

[0105] Embedded time-codes can be used to identify partial reproductions of a

content within a distinct work, or to identify out of order reproduction of the content

(as in a mash-up). Similarly, time-code information may be used to identify spurious

capture of a content during, for example, creating a home video while a content

marked with audio watermarks plays in the background. In particular, a home video

that contains spurious recordings of a watermarked content usually does not include

the time-codes from the beginning or ending of a watermarked content. Further, such

a home video is likely to contain a broken timeline of watermarks that is indicative of

frequent record-stop record actions. In contrast, a pirated content is expected to

contain an uninterrupted timeline of watermarks that spans the entire content.



[0106] In some cases, it is desirable to know which portions of a content are

being currently played (e.g. which scenes, dialog portions, tunes, etc.). Such

information can further enable external special effects (outside the playback) that are

provided in synchronization with the content that is being currently played back. For

examples, such special effects can include external sounds, visual effects, controlled

access to switches, buttons or keys, and the like, that may enhance the user

experience, or may entertain, educate, or advertise. The detection of time-codes that

are embedded in accordance with the disclosed embodiments enable the extraction of

timing information that is necessary to enable interaction with outside entities (e.g.

remote servers) to, for example, provide audio-visual special effects or metadata that

are contextually relevant..

[0107] In the case real-time embedding, such as the case where a live event is

embedded on-the-fly, the self-assigned codes may not have the SN field at all, and the

content identification may be solely achieved using the EID and time-codes. The

time-code value that is embedded in each segment of a content may be referenced to

the beginning of the embedding process. The time code may, additionally, or

alternatively, be associated with the absolute date-and-time saved in the embedder

log. In one example, the time-code may represent the minute count from the

beginning of the 2 1st Century. Such a time-code can be provided by using a 26-bit

field that can uniquely identify each minute of this century. Using such an absolute

time-code, in scenarios where SN field is not used (or is not present), the detected

EID value can be used to identify the transmission source (e.g., the broadcast station)

and detected time-code can be used to determine the particular programming of the

transmission source, without retrieving the embedder logs. For example, publicly

available station schedules can be used to obtain programming information.

[0108] It should be noted that, in some embodiments, each segment of a

content can carry multiple watermarks with the same time-code information. This

approach is beneficial since it increases the likelihood that at least some, if not all,

watermarks can be embedded within a content even if certain sections of the content

are not able to support the embedding of watermarks. Moreover, the embedding of



multiple watermarks produces a level of redundancy that enables the recovery of a

time-code even if some of the embedded watermarks are distorted or degraded due to

content processing.

[0109] In the sections that follow, example procedures for determining the

playback timeline of a content based on self-assigned time-codes are provided. The

required accuracy for timeline identification can vary based on the particular

application of the timeline identification. In one example, the detection of embedded

watermarks triggers the insertion of certain advertisements during a specific scene

within the content. While, in this example, it is important that the scene is properly

identified, the timing accuracy of the delivery of the advertisement may not be

critical. In contrast, the accuracy of timing information identification may be critical

in other applications, such as when the detection of an embedded watermark triggers

the playback of a prerecorded tune that must be played back in synchronization with

the original content.

[0110] Consider the case where the time-code is sequentially increased after

every time-code interval, Tc, while the EID and the (optional) SN are left unchanged.

Further, assume that every watermark embedded within the interval [(N-l)*Tc,

N*Tc], for N = 1, 2, 3, carries the time-code N. Now assume that the watermark

extractor finds a watermark with time-code N located within bounds [Tl, T2], where

T2 - Tl < Tc (i.e. the watermark duration is shorter than the time-code interval). In

some embodiments, Tc is known to both the embedder and the extractor. Tl and T2

are time values designating the start and end of the time-code N that are measured at

the extractor. In one example embodiment, Tl and T2 are measured relative to the

beginning of the playback of the content (i.e., the time elapsed since the start of

content playback). In another example embodiment, Tl and T2 are measured relative

to the beginning the activation of the extractor. In still another example embodiment,

Tl and T2 are time values that are produced by a real-time clock at the extractor.

Regardless of how Tl and T2 are measured, in some embodiments, the reference

value (e.g., the zero time point) for Tl and T2 measurements is not critical as long as

the same time measurement technique is used for relevant actions of the device, such



as contextual advertisement, enforcement actions and the like. Using the above

information, it can be estimated that the N* time-code interval has started at:

[0111] T(N) = (Tl + T2 - Tc)/2 (1).

[0112] In Equation (1), T(N) represents the start of the N time-code interval.

The timing error, Te, associated with T(N) is given by:

[0113] Te = + (Tc + Tl- T2)/2 (2).

[0114] If multiple watermarks with identical time-code, N, and identical EP

values are detected, the interval [Tl, T2] can be adjusted so that Tl corresponds to the

beginning of the first such watermark, and T2 corresponds to the end of the last such

watermark. Note that, in the best case, we could obtain T2 - Tl = Tc, T(N) = Tl, and

Te = 0.

[0115] Now consider one or more watermarks that are detected with the next

time-code value, N + 1, located within bounds [T3, T4], all having the same EID and

(optionally) SN values. With this information, it can be estimated that the (N + l )s

time-code interval has started at:

[0116] T(N+1) = (T3 + T2)/2 (3).

[0117] In Equation (3), T(N+1) represents the start of the (N+l) s time-code

interval. The timing error, Te, associated with T(N+1) is given by:

[0118] Te = + (T3 - T2)/2 (4).

[0119] Note that the best accuracy is achieved when T3 = T2, i.e. Te = 0. In

the case that is illustrated by Equations (3) and (4), the timing information is extracted

by observing the transition between two time-codes, while case that is illustrated by

Equations (1) and (2), the timing information is obtained by observing the range of a

particular time-code.

[0120] In some embodiments, the watermark extractor, or a component

therein, continually calculates, and keeps track of, the start times of the time-code



intervals and the associated errors. Based on the error value, a new Tc start-time can

be set as a reference time-code interval start time and used for further time

measurements. For example, an error value below a threshold, an error value of zero,

a minimum error value within a range of possible error values, and the like, can

trigger the setting of the new start-time. Alternatively, or additionally, any error value

that is smaller than the one associated with the current Tc start-time can trigger the

setting of a new Tc start-time. The selection of a new Tc start-time allows the

measurement of time, with accuracy Te, by measuring playback time of the content

by, for example, counting video frames or audio samples.

[0121] The extracted time-codes can also be used to detect content

manipulation, such as cuts, insertions, and/or content reordering. For example,

consider a detection of time codes N and M in intervals [Tl, T2] and [T3, T4],

respectively, where T3 > T2. Content reordering can be established if M < N.

Insertions can be established if:

[0122] T(4) - T(l) > (M-N+ l)Tc, (5).

[0123] Cuts can be established if:

[0124] T(3) - T(2) < (M-N-l)Tc, (6).

[0125] FIG. 5 illustrates a set of operations 500 that can be carried out to

determine timing information of an embedded content in accordance with an

exemplary embodiment. At 502, an embedded watermark is extracted from a host

content. The embedded watermark can be an EP watermark that contains a time-code

in accordance with the disclosed embodiments. At 504, timing information is

determined from the extracted watermark. In one example, the timing information at

504 is obtained using Equation (1). In another example where at least two

watermarks have been extracted, the timing information at 504 is determined using

Equation (3). At 506, the accuracy of the timing information is determined. The

accuracy, in one example, is determined by evaluating the timing information error

using equation (2). In another example where at least two watermarks have been



extracted, the accuracy at 506 is determined by evaluating the timing information

error using equation (4).

[0126] At 508, it is determined if the target (or desired) accuracy has been

obtained. Such a target accuracy can, for example, correspond to a zero-valued

timing information error that is computed using Equations (2) or (4). In other

examples, the target accuracy may correspond to a timing information error that is

lower than previously computed timing information errors. In still other examples,

the target accuracy can correspond to the minimum timing information error value

computed for several consecutive extracted watermarks. If the determination at 508

indicates that the target accuracy is obtained, the operations 500 continue at 510,

where a new reference timing information is set. For example, a new time-code

interval start-time can be set as a reference time-code interval start time and used for

further time measurements. Upon setting the new reference timing information at

510, the operations 500 can return to 502 to extract another embedded watermark.

[0127] If the determination, at 508, indicates that the target accuracy is not

obtained, the operations 500 continue to 502, where a new watermark is extracted.

The timing information, as well as the associated accuracy, may be reported, at 512,

to a user and/or to other entities or components that are interested in obtaining the

timing information. FIG. 5 illustrates that the reporting at 512 is carried out upon the

determination of the timing information at 504, as well as upon setting a new timing

reference information at 510. Additionally, or alternatively, the reporting of timing

information at 512 may be performed upon the completion of the operations at 506

and/or 508.

[0128] In some embodiments, the extraction of multiple watermark messages

is conducted in such a way that certain knowledge (such as locations and embedding

methods) associated with each extracted watermark is shared during the extraction of

other types and/or the same type of watermark. The coordinated extraction operations

that are conducted in accordance with the disclosed embodiments can be performed in

a single watermark extraction session (sometimes referred to as a single-pass

extraction), or in multiple passes or sessions. In multi-pass or multi-session



extraction, the information associated with the extraction of watermarks in a first pass

can be used during the subsequent extraction sessions.

[0129] Some of the disclosed embodiments are described in the context of

coordinated extraction of CCI and EP watermarks. However, it should be understood

that the disclosed embodiments are equally applicable to the extraction of other

watermark messages.

[0130] CCI watermarks illustrate a practical use case for the implementation

of the disclosed embodiments since some content owners presently require CCI

watermark extractors (also sometimes referred to as watermark detectors) as a

precondition for access to the premium content (such as high-definition content, new

releases, content in 3D format, content with additional features such as director's

commentary, etc.). In one example, such a mandate for having watermark extractors

is implemented by providing content decryption keys only to devices or software

applications that are compliant, i.e., those devices or software applications that

implement CCI watermark detectors and observe CCI enforcement policies.

[0131] EP watermarks, as noted earlier, may serve various purposes such

content identification and/or forensic tracking. In forensic tracking applications, the

payload of an EP watermark can be used to uniquely identify each copy of a content

that has been received by a particular recipient, or has been distributed through a

particular distribution channel. If the content is misused, e.g. copied and redistributed

without permission, the responsible party can be identified. Typically, this type of

application requires a large watermark payload, which negatively affects the

watermark robustness. Furthermore, the attacker may obtain multiple copies of the

same content that is embedded with different watermarks and combine them (e.g.,

cutting-and-spicing different segments from different copies, averaging the content

across all copies, etc.) in order to prevent watermark extraction, which is often called

collusion attack. Coordinated embedding of a payload that is not copy-dependent and

thus not susceptible to collusion attack, can be used for automatic identification of the

presence of forensic watermarks, which can trigger forensic analysis of the

watermarked content. Since forensic watermarks are often less robust than copy



independent watermarks, such as CCI watermarks, the presence of robust copy-

independent marks can facilitate the identification forensic marks in a content that has

been subjected to collusion attack. Forensic analysis of the attacked content may

include additional, and often computationally expensive, operations that can lead to

the extraction of embedded forensic marks. For example, such additional operations

can include, but are not limited to, comparison of a received content to the original

content, comparison of the candidate extracted watermarks to a list of possible

embedded forensic marks (e.g., using template matching techniques) and utilizing

more powerful error correction techniques (e.g., iterative decoding, soft error

correction, etc.). These additional operations can be justified only if there is a strong

confirmation that forensic marks are indeed present in the content. Such a

confirmation can be provided by the detection of copy-independent watermarks in the

content.

[0132] The extraction of EP watermarks in a consumer device can provide

additional benefits such as enabling automatic recognition of a song title or a product

when alternate methods of identification, such as printed name or a bar code, are

unavailable or unsuitable. As noted earlier, EP watermarks can also be used to enable

interactions with outside entities or to provide enhanced viewing experiences by

triggering the insertion of special effects into the content. The implementation of a

stand-alone EP watermark extractor, however, implies significant cost increases in

terms of development effort and processing resources at the consumer devices. In

some scenarios, EP watermarks may coexist with CCI watermarks within the same

content. In these scenarios, EP watermarks may need to be extracted in the same

extraction session as CCI watermarks and/or in a different session (or even at a

different location) during the content lifecycle. The disclosed embodiments further

facilitate the inclusion of EP watermark detectors in consumer devices by

coordinating the operations associated with the extraction of EP and CCI watermarks,

thereby reducing the processing load that would have been required if stand-alone

CCI and EP extractors were deployed.



[0133] According to the disclosed embodiments, the extraction of EP

watermarks can be facilitated based on a predefined relationship between the

embedded EP and CCI watermarks. Such a predefined relationship can, for example,

prescribe a pre-defined arrangement of the EP and CCI watermark bits relative to one

another in spatial, temporal and/or frequency domains.

[0134] FIG. 6 illustrates a set of exemplary operations 600 that are carried out

to extract multiple watermark messages in accordance with an exemplary

embodiment. At 602, a watermark message is extracted. The watermark message

that is extracted at 602 can, for example, correspond to a CCI watermark. At 604, a

predefined relationship between the first watermark message and the second

watermark message is obtained. The second watermark message can, for example,

correspond to an EP watermark. In one example, the pre-defined relationship

corresponds to a template that specifies temporal locations of each bit within the

second watermark message with respect to one or more bits of the first watermark

message. In other examples, the predefined relationship can specify predefined

arrangements of bits of the two watermark messages in spatial and/or frequency

domains.

[0135] Referring back to FIG. 6, at 606, the second watermark message is

extracted based on the predefined relationship that was obtained at 604. For example,

particular temporal locations within the content that are expected to contain bits of the

second watermark message can be processed in order to extract the bits of the second

watermark message.

[0136] According to the disclosed embodiments, the inclusion of an EP

watermark extractor in addition to an existing CCI watermark extractor is effected at a

small incremental cost. As described earlier, the EP watermarks can be embedded as

a symbol-replacement of a fraction of CCI watermarks without a change in

watermarking technology. Therefore, the certain operations (and the associated

components) that are needed for the extraction of individual watermark bits, such as

filtering and correlation computations, can be carried out once to enable coordinated

detection of both CCI and EP watermark symbols. The only additional processing



that is required pertains to pattern recognition (e.g., packet formation and decoding)

of EP watermarks, and subsequent interpretation of the detection results. The

additional processing operations are typically carried out with little additional cost.

[0137] FIG. 7 is a block diagram of an exemplary watermark extractor 700

that can be implemented in accordance with the disclosed embodiments. The

watermark extractor 700 may be part of a content handling device that is capable of

conducting one or more operations such as rendering, recording, copying, transferring

and/or playback of an input content 702. The input content 702 may be

communicated to the content handling device through one or more communication

channels comprising wired and/or wireless communication channels, magnetic,

optical, Hash and/or other computer readable media, or other sources. The content

handling device may also be capable of connecting to external entities and networks,

such as the Internet. Connection to such external entities and/or networks may be

carried out in-part using the communication link 724.

[0138] FIG. 7 further illustrates certain components within the watermark

extractor 700. It should be noted that FIG. 7 is not intended to provide an exhaustive

depiction of every component within the watermark extractor 700 and, therefore,

additional, or fewer components may reside within the watermark extractor 700.

Further, while FIG. 7 shows individual components that are configured to carry out

specific operations, it is understood that such a depiction is merely provided to

facilitate the understanding of the disclosed embodiments. As such, one or more

components of the watermark extractor 700 may be combined other components of

the watermark extractor 700. Further, some of the operations necessary for carrying

out the extraction operations may be conducted outside of the watermark extractor

700. It should be further noted that the components within the watermark extractor

700 may be implemented in hardware, software and/or combinations thereof. In some

embodiments, some or all of the components of the watermark extractor 700 are

implemented using one or more processors that execute a program code that resides

on computer readable medium.



[0139] Referring back to FIG. 7, the watermark extractor 700 receives the

input content 702. The input content 702 may undergo a number of signal processing

operations such as filtering, sub-sampling, correlation computations, synchronization

acquisition and the like. These operations, which are sometimes referred to as back-

end processing operations, typically are computationally expensive. In FIG. 7, the

watermark extractor 700 is equipped with filters 704, correlators 706, synchronization

acquisition components 708 and sub-sampling components 710 that are configured to

carry out the above noted operations. Back-end processing operations typically

depend on the watermarking technology and, therefore, the watermark extractor 700

may include additional back-end processing components that can operate according to

additional watermarking technologies.

[0140] FIG. 7 also illustrates packet formation components 718 and data

processing components 716 that are configured to form watermark packets, and

extract watermark bits from the formed packets. Such operations can include, but are

not limited to, template matching, error correction decoding, de-interleaving, de-

scrambling, decryption, and the like. These operations, which are sometimes referred

to as front-end processing operations, are typically less computationally expensive

than back-end processing operations. The data processing components 716 can also

be responsible for obtaining a predefined relationship between the embedded

watermarks from an entity that is internal (e.g., storage 714) or external (e.g., database

722) to the watermark extractor 700. In general, various components that are shown

in FIG. 7 as part of the watermark extractor 700 may reside outside of the watermark

extractor 700. In such a scenario, the various components that reside outside of the

watermark extractor 700 are in communication with the watermark extractor 700 to

send and/or receive data, control, synchronization and other information to and/or

from the watermark extractor 700 or one or more components therein.

[0141] In embodiments that utilize the same technology for embedding both

the CCI and EP watermarks, coordinated extraction of multiple watermark messages

can be efficiently carried out by conducting all or a portion of the back-end processing

operations only once. In these embodiments, all or a portion of the front-end



processing operations may be carried out for each type of embedded watermark

message. However, the front-end processing operations typically do not require a

significant processing load. Front-end processing operations are further streamlined

when some of the front-end processing operations associated with one type of

watermark message, such as an EP watermark, are carried out based on a predefined

relationship with the bits of other types of watermark messages, such as a CCI

watermark.

[0142] The watermark extractor 700 of FIG. 7 outputs certain extraction

information 720. In some embodiments, the output extraction information 720

includes raw watermark bits, such as CCI bits, EID values, time-codes, and the like.

In other embodiments, the output extraction information 720 additionally, or

alternatively, includes a detected watermark state. For example, a detected watermark

state can correspond to a no-home-use state. In still other embodiments, the output

extraction information 720 additionally, or alternatively, includes commands, texts,

and other information that are generated pursuant to the detection of the embedded

watermarks and/or application of the associated enforcement policies.

[0143] The watermark extractor 700 also includes a communication

component 712 that enables the watermark extractor 700 to communicate with other

entities and components, such as the database 722, through the communication link

724. The database 722 can, for example, include metadata associated with a

particular content. In some embodiments, the communications between the

watermark extractor 700 and the database 722 includes the transmission of extracted

watermark bits and the reception of information such as enforcement rules,

enforcement rule alternatives and other information. In some embodiments,

watermark assessment components 728 can be responsible, at least in-part, for

assessing the enforcement policies associated with the extracted watermark bits,

presenting a particular enforcement policy to the user and determining if an exception

to the watermark enforcement policies exists. The watermark assessment components

728 can be configured to communicate with internal storage units 714, and/or external

entities, such as database 722, through, for example, communication link 724.



[0144] FIG. 7 also illustrates one or more storage units 714 that can reside

within the watermark extractor 700. Such storage units 714 can store the input

content 702 (e.g., in encrypted, partially encrypted or clear format), the output

extraction information 720, metadata, compliance rules associated with the usage of

embedded content and the associated enforcement actions, information that describes

predefined relationships between multiple watermark messages, as well as computer

program code that can be retrieved in order to implement any one of the

functionalities of the disclosed embodiments. The storage unit 714 can be in

communication with various components of the watermark extractor 700 such that

these components can retrieve and utilize the information, the program codes and the

content that are stored on the storage units 714.

[0145] According to some embodiments, the extraction of CCI watermarks is

used as the first step in the process of coordinated extraction of CCI and EP

watermarks. Due to having a smaller payload, the CCI watermarks are inherently

more robust than EP watermarks. As such, when CCI watermarks are successfully

extracted, the extraction of EP watermarks can be attempted is a subsequent

procedure. In these embodiments, the full processing load associated with the

extraction of independent EP watermarks is only rarely scheduled. Moreover, in an

unmarked content (e.g., a content that does not include CCI watermarks), the EP

watermark extractor may never be invoked. The latter example scenario related to an

unmarked content is important since it can preserve memory, time and computational

resources. More specifically, some user devices automatically initiate a search for

embedded watermarks for all new content that is received by that user device. In such

devices, the EP extraction operations are not triggered since the content does not

include CCI watermarks.

[0146] Another benefit of the disclosed embodiments associated with utilizing

a predefined relationship between the CCI and EP watermarks subsequent to the

successful detection of CCI watermarks is that the probability of false EP watermark

extraction becomes small. This, in turn, enables the embedding of EP watermarks to

be done more efficiently by including no (or a reduced amount of ) overhead bits



associated with, for example, error detection codes, error correction codes and the

like. In one example embodiment, EP watermark packets are designed without a

packet header that would be normally used to establish the beginning and/or the end

of the watermark payload. In such example embodiments, CCI watermarks that are

extracted prior to the extraction of EP watermarks fulfill the role of synchronization

headers. In fact, in those embodiments, the reliability of CCI watermark extraction

can be significantly better than the reliability of typical synchronization header

extraction operations. In particular, a well-designed CCI extraction system may

produce one false positive per 100,000 years of continuous extraction operation, while

a well-designed synchronization header may produce a false synchronization header

detection every 10 hours. While the detection of a CCI watermark with high

reliability (i.e., with a low false detection probability) can strongly signal the presence

of a non-CCI watermark, the detection of a CCI watermark with a false detection

probability rate that is higher than what would typically be desired for CCI

applications can also trigger an extraction attempt for recovery of the associated EP

watermarks. In other examples, a synchronization header is included in the EP

watermark packets to further improve the robustness of EP watermark extraction,

and/or to allow the extraction of EP watermarks independently from CCI watermarks.

[0147] Successful extraction of an EP watermark following a successful CCI

watermark extraction provides further assurances that the extraction of the preceding

CCI watermark(s) were successful, and improves false watermark detection

probability of the CCI watermarks. As such, in some embodiments, CCI watermark

packets may be designed to produce a higher false detection probability rate than is

required for the copy control system. However, in these embodiments, coordinated

detection of the EP and CCI watermarks can collectively achieve the desired false

positive detection probability rate. In another embodiment, the detection of an EP

watermark may trigger the watermark extractor (or an associated component or entity)

to access a database. If a match to the detected EP watermark is obtained within the

database, the associated CCI payload can be reported to the extractor (or an associated

component or entity) to trigger the appropriate copy control enforcement action. This

mechanism can provide a confirmation procedure for verification of the extracted CCI



watermark value. In addition, it can allow the application of CCI enforcement

policies without the detection of the CCI watermark from the content.

[0148] In some embodiments where a CCI watermark is extracted and the EP

watermark is not, the coordinated CCI and EP watermark extractor can determine the

expected location and payload of the EP watermark. In one example, the watermark

extractor assumes that there are no cuts or insertions in the content since the last

extracted EP watermark. The extractor can then determine the expected EP

watermark value (e.g., the EID, SN or time-code) at the expected location of EP

watermark. Once a candidate EP watermark value from the expected EP watermark

location is extracted, the candidate value can be compared to the expected EP

watermark value in order to ascertain if a match with sufficient confidence level

exists. In other examples, the extractor may anticipate some cuts or insertions in the

content and predict a set of possible EP watermarks that can be detected when such

cuts and insertions are present. The extractor may then ascertain which of the

possible EP watermarks provides the best match to the detected candidate watermark

value. In case of a match with the sufficient confidence level, the extractor can use

this information to proceed with updating timing extraction and content integrity

verification (i.e. detection of cuts or inserts).

[0149] Note that, according to the disclosed embodiments, the playback

timeline can be established using embedded time-codes even if the playback of the

content is interrupted. Such an interruption can occur due to, for example, activating

a pause or stop button, and then resuming the normal playback of the content at some

time in the future. In one embodiment, information extracted from earlier playback

sessions of the content are recorded in, for example, an extractor log. The stored

information can be restored when playback resumes. With the restored EP

information, the precise timing within actual playback (excluding pause and stop

intervals) can quickly be achieved.

[0150] In some embodiments, a successful extraction of a payload embedded

in one component of a content (such as an audio component of a multimedia content)

facilitates the detection of a watermark that is embedded in another component (such



as a video component) of the multimedia content. In one example, the detection of an

audio watermark at a particular temporal location within the content triggers the

detection of a video watermark that is located at a predefined position with respect to

the detected temporal location. The coordinated watermark embedding and extraction

operations across different content components can provide significant savings in

computational operations. In particular, video watermark extraction is typically more

computationally expensive than audio watermark extraction. On the other hand,

video watermarks often can carry more information than audio watermarks and,

therefore, can contain important information that cannot be carried by audio

watermarks. Coordinated embedding and extraction of video and audio watermarks

that is described in the above example embodiment triggers the expensive video

processing operations that are needed for the extraction of video watermarks only

upon the detection of the associated audio watermarks. It should be noted that the

above-noted coordination among components of a content is not limited to audio and

video components. For example, the extraction of watermarks in the center channel

(i.e., high activity channel) of a multi-channel audio content may be triggered only

upon the detection of an audio watermark in a low-activity channel (e.g., Left or Right

channel) or a channel with limited frequency content (e.g., the sub-woofer).

[0151] The coordinated embedding and extraction of watermarks in

accordance with the disclosed embodiments can enable a wide range of applications

either individually or collectively in the fields of copy management and protection,

content identification and/or forensic tracking of content delivery transaction.

[0152] In some embodiments, coordinated detection of the EP watermarks

enhances the experience of the content user. As noted earlier, the primary objective

of typical CCI watermarks is to limit unauthorized access to the content. For

example, Advanced Access Content System (AACS) specifications indicate that if a

No Home Use (NHU) mark is detected in a content accessed on a consumer device,

the playback and copying of that content must be stopped. The AACS specifications

further provide that in case of Trusted Source (TS) mark detection in audiovisual

content in the clear (no encryption), the audio component of the content must be



muted during the playback, after a predefined time interval (or grace period).

Coordinated CCI and EP watermark extraction that are carried out in accordance with

the disclosed embodiments further improve the consumer experience by offering

some options beyond the strict enforcement of the CCI rules.

[0153] In one embodiment, a CCI enforcement operation is overruled when a

specific set of conditions approved by the content owner is met. In one example,

restrictive CCI enforcement operations are removed upon payment of a fee to the

appropriate entity. For instance, upon the detection of a CCI and an associated EP

watermark, a database is accessed and the information regarding the payment

receiving entity is retrieved. In one variation, a portion of the EP watermark payload,

such as the EID field, or the EID field and a range of SN values, is used to identify the

content owner. To further enhance the user experience, in one example embodiment,

the extractor monitors the embedded time-code information to verify that the entire

content is correctly played back before closing the transaction and charging the

customer account.

[0154] In other embodiments, restrictive CCI enforcement operations may be

lifted without a payment, if the customer agrees to view (or listen to) a certain amount

of advertisement during playback of the content. In one example, the advertisement is

targeted (i.e., it is content-based). The content can be identified, for example, based

on the extracted EP watermark information. Further, the advertisement can be

inserted in particular segments of the content based on the detected value of the

embedded time-codes. The inserted advertisements can be related in some way to the

content with embedded watermarks. For example, if the content belongs to a

particular studio, the advertisement can be a trailer about another movie from the

same studio. In another example, the advertisement can be based on subject matter of

the content. For instance, if the content is a movie about martial arts, the inserted

trailer can be about another content belonging to the martial art genre. In still another

example, during the movie scenes that relate to a tropical island, an advertisement

about a tropical island resort may be inserted.



[0155] In some embodiments, the advertisements are streamed or downloaded

from remote servers, while in other embodiments the advertisements are prepackaged

with the content on a DVD, Blu-ray disc or Electronic Sell Through (EST) package.

The advertisements can be inserted at the beginning, at the end, or in the middle of the

content. When ads are placed in the middle of a content, they are typically inserted

during the scene change and/or at a place where specific ads are considered

appropriate by advertisement sponsors or agency. Time-codes that are carried by the

EP watermarks in accordance with the disclosed embodiments can identify the precise

insertion locations (e.g., with an accuracy of within a single video frame) of the

advertisements. Furthermore, each time-code may associate a metadata describing the

characteristics and categories of the content around the place where an advertisement

may be inserted. The metadata may also describe what advertisements are

appropriate for insertion into the content, and even specify a list of candidate

advertisements.

[0156] It should be noted that the placement of advertisement within a content

may require manual intervention that includes the selection of the insertion locations,

the particular advertisements that are suitable for insertion and manual association of

the relevant metadata during the coordinated embedding operations. For example, the

embedder may allow the user to manually specify the places for advertisements as a

starting point to embed a time-code. The embedder may further ask the user to enter

the metadata associated with the time-code in a database for later use.

[0157] According to another embodiment, conditional access to the content is

determined based on a content's age, such as elapsed time from public release of the

content. For example, the enforcement of NHU mark may be lifted if the content is

no longer shown in the theaters. Information related to a content's age can be

accessed, for example, over the Internet from a database based on the extracted EP

watermark values. In other embodiments, a pending CCI enforcement operation is

lifted based on a content's quality (e.g. content resolution). For example, enforcement

of a detected TS mark may be lifted if the content is presented in a standard-resolution

format rather than a high-resolution format. In yet another embodiment, a pending



CCI enforcement operation is lifted based on the region where the content is

distributed, how the content is distributed and/or who distributed the content (the

distribution channel or content source). For example, CCI enforcement may be lifted

if the content is accessed from a specific location for promotion and marketing or

other purposes. In another case, CCI enforcement may be lifted if the content comes

from a specific content source where all contents in such source are legitimately

licensed, or have been screened against CCI and fulfilled the CCI enforcement

obligations prior to being distributed. Such policy of conditional access may be

dynamically specified at any time when such CCI enforcement is performed in a

networked environment, such as in a Content Distribution Network (CDN), a cloud

distribution network, a networked device, or a Internet Service Provider (ISP).

[0158] In still other embodiments, instead of complete lifting of the CCI

enforcement actions, the extraction of an EP watermark can lead to a delay of an

enforcement action for the benefit of the consumers. For example, a feature movie

may be distributed on Blu-ray discs with an audio track that is embedded with TS

watermarks. During the playback of the movie, a user may start shooting a home

video and inadvertently capture part of the movie's audio track. During the playback

of the home video using a media player that is equipped with a watermark extractor,

some TS watermarks may be extracted, thereby triggering a TS enforcement action.

In order to mitigate this situation, AACS Licensing Authority (AACS LA) requires

repeated TS detections over an extended interval (i.e. TS watermark detections should

be found in at least seven out of nine consecutive 200-second long intervals). This

requirement can, therefore, result in an uninterrupted playback of content with

embedded TS marks for at least a 20-minute grace period. Note that this enforcement

logic ensures that a new grace period is allowed when unmarked content is played for

10 minutes, which is known as the grace period reset interval. This solution reduces

the likelihood of TS enforcements on home videos.

[0159] According to the disclosed embodiments, the likelihood of erroneous

CCI enforcements can be further reduced if the extractors also observe time-codes and

detect discontinuities, such as cuts or insertions in the content. The detection of



discontinuities may, for example, trigger an extension of the grace period, or restart

the grace period. In one example, if the detected discontinuity is larger than the grace

period reset interval, the grace period can be restarted. However, if the detected

discontinuity is smaller than the grace period reset interval, the enforcement logic

may assume that unmarked content has been played for the period of time equal to the

size of the detected discontinuity. The reduction of the likelihood of having erroneous

enforcement actions based on discontinuity detection can further enable a reduction in

the grace intervals, or otherwise allow adjustments to the enforcement logic to

achieve better content protection.

[0160] FIG. 8 provides is a block diagram of a system 800 that can provide

enhanced user experience in accordance with an exemplary embodiment. The

watermark extraction components 802 are responsible for extracting various

watermark messages that are embedded within a content, such as CCI and EP

watermarks. FIG. 8 does not depict the individual components within the watermark

extraction components 802. It is understood, however, that the watermark extraction

components 802 can comprise several components that assist in processing of a

content to extract the embedded watermarks. The watermark extraction components

802 may further be part of a larger device or system, such as a portable consumer

device, and may be implemented in hardware, software, and/or combinations thereof.

The watermark extraction components 802 may also be part of a distributed system,

where part of the extraction process is carried out at a remote device, such as a remote

server.

[0161] The watermark extraction components 802 provide extraction results,

such as the CCI and EP watermark values, user and device information, and other

information, to the content and advertisement provision components 806 through the

communication channel 814. The communication channel 814 may comprise wired

or wireless communication channels. The content and advertisement provision

components 806, in return, provide the watermark extraction components 802 with

information such as metadata related to the content with embedded watermarks,

recommendations on subsequent user and/or device actions, offers to purchase



authorized copies of the content that is being played, referrals to other sources of

content, targeted and/or contextual advertising, and other information. The content

and advertisement provision components 806 may include one or more servers,

general computing devices and/or specific devices and the associated software that are

configured to receive and process information and commands from the watermark

extraction components 802 and provide the appropriate response.

[0162] FIG. 8 also depicts the collection and analysis components 704 that are

in communication with the watermark extraction components 802 through the

communication channel 810. The collection and analysis components 804 collect and

analyze usage behaviors associated with the watermark extraction components 802.

The collection and analysis components 804 can further analyze consumption

patterns, consumer behavior and business and market intelligence. The collection and

analysis components 804 can comprise a plurality of servers, as well as hardware

and/or software components that can be configured to perform the required collection

and analysis. The watermark extraction components 802 may also be in

communication with the transaction fulfillment components 808 through the

communication channel 812. The transaction fulfillment components 808 conduct

operations such as authentication, negotiation, payments, product delivery, and other

operations that are needed to complete a transaction with the watermark extraction

components 802 (or the device that incorporates the watermark extraction components

802).

[0163] FIG. 9 illustrates a set of operations 900 that are carried out as part of

coordinated extraction of watermarks in accordance with an exemplary embodiment.

At 902, one or more watermarks of a first message type (i.e., a first watermark

message) are extracted from an embedded content. For example, the first watermark

message can convey CCI information. At 904, one or more watermarks of a second

message type (i.e., a second watermark message) are extracted from the content. In

one example, the second watermark message is an extended payload (EP) watermark

that can include an embedder identification field, a serial number filed, a time-code

field, and others information. At 906, enforcement rules associated with the extracted



first watermark message are determined. In one example where the first watermark

message correspond to a CCI watermark, the associated enforcement rules can include

any one of: stopping the playback and/or recording of the content immediately or after

a particular grace period, muting at least a portion of an audio component of the

content, providing a warning screen that is superimposed on the content, and the like.

[0164] Referring back to FIG. 9, at 908, it is determined if an exception to the

enforcement rules exists. The determination at 908 can be conducted using the

extracted second watermark message. In one example, the operations at 908 include

identifying the content using at least a portion of the extracted second watermark

message (e.g., the EID field within the second watermark message) and obtaining one

or more exceptions that may be associated with the content. For instance, upon

extraction of an EID value from the second watermark message, a remote database

can be accessed to associate the extracted EID with metadata residing at the remote

database. The metadata can include possible exceptions to the CCI enforcement rules

associated with that content.

[0165] If at 908, the determination indicates that no exceptions are possible,

the operations 900 continue to 912, where the existing enforcement policy is enforced.

If, on the other hand, the determination at 908 indicates the existence of at least one

exception to the enforcement rules, the operations 900 continue at 910, where the

enforcement rules are modified. By the way of example, and not by limitation, such

modifications can include providing the user with a payment option that allows the

user to view the content, enabling the viewing of the content based on the content's

age, modifying the quality of the content, enabling the user to view the content upon

the user's agreement to view certain advertisements, and other operations. In some

embodiments, extraction of additional watermark messages continues while the

content is being conditionally accessed. Based on the additionally extracted

watermark messages, it can be verified whether or not conditional access to the

content has been fulfilled. For example, each of the second watermark message and

the additionally extracted watermark messages can each include a time-code that can

be used to determine if all, or substantially all of the time-codes associated



conditionally accessible portions of the content have been extracted. This way, the

consumer can be charged only upon viewing/receiving the entire content, or offered a

refund or other incentives if the content is not fully received and/or viewed by the

user.

[0166] The disclosed embodiments further provide a significantly improved

user experience even in scenarios where CCI enforcement rules are left intact. In one

example, the user may be informed that the content is available for free downloading

at certain distributor sites if the user is willing to enter into a trial subscription.

Alternatively, the user may be provided with information as to how the content can be

best accessed through legitimate channels, such as play times in nearby theaters, the

release date of the content on cable and DVD formats, and other renting or purchasing

opportunities on the web. Further, the customer may be offered alternate, legitimate

content that closely matches the identified content. The customer may also be offered

with critics' ratings and comments, review, trailers, behind scene stories of the content

and the like. Such enhanced response associated with CCI enforcement rules may be

customized based on one or more sources of information. For example, such

enhanced responses may be provided based on one or more of the following: 1) the

content handling device information such as device manufacturer, model and/or

firmware version; 2) geographic information of the user (e.g., based on registered

account information) or device (e.g., IP address for a networked device); 3) user

profile such as age, preference, and history; 4) the subject matter of the content; and

5) content release information such as release date, format, languages, etc.

[0167] In accordance with some embodiments, the extraction of EP

watermarks can be valuable to the consumer even if no CCI enforcement action is

pending. For example, the TS mark may be detected in a content that is encrypted

and protected with an approved digital rights management (DRM) technology. As

such, the content is not subject to a CCI enforcement action. However, the metadata

associated with the content may be lost in the content distribution channel, for

example, during various format conversions, or the device may not be capable of

locating the metadata in each content container. Since watermark data persistently



stays with the content, it may be simpler to use the extracted EP watermarks to access

the needed metadata from a database, regardless of the content container type and

format conversion protocols. The retrieved metadata can be used to access additional

information about the content over the Internet, to play games, socialize with other

content users or fans, purchase related merchandise, get behind-the scene stories, and

the like.

[0168] It is understood that the various embodiments of the present invention

may be implemented individually, or collectively, in devices comprised of various

hardware and/or software modules and components. These devices, for example, may

comprise a processor, a memory unit, an interface that are communicatively

connected to each other, and may range from desktop and/or laptop computers, to

consumer electronic devices such as media players, mobile devices and the like. For

example, FIG. 10 illustrates a block diagram of a device 1000 within which the

various disclosed embodiments may be implemented. The device 1000 comprises at

least one processor 1002 and/or controller, at least one memory 1004 unit that is in

communication with the processor 1002, and at least one communication unit 1006

that enables the exchange of data and information, directly or indirectly, through the

communication link 1008 with other entities, devices, databases and networks. The

communication unit 1006 may provide wired and/or wireless communication

capabilities in accordance with one or more communication protocols, and therefore it

may comprise the proper transmitter/receiver antennas, circuitry and ports, as well as

the encoding/decoding capabilities that may be necessary for proper transmission

and/or reception of data and other information. The exemplary device 1000 that is

depicted in FIG. 10 may be integrated into as part of a content handling device and/or

a watermark embedder 100 and a watermark extractor 700 that are depicted in Figures

1 and 7, respectively.

[0169] Various embodiments described herein are described in the general

context of methods or processes, which may be implemented in one embodiment by a

computer program product, embodied in a computer-readable medium, including

computer-executable instructions, such as program code, executed by computers in



networked environments. A computer-readable medium may include removable and

non-removable storage devices including, but not limited to, Read Only Memory

(ROM), Random Access Memory (RAM), compact discs (CDs), digital versatile discs

(DVD), Blu-ray Discs, etc. Therefore, the computer-readable media described in the

present application comprise non-transitory storage media. Generally, program

modules may include routines, programs, objects, components, data structures, etc.

that perform particular tasks or implement particular abstract data types. Computer-

executable instructions, associated data structures, and program modules represent

examples of program code for executing steps of the methods disclosed herein. The

particular sequence of such executable instructions or associated data structures

represents examples of corresponding acts for implementing the functions described

in such steps or processes. A content that is embedded with watermarks in

accordance with the disclosed embodiments may be stored on a storage medium. In

some embodiments, such a stored content that includes one or more imperceptibly

embedded watermarks, when accessed by a content handling device (e.g., a software

or hardware media player) that is equipped with a watermark extractor, can trigger a

watermark extraction process, the associated signal processing operations, as well as

subsequent operations by the watermark extractor and/or the content handling device.

[0170] The foregoing description of embodiments has been presented for

purposes of illustration and description. The foregoing description is not intended to

be exhaustive or to limit embodiments of the present invention to the precise form

disclosed, and modifications and variations are possible in light of the above

teachings or may be acquired from practice of various embodiments. The

embodiments discussed herein were chosen and described in order to explain the

principles and the nature of various embodiments and its practical application to

enable one skilled in the art to utilize the present invention in various embodiments

and with various modifications as are suited to the particular use contemplated. The

features of the embodiments described herein may be combined in all possible

combinations of methods, apparatus, modules, systems, and computer program

products.



1. A method, comprising:

extracting an embedded first watermark message from a content, wherein the

embedded first watermark message is a copy control watermark and copy control

rules associated with the extracted first watermark message prohibits unconditional

access to the content;

extracting an embedded second watermark from the content;

based on the extracted second watermark message, determining whether or not

an exception to the copy control rules exists, and if an exception to the copy control

rules exists;

enabling conditional access to the content;

extracting additional watermark messages while the content is being

conditionally accessed; and

based on the additionally extracted watermark messages, verifying that

conditional access to the content has been fulfilled.

2. The method of claim 1, wherein:

each of the extracted second watermark message and the additionally extracted

watermark messages comprises a time-code; and

verifying that the conditional access has been fulfilled comprises determining

if substantially all time-codes associated conditionally accessible portions of the

content have been extracted.

3. The method of claim 1, wherein

each of the extracted second watermark message and the additionally extracted

watermark messages comprises a time-code; and

the exception to the copy control rules comprises allowing access to the

content in exchange for viewing of an advertisement that is played back

simultaneously with the content during a specific time interval as determined by the

time-codes of the extracted second watermark message and the additionally extracted

watermark messages.



4. The method of claim 3, wherein the advertisement is selected based on the

subject matter of the content during the specific time interval.

5. The method of claim 1, wherein conditional access to the content is

determined based on elapsed time from public release of the content.

6. The method of claim 1, wherein:

an exception to the copy control rules does not exist; and

an alternative to accessing the content is offered to a user.

7. The method of claim 6, wherein the alternative comprises at least one of:

directing the user to a web site where a version of the content can be obtained,

informing the user of content show times at one or more movie theatres, a

recommendation of similar content, and a date on which the content becomes

available for sale or rent.

8. The method of claim 1, wherein determining whether or not an exception to

the copy control rules exists comprises:

obtaining an identification value associated with the extracted second

watermark message; and

obtaining information indicative of available exceptions to the copy control

rules from a database that comprises metadata associated with the identification value.

9. The method of claim 8, wherein the metadata is further used to carry out at

least one of:

accessing additional information about the content using the Internet,

playing games,

interacting with other consumers of the content using a social network,

and

purchasing merchandise related to the content.



10. A device, comprising:

a watermark extractor configured to extract an embedded first watermark

message from a content, wherein the embedded first watermark message is a copy

control watermark and copy control rules associated with the extracted first

watermark message prohibits unconditional access to the content, the watermark

extractor further configured to:

extract an embedded second watermark from the content;

if an exception to the copy control rules exists, enable conditional

access to the content;

extract additional watermark messages while the content is being

conditionally accessed, and

based on the additionally extracted watermark messages, verify that

conditional access to the content has been fulfilled; and

a watermark assessment component configured to determine, based on the

extracted second watermark message, whether or not an exception to the copy control

rules exists.

11. The device of claim 10, wherein:

each of the extracted second watermark message and the additionally extracted

watermark messages comprises a time-code; and

the watermark extractor is configured to verify that the conditional access has

been fulfilled by, at least in-part, determining if substantially all time-codes associated

conditionally accessible portions of the content have been extracted.

12. The device of claim 1, wherein

each of the extracted second watermark message and the additionally extracted

watermark messages comprises a time-code; and

the exception to the copy control rules comprises allowing access to the

content in exchange for viewing of an advertisement that is played back

simultaneously with the content during a specific time interval as determined by the



time-codes of the extracted second watermark message and the additionally extracted

watermark messages.

13. The device of claim 12, wherein the advertisement is selected based on the

subject matter of the content during the specific time interval.

14. The device of claim 10, wherein conditional access to the content is

determined based on elapsed time from public release of the content.

15. The device of claim 10, wherein:

an exception to the copy control rules does not exist; and

an alternative to accessing the content is offered to a user.

16. The device of claim 15, wherein the alternative comprises at least one of:

directing the user to a web site where a version of the content can be obtained,

informing the user of content show times at one or more movie theatres, a

recommendation of similar content, and a date on which the content becomes

available for sale or rent.

17. The device of claim 10, wherein the watermark extractor is configured to

determine whether or not an exception to the copy control rules exists by, at least in-

part,:

obtaining an identification value associated with the extracted second

watermark message; and

obtaining information indicative of available exceptions to the copy control

rules from a database that comprises metadata associated with the identification value.

18. The device of claim 17, wherein the metadata is further used to carry out at

least one of:

accessing additional information about the content using the Internet,

playing games,



interacting with other consumers of the content using a social network,

and

purchasing merchandise related to the content.

19. A non-transitory computer-readable storage medium with a content embodied

thereupon, the content comprising one or more watermarks that are imperceptibly

embedded in the content, wherein reception of the content by a content handling

device equipped with a watermark extractor triggers the watermark extractor to:

extract an embedded first watermark message from a content, wherein the

embedded first watermark message is a copy control watermark and copy control

rules associated with the extracted first watermark message prohibits unconditional

access to the content;

extract an embedded second watermark from the content;

based on the extracted second watermark message, determine whether or not

an exception to the copy control rules exists, and if an exception to the copy control

rules exists;

enable conditional access to the content;

extract additional watermark messages while the content is being conditionally

accessed; and

based on the additionally extracted watermark messages, verify that

conditional access to the content has been fulfilled.

20. A device comprising:

a processor; and

a memory comprising processor executable code, the processor executable

code, when executed by the processor, configures the device to:

extract an embedded first watermark message from a content, wherein the

embedded first watermark message is a copy control watermark and copy control

rules associated with the extracted first watermark message prohibits unconditional

access to the content;

extract an embedded second watermark from the content;



based on the extracted second watermark message, determine whether or not

an exception to the copy control rules exists, and if an exception to the copy control

rules exists;

enable conditional access to the content;

extract additional watermark messages while the content is being conditionally

accessed; and

based on the additionally extracted watermark messages, verify that

conditional access to the content has been fulfilled.

21. A computer program product, embodied on a non-transitory computer

readable medium, comparing:

program code for extracting an embedded first watermark message from a

content, wherein the embedded first watermark message is a copy control watermark

and copy control rules associated with the extracted first watermark message prohibits

unconditional access to the content;

program code for extracting an embedded second watermark from the content;

program code for, based on the extracted second watermark message,

determining whether or not an exception to the copy control rules exists, and if an

exception to the copy control rules exists;

program code for enabling conditional access to the content;

program code for extracting additional watermark messages while the content

is being conditionally accessed; and

program code for, based on the additionally extracted watermark messages,

verifying that conditional access to the content has been fulfilled.
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