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(57) A method of building an anti-counterfeiting ob-
ject (1, 1’, 2, 3, 4) comprises the steps of:
a) manufacturing an identification substance including at
least one amorphous phase, at least one crystalline
phase, at least one complex metallic phase and at least
one conductive material;
b) selecting at least one substrate substance which is
electrically insulating material;

c) associating an amount of said identification substance
to the substrate substance to form an object, the identi-
fication substance realizing at least one conductor (15,
16, 17, 15’, 16’, 17’, 26, 27, 46, 47) between at least two
terminals (11, 12, 13, 14, 21, 22, 23, 24, 25, 41, 45, 51, 52,
53).
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Description

Technical field

[0001] The invention purpose is to provide an identifi-
cation substance to build an anti-counterfeiting object

Prior art

[0002] Counterfeiting is a longstanding problem that is
growing in scope and magnitude. Counterfeiting is a
concern to businesses because of the impact that it
has on sales, brand value and a firm’s reputation, as well
as on the ability to benefit from technical innovations.
Consumers are of course also victims of counterfeiting,
being defrauded of the genuine product they have paid
for and, with regard to e.g. goods such as mechanical
parts or drugs, running significant health and safety risks.
At State level, counterfeiting is a concern for govern-
ments because of the threat it poses to the welfare and
health of consumers, the negative impact it can have on
innovation, and the substantial resources channeled to
criminal networks, organized crime and other groups that
disrupt and corrupt society.
[0003] Today, thereareamultitudeof technologies that
can be used in the fight against counterfeit goods. Cur-
rent anti-counterfeiting technology options comprise a
range of overt and covert measures which encompass
product authentication and security. The anti-counter-
feiting market can be mainly categorized into two seg-
ments, namely authentication technologies (the technol-
ogies providing overt and covert security features); and
Track & Trace Technologies (the technologies facilitating
visibility of products throughout the supply chain).
[0004] These technology options include serial num-
bers, barcodes, datamatrix and RFID for identification,
and holograms, biometric solutions, watermarks and
taggants for security. These technologies have their
own limitations at different levels and are not foolproof.
[0005] One particular challenge of anti-counterfeiting
measures is the difficulty to prevent copying of the RFID
device, taggant, hologram or other fingerprint.
[0006] US 2007/0121181 discloses a method of label-
ing and identifying an item based on X-ray diffraction
(XRD) analysis. The method employs an optical identi-
fication element formed by powdered crystal materials in
a binder to provide a composite X-ray diffraction pattern
when illuminatedbyanX-raybeam.ThecompositeX-ray
diffraction pattern is indicative of the item. The method
further relies on the use of a composite X-ray diffraction
pattern "encoded" by the selectionandomissionof oneor
more of the four different crystalline materials.
[0007] Document EP 3428628 A1 uses also a method
of marking and identifying an item based on X-ray dif-
fraction (XRD) analysis. For that, a identification sub-
stance including amorphous phase, crystalline phase
and complex metallic phase is manufactured to give a
specific XRD signature to the item by adjusting geometry

and composition of said identification substance. It has
not be demonstrated that such an item could be repro-
duced by retro engineering. Thus, items can be authen-
ticated with a high level of security.
[0008] Despite these advantages, the method has the
disadvantage of requiring unusual analysis resources.

Summary of the invention

[0009] This isanobjectiveof the invention toprovidean
improvedmethod tobuildanobject andcheck it tobesure
of its authenticity and which can be implemented quickly
and without sophisticated means. This is another objec-
tive to provide a substancewhich canbeusedwith sucha
method. This is another objective to provide an object
build with such a substance.
[0010] With this objective in view, the invention has for
object a method of building an anti-counterfeiting object,
said method comprising the steps of:

a) manufacturing an identification substance includ-
ing at least one amorphous phase, at least one
crystalline phase, at least one complex metallic
phase and at least one conductive material;
b) selecting at least one substrate substance which
is electrically insulating material;
c) associating an amount of said identification sub-
stance to the substrate substance to form an object,
the identification substance realizing at least one
conductor between at least two terminals.

[0011] When manufacturing such an anti-counterfeit-
ing object, incorporating a conductor allows to confer a
specific characteristic to the object, i. e. that there is an
electrical conduction between the two terminals, or that a
resistance can be measured between them. The pre-
sence or the lack of the electrical continuity can be
checked very easily with an electrical tester. The value
of the resistance can be easily accessed with a simple
ohmmeter. In practice, a plurality of conductors will be
used in the object in the goal of multiplying possible
combinationof continuity or resistance. Theanti-counter-
feiting object can be the product itself, a taggant incor-
porated in the product or in the packaging of the product.
Even if it is possible to reproduce such an object with
approximant values of resistance, in practice the disper-
sion of the manufacturing doesn’t allow to have a pre-
dictable result. The manufacturer hasn’t this difficulty
because he will measure and register the value a poster-
iori, after the build. The mixing of an identification sub-
stance which have a specific XRD signature with con-
ductive material allows to implement the two methods
within the same manufacturing steps and to check the
anti-counterfeiting object with the two methods, one
which can be implemented quickly and detect counter-
feiting which doesn’t try to reproduce conductors, and
one more accurate but which needs unusual analysis
hardware.
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[0012] The term "XRD signature" is used herein to
designate at least a part of the XRD diffraction pattern
measured for a reference identification substance or a
candidate that contains characteristic values of the XRD
pattern. The XRD signature can be stored graphically or
as a data set; also, only a part, or some parts, of the XRD
pattern may be used for authentication purposes. In
practice, theXRDsignature preferably comprises a char-
acteristic set of angles and intensity values representa-
tive of the analyzed sample.
[0013] The step of comparing the measured XRD sig-
nature to the reference sample thus consists in compar-
ing thecorrespondenceof the respectiveXRDsignatures
(graphically or numerically). The candidate and refer-
ence XRD signatures are considered to match when
the angular positions of the peaks and intensities corre-
spond exactly or are within a certain tolerance range.
Hence, the comparison step will mainly involve compar-
ing angular positions of representative/characteristic
peaks and/or comparing relative intensities between re-
presentative/characteristic peaks.
[0014] For ease of calibration, the identification sub-
stance preferably comprises a known calibration crystal,
such as e.g. a silicon. This will allow precise positioning
along the x axis (theta) of the diffraction diagram.
[0015] The object can be manufactured by injecting
first the identification substance in a first volume, then by
injecting the substrate substancearoundapart of the first
volume. In this case, the identification substance is pre-
ferably changed between each object to present chan-
ged characteristics as the conductivity. Alternatively, the
form of the first volume is changed, for example with a
modular mold.
[0016] According to an aspect, the step c) comprises:

- depositingaplurality of layersof substratematerial in
molten state:

- depositing the identification substance inside layers
of substrate material realizing the at least one con-
ductor and the at least two terminals. Thus a well-
knownmanufacturing method can be used. Additive
manufacturing using molten wire deposition can be
used to produce individual objects. During the man-
ufacturing process, the conductor is incorporated to
give the object a specific characteristic. Thematerial
of conductors and eventual additional zones are
constituting a mass which responds to the XRD
analysis.

[0017] According to an embodiment, the identification
substance comprises at least one amorphous phase, at
least one crystalline phase, at least one complexmetallic
phase and at least one conductive material. Such identi-
fication substance has a unique diffraction pattern that
constitutes a unique signature or fingerprint, and its
composition cannot be determined after manufacturing.
It should be appreciated that there is no available ana-
lysis techniques today that would allow precisely deter-

mining the nature and quantities of the respective con-
stituents. In particular, chemical analysis does not allow
deciphering the composition providing a characteristic X-
ray diffraction pattern; it simply identifies the different
elements without distinguishing the structures and rela-
tions between thedifferent crystallographic phases. XRD
analysis is also unable to determine the compositions of
such identification substance, since it does not allow
identifying the respective volume fractions of each
phase.
[0018] According to an embodiment, the at least one
conductivematerial comprisesconductivemicroparticles
or nanoparticles. Including microparticles or nanoparti-
cles of conductive material is enough for rendering con-
ductive the identification substance without altering the
ability to have a specific XRD signature.
[0019] According to an embodiment, the conductive
microparticles or nanoparticles are chosen in group in-
cluding carbon, graphene and graphite. Such particles
are enough conductive without altering the other proper-
ties of the substance.
[0020] Thepresentmethod can be easily implemented
with present technologies. A variety of materials are
available to provide the four required phases. X-ray
diffraction analysis is a standard technology and any
appropriate X-ray diffraction measurement system may
be used. The sample substance to be analyzed does not
need particular preparation. The obtained diffraction pat-
terns and corresponding signatures canbe stored on any
computer readable support.
[0021] Also, the identification substance used in the
present invention can be adapted and formed by means
of any polymer technology, e.g. additive manufacturing,
laser sintering or stereolithography.
[0022] In this connection, to takeadvantageof polymer
technologies which allow easy production of the identi-
fication substance, an amorphous or semi-crystalline
polymer can be used as matrix, to which particles con-
taining the other required phases are added. Preferably,
powdersandfiner or coarser particulatematerial contain-
ing one ormore crystalline phases, one or more complex
metallic phases and conductive particles are selected
and added to the polymer matrix according to predeter-
mined amounts, depending on the desired mixture.
[0023] In the present specification, the term "amor-
phous phase" is used in its conventional meaning, gen-
erally designating non-periodic 3D structural arrange-
ment, lacking the long-range order that is characteristic
of a crystal. Typically, in an amorphous phase, X-rays will
be scattered in many directions leading to only broad
peaks characteristic of not well-defined short-range or-
der. Preferably, the amorphous phase is provided by a
polymer.
[0024] In thepresent specification, the term "crystalline
phase" is used in its classical crystallographic meaning,
designating crystal structure, i.e. an ordered arrange-
ment of atoms, ions or molecules, forming symmetric
patterns that repeat periodically along the principal direc-
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tions of the three-dimensional space in matter. As used
herein, the term "crystalline phase" thus covers the his-
toric definition of crystals, and does not encompass so-
called "quasicrystals" or more generally "complex metal-
lic alloys", as defined below. Crystalline phases have
powder XRD patterns characterized by a finite set of
sharp and intense diffraction peaks.
[0025] In the present specification, the term "complex
metallic alloy" designates an alloy that is either a quasi-
crystalline phase strictly speaking, or else so-called ap-
proximant phases. Quasi-crystalline phases in the strict
sense are phases presenting forbidden rotational sym-
metries that are normally incompatible with translational
symmetry characteristic of classical crystals: i.e. rota-
tional symmetries of order 5, 8, 10, or 12. By way of
example,mentionmaybemadeof the icosahedral phase
with icosahedral group symmetry and the decagonal
phase with decagonal point group symmetry.
[0026] Approximant phases or approximant com-
pounds are true crystals insofar as their crystallographic
structure remains compatible with translational symme-
try with short range order similar to that of quasi-crystals,
but in an electron diffraction shot they present diffraction
patterns of symmetry close to symmetry of order 5, 8, 10,
or 12. They are phases characterized by an elementary
mesh containing several tens or even several hundreds
of atoms,and inwhich local order presents arrangements
of almost icosahedral or decagonal symmetry similar to
the related quasi-crystalline phases. Complex metallic
alloys have powder XRD characterized by a dense set of
sharp and intense diffraction peaks, significantly more
complex than regular metallic alloys.
[0027] According to a second aspect, the invention
concerns an anti-counterfeiting object comprising at
least a substrate substance which is electrically insulat-
ing material, at least one conductor included in the sub-
strate substance, characterized in that the at least one
conductor is of an identification substance as previously
described. The XRD signature is a mix of the answer of
thesubstrate substanceand the identificationsubstance,
according to the respective volume and to the location of
the substances inside the object within the analyzed
area.
[0028] According to a practical disposition, the object
comprises at least two accessible terminals electrically
connected together via the at least one conductor. The
terminals have a surface which is conductive, such that
one can establish a circuit including the at least one
conductor, in particular to test the conductivity or to
measure the resistance.Some terminals canbecommon
to more than one conductor.
[0029] According to a third aspect, the invention con-
cerns a method of identifying an object as previously
described, said method comprising the steps of:

a) subjecting said object to XRD analysis to deter-
mine an XRD signature thereof and storing the latter
as reference XRD signature;

b)measuring theelectrical resistancebetween theat
least two terminals of said object and storing it as
reference resistance;
c) subjecting an object to be identified to XRD ana-
lysis to determine an XRD signature of said object;
d)measuring theelectrical resistancebetween theat
least two terminals;
e) comparing said XRD signature of said object to
said reference XRD signature, and said resistance
reference to said resistance, and concluding to the
authenticity of said object to be identified when its
XRD signature substantially matches said reference
XRD signature and the resistance matches said
reference resistance.

[0030] According to a practical disposition of themeth-
od, a test device is used, the test device comprising
connectors and being configured so that each connector
is in contactwith one of the terminals of the object in a test
position, the test device comprising at least one electrical
continuity tester between at least two connectors, the
tester giving a positive indication when it detects elec-
trical continuity provided by the object between two con-
nectors.

Brief description of the drawings

[0031] The invention will be better understood and
more advantages will appear when reading the following
description, which refers to annexed drawings in which:

- [Fig. 1] is a perspective view of an object in accor-
dance with a first embodiment of the invention;

- [Fig. 2] is a view similar to Figure 1 of another object
conforming to the invention;

- [Fig. 3] is a front view of an object conforming to the
invention according to a second embodiment;

- [Fig. 4] is a view of a control device for the object in
Figure 3;

- [Fig. 5] is a similar view to figure 3 in a third embodi-
ment;

- [Fig. 6] is a view similar to figure 3 in a fourth embodi-
ment

- [Fig.7] is a view of an object in accordancewith a fifth
embodiment of the invention;

- [Fig. 8] is a diagramof XRDanalysis of the identifica-
tion substance used to build the authentic object of
[Fig.7];

- [Fig.9] is a diagram of XRD analysis of a counter-
feiting object.

Detailed description

[0032] An object 1 according to a first embodiment of
the invention is shown in Figure 1. This object 1 has a
parallelepiped shape with, in particular, an upper face 10
on which four terminals 11, 12, 13, 14 are flush. A first
conductor 15 connects a first and a second of the term-
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inals 11, 12. A second conductor 16 connects the second
terminal 12 to a third of the terminals 13.A third conductor
17 connects the third to a fourth of the terminals 13, 14.
The resistance of each of the three conductors 15, 16, 17
can be measured between the terminals 11, 12, 13, 14
which connect the ends of the conductor to bemeasured,
for examplebetween thefirst andsecond terminals11,12
for the first conductor 15. The resistance value is almost
always greater than 10 kQ, often greater than 100 kQ, or
even greater than 1 MS2.
[0033] The object 1 is manufactured by additive man-
ufacturing using molten wire deposition, known also as
fused filament fabrication (FFF). A first layer is deposited
on a plate to form the lower face, opposite to the upper
face 10. Layers are then formed on top of the previous
layer and parallel to it, the stacking of layers thus produ-
cing the complete object 1.
[0034] The bulk of the part is made by depositing a
substrate insulating thermoplastic material, for example
PLA, ABS, PETG, PA or PEEK. The conductors are
integrated into these layers by depositing a second con-
ductive material separated from the substrate material.
The deposit may be in the form of a continuous bead,
several contiguous beads on the same layer or on super-
imposed layer, or portions of contiguous beads in con-
tinuous contact. The secondmaterial comprises amatrix
of thermoplastic material and fillers in the form of con-
ductive particles such as carbon, graphite or graphene
microparticles or nanoparticles and complex metallic
alloys microparticles (quasicristalline + approximant
phases). Terminals 11, 12, 13 and 14 are alsomade from
this second material.
[0035] The filament used as the second material, i.e.
the identification substance used for printing all objects is
made for example of 70%mass of polymer containing an
amorphous phase (e.g. PLA), 12.5% mass of approxi-
mant metallic alloy, 12.5%mass of quasi crystalline alloy
andgrapheneparticles at 5%mass.Conductive particles
size is preferably between 1 and 100 micrometers.
[0036] Such objects are manufactured in batches, and
at least one parameter for at least one of the conductors
15, 16, 17 ismodified fromoneobject 1 toanother soas to
modify the resistance value of said conductor. The para-
meters that canbemodifiedare thepathof the conductor,
the cross-section of the conductor over at least part of the
path, the material of the conductor, and a number of
passes through the conductor. In the example of object
1’ shown in figure 2, the paths of the three conductors 15’,
16’, 17’ have been modified compared to the example in
figure 1, while the terminals 11’, 12’, 13’, 14’ are in the
same place.
[0037] For each object in the batch, the resistance
value of each of the three conductors between the term-
inals ismeasuredaftermanufacture.A recordof the three
values measured for the object is created in a register.
[0038] To determine whether an object to be authenti-
cated is original, the resistance values for each of the
object’s conductors are measured and compared with

the values in the records of the register. The object to be
authenticated is considered authentic if there is a record
for which the three resistance values measured corre-
spond to that of the record.
[0039] If any doubt in determining the object as original
appears, such as tiny but sufficient discard in measures,
the next step is to carry out an XRD analysis of the
sample. Whether XRD pattern reveals presence of ex-
pected material, by representative set of angles and
intensity values or not, allow to act proper authentic
substance is used.
[0040] The object may be the product itself, which the
consumer buys and wants to be guaranteed by the
manufacture. They can take the resistance measure-
ments themselves or with the help of a retailer, and
submit them to the manufacturer, who holds the register
and can in turn indicate whether the object is an original.
[0041] Alternatively, the object may be incorporated
into the product in such away that it can only be removed
by breaking off part of the product or object. The object
mayalso be incorporated into a container or packaging of
the product.
[0042] An object 2 according to a second embodiment
of the invention is shown in Figure 3. This object 2 is
substantially in the form of a pentagonal-shaped plate.
Five terminals 21, 22, 23, 24, 25 are provided flush with
the face seen in Figure 3, distributed regularly at the
vertices of a pentagon inscribed in the contour of the
plate. The terminals are distributed in a regularly re-
peated pattern around the center of the pentagon. Con-
ductors 26, 27 connect terminals 21, 25 and 22, 25
respectively.
[0043] A control device 3, as shown in Figure 4, is also
substantially in the form of a pentagonal-shaped plate.
Five connectors 31, 32, 33, 34, 35 project from the sur-
face to come into contactwith the terminals21, 22, 23, 24,
25 of the object 2, placing the object 2 and the testing
device 3 opposite each other. The testing device com-
prisesanelectrical continuity tester, connector 35and the
group of connectors 31 and 32.When the connectors are
pressed against the terminals, electrical contact is estab-
lished between connector 31 and terminal 21, between
connector 32 and terminal 22, and between connector 35
and terminal 25. The tester then gives a positive indica-
tion because it detects electrical continuity passing
through connector 35, terminal 25, conductor 26, term-
inal 21 and connector 31. The positive indication also
comes from the electrical continuity detected passing
through connector 35, terminal 25, conductor 27, term-
inal 22 and connector 32.
[0044] In a third embodiment, shown in Figure 5, object
4 differs from that of Figure 3 in that it has a conductor
between terminals 41, 45 andanother between terminals
42, 44. The testing device, not shown but identical in
appearance to that of Figure 4, comprises a first electrical
continuity tester between connector 35 and connector
31, and a second continuity tester between connectors
32 and 34.When the connectors are pressed against the
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terminals, electrical contact is established between con-
nector 31 and terminal 41, between connector 32 and
terminal 42, between connector 34 and terminal 44 and
between connector 35 and terminal 45. The first tester
then gives a positive indication because it detects elec-
trical continuity passing through connector 35, terminal
45, conductor 46, terminal 41 and connector 31. The
second tester also gives a positive indication because
it detects electrical continuity passing through connector
32, terminal 42, conductor 47, terminal 44 and connector
34. The test is considered positivewhenboth testers give
a positive indication.
[0045] In a fourth embodiment, shown in Figure 6, the
object differs from that of thesecondembodiment in that it
comprises ten terminals, numbered 0 to 9 in Figure 6,
distributed at the vertices of a regular decagon. Conduc-
tors connect terminals 1‑2, 4‑10 and 5‑9.
[0046] Inafifthembodiment, theobject, shown infigure
7, has a QR code printed at its surface. The black parts
are in the identification substance and thewhite parts are
in the substrate substance, likePLA.Theobject has three
terminals 51, 52, 53 included in the QR code, and a first
conductor connects first and second terminal 51, 52 and
a second conductor connects second and third terminals
52, 53. Conductors are realized with the identification
substance and are not visible from the surface, they are
included in underlying layers under the QR code.
[0047] After the fabrication, the XRD signature is mea-
sured as well as the resistances of the first and second
conductors, and the measures are stored in the register.
[0048] When controlling the object, the resistances
between first and second terminals, then second and
third terminals, are measured. The QR code allows to
knowwhich record in the registermatches theobject. The
values of resistances are compared to the ones from the
register and the object is considered as counterfeiting if
there is no conduction or the resistance do not match, to
within measurement errors.
[0049] If themeasures match or not, a second test can
beconducted, bysubmitting theobject toaXRDanalysis.
Thediagramof figure8 is the result of theXRDanalysis of
the identification substance used for building authentic
object and is registered. The diagram of figure 9 is the
result of theXRDanalysisof acounterfeitingobject. In the
case of figure 9, the lack of representative peaks in
comparison with the peaks 80 in diagram of figure 8 acts
the object tested to be a copy.
[0050] If wewant a high level of security, the resistance
test is conducted first, and if resistances match, the XRD
analyse is also conducted to confirm the authenticity.
[0051] If we accept a least level of security, the resis-
tance test is conducted first, and if resistancesmatch, we
consider that the object is authentic. If they don’t match
and we think that themismatch is because of a breakage
of the object, a XRD analysis is conducted and the object
is considered authentic if the diagram of the analysis
match the diagram of the register.

Claims

1. Method of building an anti-counterfeiting object, said
method comprising the steps of:

a) manufacturing an identification substance
including at least oneamorphous phase, at least
one crystalline phase, at least one complex
metallic phase and at least one conductive ma-
terial;
b) selecting at least one substrate substance
which is electrically insulating material;
c) associating an amount of said identification
substance to the substrate substance to forman
object, the identification substance realizing at
least one conductor between at least two term-
inals.

2. Method according to claim 1, wherein step c) com-
prises:

- depositing a plurality of layers of substrate
material in molten state:
- depositing the identification substance inside
layers of substrate material realizing the at least
one conductor and the at least two terminals.

3. Identification substance comprising at least one
amorphous phase, at least one crystalline phase,
at least one complex metallic phase and at least one
conductive material.

4. Substance according to claim 3, wherein the at least
one conductive material comprises conductive mi-
croparticles or nanoparticles.

5. Substance according to claim 4, wherein conductive
microparticles or nanoparticles are chosen in group
including carbon, graphene and graphite.

6. Substance according to one of claims 3 to 5, wherein
it comprises at least one polymer as the amorphous
phase, saidat least onepolymerpreferably forminga
matrix of said substance.

7. Substance according to one of claims 3 to 6, wherein
at least one complex metallic phase comprises a
metallic alloy with at least one approximant metallic
phase.

8. Substance according to one of claims 3 to 7, wherein
at least one complex metallic phase comprises a
metallic alloy with at least one quasi-crystalline
phase.

9. Substance according to one of claims 3 to 8, wherein
it consists of a polymer matrix with at least one
amorphous phase embedded particles of a complex
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metallic alloy comprising at least one crystalline
phase and at least one complex metallic phase.

10. Anti-counterfeiting object comprising at least a sub-
strate substance which is electrically insulating ma-
terial, at least one conductor included in the sub-
strate substance, characterized in that the at least
one conductor is of an identification substance ac-
cording to one of claims 3 to 9.

11. Object according to claim10,wherein it comprises at
least two accessible terminals electrically connected
together via the at least one conductor.

12. Method of identifying an object according to claim 10
or 11, said method comprising the steps of:

a) subjecting said object to XRD analysis to
determine anXRDsignature thereof and storing
the latter as reference XRD signature;
b) measuring the electrical resistance between
the at least two terminals of said object and
storing it as reference resistance;
c) subjecting an object to be identified to XRD
analysis to determine an XRD signature of said
object;
d) measuring the electrical resistance between
the at least two terminals;
e) comparing said XRD signature of said object
to said reference XRD signature, and said re-
sistance reference to said resistance, and con-
cluding to the authenticity of said object to be
identified when its XRD signature substantially
matches said reference XRD signature and the
resistance matches said reference resistance.

13. Method according to claim 12, wherein a test device
is used, the test device comprising connectors and
being configured so that each connector is in contact
with one of the terminals of the object in a test
position, the test device comprising at least one
electrical continuity tester between at least two con-
nectors, the tester giving a positive indicationwhen it
detects electrical continuity provided by the object
between two connectors.
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