wo 2012/177515 A3 [N 000 O O R

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

=

(29) World Intellectual Property
Organization
International Bureau

27 December 2012 (27.12.2012)

Wipo I PCT

(10) International Publication Number

WO 2012/177515 A3

(51)

21

(22)

(25
(26)
(30)

(71)

(72)
(79)

International Patent Classification:
GO6F 11/10 (2006.01) GO6F 11/14 (2006.01)

International Application Number:
PCT/US20 12/042771

International Filing Date:

15 June 2012 (15.06.2012)
Filing Language: English
Publication Language: English
Priority Data:
61/498,594 19 June 2011 (19.06.201 1) Us
13/286,012 31 October 201 1 (31.10.201 1) Us
Applicant (for all designated States except US):

SANDISK ENTERPRISE IP LLC [US/US]; 350 North
St. Paul Street, Suite 2900, Dallas, TX 75201 (US).

Inventors; and

Inventor s/Applicants (for US only): STONELAKE, Paul,
Roger [GB/US]; 4065 Crandal Circle, Santa Clara, CA
95054 (US). PRINS, Douglas, Alan [USUS]; 27096 Hid-
den Trall Road, Laguna Hills, CA 92653 (US).
KULKARNI, Anand, Krishnamurthi [IN/US]; 274
Cresta Vista Way, San Jose, CA 95119 (US).

(74)

(81)

(84)

Agents: WILLIAMS, Gary, S. et a; Morgan Lewis &
Bockius LLP, 2 Palo Alto Square, 3000 ElI Camino Real,
Suite 700, Palo Alto, CA 94306 (US).

Designated States (unless otherwise indicated, for every
kind d national protection available): AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
Dz, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SC, SD,
SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind d regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, Sz, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: SYSTEM AND METHOD OF PROTECTING METADATA FROM NAND FLASH FAILURES
(57) Abstract: Methods and systems for protecting metadata from NAND

Host Sysiem

/ 100

108 —L_ | Applications

112

Host fiile Systelr]

Driver } 1o

104 102
‘/Iash‘Memory Device

Front Cnd
Controller Firmware
)
A

114

106 7/

IIS‘\

116

|12
124

v
Llash Memory

120 120

FIG. 1

flash failures work with data striped across multiple flash memory chips. The
flash memory multiple chips may store multiple copies of metadata (and po-
tentially ECC). The metadata stored in the multiple copies on the flash
memory chips may be different from one another. For example, on a particu-
lar chip, afirst copy of metadata is stored and a second copy of metadata is
stored, with the second copy being aredundant copy of the metadata stored
on adifferent chip. In this way, if one of the chips fails, a copy of the failed
chips metadata is stored on another of the chips, and may be accessed.
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