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PRIORITIZING FLOWS IN SOFTWARE
DEFINED NETWORKS

RELATED APPLICATIONS

This application hereby claims the benefit of and priority
to U.S. Provisional Patent Application No. 62/428,785, titled
“PRIORITIZING FLOWS IN SOFTWARE DEFINED
NETWORKS,” filed Dec. 1, 2016, and which is hereby
incorporated by reference in its entirety.

BACKGROUND

In computing environments, software defined networks
may be used that comprise software modules capable of
providing a communication platform for one or more virtual
nodes in the computing environment. The software defined
networks, which may include virtual switches, routers, dis-
tributed firewalls, and the like, may be used to intelligently
direct communication on the network by inspecting packets
before passing them to other nodes on the same network. To
provide the required operations, software defined networks
may be separated into a data plane, which is used to manage
communications for active nodes (virtual machines and
containers) in the computing environment, and a control
plane, which is used to configure the various virtual
switches, routers, distributed firewalls, and the like, as well
as identify the operational status of elements within the
computing environment.

In some implementations SDNss use control packets, such
as Bidirectional Forwarding Detection (BFD) packets, Bor-
der Gateway Protocol (BGP) packets, and other similar
control packets, which have the requirement of reliable and
timely delivery. If, for any reason not related to network
failure, the control packets are not delivered within a certain
time period, unnecessary actions (such as fail over to a
standby node or tear down of a BGP session) will be taken
based on the assumption that a network failure has occurred.
Using BFD as an example, control packets could be
exchanged between transport nodes (hypervisors or gateway
nodes, such as Virtual Extensible Local Area Network
(VXLAN) tunnel endpoints (VTEPs)), between gateway
nodes in a gateway cluster, or between a gateway and a
remote router. In a SDN, when control packets are commu-
nicated over virtual network interfaces and/or physical net-
work interfaces, the control packets will be mixed with other
data packets which are less sensitive to packet drops or
delays. Under high load, those control packets can be
dropped or significantly delayed by the network interface,
which may cause various unnecessary disruptions to the
network functions.

Overview

The technology disclosed herein enhances network traffic
management for software defined networks. In one imple-
mentation, a method of operating a host computing system
includes receiving a plurality of network packets and, for
each packet in the plurality of network packets, identifying
whether the packet comprises a control packet for fault
detection in a software defined network (SDN). The method
further includes prioritizing, for processing by a main pro-
cessing system of the computing system, each packet in the
plurality of network packets based on whether the packet
comprises a control packet for fault detection in a SDN.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a computing environment to prioritize
processing of control packets for fault detection in software
defined networks (SDNs) according to an implementation.
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FIG. 2 illustrates an operation of a host computing system
to prioritize processing of control packets for fault detection
in SDNs according to an implementation.

FIG. 3 illustrates an operational scenario of prioritizing a
network packet according to an implementation.

FIG. 4A-4B illustrate an overview of managing received
packets according to an implementation.

FIG. 5 illustrates an operation of a host computing system
to prioritize data packets according to an implementation.

FIG. 6A-6B illustrate an overview of managing encapsu-
lated packets according to an implementation.

FIG. 7 illustrates a computing system to prioritize pro-
cessing of network packets according to an implementation.

DETAILED DESCRIPTION

The various examples disclosed herein provide enhance-
ments for managing control packets as they are received at
physical interfaces in a computing environment. In many
virtualized computing environments, a plurality of host
computing systems may be deployed that provide a platform
for virtualized computing nodes, such as virtual machines
and containers. To manage the communications between the
virtualized computing nodes as well as computing systems
outside of the virtual computing environment, software
defined networks (SDNs) may be employed that are used to
intelligently direct communications by the virtual comput-
ing nodes by inspecting packets before forwarding the
packets over the network. The operations provided by the
SDNs may include virtual switches, routers, distributed
firewalls, and the like.

To provide the configurations of the SDNs, a control plane
is provided that is used in configuring and maintaining the
different virtual networking elements of the computing
environment. For example, the control plane may be used to
provide configurations of a distributed firewall that is
deployed for the virtual computing nodes of the environment
to limit the communications of the computing nodes. Addi-
tionally, the control plane may be used to verify the opera-
tional status of the various virtual networking elements in
the computing environment. For example, Bidirectional
Forwarding Detection (BFD) packets may be exchanged
between virtual switches deployed on multiple hosts to
verify the operational status of the virtual switches. If a
virtual switch fails to provide a BFD packet within a
particular period of time, a failover event may occur, which
is used to maintain the operations of the network. This may
include moving the operations of the virtual switch to
another host computing system, migrating virtual machines,
or some other similar failover operation. Although this is one
example, in some implementations, in addition to providing
the operational status between virtual switches, the BFD
packets may further be exchanged between, and used to
verify the operational status of, Virtual Extensible Local
Area Network (VXL AN) tunnel endpoints (VTEPs) for edge
computing nodes, and VTEPs for one or more hypervisors.

Here, to limit delay in the communication of control
packets for fault detection, such as BFD and Border Gate-
way Protocol (BGP) packets, the network interface of the
host computing systems may be used to prioritize the
packets as they are communicated. In particular, as the
packets are received, the network interface may provide
packet inspection, using filters and/or offsets, to determine
the type of packet that was received, either a data or control
packet. Once a determination is made, the packet may be
prioritized based on whether the packet is a control packet.
In some implementations, the prioritization may include
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placing the packet in a corresponding control queue allo-
cated processing resources for managing the control packets.
In particular, the control queue, or control processing queue,
may be allocated one or more cores, a portion of clock
cycles, memory, or some other similar processing resource.
These resources for the control queue may be proportioned
such that the control packets receive a higher quality of
service than other data packets received over the physical
network interface. Thus, when a large number of packets are
received at a host computing system at any one time, the
network interface may be configured to prioritize and pro-
vide a higher quality of service to the packets classified as
control packets.

FIG. 1 illustrates a computing environment 100 to priori-
tize processing of control packets for fault detection in
software defined networks (SDNs) according to an imple-
mentation. Computing environment 100 includes hosts 110-
111 with virtual machines 120-125, hypervisors 130-131,
and network interfaces 140-141. Host 111 further includes
controller 160 used to configure the filtering operations of
network interface 141, and network interface 141 further
includes operation 200 that is further described in FIG. 2.
Host 110 communicates with host 111 via communication
link 150. Hypervisors 130-131 may comprise hosted hyper-
visors that execute on top of an operating system or may
comprise bare metal hypervisors that execute without the
requirement of an operating system to provide a virtualiza-
tion layer to the virtual machines. Although demonstrated in
the example computing environment 100 as a host with
virtual machines executing via a hypervisor, it should be
understood that similar operations may be provided by an
edge host that provides network connectivity as a distributed
router or centralized gateway for services of a software
defined network (such as firewall services, virtual private
network (VPN) services, and the like), wherein the edge host
may be connected to the internet, other edge hosts, as well
as hosts for virtual machines and containers. In particular,
rather than a hypervisor and virtual machines, the edge host
may comprise at least one virtual switch and a VTEP to
communicate with the other computing systems.

In operation, hosts 110-111 execute hypervisors 130-131,
respectively, to provide a platform for virtual machines
120-125. Hypervisors 130-131 abstract the physical com-
ponents of hosts 110-111 and provide virtual representations
of hardware to the virtual machines, including processing
systems, storage interfaces, network interfaces, or some
other abstracted components. In addition to providing the
abstracted hardware for the operations of virtual machines
120-125, hypervisors 130-131 may be used to provide SDNs
to the virtual machines. These SDNs are used to provide
connectivity between virtual machines and computing nodes
that may exist on the same host computing system, or may
operate on separate computing systems.

To provide the SDNs, control packets, such as BFD
packets, BGP packets, or some other control packets, are
exchanged between physical host computing systems to
provide various operations. The operations may include
configuring virtual switches and routers on the host com-
puting systems, providing health monitoring between hyper-
visors and physical machines, or providing any other similar
control operation. Because the control operations often
require a timely exchange of communications, when a
communication is not received within a defined time period,
failover mechanisms may be employed to compensate for
the delay in the communication. For example, if a first host
fails to receive a control message from a second host within
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a defined time period, the first host may identify a failure of
the second host and initiate failover operations to a third
host.

Here, to better identify control messages and manage
congestion at physical network interfaces 140-141, pro-
cesses are included to prioritize fault detection control
packets over other data packets received at a network
interface. This ensures that the fault detection control pack-
ets are not delayed in communication due to congestion of
other data packets being communicated between hosts or
other physical computing systems.

FIG. 2 illustrates an operation 200 of a host computing
system to prioritize processing of control packets for fault
detection in SDNs according to an implementation. The
processes of FIG. 2 are referenced parenthetically in the
paragraphs that follow with reference to systems and ele-
ments from computing environment 100 of FIG. 1. Although
described with reference to host 111, it should be understood
that similar operations may be provided by network inter-
face 140 of host 110.

As depicted, operation 200 includes receiving (201) a
plurality of network packets at physical network interface
141. These packets may be transferred from host 110 or may
be transferred from some other computing system commu-
nicatively coupled to host 111. In response to receiving the
packets at network interface 141, operation 200 further
includes, for each packet in the plurality of network packets,
identifying (202) whether the packet comprises a control
packet for fault detection in a SDN. To make this determi-
nation, network interface 141 may be used to inspect the
received packets for attributes related to a control packet. In
some examples, the control packets may include an identi-
fier within the header of the packet, which indicates that the
packet is a control packet, such as a BFD or BGP packet. In
other implementations, the packets may be inspected for
source and destination internet protocol (IP) addresses,
source and destination ports, and the like that correspond to
fault detection control packets. Once a packet is inspected,
operation 200 prioritizes (203) processing of the packet
based on whether the packet comprises a control packet for
the SDN. This prioritization may be used by host 111 to
promote the processing of the control packets before other
data packets with less restrictive time constraints. Conse-
quently, when network interface 141 is congested, rather
than causing delays in the processing of control packets, the
control packets may be prioritized to prevent unnecessary
disruptions or failover actions caused by delays in process-
ing the packets.

In some implementations, the prioritization of the control
packets, may include separating the control packets from
other packets received by the host, and placing the packets
within a separate processing queue. For example, host 111,
when a packet is received, may determine whether the
packet comprises a control packet, and based on the deter-
mination, place the packet in either a control packet queue
or a data packet queue. These queues may be allocated
processing resources, such as processing cores, clock cycles,
memory, or any other similar resources, such that the control
packets may be processed in a different manner than other
data packets received by the host system.

In some implementations, such as that illustrated in host
111 of FIG. 1, a controller 160 may be used to program
network interface 141 to operate as described herein. Con-
troller 160 may be implemented as part of the software of
host 111, such as the example in FIG. 1, may be imple-
mented as part of another computing element in computing
environment 100, or as part of a distributed controller for
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computing environment 100 over multiple computing sys-
tems, wherein controller 160 may configure the network
interface based on a network topology of the computing
environment. In particular, the controller 160 may be used to
identify computing elements (hypervisors, VIEPs, and the
like) that exchange fault detection control packets. Once the
elements are identified, source and destination addressing
information for the elements, such as source internet proto-
col (IP) addresses, destination IP addresses, source ports,
and destination ports may be used to configure the network
interface to identify the fault detection control packets. Once
configured, network interface 141 may inspect the packets
for the required attributes and classify the packets into
queues based on whether the packets include the required
attributes.

Although illustrated in the example of FIG. 2 as receiving
a packet at the network interface, it should be understood
that similar operations may be applied when transferring a
packet from a physical network interface. For example, if
host 111 were to transfer a control packet to host 110, the
packet may be prioritized over other outgoing data packets,
such that the control packet is transferred before the other
data packets. This prioritization may ensure that a control
packet is not improperly delayed at the network interface of
host 111.

Further, while demonstrated in the example of FIGS. 1
and 2 using a hypervisor that provides virtual switching
operations for virtual machines, it should be understood that
similar operations may be applied to a virtual switch opera-
tion that is used for containers executing on a host comput-
ing system. Containers, unlike full operating system virtual
machines, may share kernel resources of the host operating
system, such as the kernel for host 111. Each container may
further be provisioned to have its own identifier space, file
system structure, and virtual network interface coupled to
the virtual switch. This allows multiple containers to operate
on the same host at any one time, while the containers may
be treated as individual computing nodes.

FIG. 3 illustrates an operational scenario 300 of priori-
tizing a network packet according to an implementation.
Operational scenario 300 includes systems and elements of
computing environment 100 of FIG. 1. Although illustrated
as transferring a packet from host 110 to host 111, it should
be understood that similar operations may be provided for
control packets transferred from host 111 to host 110.

As described herein, SDNs, which operate on host com-
puting systems, often require the communication of control
packets to provide configuration operations, health check
operations, and other similar operations for virtual switches
and routers of the network. Here, host 110 transfers, at step
1, a control packet via network interface 140 to host 111 and
network interface 141. When the control packet is received
by host 111, host 111 may process the packet to determine,
at step 2, if the packet comprises a fault detection control
packet. This determination may be made based on the header
of the packet in some implementations, wherein network
interface 141 may identify attributes (values) within the
packet header to determine whether the packet is a control
packet. For example, the network interface may inspect the
header to determine whether a BGP identifier is located in
the header of the packet. Once the determination is made,
host 111 may prioritize, at step 3, the packet based on
whether the packet is a fault detection control packet.

In some implementations, in prioritizing the packet, host
111 may prioritize processing resources of the host for
control packets. Accordingly, when network interface 141 is
receiving a large amount of data, packets that represent fault
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detection control packets may be prioritized for processing
to ensure that configuration and health monitoring actions
are taken ahead of other packets in a processing queue. This
prioritizing of processing system may include allocating
processing cores, processing time, memory, a specific
memory buffer, or other similar resources to the control
packets to prioritize the processing of the control packets.
Accordingly, if the packet from host 110 comprised a health
check packet, then host 111 may prioritize the packet for
processing, such as by placing the control packet in a control
packet queue, to ensure that the health check packet is
processed with minimal delay. This may prevent unneces-
sary failovers caused when the packet fails to be processed
during a defined time period.

While demonstrated in the example of FIG. 3 as applying
the packet prioritization to received ingress packets by host
111, it should be understood that similar operations may also
be applied to egress packets being transferred from a net-
work interface. In particular, due to physical limitations, the
transmission of a control packet may be delayed when other
data packets are to be transferred at or around the same time
period. To overcome the deficiency, a host, such as host 110,
may identify control packets for fault detection a SDN, and
prioritize the transfer of the control packets over the network
interface. Accordingly, when a large amount of data traffic is
encountered by the host, the host may ensure that control
packets are prioritized and processed in a different manner
than other data packets, such as data packets from the virtual
machines.

Although demonstrated in the example of FIG. 3 as
applying to control packets for fault detection in a SDN, it
should be understood that similar operations may also be
employed to prioritizing or managing the quality of service
allocated to control packets in network functions virtualiza-
tion (NFV). NFV is a network architecture concept that
replaces dedicated network appliances (such as routers and
firewalls) with software running on standard server or desk-
top computing systems. Accordingly, when control packets,
such as health check packets, are exchanged between physi-
cal computers that provide a platform for network appli-
ances, the control packets may be identified and provided a
prioritized quality of service to ensure proper processing of
the control packet. For example, two virtual computing
nodes (virtual machines or containers) acting as routers may
exchange health check packets to monitor the operational
state of the other virtual node. When these virtual computing
nodes operate on separate host computing systems, a health
check packet exchanged between the nodes may be priori-
tized over other data packets received at a physical network
interface of the host computing system for the receiving
virtual computing node.

Despite being demonstrated in the examples of FIGS. 1-3
as a host with virtual machines executing via a hypervisor,
it should be understood that similar operations may be
provided by an edge host that provides network connectivity
as a distributed router or centralized gateway for services of
a software defined network (such as firewall services, VPN
services, load balancing services, and the like), wherein the
edge host may be connected to the internet, other edge hosts,
as well as hosts for virtual machines and containers. In
particular, rather than a hypervisor and virtual machines, the
edge host may comprise at least one virtual switch and a
VTEP to communicate with the other computing systems to
provide data and control communications. In some imple-
mentations, the edge gateway functions may be imple-
mented as a virtual machine or container on a host comput-
ing system and provide the various functions described
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above, such as load balancing and failover operations,
wherein the virtualized gateway function may communicate
with gateway functions on other host computing systems.

FIGS. 4A-4B illustrate an overview of managing received
packets according to an implementation. FIGS. 4A-4B
include a network interface 410 and processing system 420
representative of a physical network interface and process-
ing system of a host computing system. FIGS. 4A-4B further
includes packets 440-443, which are classified as either data
packets or control packets, and further includes data
queue(s) 430 and control queue 431.

Referring first to FIG. 4A, host computing systems within
a virtual computing environment are often required to
exchange data communications for the virtual computing
nodes executing thereon. In addition, the hosts may
exchange control communications with each other as well as
with a manager, a controller, or virtual application nodes
(not shown) to configure the SDNs and provide health check
monitoring between virtual networking elements within the
SDNs. To manage the data packets and control packets as
they are received, the physical network interface 410 may be
configured, such that the packets are prioritized prior to
being provided to main processing system 420. In the
present implementation, network interface 410 is configured
such that data packets, which provide data communications
for the virtual nodes executing via processing system 420,
are allocated to data queue(s) 430, whereas received control
packets are allocated to control queue 431. Each queue in
data queue(s) 430 and control queue 431 may be provided
with a different processing resources, such processing clock
cycles, cores of processing system 420, a reserved portion in
system memory, or some other similar processing resource.
In particular, control queue 431 may be provided with a
higher quality of service than the processing resource for
data queue(s) 430 to ensure timely processing of control
packets by processing system 420. Here, data packets 440-
443 are to be received by network interface 410, wherein
packet 441 is classified as a control packet, and packets 440
and 442-443 are classified as data packets.

Turning to FIG. 4B, as the packets are received, network
interface 410 is configured to identify traits within the
packets and place the packets within data queue(s) 430 or
control queue 431 based on the traits within the packet. In
some implementations, in identifying traits within the pack-
ets, network interface 410 may provide offsets and/or filters
to identify particular packet identification values within the
packets. These values may be in the header of the packet in
some examples, although it should be understood that the
values may be placed anywhere within the data packets.
Here, because packets 440 and 442-443 are classified as data
packets, the packets are placed within data queue(s) 430 that
are used to provide data to the virtual nodes supported by
processing system 420. In contrast, because packet 441 is
classified as a control packet, the packet is placed within
control queue 431 to provide software defined networking
control mechanisms for the computing environment.

Once the packets are allocated to the processing queues,
processing system 420 may process the packets in accor-
dance with resources allocated to each of the queues. For
example, processing system 420 may be configured to
process packets in control queue 431 prior to processing
packets in data queue(s) 430. In other implementations,
processing system 420 may allocate a portion of clock
cycles, cores, and the like to processing control queue 431
over data queue(s) 430.

Once the packets are received and placed into the various
queues for processing by processing system 420, network
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interface 410 may be configured to receive second packets
444-447. These packets again may be delivered from one or
more other computing systems, including host computing
systems in the virtual computing environment, as well as
computing systems external to the computing environment
(e.g. internet devices). The packets may then be categorized
into the requisite queues.

FIG. 5 illustrates an operation 500 of a host computing
system to prioritize data packets according to an implemen-
tation. The processes of FIG. 5 are described parenthetically
in the paragraphs that follow. In particular, the processes of
FIG. 5 are described with reference to a physical network
interface of the host computing system

As depicted in FIG. 5, the network interface of the host
computing system receives (501) a plurality of tunneling
packets. These tunneling packets may comprise an outer
encapsulation header and an inner packet from a gateway
node operating on a first host to a gateway node operating on
a second host, wherein the inner packets may include data
packets for virtual nodes, as well fault detection packets for
the gateway nodes. For example, the encapsulated data
packets may comprise Virtual Extensible Local Area Net-
work (VXLAN), a Generic Network Virtualization Encap-
sulation (GENEVE) packet, or some other similar packet
that are used to communicate between gateway nodes on
separate computing systems.

To ensure that the control packets are properly identified
within the encapsulated packets, operation 500 directs the
network interface to, for each tunneling packet in the plu-
rality of tunneling packets, determine (502) whether the
tunneling packet encapsulates a control packet for fault
detection in a SDN, and further directs the network interface
to prioritize (503) processing of the tunneling packet based
on whether the tunneling packet encapsulates a control
packet for fault detection in a SDN. In some implementa-
tions, in determining whether a control packet is encapsu-
lated, a header flag may be used in the header for the
encapsulation protocol. In particular, when a BFD or some
other fault detection packet is identified that is to be encap-
sulated, a flag may be set in the encapsulation header, such
that the receiving network interface may identify the flag,
and prioritize the packet for processing by the processing
system.

In other implementations, rather than relying on a flag in
the encapsulation header to identify a control packet, some
network interfaces may be configurable to identify traits
within an inner-header of a communication. In this configu-
ration, a controller for the network interface may configure
the network interface to search for attributes (IP addresses,
port addresses, and the like) within the inner header of the
packet, wherein the controller may determine the attributes
based on identifying elements (VTEPs, hypervisors, and the
like) that exchange control packets and configure the net-
work interface to search for packets with attributes associ-
ated with the elements. When the attributes are identified
that correspond to a control packet, then the encapsulation
packet may be prioritized for processing by the processing
system. In contrast, if the attributes are not identified then
the packet may be placed in a second queue that is used for
other data packets.

FIGS. 6A and 6B illustrate an overview of managing
encapsulated packets according to an implementation. FIGS.
6A and 6B include first host 605 with network interface 611,
virtual machine 655, virtual switch 655, and VTEP 656.
FIGS. 6A and 6B further include second host 606 with
network interface 610, processing system 620, and queues
630-631.
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Referring first to FIG. 6A, in operation, VTEP 656 may
encapsulate packets that are communicated over or by
virtual switch 655, wherein virtual switch 655 provides
networking connectivity to virtual machine 650. These
packets may include data packets, as well as control packets
that are used fault detection between nodes. For example,
BFD control packets may be used by virtual switch 655 to
monitor whether there is a fault at a second virtual switch or
a second gateway within a network. In the present imple-
mentation, VIEP 656 generates encapsulated packets 645-
646, wherein encapsulated packet 645 includes a data packet
640 and encapsulated packet 646 includes a control packet
641 destined for second host 606. These packets may be
encapsulated using VXLAN, GENEVE, or some other simi-
lar tunneling protocol.

Turning to FIG. 6B, as the encapsulated packets are
received at network interface 610, the packets are then
filtered into corresponding queues of queues 630-631. To
provide the filtering operation, in some implementations,
network interface 610 may monitor for flags within the
encapsulation header to identify which of the encapsulated
packets contain control packets. For example, when the
encapsulated packet is generated at first host 605, the data
packet of packets 640-641 may be inspected to determine
whether the packet comprises a control packet. This deter-
mination may be based on information in the header of
packets 640-641, such as source or destination of the packet,
a packet type identifier, or some other similar information.
Based on the information, the encapsulation header may be
updated to identify the type of packet. For example, a bit in
the encapsulation header may be set to “1”” when the packet
is a control packet, or may be set to “0” when the packet is
not a control packet.

In other implementations, rather than inspecting the
encapsulation header, network interface 610 may inspect the
inner header of the encapsulated packets, in this example,
the headers of packets 640-641. In inspecting the inner
header, network interface 610 may identify source and
destination IP addresses for the communication, may iden-
tify source and destination port addressing, or other similar
attributes for the inner headers corresponding to packets
640-641. Based on the inspection, network interface 610
may place the packets in the corresponding queue of queues
630-631, wherein each of the queues may be allocated
different processing resources. In particular, because packet
641 comprises a control packet, encapsulated packet 646 is
placed within control queue 631, while encapsulated packet
645 is placed in data queue 630. As the packets are being
filtered additional encapsulated packets 647 may be received
by network interface 610 and placed in a corresponding
queue for processing.

Although not illustrated in the present implementation, to
configure network interface 610, a controller may be pro-
vided capable of configuring the filters of network interface
610 based on the network topology of the computing envi-
ronment. To provide the configurations, the controller may
manage one or more data structures that store information
regarding the various appliances or elements that will
exchange control packets. This information may include
source and destination IP addressing information, source and
destination port information, and the like. Based on the
information, filters may be identified for network interface
610 and provided to the interface for implementation, such
that network interface 610 can identify fault detection con-
trol packets.

While demonstrated in the previous examples as priori-
tizing BFD, BGP, and other fault detection packets, it should
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be understood that similar operations may be used on other
encapsulated control packets. For example, packets used to
configure a virtual switch may be encapsulated, and the
network interface may be used to identify the encapsulated
control packets for the virtual switch configuration.

FIG. 7 illustrates a computing system 700 to prioritize
processing of network packets according to an implemen-
tation. Computing system 700 is an example of a host
computing system described previously in FIGS. 1-6. Com-
puting system 700 includes network interface system 750
which is communicatively coupled to main processing sys-
tem 745. Network interface system 750 includes storage
system 747 and processing system 742, which is used to
perform packet operation 770. Main processing system 745
includes storage system 746 and processing system 741,
which is used execute virtual machines 720-722 and hyper-
visor 730. While demonstrated in the example of FIG. 7 with
virtual machines, it should be understood that one or more
containers may be used in association with packet operation
770.

In operation, network interface system 750 comprises
components that communicate over communication links,
such as network cards, ports, radio frequency (RF), process-
ing circuitry and software, or some other communication
devices. Network interface system 750 may be configured to
communicate over metallic, wireless, or optical links. Net-
work interface system 750 may be configured to use Time
Division Multiplex (TDM), Internet Protocol (IP), Ethernet,
optical networking, wireless protocols, communication sig-
naling, or some other communication format—including
combinations thereof. In some implementations, network
interface system 750 may be configured to communicate
with one or more other physical computing systems using
both data and control packets. These systems may include
other virtualization host computing systems, edge host com-
puting systems, internet computing systems, and the like.

Processing systems 741-742 comprise microprocessor
and other circuitry that retrieves and executes operating
software from storage systems 746-747, respectively. Stor-
age systems 746-747 may each include volatile and non-
volatile, removable and non-removable media implemented
in any method or technology for storage of information, such
as computer readable instructions, data structures, program
modules, or other data. Storage systems 746-747 may each
be implemented as a single storage device, but may also be
implemented across multiple storage devices or sub-sys-
tems. Storage systems 746-747 may each comprise addi-
tional elements, such as a controller to read operating
software from the storage systems. Examples of storage
media include random access memory, read only memory,
magnetic disks, optical disks, and flash memory, as well as
any combination or variation thereof, or any other type of
storage media. In some implementations, the storage media
may be a non-transitory storage media. In some instances, at
least a portion of the storage media may be transitory. It
should be understood that in no case is the storage media a
propagated signal. While demonstrated in the example of
FIG. 7 with multiple storage systems 746-747, it should be
understood that the storage systems may be shared in some
implementations.

Processing systems 741-742 are typically mounted on a
circuit board that may also hold the storage systems. The
operating software of storage systems 746-747 comprise
computer programs, firmware, or some other form of
machine-readable program instructions. The operating soft-
ware of storage system 747 comprises packet operation 770,
while the operating software for storage system 746 includes
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hypervisor 730 to provide a platform for virtual machines
720-722. The operating software on each storage system of
storage systems 746-747 may further include an operating
system, utilities, drivers, network interfaces, applications, or
some other type of software. When read and executed by
processing systems 741-742 the operating software on stor-
age systems 746-747 direct computing system 700 to oper-
ate as described herein.

In particular, processing system 741 may read and execute
hypervisor 730 to provide a platform for virtual machines
720-722. Hypervisor 730 may be responsible for providing
virtual computing elements to the virtual machines including
processing resources, storage resources, and network
resources. In addition to providing the computing elements,
hypervisor 730 may further be used to provide software
defined networking, such as one or more virtual switches to
the virtual machines executing on computing system 700.
This software defined networking may include transferring
and receiving packets between virtual machines executing
locally via computing system 700, and may further include
outgoing and incoming communications for computing sys-
tems and virtual nodes external to computing system 700.

In addition to the operations provided by processing
system 741, network interface system 750 and processing
system 742 may read and execute packet operation 770 from
storage system 747. Packet operation 770 may direct pro-
cessing system 742 to receive a plurality of packets from one
or more secondary physical computing systems. As the
packets are received, packet operation 770 may direct pro-
cessing system 742 to, for each packet in the plurality of
network packets, identify whether the packet comprises a
control packet for fault detection a software defined net-
work. Once a packet is classified, packet operation 770
directs processing system 742 to prioritize each of the
packets, for processing by processing system 741, based on
whether the packet comprises a control packet. In some
implementations, in prioritizing the packets, network inter-
face system 750 may be configured to place the packet in a
corresponding processing queue. For example, control pack-
ets may be allocated a first queue for processing by pro-
cessing system 745, while data packets may be placed in a
at least one secondary queue for processing by processing
system 745. Each of these queues may be allocated process-
ing resources of processing system 745, such as a clock
cycle allocation, a processing core allocation, a memory
allocation, or some other processing allocation. These pro-
cessing queues may be used to ensure that control packets
are processes in a timely manner by processing system, and
are prioritized over the data packets that are communicated
to the virtual machines executing on main processing system
745.

Although illustrated in the present example as operating a
hypervisor with virtual machines, it should be understood
that containers may be executed on main processing system
745 in some examples. In particular, rather than providing
the switching via hypervisor, a virtual switch may be
executed by main processing system 745. Further, in some
implementation, containers and/or virtual machines may be
executed within one or more of virtual machines 720-722.
These inner containers and/or virtual machines may include
inner software defined networking functionality and
switches in some implementations. Consequently, in some
examples, network interface system 750 may be required to
identify control packets for the inner virtual switches.

In some implementations, the packets that are communi-
cated between host computing systems in a computing
environment may be encapsulated within tunneling packets
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for the communications. As a result, in some examples,
network interface system 750 may be required to identify an
encapsulated packet when it is received, and determine
whether a data packet within the encapsulated packet com-
prises a control packet. To identify the control packets, in
some implementations, network interface system 750 may
be configured to identify traits of the inner header corre-
sponding to the inner packet, such as source media access
control (MAC) addresses, source IP addresses, a header
identifier, or some other similar information to identify
whether the inner packet comprises a control packet. In other
implementations, network interface system 750 may deter-
mine whether a flag or other identifier is set in the encap-
sulation or tunneling header. Thus, rather than requiring
network interface system 750 to identify attributes from the
inner header of the tunneling packet, network interface
system 750 may be capable of identifying attributes in the
outer tunneling protocol header.

Despite being illustrated in the example of FIG. 7 as a
computing system with virtual machines executing via a
hypervisor, it should be understood that similar operations
may be provided by an edge host computing system that
provides network connectivity as a distributed router or
centralized gateway for services of a software defined net-
work (such as firewall services, VPN services, and the like),
wherein the edge host may be connected to the internet,
other edge hosts, as well as hosts for virtual machines and
containers. In particular, rather than a hypervisor and virtual
machines, processing system 741 and storage system 746
may be used to execute at least one virtual switch and a
VTEP to communicate with the other computing systems.

While not depicted in the example of FIG. 7, it should be
understood that a controller module may be implemented via
virtualization processing system 745. This controller module
may include information about the network topology for
systems communicating with computing system 700, and
may be capable of configuring network interface system
750, such that control packets may be identified by network
interface system 750. In particular, the controller module
may identify attributes (such as source and destination
networking addresses, source and destination port identifi-
ers, and the like) associated with elements communicating
fault detection control packets, and use these attributes to
configure network interface system 750, such that the inter-
face system may identify packets with the required attri-
butes.

Although illustrated in the examples of FIGS. 1-7 as
prioritizing packets in a SDN environment, it should be
understood that similar operations may be used in prioritiz-
ing packets for a NFV. In particular, similar to the physical
limitations presented by the network interface of a host in a
SDN environment, a computing system that provides NFV
functionality may be required to exchange control packets
with one or more other computing systems. Consequently, as
packets are received, the computing system may prioritize
the control packets over other data packets, and provide
processing resources based on the prioritization. This pro-
viding of processing resources may include processing the
control packets prior to other data packets, allocating one or
more cores of the processing system to the control packets,
allocating time slices of the processing system to the control
packets, allocating buffer memory to the control packets, or
any other similar means of processing the data packets based
on the prioritization. Consequently, control packets which
are exchanged between virtual nodes (containers and virtual
machines) of the NFV may be provided with a higher quality
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of service than the data packets that are communicated
between the nodes of the NFV.

Returning to the elements of FIG. 1, hosts 110-111 may
each comprise communication interfaces, network inter-
faces, processing systems, computer systems, microproces-
sors, storage systems, storage media, or some other process-
ing devices or software systems, and can be distributed
among multiple devices. Hosts 110-111 can each include
software such as an operating system, logs, databases,
utilities, drivers, natural language processing software, net-
working software, and other software stored on a computer-
readable medium. Hosts 110-111 may each comprise a
serving computing system, a desktop computing system, or
some other similar computing system.

Communication between hosts 110-111 may use metal,
glass, optical, air, space, or some other material as the
transport media. Communication between hosts 110-111
may use various communication protocols, such as Time
Division Multiplex (TDM), asynchronous transfer mode
(ATM), Internet Protocol (IP), Ethernet, synchronous optical
networking (SONET), hybrid fiber-coax (HFC), circuit-
switched, communication signaling, wireless communica-
tions, or some other communication format, including com-
binations, improvements, or variations thereof.
Communication between hosts 110-111 may be a direct link
or can include intermediate networks, systems, or devices,
and can include a logical network link transported over
multiple physical links.

The descriptions and figures included herein depict spe-
cific implementations of the claimed invention(s). For the
purpose of teaching inventive principles, some conventional
aspects have been simplified or omitted. In addition, some
variations from these implementations may be appreciated
that fall within the scope of the invention. It may also be
appreciated that the features described above can be com-
bined in various ways to form multiple implementations. As
a result, the invention is not limited to the specific imple-
mentations described above, but only by the claims and their
equivalents.

What is claimed is:

1. A method of operating a network interface system on a
computing system to manage network traffic, the method
comprising:

receiving a plurality of network packets;

for each packet in the plurality of network packets,

identifying whether the packet comprises a control

packet for fault detection in a software defined network

(SDN); and

prioritizing, for processing by a main processing system

of'the computing system, each packet in the plurality of

network packets based on whether the packet com-

prises a control packet for fault detection in a SDN,

wherein the prioritizing comprises:

in response to identifying that the packet comprises a
control packet, placing the packet in a first process-
ing queue for the main processing system of the
computing system; and

in response to identifying that the packet does not
comprise a control packet, placing the packet in at
least one secondary processing queue for the main
processing system.

2. The method of claim 1, wherein identifying whether the
packet comprises a control packet for fault detection in a
SDN comprises identifying whether the packet comprises a
Bidirectional Forwarding Detection packet.

3. The method of claim 1, wherein identifying whether the
packet comprises a control packet for fault detection in a

10

15

20

25

30

35

40

45

50

55

60

65

14

SDN comprises identifying whether the packet comprises a
Border Gateway Protocol packet.

4. The method of claim 1, wherein the first processing
queue is allocated a first set of processing resources for the
main processing system, and wherein the at least one sec-
ondary processing queue is allocated a second set of pro-
cessing resources for the main processing system.

5. The method of claim 4, wherein the first set of
processing resources comprise a first processing core allo-
cation, a first clock cycle allocation, or a first memory
allocation, and wherein the second set of processing
resources comprise a second processing core allocation, a
second clock cycle allocation, or a second memory alloca-
tion.

6. The method of claim 1, wherein the plurality of
network packets is encapsulated in a plurality of tunneling
packets, and wherein identifying whether the packet com-
prises a control packet comprises identifying whether the
packet comprises a control packet based on an identifier
within a header for a corresponding tunneling packet.

7. The method of claim 1, wherein the computing system
comprises a first host computing system of a computing
environment, and wherein receiving the plurality of network
packets comprises receiving the plurality of network packets
from at least one second host computing system of the
computing environment.

8. A computing apparatus comprising:

one or more non-transitory computer readable storage

media;

a processing system operatively coupled to the one or

more non-transitory computer readable storage media;
program instructions stored on the one or more non-
transitory computer readable storage media to manage
network traffic received at a physical network interface
for a host computing system that, when read and
executed by a processing system of the physical net-
work interface, direct the processing system to at least:
receive a plurality of network packets;
for each packet in the plurality of network packets,
identify whether the packet comprises a control
packet for fault detection in a software defined
network (SDN); and
prioritize, for processing by a main processing system
of the host computing system, each packet in the
plurality of network packets based on whether the
packet comprises a control packet for fault detection
in the SDN, wherein the prioritizing comprises:
in response to identifying that the packet comprises
a control packet, place the packet in a first pro-
cessing queue for the main processing system of
the host computing system; and
in response to identifying that the packet does not
comprise a control packet, place the packet in at
least one secondary queue for the main processing
system.

9. The computing apparatus of claim 8, wherein the
program instructions to identify whether the packet com-
prises a control packet for fault detection in a SDN direct the
processing system to identify whether the packet comprises
a Bidirectional Forwarding Detection packet.

10. The computing apparatus of claim 8, wherein the
program instructions to identify whether the packet com-
prises a control packet for fault detection in a SDN direct the
processing system to identify whether the packet comprises
a Border Gateway Protocol packet.

11. The computing apparatus of claim 8, wherein the first
processing queue is allocated a first set of processing



US 10,404,612 B2

15

resources for the main processing system, and wherein the
at least one secondary processing queue is allocated a
second set of processing resources for the main processing
system.

12. The computing apparatus of claim 11, wherein the first
set of processing resources comprise a first processing core
allocation, a first clock cycle allocation, or a first memory
allocation, and wherein the second set of processing
resources comprise a second processing core allocation, a
second clock cycle allocation, or a second memory alloca-
tion.

13. The computing apparatus of claim 8, the plurality of
network packets is encapsulated in a plurality of tunneling
packets, and wherein identifying whether the packet com-
prises a control packet comprises identifying whether the
packet comprises a control packet based on an identifier
within a header for a corresponding tunneling packet.

14. The computing apparatus of claim 8, wherein receiv-
ing the plurality of network packets comprises receiving the
plurality of network packets from at least one second host
computing system.

15. A computing system to manage received network
traffic comprising:

a main processing system configured to execute at least

one virtual node; and

a network interface system communicatively coupled to

the main processing system and configured to:

16

receive a plurality of network packets;
for each packet in the plurality of network packets,
identify when the packet comprises a control packet
for fault detection in a software defined network
(SDN); and
prioritize, for processing by the main processing sys-
tem, each packet in the plurality of packets based on
whether the packet comprises a control packet for
fault detection in a SDN, wherein the prioritizing
comprises:
when the packet comprises a control packet, place
the packet in a first processing queue of a plurality
of processing queues for the main processing
system, the first processing queue allocated to
process at least control packets for fault detection;
and
when the packet does not comprise a control packet,
place the packet in at least one secondary process-
ing queue of the plurality of processing queues.

16. The computing system of claim 15, wherein the at
least one virtual node comprises at least one virtual machine
or at least one container.

17. The computing system of claim 15, wherein identi-
fying whether the packet comprises a control packet for fault
detection in a SDN comprises identifying whether the packet
comprises a Bidirectional Forwarding Detection packet or a
Border Gateway Protocol packet.
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