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SCALABLE DISTRIBUTED CONTROL 
PLANE FOR NETWORKSWITCHING 

SYSTEMS 

RELATED APPLICATIONS 

0001. This application is a continuation of copending U.S. 
patent application Ser. No. 13/831,029 filed Mar. 14, 2013 
which is herein incorporated by reference. 

BACKGROUND 

0002 The present invention relates to data center infra 
structure, and more particularly, this invention relates to a 
scalable distributed control plane for network switching sys 
temS. 

0003. As the size of a physical networking system 
increases (e.g., number of ports, an aggregation of multiple 
ports, multiple physical networking systems used to simulate 
a larger physical networking system, number of network con 
trol protocols, etc.), the requirements and demands made on a 
control plane for the network (which contains processors, 
buses, I/O, and other associated resources across many dif 
ferent physical entities) also increase. However, typically a 
control plane may have limited physical capabilities and is 
limited to a single Switching component in the network. 
Therefore, each control plane would be incapable of scaling 
to the degree necessary to handle all demands made thereof 
when the size of a physical networking system increases to a 
certain degree. 
0004. Therefore, there is a need for improved control 
plane capabilities, particularly capabilities for Scaling up to 
handle additional control packet processing: capabilities that 
are required in a fast and large networking system. 

SUMMARY 

0005. In another embodiment, a method for processing, a 
first networking packet within a networking system includes 
receiving a first networking packet using a physical network 
ing Switch, classifying, using the physical networking Switch, 
the first networking packet to produce a packet classification, 
generating, using the physical networking Switch, a second 
networking packet based on the first networking packet, for 
warding the second networking packet using the physical 
networking Switch, receiving the second networking packet 
using a physical host server, wherein the physical host server 
is adapted to host a plurality of VMs each VM being adapted 
for providing a control plane for a particular protocol, receiv 
ing, using a VM hosted by the physical host server, the second 
networking packet, decapsulating, using the VM, the second 
networking packet to retrieve information about the first net 
working packet, handling, using the VM, processing of the 
first networking packet using the information about the first 
networking packet to obtain forwarding information Suffi 
cient to allow the first networking packet to be delivered to its 
intended destination, encapsulating, using the VM, the first 
networking packet into a third networking packet including 
the forwarding information, and forwarding, using, the VM, 
the third networking, packet according to the forwarding 
information. 
0006. Other aspects and embodiments of the present 
invention will become apparent front the following detailed 
description, which, when taken in conjunction with the draw 
ings, illustrate by way of example the principles of the inven 
tion. 

Sep. 18, 2014 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0007 FIG. 1 illustrates a network architecture, in accor 
dance with one embodiment 
0008 FIG. 2 shows a representative hardware environ 
ment that may be associated with the servers and/or clients of 
FIG. 1, in accordance with one embodiment. 
0009 FIG. 3 shows a simplified diagram of a network 
Switching system, according to one embodiment. 
0010 FIG. 4 shows a more detailed view of a network 
Switching system, according to one embodiment. 
0011 FIG. 5 shows a more detailed view of a control plane 
server, in accordance with one embodiment. 
0012 FIG. 6 is a flowchart of a method in one embodi 
ment. 

0013 FIG. 7 shows some exemplary records of informa 
tion, according to one embodiment. 
0014 FIG. 8 is a flowchart of a method, according to one 
embodiment. 

DETAILED DESCRIPTION 

0015 The following description is made for the purpose of 
illustrating the general principles of the present invention and 
is not meant to limit the inventive concepts claimed herein. 
Further, particular features described herein can be used in 
combination with other described features in each of the 
various possible combinations and permutations. 
(0016. Unless otherwise specifically defined herein, all 
terms are to be given their broadest possible interpretation 
including meanings implied from the specification as well as 
meanings understood by those skilled in the art and/or as 
defined in dictionaries, treatises, etc. 
0017. It must also be noted that, as used in the specification 
and the appended claims, the singular forms “a” “an and 
“the include plural referents unless otherwise sped fled. 
0018. In one approach, an improved networking system 
comprises a Scalable and distributed virtual control plane and 
at least one physical networking Switch. The scalable and 
distributed virtual control plane comprises at least one physi 
cal host server that capable of hosting a plurality of virtual 
machines (VMs). Each VM is capable of handling the pro 
cessing of at least one type of networking packet that is 
received by the physical networking switch. Each server host 
ing a VM which is capable of handling the processing of at 
least one type of networking packet is identifiable and acces 
sible using a physical CPU port and a virtual local area net 
work (VLAN) tag, while eachVM is accessible and identified 
by a unique VM media access control (MAC) address, 
according to one embodiment. 
0019. The distributed virtual control plane enables off 
loading of the processing of control packets to one or more 
VMs, and also the flexibility and ability to easily scale the 
control plane in response to changes in the networking sys 
tem's scalability requirements due to additions resulting in 
the expansion of the data plane. In one embodiment, the 
distributed virtual control plane comprises multiple VMs. 
with each VM being capable of processing control packets 
that are of a different type than the other VMs. In this way, 
divisions in the control plane may be made across the various 
VMs. There are many different possible combinations to 
optimize the usage of the distributed virtual control plane 
given specifications and additional user requirements or con 
ditions that are desired to be met. 
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0020. In one general embodiment, a networking system 
includes at least one physical networking Switch and a scal 
able and distributed virtual control plane. The switch has 
logic adapted to receive a first networking packet, logic 
adapted to classify the first networking packet to produce a 
packet classification, logic adapted to generate a second net 
working packet based on the first networking, packet, and 
logic adapted to forward the second networking packet. The 
scalable and distributed virtual control plane has at least one 
physical host server adapted to host a plurality of virtual 
machines (VMs), each VM being adapted for providing a 
control plane for a particular protocol, and a network con 
necting the at least one physical networking Switch to the at 
least one physical host server. In addition, the plurality of 
VMs include logic adapted to receive the second networking 
packet, logic adapted to decapsulate the second networking 
packet to retrieve information about the first networking 
packet, logic adapted to handle processing of the first net 
working, packet using, the information about the first net 
working packet to obtain forwarding information Sufficient to 
allow the first networking packet to be delivered to its 
intended destination, logic adapted to encapsulate the first 
networking packet into a third networking packet including 
the forwarding information, and logic adapted to forward the 
third networking packet according to the forwarding infor 
mation. 

0021. In another general embodiment, a method for pro 
cessing a first networking packet within a networking system 
includes receiving a first networking packet using a physical 
networking Switch, classifying, using the physical network 
ing Switch, the first networking packet to produce a packet 
classification, generating, using the physical networking 
Switch, a second networking packet based on the first net 
working packet, forwarding the second networking packet 
using the physical networking Switch, receiving the second 
networking packet using a physical host server, wherein the 
physical host server is adapted to hosta plurality of VMs, each 
VM being adapted for providing, a control plane for a par 
ticular protocol, receiving, using a VM hosted by the physical 
host server, the second networking packet, decapsulating, 
using the VM, the second networking packet to retrieve infor 
mation about the first networking packet handling, using the 
VM, processing of the first networking packet using the infor 
mation about the first networking packet to obtain forwarding 
information sufficient to allow the first networking packet to 
be delivered to its intended destination, encapsulating, using 
the VM, the first networking packet into a third networking, 
packet including, the forwarding information, and forward 
ing, using, the VM, the third networking packet according to 
the forwarding information. 
0022. According to yet another general embodiment, a 
computer program product for processing a first networking 
packet within a networking system includes a computer read 
able storage medium having computer readable program 
code embodied therewith. The computer readable program 
code includes computer readable program code configured to 
receive a first networking packet, computer readable program 
code configured to classify the first networking packet to 
produce a packet classification, computer readable program 
code configured to determine a destination address to send the 
first networking packet based on the packet classification in 
order to provide processing for the first networking packet by: 
selecting a condition from a look-up table to which the packet 
classification adheres, selecting an entry associated with the 
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selected condition, and determining a set of information asso 
ciated with the selected entry, computer readable program 
code configured to generate a second networking packet by 
encapsulating, the first networking packet into the second 
networking packet, and computer readable program code 
configured to forward the second networking packet to at 
least one physical host server to handle processing of the first 
networking packet. The look-up table includes a plurality of 
entries, a plurality of conditions, and a plurality of sets of 
information, each condition is associated with one entry, each 
entry is associated with one set of information, each set of 
information includes destination information for one of a 
plurality of VMs, each VM being adapted for providing a 
control plane for a particular protocol, any entry is capable of 
being associated with more than one condition, each set of 
information includes at least: an address identifier (ID), a 
service tag, and a media access control (MAC) ID, the address 
ID includes information that corresponds to one or more 
egress ports of a physical networking switch, the MAC ID 
includes a destination address that corresponds to at least one 
VM of the plurality of VMs designated to receive the second 
networking packet hosted by the at least one physical host 
server based on the packet classification, and the service tag 
includes information that corresponds to a membership of the 
second networking packet within one virtual local area net 
work (VLAN) in accordance with any one of a networking 
protocol, a port based protocol, and a port based networking 
protocol. 
0023. As will be appreciated by one skilled in the art, 
aspects of the present invention may be embodied as a system, 
method or computer program product. Accordingly, aspects 
of the present invention may take the form of an entirely 
hardware embodiment, an entirely software embodiment (in 
cluding, firmware, resident Software, micro-code, etc.) or an 
embodiment combining software and hardware aspects that 
may all generally be referred to herein as “logic,” a “circuit.” 
“module,” or “system.” Furthermore, aspects of the present 
invention may take the form of a computer program product 
embodied in one or more computer readable medium(s) hav 
ing computer readable program code embodied thereon. 
0024. Any combination of one or more computer readable 
medium(s) may be utilized. The computer readable medium 
may be a computer readable signal medium or a non-transi 
tory computer readable storage medium. A non-transitory 
computer readable storage medium may be, for example, but 
not limited to, an electronic, magnetic, optical, electromag 
netic, infrared, or semiconductor system, apparatus, or 
device, or any suitable combination of the foregoing. More 
specific examples (a non-exhaustive list) of the non-transitory 
computer readable storage medium include the following: a 
portable computer diskette, as hard disk, a random access 
memory (RAM), a read-only memory (ROM), an erasable 
programmable read-only memory (EPROM or Flash 
memory), a portable compact disc read-only memory (CD 
ROM), a Blu-ray disc read-only memory (BD-ROM), an 
optical storage device, a magnetic storage device, or any 
suitable combination of the foregoing. In the context of this 
document, a non-transitory computer readable storage 
medium may be any tangible medium that is capable of con 
taining, or storing a program or application for use by or in 
connection with an instruction execution system, apparatus, 
or device. 

0025. A computer readable signal medium may include a 
propagated data signal with computer readable program code 
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embodied therein, for example, in baseband or as part of a 
carrier wave. Such a propagated signal may take any of a 
variety of forms, including, but not limited to, electro-mag 
netic, optical, or any Suitable combination thereof. A com 
puter readable signal medium may be any computer readable 
medium that is not a non-transitory computer readable stor 
age medium and that can communicate, propagate, or trans 
port a program for use by or in connection with an instruction 
execution system, apparatus, or device. Such as an electrical 
connection having one or more wires, an optical fibre, etc. 
0026. Program code embodied on a computer readable 
medium may be transmitted using any appropriate medium, 
including but not limited to wireless, wireline, optical fibre 
cable, RF, etc., or any Suitable combination of the foregoing. 
0027 Computer program code for carrying out operations 
for aspects of the present invention may be written in any 
combination of one or more programming languages, includ 
ing an object oriented programming language such as Java, 
Smalltalk, C++, or the like, and conventional procedural pro 
gramming languages, such as the “C” programming language 
or similar programming languages. The program cede may 
execute entirely on a user's computer, partly on the user's 
computer, as a stand-alone software package, partly on the 
users computer and partly on a remote computer or entirely on 
the remote computer or server. In the latter scenario, the 
remote computer or server may be connected to the user's 
computer through any type of network, including a local area 
network (LAN), storage area network (SAN), and/or a wide 
area network (WAN), or the connection may be made to an 
external computer, for example through the Internet using an 
Internet Service Provider (ISP). 
0028 Aspects of the present invention are described 
herein with reference to flowchart illustrations and/or block 
diagrams of methods, apparatuses (systems), and computer 
program products according, to various embodiments of the 
invention. It will be understood that each block of the flow 
chart illustrations and/or block diagrams, and combinations 
of blocks in the flowchart illustrations and/or block diagrams, 
may be implemented by computer program instructions. 
These computer program instructions may be provided to a 
processor of a general purpose computer, special purpose 
computer, or other programmable data processing apparatus 
to produce a machine, such that the instructions, which 
execute via the processor of the computer or other program 
mable data processing apparatus, create means for imple 
menting the functions/acts specified in the flowchart and/or 
block diagram block, or blocks. 
0029. These computer program instructions may also be 
stored in a computer readable medium that may direct a 
computer, other programmable data processing apparatus, or 
other devices to function in a particular manner, Such that the 
instructions stored in the computer readable medium produce 
an article of manufacture including instructions which imple 
ment the function/act specified in the flowchart and/or block 
diagram block or blocks. 
0030 The computer program instructions may also be 
loaded onto a computer, other programmable data processing 
apparatus, or other devices to cause a series of operational 
steps to be performed on the computer, other programmable 
apparatus or other devices to produce a computer imple 
mented process Such that the instructions which execute on 
the computer or other programmable apparatus provide pro 
cesses for implementing the functions/acts specified in the 
flowchart and/or block diagram block or blocks. 
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0031 FIG. 1 illustrates a network architecture 100, in 
accordance with one embodiment. As shown in FIG. 1, a 
plurality of remote networks 102 are provided including a 
first remote network 104 and a second remote network 106. A 
gateway 101 may be coupled between the remote networks 
102 and a proximate network 108. In the context of the 
present network architecture 100, the networks 104,106 may 
each take any form including, but not limited to a LAN, a 
WAN such as the Internet, public switched telephone network 
(PSTN), internal telephone network, etc. 
0032. In use the gateway 101 serves as an entrance point 
from the remote networks 102 to the proximate network 108. 
AS Such, the gateway 101 may function as a router, which is 
capable of directing a given packet of data that arrives at the 
gateway 101, and a Switch, which furnishes the actual path in 
and out of the gateway 101 for a given packet. 
0033. Further included is at least one data server 114 
coupled to the proximate network 108, and which is acces 
sible from the remote networks 102 via the gateway 101. It 
should be noted that the data server(s) 114 may include any 
type of computing device/groupware. Coupled to each data 
server 114 is a plurality of user devices 116. Such user devices 
116 may include a desktop computer, laptop computer, hand 
held computer, printer, and/or any other type of logic-con 
taining device. It should be noted that a user device 111 may 
also be directly coupled to any of the networks, in some 
embodiments. 

0034. A peripheral 120 or series of peripherals 120, e.g., 
facsimile machines, printers, Scanners, hard disk drives, net 
worked and/or local storage units or systems, etc., may be 
coupled to one or more of the networks 104, 106, 108. It 
should be noted that databases and/or additional components 
may be utilized with, or integrated into, any type of network 
element coupled to the networks 104,106, 108. In the context 
of the present description, a network element may refer to any 
component of a network. 
0035. According to some approaches, methods and sys 
tems described herein may be implemented with and/or on 
virtual systems and/or systems which emulate one or more 
other systems, such as a UNIX system which emulates an 
IBM z/OS environment, a UNIX system which virtually hosts 
a MICROSOFT WINDOWS environment, a MICROSOFT 
WINDOWS system which emulates an IBM z/OS environ 
ment, etc. This virtualization and/or emulation may be 
enhanced through the use of VMWARE software, in some 
embodiments. 

0036. In more approaches, one or more networks 104,106, 
108, may represent a cluster of systems commonly referred to 
as a "cloud. In cloud computing, shared resources. Such as 
processing power, peripherals, Software, data, servers, etc., 
are provided to any system in the cloud in an on-demand 
relationship, thereby allowing access and distribution of Ser 
vices across many computing systems. Cloud computing 
typically involves an Internet connection between the sys 
tems operating in the cloud, but other techniques of connect 
ing the systems may also be used, as known in the art. 
0037 FIG. 2 shows a representative hardware environ 
ment associated with a user device 116 and/or server 114 of 
FIG.1, inaccordance with one embodiment. FIG. 2 illustrates 
a typical hardware configuration of a workstation having a 
central processing unit (CPU) 210. Such as a microprocessor, 
and a number of other units interconnected via one or more 
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buses 212 which may be of different types, such as a local bus, 
a parallel bus, a serial bus, etc., according to several embodi 
mentS. 

0038. The workstation shown in FIG. 2 includes a Ran 
dom. Access Memory (RAM) 214, Read Only Memory 
(ROM) 216, an I/O adapter 218 for connecting peripheral 
devices such as disk storage units 220 to the one or more buses 
212, a user interface adapter 222 for connecting a keyboard 
224, a mouse 226, a speaker 228, a microphone 232, and/or 
other user interface devices such as a touch screen, a digital 
camera not shown) etc., to the one or more buses 212, com 
munication adapter 234 for connecting the workstation to a 
communication network 235 (e.g., a data processing net 
work) and a display adapter 236 for connecting the one or 
more buses 212 to a display device 238. 
0039. The workstation may have resident thereon an oper 
ating system such as the MICROSOFT WINDOWS Operat 
ing System (OS), a MAC OS, a UNIX OS, etc. It will be 
appreciated that a preferred embodiment may also be imple 
mented on platforms and operating systems other than those 
mentioned. A preferred embodiment may be written using 
JAVA, XML, C, and/or C++ language, or other programming 
languages, along with an object oriented programming meth 
odology. Object oriented programming (OOP), which has 
become increasingly used to develop complex applications, 
may be used. 
0040 Currently, methods of achieving interconnectivity 
between a large number of layer 2 ports rely on having numer 
ous discrete switches each running spanning tree protocol 
(STP) or transparent interconnect of lots of links (TRILL). 
Unfortunately, by using discrete Switches, a lookup needs to 
be performed using a lookup table at eachhop between two of 
the discrete switches, which not only adds latency to the 
process, but also makes the process latency unpredictable as 
the network evolves and changes. 
0041. On the other hand, distributed switches relying on a 
cell-based fabric interconnect have an advantage of providing 
predictable, low latency for setups in which interconnectivity 
between a large number of ports is desired. A distributed 
Switch appears to be a single, very large Switch, with the 
single ingress lookup specifying the index needed to traverse 
the network. The edge facing Switches are interconnected 
using cell-based clos fabrics, which are wired in a fixed fash 
ion and rely on the path selection made at the ingress. 
0042. Unfortunately, as the number of ports in to distrib 
uted Switch grows, software that manages the network must 
struggle to accommodate the increased number of link up 
and/or link down events (link events) and processing. Control 
protocols, like STP and intermediate system to intermediate 
system (ISIS), will see a large number of link events, which 
will stress their convergence times if they continue to exist as 
monolithic elements. 

0043. Now referring to FIG. 3, as networking system 300 
is shown according to one embodiment. The networking sys 
tem 300 may also be referred to as a switch. In one embodi 
ment, the networking system 300 comprises at least one net 
working switch 310a . . .310n which may be arranged in a 
network switching system 304. The network switching sys 
tem304 is coupled to a scalable and distributed virtual control 
plane 302 via a network 308. The network 308 may be any 
type of network comprising any number of networking ele 
ments therein, Such as Switches, routers, Subnets, wires, 
cables, etc., as would be knownto one of skill in the art. In one 
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embodiment, the network 308 may be as simple as a cable 
plant and/or communication channels utilizing a communi 
cation network. 

0044) The scalable and distributed virtual control plane 
302 may comprise at least one physical host server 306a, and 
may include a plurality of physical host servers 306a, . . . . 
306m, which may or may not be physically located in the 
same location or area, geographically, as the network Switch 
ing system 304. That is to say, the network Switching system 
304 and the scalable and distributed virtual control plane 302 
may be located remotely of one another. Each physical host 
server 306a, . . . , 306m comprises at least one port 312 for 
connecting to other network elements and forwarding and/or 
receiving packets. Any connection type known in the art may 
be used with the at least one port 312. 
0045. In addition, the network switching system 304 may 
comprise at least one physical networking Switch 310a, . . . . 
310n, such as a networking switch of a type known in the art. 
Each of the physical networking switches 310a, ... 310n may 
include at least one ingress port to receive an incoming 
packet, and at least one egress port to transmit or forward an 
outgoing packet, shown collectively as ports 314. Each 
ingress and/or egress port 314 may be established using, a 
dedicated and separate physical port, each of which is iden 
tified by a physical port address, or using a dedicated virtual 
port identified by a virtual port address, where a single physi 
cal port may be programmed to incorporate a communication 
link to one or more virtual ports, in various approaches. 
0046 Each of the ingress ports may be established as a first 
virtual port identified with a first virtual address, e.g., a first 
MAC address, and each of the egress ports may be established 
as a second virtual port identified with a second virtual 
address, e.g., a second MAC address. For example, the first 
virtual port may be associated with a first physical port 
address, and the second virtual port may be associated with a 
second physical port address, the first and second virtual ports 
may be associated with a single physical port address, etc. 
0047. A more detailed view of a physical networking 
switch 310 is shown in FIG.4, according to one embodiment. 
The physical networking Switch 310, in one approach, may 
comprise a network interface 406, a Switching processor 402. 
and a CPU subsystem 404 (having a CPU or some other 
processor therein). The network interface 406 includes a plu 
rality of physical ports 314, each physical port 314 being 
identified using a unique physical port address, in one 
approach. The Switching processor 402 may be any type of 
processor known in the art, Such as a CPU, an application 
specific integrated circuit (ASIC), a field programmable gate 
array (FPGA), a microcontroller, a microprocessor, etc., and 
may be included in a Switching platform that provides the 
capability to receive an incoming packet via an ingress port, 
process the incoming, packet to acquire or generate packet 
control information, and transmit (or forward) an outgoing 
packet, corresponding to the incoming packet, via an egress 
port using the packet control information. The ingress and 
egress ports are generally labeled ports 313 for the sake of 
these descriptions, and a port 314 used as an ingress port in 
one situation may be used as an egress port in another situa 
tion. 

0048. In one embodiment, the at least one physical net 
working Switch 310 may comprise logic adapted to receive a 
first networking packet, logic adapted to generate a second 
networking packet that encapsulates at least a payload of the 
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first networking packet, and logic adapted to forward the 
second networking packet such as to the physical networking 
server 306). 
0049. The switching processor 402 may use the local CPU 
Subsystem 404 to provide processing capability to manage 
the generation and transmission of the second networking 
packet (outgoing packet), which may encapsulate the first 
networking packet orportions thereof (including information 
based on the first networking packet). In another embodi 
ment, the CPU subsystem 404 may offload the classification 
and management of packet processing to the scalable and 
distributed control plane 302. In yet another embodiment, the 
Switching processor 402 may perform these functions itself. 
0050. Now referring to FIG. 5, a more detailed view of a 
physical host server 306 is shown, according to one embodi 
ment. The physical host server 306 may comprise a network 
interface 502, a virtual network interface 504, and a plurality 
of VMs 508 (VMO, VM1,..., VMk). Each of the VMs 508 
may be associated with one virtual network interface port 506 
identified using a dedicated MAC address (MAC-0, MAC-1, 
..., MAC-k), in one approach. Furthermore, each of the MAC 
addresses of the virtual network interface 504 may be asso 
ciated with at least one physical port 312 of the network 
interface 502, each physical port 312 being identified using a 
physical port address, in one approach. 
0051. An incoming packet (such as the second networking 
packet) received using one of the physical ports 312 of the 
network interface 502 may be processed and appropriately 
forwarded to a corresponding VM 508 using information 
included within the incoming packet, such as header infor 
mation of an external packet or an internal, encapsulated 
packet. 
0052 Referring now to FIGS. 3-5, each VM 508 may be 
adapted to process at least one type of networking packet. In 
this way, the VM508 may include logic adapted to receive the 
second networking packet, logic adapted to decapsulate the 
second networking packet to retrieve at least the first network 
ing packet or some portion thereof (if necessary, such as when 
the second networking packet is designed to encapsulate 
another packet orportion thereof. Such as an overlay packet or 
Some other type of packet capable of encapsulating another 
packet, Such as the first networking packet), and logic adapted 
to handle processing of the first networking packet to obtain 
forwarding information sufficient to allow the at least one 
physical networking switch 310 or some other component of 
the network 308 to deliver the first networking packet to its 
intended destination. Any processing that is helpful or useful 
in performing any functions related to the networking packets 
may be performed, such as reading the networking packet, 
classifying the networking packet, resending the networking 
packet, etc. 
0053. Theat least one VM508 also includes logic adapted 
to encapsulate the first networking packet into a third net 
working packet comprising the forwarding information. In 
this way, the third networking packet may be forwarded to 
another VM 508, another physical host server 306, another 
networking switch 310, or any other component capable of 
delivering, the third networking packet to its intended desti 
nation. The third networking packet is adapted to encapsulate 
the first networking packet or a portion thereof such that once 
the third networking packet is delivered to its intended desti 
nation, the first networking packet may be decapsulated from 
the third networking packet and delivered to its intended 
destination as the first networking packet. 
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0054 Accordingly, the at least one VM 508 also includes 
logic adapted to forward the third networking packet, such as 
to the at least one physical networking switch 310 or some 
other component of the network 308 capable of handling the 
third networking packet, such that the third networking 
packet may be delivered to its intended destination. The third 
networking, packet may be transmitted via the VM508 to the 
virtual network interface 504 which appropriately forwards 
the third networking packet to an associated physical port 312 
of the network interface 502 of the physical host server 306. 
0055. The physical host server 306 is programmable in 
order to establish at least one virtual network interface port 
506 that may be used to establish a communication channel 
between: 

0056 1. a network interface physical port 312 of the 
physical host server 306, and 

0057 2. at least one VM 508 established within the 
physical host server 306, where each VM 508 is acces 
sible via a unique MAC address (via a virtual network 
interface port 506). 

0058. In one embodiment, a scalable and distributed vir 
tual control plane 302 may include at least one physical host 
server 306 having a plurality of VMs 508 running thereon 
which are configured to use resources of the physical host 
server 306. In another embodiment, the scalable and distrib 
uted virtual control plane 302 may comprise a first physical 
host server 306a hosting a first VM 508 (e.g., VMO) used to 
process networking packets: (i) that are of certain types, and/ 
or (ii) when a certain condition is met for a networking packet, 
and/or (iii) that require a specific handling requirement, e.g., 
the networking packets utilize a certain protocol type, Such as 
overlay (NVGRE, VXLAN etc.), TRILL, STP, etc. 
0059 For example, some additional requirements may 
comprise the processing of certain networking packets that 
require special handling, e.g., security or service priority, 
where a dedicated VM508 hosted by a certain physical host 
server 306 may be used to meet such demand. Of course, 
within each scalable and distributed control plane 302, many 
VMs 508 may be established where each VM 508 is pro 
grammed to handle any user defined requirement or specified 
condition, Such that the processing of networking packets 
may be split according to any user desired methodology and/ 
or according to an optimum setting designed by the Scalable 
and distributed control plane 302. 
0060 Exemplary records of information that may be used 
in the classification processing of the first networking packet 
on at least one of the plurality of VMs 598 hosted by the at 
least one physical host server 306, as described above in 
FIGS. 3-5, are shown in FIG. 6, according to one embodi 
ment. There are many various options possible to those of 
skill in the art to organize, program, and/or store Such infor 
mation. A simple look-up table 600 type is shown in FIG. 6 for 
this example. Other types of ways to organize and/or store the 
information may be used, such as a database, a list, a chart, an 
indexed file system, etc. 
0061. As shown in FIG. 6, each record (CPU Entry N) 
602 in the look-up table 600 includes a pre-programmed set of 
information 604. Furthermore, there is a set of predetermined 
conditions 606, which each predetermined condition 606 
being matched to at least one of the various records 602. In 
this example, the set of information 604 stored for each record 
602 includes: (ii) egress port information (or CPU Port) that 
may also include the physical address of the network interface 
port to be used for transmitting the second networking packet, 
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where the egress port information may be a multicast (MC) 
group identifier intended for one or more CPU Ports; (b) 
information associated with a service tag (e.g., IEEE 802.1q. 
S-tag); and (c) MAC address information corresponding, to 
the VM designated to receive and process the second net 
working packet (which includes the first networking packet or 
portion thereof), where the MAC address information may be 
a MC MAC address intended to forward the second network 
ing packet to one or more VMS. 
0062. The pre-programmed set of information 604 may be 
retrieved upon activation of a corresponding CPU Port entry 
process. Each CPU Port entry process may be started when 
a certain condition 606 is met during the classification of the 
first networking packet by the networking Switch or some 
other component of the network. 
0063. Furthermore, at least one of the preprogrammed 
conditions 606 (e.g., Condition-1 through Condition-T) may 
be used to select any one of the egress ports (e.g., (CPU Port 
entry-1 through CPU Port entry-N), such that it is feasible to 
direct one or more conditions 606 to select the same CPU 
Port entry. This ensures that the flexibility is provided to 
match and distribute the virtual control plane processing: 
capability based on the networking Switch processing 
requirements and/or desired performance. 
0064. This mechanism enables partitioning of the whole 
control plane of a networking Switch into multiple Smaller 
sub-control planes. By creating different conditions 606 in 
the table 600 which identify a specific control packet protocol 
on each switching port, and then sending control packets that 
use that designated protocol to the specified CPU Port entry 
after pre-processing and encapsulating the packet into 
another packet, the control plane is effectively split into mul 
tiple sub-control planes. 
0065. Also, in some approaches, each sub-control plane 
may process one or more control protocols, and/or each Sub 
control plane may execute as a VIM on a virtualization plat 
form (such as Hypervisor, Hyper-V, etc) of a physical host 
SeVe. 

0066. In another embodiment, control packets may be 
received for processing based on entries in a look-up table 
600 stored locally to a Switching processor using each Sub 
control plane, and a redundant Sub-control plane may be 
created for each sub-control plane provide for high availabil 
ity. 
0067. Now referring to FIG. 7, a method 700 for process 
ing an incoming networking packet, such as using a remote 
VM, is shown according to one embodiment. The method 700 
may be performed in accordance with the present invention in 
any of the environments depicted in FIGS. 1-6, among others, 
in various embodiments. Of course, more or less operations 
than those specifically described in FIG.7 may be included in 
method 700, as would be understood by one of skill in the art 
upon reading the present descriptions. 
0068. Each of the steps of the method 700 may be per 
formed by any suitable component of the operating environ 
ment. For example, in some embodiments, the method 700 
may be partially or entirely performed by a virtual control 
plane, a physical networking Switch, a combination thereof, 
etc. 

0069. Any type of networking packet may be used in con 
junction with method 700, particularly a control packet in 
Some approaches. 
0070. As shown in FIG. 7, method 700 may initiate with 
operation 702, where a control packet is classified to obtain a 
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control packet classification. In one embodiment, a physical 
networking Switch may receive a first control packet via an 
ingress port, and the control packet may be classified using 
any available information, Such as a source address of the 
control packet, specific routing information of the control 
packet, and/or information that corresponds to a certain prop 
erty of the control packet. 
0071. In operation 704, a destination address to send the 

first networking packet is determined based on the packet 
classification in order to provide processing for the first net 
working packet. 
0072. In one embodiment, the determination may be based 
on: (i) information that is included within the control packet; 
and/or (ii) information that is extracted from the control 
packet. 
0073 For example, a look-up table may be used to deter 
mine the destination address. Specifically, a condition may be 
selected from the look-up table to which the packet classifi 
cation adheres, an entry may be selected that is associated 
with the selected condition, and a set of information may be 
determined that is associated with the selected entry. The 
look-up table may comprise a plurality of entries, a plurality 
of conditions, and a plurality of sets of information from 
which the selected entry and the selected set of information is 
chosen. According to one embodiment, each condition is 
associated with one entry, each entry is associated with one 
set of information, and any entry is capable of being associ 
ated with more than one condition. 

0074 Each set of information may comprise at least: an 
address ID, a service tag, and a MACID. The address ID may 
comprise information that corresponds to one or more egress 
ports of the at least one physical networking switch, the MAC 
ID may include a destination address that corresponds to at 
least one VM designated to receive the second networking 
packet based on the packet classification, and the service tag 
may comprise information that corresponds to a membership 
of the second networking packet within one VLAN in accor 
dance with any one of a networking protocol, a port based 
protocol, and a port based networking protocol. 
0075 Alternatively, in another embodiment, the address 
determination procedures for the control packet, as described 
above, may comprise the determination of the following 
address data information: (i) determining an egress port (or 
CPU port) of a physical networking switch to be used to 
transmit a second networking packet encapsulating the con 
trol packet, which may also include determining the address 
of a network interface physical port associated with the deter 
mined egress port; (ii) determining information associated 
with a service tag (e.g., IEEE 802.1q S-tag); and (iii) deter 
mining a MAC address corresponding to a VM designated to 
receive and process the second networking packet. Ofcourse, 
in some embodiments, more information may be determined 
and the determination is not limited to the information 
described above. 
0076 Each of the one or more egress ports may comprise 
information that corresponds to an egress port of the at least 
one physical networking Switch which is used to transmit the 
second networking packet, and/or information that corre 
sponds to an address of a network interface physical port 
associated with the egress port. 
0077. The look-up table may be used to look-up program 
mable information that identities at least one of: (i) an egress 
port (or CPU port) of the at least one physical networking 
Switch to be used to transmit the second networking packet, 
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which may also include the address of the network interface 
physical port associated with the egress port, where each CPU 
entry may identify one or multipleVMs; (ii) a service tag e.g., 
IEEE 802.1q S-tag); and (iii) a MAC address corresponding 
to the VM designated to receive and process the second 
packet. The identification of a condition for which the CPU 
Entry orport is to be used to process the content of the second 
networking packet is based on at least some information 
included within the control packet, in some approaches. 
0078. In one approach, a CPU entry may be used as a 
pointer to an entry in the look-up table that includes informa 
tion to be used for generating content for the second network 
ing packet, it is important to no note that each CPU entry may 
identify one or multiple VMs. Furthermore, the information 
used to determine the destination address may also include at 
least one of the following: (i) a source address of the control 
packet; (ii) specific routing information VLAN; (iii) a specific 
request to process the second networking packet in accor 
dance with a programmable (predetermined) procedure; and 
(iv) information that is related to a certain property of the 
control packet. 
0079. In operation 706, a second networking, packet may 
be venerated that includes at least a portion of the control 
packet. This second networking packet may be a L2 packet, 
and may include an outer MAC header where the S-Channel 
is the S-Tag, and includes the MAC address(es) of the VM(s). 
0080. In operation 708, the second packet may be trans 
mitted (forwarded) to a designated port (CPU Port) of a 
physical host server, such as by using an egress port of the 
physical networking switch. In one embodiment, the CPU 
Port may be a physical egress port of the physical host server. 
0081. The physical host server may then receive and pro 
cess the second networking packet using one or more VMS 
thereof, which in turn generate a third networking packet 
based on information included within the second networking 
packet about the control packet. Furthermore, one VM may 
transmit the third networking packet back to the networking 
Switch using at least some of the information included within 
the second networking packet. 
I0082) Now referring to FIG.8, a flowchart of a method 800 
for processing a packet within a networking system is shown, 
according to one embodiment. The method 800 may be per 
formed in accordance with the present invention in any of the 
environments depicted in FIGS. 1-7, among others, in various 
embodiments. Of course, more or less operations than those 
specifically described in FIG.8 may be included in method 
800, as would be understood by one of skill in the art upon 
reading the present descriptions. 
I0083. Each of the steps of the method 800 may be per 
formed by any suitable component of the operating environ 
ment. For example, in some embodiments, the method 800 
may be partially or entirely performed by a virtual control 
plane, a physical control plane, a combination thereof, etc. 
I0084. As shown in FIG. 8, method 800 may initiate with 
operation 802, where a first networking packet is received 
using a first physical networking Switch, such as via an 
ingress port thereof. 
0085. In operation 804, the first packet is classified using 
the first physical networking Switch. 
I0086. In operation 806, a second networking packet based 
on the first networking packet is generated using the first 
physical networking Switch. In a further embodiment, 
0087. In operation 808, the second networking packet is 
forwarded using the physical networking Switch. 
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I0088. In operation 810, the second networking packet is 
received using a physical host server, wherein the physical 
host server is adapted to host a plurality of VMs, each VM 
being adapted for providing a control plane for a particular 
protocol. In this way, each separate protocol. Such as open 
shortest path first (OPSF), spanning tree, border gateway 
protocol (BGP), or any other protocol known in the art, may 
have one or more dedicated VMs which are adapted for pro 
cessing control plane packets for that particular protocol. In 
another embodiment, more than one protocol may be Sup 
ported by a single VM, when the processing requirements are 
loss and handled by a single VM. However, it is most easily 
understood and compartmentalized to have a separate VM 
handle the responsibilities for each separate protocol on a 
one-to-one basis. 
I0089. In operation 812, the second networking packet is 
received using a VM hosted by the physical host server. 
0090. In operation 814, the second networking packet is 
decapsulated, using the VM, to retrieve information about the 
first networking packet. 
0091. In operation 816, processing of the first networking 
packet is handled, handling, using the VM, according to die 
information about the first networking packet to obtain for 
warding information Sufficient to allow the first networking, 
packet to be delivered to its intended destination. 
0092. In operation 818, using the VM, the first networking 
packet is encapsulated into a third networking packet com 
prising the forwarding information. 
I0093. In operation 820, using the VM, the third network 
ing packet is forwarded according to the forwarding informa 
tion. 
0094. In another embodiment, the first classification data 
may be generated based on the second set of information, 
wherein the second set of information may include program 
mable records of information that are stored within the at least 
one physical networking Switch. Also, the first classification 
data may include at least: a first address ID comprising infor 
mation that corresponds to one or more egress ports of the at 
least one physical networking Switch, a service tag compris 
ing information that corresponds to a membership of the 
second packet within exactly one VLAN in accordance with 
any one of a networking protocol, a port based protocol, and 
a port based networking protocol, and a MAC ID including 
information that corresponds to at least oneVM designated to 
receive the second packet. 
0.095 Inaccordance with another embodiment, each of the 
one or more egress ports of the at least one physical network 
ing Switch may include information that corresponds to an 
address of a network interface physical port associated with 
each egress port. 
0096. In operation 808, metadata is determined based on 
information included within the first packet using the first 
physical networking Switch. In one approach, determining 
the metadata may comprise using information included 
within the first packet including at least: a source address of 
the first packet, specific routing information, a specific 
request to process the second packet in accordance with a 
programmable procedure, and information that corresponds 
to a certain property of the first packet. 
0097. In operation 810, a second packet is generated using 
at least the first classification data, the determined metadata, 
and at least a third set of information using the first physical 
networking switch, wherein the third set of information is 
based on information included within the first packet. 
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0098. In one approach, generating the second packet may 
comprise using at least: the first classification data, the meta 
data, and a set of information based on content of the first 
packet. 
0099. In operation 812, the second packet is forwarded 
using an egress port of the first physical networking Switch. 
0100. In operation 814, the second packet is received 
using an ingress port of a first control plane server. 
0101. In operation 816, the first physical networking 
switch and the first control plane server are linked via a 
network. The network comprises at least one of a direct link, 
a wired communication channel, and a wireless communica 
tion channel. 

0102. In a further embodiment, the method 800 may fur 
ther include processing the received second packet using the 
first control plane server, generating a third control packet 
using information included within the second packet, and 
transmitting the third packet to the first physical networking 
Switch using an egress port of the first control plane server. 
0103) In one embodiment, the method 800 may be embod 
ied in a computer program product for processing a first 
networking packet within a networking system. The com 
puter program product may comprise a computer readable 
storage medium having computer readable program code 
embodied therewith, the computer readable program code 
comprising: computer readable program code configured to 
receive a first networking packet; computer readable program 
code configured to classify the first networking packet to 
produce a packet classification; computer readable program 
code configured to determine a destination address to send the 
first networking packet based on the packet classification in 
order to provide processing for the first networking packet by: 
selecting a condition from a look-up table to which the packet 
classification adheres, selecting an entry associated with the 
selected condition, and determining a set of information asso 
ciated with the selected entry, wherein the look-up table com 
prises a plurality of entries, a plurality of conditions, and a 
plurality of sets of information, each condition is associated 
with one entry, each entry is associated with one set of infor 
mation, each set of information comprises destination infor 
mation for one of a plurality of VMs, each VM being adapted 
for providing a control plane for a particular protocol Such 
that the destination information leads the packet to be deliv 
ered to a VM capable of providing a control plane for that 
packet), and any entry is capable of being associated with 
more than one condition. Furthermore, each set of informa 
tion may comprise at least: an address ID, a service tag, and a 
MAC ID, computer readable program code configured to 
generate a second networking packet by encapsulating the 
first networking packet into the second networking packet, 
and computer readable program code configured to forward 
the second networking packet to at least one physical host 
server to handle processing of the first networking packet, 
wherein the address ID comprises information that corre 
sponds to one or more egress ports of a physical networking 
switch, the MAC ID includes a destination address that cor 
responds to at least one VM, of the plurality of VMs, desig 
nated to receive the second networking packet hosted by the 
at least one physical host server based on the packet classifi 
cation, and the service tag comprises information that corre 
sponds to a membership of the second networking packet 
within one VLAN in accordance with any one of a networking 
protocol, a port based protocol, and a port based networking 
protocol. 
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0104. While various embodiments have been described 
above, it should be understood that they have been presented 
by way of example only, and not limitation. Thus, the breadth 
and scope of an embodiment of the present invention should 
not be limited by any of the above-described exemplary 
embodiments, but should be defined only in accordance with 
the following claims and their equivalents. 
What is claimed is: 
1. A method for processing a first networking packet within 

a networking system, the method comprising: 
receiving a first networking packet using a physical net 

working Switch; 
classifying, using the physical networking Switch, the first 

networking packet to produce a packet classification; 
generating, using the physical networking Switch, a second 

networking packet based on the first networking packet; 
forwarding the second networking packet using the physi 

cal networking Switch; 
receiving the second networking packet using a physical 

host server, wherein the physical host server is adapted 
to host a plurality of virtual machines (VMs), each VM 
being adapted for providing a control plane for a par 
ticular protocol; 

receiving, using a VM hosted by the physical host server, 
the second networking packet; 

decapsulating, using the VM, the second networking 
packet to retrieve information about the first networking 
packet; 

handling, using the VM, processing of the first networking 
packet using the information about the first networking 
packet to obtain forwarding information Sufficient to 
allow the first networking packet to be delivered to its 
intended destination; 

encapsulating, using the VM, the first networking packet 
into a third networking packet comprising the forward 
ing information; and 

forwarding, using the VM, the third networking packet 
according to the forwarding information. 

2. The method as recited in claim 1, wherein the generating 
the second networking packet based on the first networking 
packet comprises encapsulating the first networking packet 
into the second networking packet. 

3. The method as recited in claim 1, further comprising 
determining, a destination address to send the first network 
ing packet based on the packet classification in order to pro 
vide processing for the first networking packet. 

4. The method as recited in claim3, wherein the determin 
ing the destination address to provide processing for the first 
networking packet comprises logic adapted to use a look-up 
table to determine the destination address. 

5. The method as recited in claim 4, wherein the using the 
look-up table to determine the destination address comprises: 

selecting a condition from the look-up table to which the 
packet classification adheres; 

selecting an entry associated with the selected condition; 
and 

determining a set of information associated with the 
Selected entry, 

wherein the look-up table comprises a plurality of entries, 
a plurality of conditions, and a plurality of sets of infor 
mation. 
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6. The method as recited in claim 5, 
wherein each condition is associated with one entry, 
wherein each entry is associated with one set of informa 

tion, 
wherein each set of information comprises destination 

information for one of the plurality of VMs, and 
wherein any entry is capable of being associated with more 

than one condition. 
7. The method as recited in claim 5, 
wherein each set of information comprises at least: an 

address identifier (ID), a service tag, and a media access 
control (MAC) ID, 

wherein the address ID comprises information that corre 
sponds to one or more egress ports of the at least one 
physical networking Switch, 

wherein the MAC ID includes a destination address that 
corresponds to at least one VM of the plurality of VMs 
designated to receive the second networking packet 
based on the packet classification, and 

wherein the service tag comprises information that corre 
sponds to a membership of the second networking 
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packet within one virtual local area network (VLAN) in 
accordance with any one of a networking protocol, a 
port based protocol, and a port based networking proto 
col. 

8. The method as recited inclaim 7, wherein each of the one 
or more egress ports comprises: 

information that corresponds to an egress port of the at least 
one physical networking Switch which is used to trans 
mit the second networking packet; and/or 

information that corresponds to an address of a network 
interface physical port associated with the egress port. 

9. The method as recited in claim 1, wherein the classifying 
the first networking packet to produce the packet classifica 
tion utilizes at least: 

a source address of the first networking packet; 
specific routing information of the first networking packet; 

and 
information that corresponds to a certain property of the 

first networking packet. 
k k k k k 


