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(57) ABSTRACT

Embodiments of the present disclosure provide a software
defined network publish-subscribe system and method. The
software defined network publish-subscribe system com-
prises a controller, an administrator controller, a sequencing
subsystem and a message multi-backup cache subsystem.
The controller is configured to process publish-subscribe
transactions in clusters, and comprises sequencing nodes
used for generating ordered serial numbers for messages and
cache nodes for caching the messages. The administrator
controller is configured to simultaneously perform functions
of the controller and manage software-defined network. The
sequencing subsystem is configured to realize the coopera-
tive sequencing between the administrator controller and the
sequencing nodes. The message multi-backup cache subsys-
tem is configured to realize the consistency of the messages
through the administrator controller and the cache nodes.
Through the interaction of various modules, the consensus
of various subscribers on the messages and the message

(Continued)

plasior mangement

& 35 Relisble message access
ciber

o Missi e 1
o0 @ wessags forwiding path

ing aumber apy
e oulti-copy cache randute
i iy

s 14: Refiable monitaring of edgy nodes
i

32 Administrator recomputation



US 11,729,133 B2
Page 2

serial numbers is realized on the software defined network
publish-subscribe system.

6 Claims, 7 Drawing Sheets

(56) References Cited
U.S. PATENT DOCUMENTS

2015/0172383 Al 6/2015 Decusatis et al.
2018/0213018 Al* 7/2018 Madani
2018/0302343 Al* 10/2018 Lokman ...
2019/0147093 Al* 5/2019 Ikkaku

HO4L 67/561
.. HO4L 41/122
HO4L 69/28
707/737
2019/0208032 Al* 7/2019 Sivasubramanian ....................
HO4L 1/1614

OTHER PUBLICATIONS

Title of the Item: China Master’s Theses Full-text Database Publi-
cation Date: Aug. 15, 2019 Name of the Author: Guanqun Zhang
Article Title: Research and Design of Multimedia Transmission
Over Pub/Sub System in SDN Networks.

* cited by examiner



U.S. Patent Aug. 15, 2023 Sheet 1 of 7 US 11,729,133 B2

$ N
Y 3
Y AN RS A RS AR A A Y SR AR AR YA AR S 3
§ * A H
? 3 ¥ i K
3 N 2
¥ E 3 23
N H 12 i ; ~ 5
; £ N . . ;
! H pERRRR iz N
¥ 3 = 2
ARERAT VAR VA R R WAl U VD daaT U N S A AR O O e <
: 3
s g vy NS e 9 A S SR X SR ey, B oy
¥ = 3 o - 3y NPy 3
: 1 i 3 2 N
3 b X l 3 3 BN 3
3 3 s £ LR T ¥
¥ § o BN 3
5] 3 N
o R R & ! S 3
3 X 2 N o i YT ~ E
: B % g g ) 1
3 e o~ 3 { ] 3
§ $ W & R b 28 3 H
S T 3 »
¥ 3 & LR 3
M A § o oEY: 3 b
N H 3 H S5 & 3
3 § T 2 Ev Y ko »
3 4 3 N % 2 eyl 3
N % ; N T EYD 3
§ § : EE H
N 3 »': 3 ¥
. N § PR 3
* : * 6 M
S s e e 3 5 = 3
¥ 3 ¥
¥ . it 3 X
¥ 3 b 3 2
£ % i ¥y H
S 1 3
RVSVENEN ey RO 3 3 kY & by
¢ 7 H ¥ H 383 j H
s $ A RN S A M
N N T3 38 S X
: T ) ]
N H 3 H ” 3
N 3 R 17 s TR £ 154 (g e ) 3
N < TSN £ R N z A h %
3 2 H A £ 3 - 3
. : 3 }
3 R 3 AR NN kS 2 -
N N R T R e v a8 Vi s e T o A e e A A, 33 A A Y B e A
3 H H
3 S N
N R RS
X G
3 £ <Y I XA W ARK S R N RS Y AR AR YR AR A R VAR AR 1 AR 2 AR SRR SRR A XA 3 KRR S AR AR W MR ARG SRR IR T AR AR AR N ARV AR
3 *
: 3 N
H : § ;
R S b ; k] HY 33
< g Pt Ry k U,
B e ae e an s o 4

A AN OISR IS

~

11 Administrator 20 System management and control platform management
3:  Function servitization 4: Publisher 5 Relable message sccess
: node selectionn 70 Subsertber
Missing message serial number apphication 9 Missing message request
essage mubt-copy cache modnde based on a message forwarding path
g node selection 12: Cache metadata protection
13 Saving nodes 14 Relable monitoring of edge nodes
{5 lowest-cost multi-point cache mechanism
{6 Mudti-point backup consistency guarantes
17: Mossage missing roqnost processing T8 Quick search of cache dats
1% Topology management oriented o sequencing optiniization
20 Routing management onented to message cache optimization
21 Claster  controller  topology  pipeline,  publish-subscribe  management,  routing
mansgaement and flow table menagement. 22 SDN switch
23 Distributed sequencing module 240 Segpencing node selection
237 Token menapement sertal number synchronization
260 Crash managment of sequencing nodes 270 Sequencing node
28; Cooperative sequencing 297 Crash Management basod on moderator tokens
3 Sequencing algorithm based on message amival sequence
11 Missmg serial mumber request processing 32: Administrator recomputation
33 Flow table goneration management based on bypass cache

bt

FiG. 1



US 11,729,133 B2

Sheet 2 of 7

Aug. 15,2023

U.S. Patent

Ao ouw

BUHEIDAL DIA

3701 10U 957 gl 11D

P2 0HANY (21T GOLRLETENRS 124

goremdod

MK AL LN
DAY m
1230y 4

AUInEE] M)

Uik J LR 1

DIOUSMYS TP SPBI0XD
ape Fraouonbas sums oy
O3 suaNoy TIIResT AAnnoIse

3O ST O IO DY |

\\.\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\

SAF U

memﬁﬁm B SPIAAS apou
_ m%

)

a1 um,t oy % E@Em

%
%
%
%
=,

SAROU JO JP
LR 00T TUO

HH soypdar Suiareosy
aouRLp Fagajop

apeny Fugouanbog

%,
\mm& SM“« FAEY W
g
7
Z
7
Dol
PHME S WT 112

R 21 Burawy

21

\\\,\w“\x\\\x\\\\\\

NN

431 mﬁﬁb&@ J
v

AENE B
am&, HELELISY O

151 apo
Fusouordas 2 Fumss)

3

AR

ABULOU Y

PSSR

“pangg segdas B

M Ws;ﬁx HRig
Braagaony

m\ucx.

ST

#

3 ]




US 11,729,133 B2

Sheet 3 of 7

Aug. 15,2023

U.S. Patent

v DI

T

W\\\\\\\\\\\ \\ mmw 1 m? m %

"

ki

BE UMQY,

“&\\h{s\\,\\‘w

P SRGIEY JRLERS DRI (DURS
Wi ST [RTIRS [RIYL (240000

SUOYR (AT

¥ iR ARG
HILEE YONBHELN Psg

L5 I RHIY RIS

VRIMED SHARDODY

e
7
i

1A
POATIORE BIH0T b

.wmwwm.ﬁn_m.u,m VO] TURE
|
iy wﬁbxﬁmn m \\\\\\\\\\\\\\\\\\\\\\\\\\\m
PS4
i A €
PUE 35 D.mu_..E
:ﬁ?ﬁ,m

S

DO

&
e

51] 3] o
e )51 p B

1 23510 JURAEND 2

AOHETHOY 1DAI030Y

P

\\*\»\\\&\\

%,
%
%
H

UROP LG

MY £ Amsnga:

wx)C



U.S. Patent Aug. 15,2023 Sheet

4 of 7 US 11,729,133 B2

L¥ 3

JREEEERRAR NS
X

et
"""""""""""""""""""""""""""""" g &

LY
| S
.}g\}\\ 1o

3 §
\\\\\\\\\\\\\\Q\\\X\\\\\\\\\?f’\
3
¥

1

NSRS NN

13
¥

R 3
NN

s

Ny
3

Receive: Notice of election of other nodes
Recerve: other nodes have been elected
Receive: less than half of the votes

No message received overtime 3
Send: voting request 1 Candidate
11: Receive: exceed half of the votes

D

Re

o w3 LA

G

A 5 3}
3 ;
N
. §\ & 3
JpRees Ry
ER. \\\\\\\\\\\%\\\\\\\\\\\\\*‘
3

.......

&
R EEPRIRTRPI R TIIeOre

S
& \

{ 3

o o by
s 3 §
Y e &
X RS
RS

-,

a2

Waiting
4 Qvertime
6. Normal operation

Preparing for elections

12: Administrator preparation

13: Send: notice of election ; Receive: synchronization of serial numbers

14: Administrator startup
mvalid; Send:  node has been invalid
161 Recetve: voting request
18: No message received overtime
20: Preparing to vote 23: Voted

13: A node that mitiates the application has been

17: Recorve: a node has alveady been selectod
19: Reced

ive: node has beon brvalid
23 End

21: A node that initiates the application is a valid node; Sead: voting
24: Vote requests from other nodes are received and will not be processed.

FiG, 4



U.S. Patent Aug. 15, 2023 Sheet 5 of 7 US 11,729,133 B2

s R

NN W

FIG. 5

P
8 &
[
2 &
P
= 8
o o9
o5

EPOUp

ax
nd




U.S. Patent Aug. 15, 2023 Sheet 6 of 7 US 11,729,133 B2

"

AU TR SR

3
3
ey
X X

Ty

i
RS oo
S
NSRRI Sy

3 o
{
g SR

RN i : \\W\\%
T IR R
N
B
s}
o
g
. ~
SRR 13 LN
Tosssvny
i
45

oy
S
NRRRRRRRR
Doy
21
w16

R
Tt
S:V%\“\

§
ST

synchromizing cvele 2: Temporary cache node
Bypass monitoring subject 4:  Storing messages in i memory
Messages m-n & Synchronous completion of messages m-n

Deleting messages m-n 8:  Network edge cache nodes
Serial number monitoring  10: Matching serial numbers with messages

11: Persistently storing messages 120 Moessages senial numbers m-n

: Missing message serial numbers i4:  Obtaming messages

17: Backup nodes 18 Bypass monitoring subject
19: Storing messages in  memaory

20: Caleulating missing message serial numbers

21: Persistently storing messages

pur

FiG. 6



U.S. Patent Aug. 15, 2023 Sheet 7 of 7 US 11,729,133 B2

sending admimistrator tokens to sequencing nodes
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cluster in the network and the publishing situation of each cluster node, and
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determining whether the sequencing nodes crash or not
according to the received replies from the sequencing nodes
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SOFTWARE DEFINED NETWORK
PUBLISH-SUBSCRIBE SYSTEM AND
METHOD

CROSS-REFERENCE TO RELATED
APPLICATIONS

The application claims priority to Chinese patent appli-
cation No. 202010314160.9, filed on Apr. 20, 2020, the
entire contents of which are incorporated herein by refer-
ence.

TECHNICAL FIELD

The present disclosure relates to the field of message
communication, and in particular to a software defined
network publish-subscribe system and method.

BACKGROUND

A Software Defined Network (SDN) is a new network
innovation architecture proposed by Stanford University in
the United States, and it is a way to realize network
virtualization. In the software architecture, publish-sub-
scribe is a message paradigm in which senders (called
publishers) of messages do not send the messages directly to
specific recipients (called subscribers). Instead, published
messages are divided into different categories without know-
ing which subscribers (if any) may exist.

The software defined network publish-subscribe system
combines the characteristics of a publish-subscribe system
and SDN network. With the help of SDN network’s char-
acteristics of control and forwarding separation, centralized
control and programmability, the software defined network
publish-subscribe system solves the problems of real-time
performance and security in traditional network. At the same
time, combined with the characteristics of the publish-
subscribe system, the software defined network publish-
subscribe system decouples the two sides of message com-
munication, the specific message forwarding and routing
calculation functions are provided by the system, and finally,
a stable and efficient message middleware network is con-
structed. At the same time, it is also a decentralized message
communication network with fast transmission.

However, with the growing scale of the software defined
network publish-subscribe system and the increasing num-
ber of messages, the system needs to realize the consensus
of messages and message serial numbers. Message consen-
sus mainly means that if a message is passed to a subscriber,
all subscribers who subscribe to the message can receive the
message; and the consensus of message serial numbers
refers to the global ordering of the messages in the system.
The software defined network publish-subscribe system is a
distributed decentralized system, so the current distributed
consensus mechanism cannot be directly applied to the
system.

SUMMARY

The embodiment of the present disclosure provides a
software defined network publish-subscribe system.
Through the interaction of various modules, the consensus
of various subscribers on messages and message serial
numbers is realized on the software defined network pub-
lish-subscribe system.
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In first aspect, the embodiment of the present disclosure
provides a software defined network publish-subscribe sys-
tem, which comprises:

a controller, an administrator controller, a sequencing
subsystem and a message multi-backup cache subsystem.

The controller is configured to process publish-subscribe
transactions in clusters, and comprises sequencing nodes
used for generating ordered serial numbers for messages and
cache nodes for caching the messages;

the administrator controller is configured to simultane-
ously perform functions of the controller and manage soft-
ware-defined network;

the sequencing subsystem is configured to realize the
cooperative sequencing between the administrator controller
and the sequencing nodes; and

the message multi-backup cache subsystem is configured
to realize the consistency of the messages through the
administrator controller and the cache nodes.

Optionally, the sequencing subsystem is configured to:

drive the sequencing nodes in the controller to sequence
the messages according to administrator tokens, and
sequence the messages in batches in a distributed sequenc-
ing mode when the sequencing nodes are multi-sequencing
nodes; and

the sequencing nodes issue the serial numbers in a sec-
ondary broadcast mode.

Optionally, the sequencing subsystem specifically com-
prises:

a sequencing node selection module configured to realize
the selection of the sequencing nodes through the adminis-
trator controller;

a sequencing node crash management module configured
to realize the crash management of the sequencing nodes
through the administrator controller;

an administrator controller crash management module
configured to realize the crash management of the admin-
istrator controller through the sequencing nodes; or

an administrator controller reselection module configured
to realize the reselection of the administrator controller
through the sequencing nodes.

Optionally, the sequencing node selection module is fur-
ther configured to:

define one sequencing node for each subject tree by taking
the subject tree as a unit; and

monitor the messages according to the sequencing nodes
when the publishing nodes publish the messages.

The sequencing node crash management module is further
configured to: select the sequencing nodes through a
sequencing node selection algorithm according to the topol-
ogy situation of each cluster in the network and the pub-
lishing situation of each cluster node, and

send the selected sequencing nodes to the administrator
controller through broadcasting;

wherein the administrator controller determines whether
the sequencing nodes crash or not according to the received
replies from the sequencing nodes.

Optionally, the administrator controller crash manage-
ment module is further configured to:

start a sequencing thread, and send a successful starting
message to the administrator controller, and

determine whether the administrator controller crashes or
not according to the received reply from the administrator
controller.

The administrator controller reselection module is further
configured to:
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send a voting application to other sequencing nodes
except the present sequencing node, and vote for the present
sequencing node; and

select a new administrator controller according to the
received messages sent by other sequencing nodes.

Optionally, the message multi-backup cache subsystem
specifically comprises:

a cache node selection module configured to select the
cache nodes comprising temporary cache nodes, network
edge cache nodes and backup cache nodes;

a message cache management module configured to real-
ize the persistent storage of the messages, and adopt a
double-layer index mode to realize the quick search of the
messages; and

a node-to-node message synchronization module config-
ured to synchronize the messages among the temporary
cache nodes, the network edge cache nodes and the backup
cache nodes.

Preferably, the cache node selection module is further
configured to:

define publishing nodes of the messages as the temporary
cache nodes;

divide publishing clusters into no less than one publishing
group according to the publish-subscribe situation and
physical connection situation of the system, and select one
central publishing cluster in each publishing group as the
network edge cache node; and

select no less than one cluster node on a message for-
warding path of the publishing group as a backup cache node
of the network edge cache node.

Optionally, the node-to-node message synchronization
module is further configured to:

regularly send the messages in batches to the network
edge cache nodes through the temporary cache nodes;

match the ID numbers of the messages with the serial
numbers through the network edge cache nodes, cache the
messages in files according to the serial number sequence
after successful matching, and send a paired ID number and
serial number list to the backup cache nodes;

calculate current missing messages through the backup
cache nodes, and return the serial numbers of the missing
messages thereof to the network edge cache nodes; and

synchronize the missing messages of the backup cache
nodes to the backup cache nodes through the network edge
cache nodes.

In second aspect, the embodiment of the present disclo-
sure provides a software defined network publish-subscribe
method, which comprises the following steps:

sending the administrator tokens to the sequencing nodes;

sequencing the messages by the sequencing nodes, and
sequencing the messages in batches in a distributed sequenc-
ing mode when the sequencing nodes are multi-sequencing
nodes;

selecting the sequencing nodes according to the topology
situation of each cluster in the network and the publishing
situation of each cluster node, and sending the selected
sequencing nodes through broadcasting;

determining whether the sequencing nodes crash or not
according to the received replies from the sequencing nodes;
and/or

sending a message of success in starting the thread, and
determining whether the administrator controller crashes or
not according to the received feedback information.

Optionally, the method further comprises:

defining the publishing nodes of the messages as the
temporary cache nodes, selecting the central publishing
clusters as the network edge cache nodes from the publish-
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4

ing groups, and selecting the cluster nodes on message
forwarding paths of the publishing groups as the backup
cache nodes of the network edge cache nodes;

persistently storing the messages through the network
edge cache nodes;

regularly sending the messages in batches to the network
edge cache nodes through the temporary cache nodes;
matching the ID numbers of the messages with the serial
numbers through the network edge cache nodes, and caching
the messages in the files according to the serial number
sequence; and calculating the current missing messages
through the backup cache nodes, and synchronizing the
missing messages of the backup cache nodes to the backup
cache nodes through the network edge cache nodes.

The software defined network publish-subscribe system
provided by the embodiment of the present disclosure com-
prises a controller, an administrator controller, a sequencing
subsystem and a message multi-backup cache subsystem.
The sequencing nodes in the controller are driven by admin-
istrator tokens to sequence the messages, and determined
serial numbers are issued in a secondary broadcast mode.
The synchronization of network edge cache nodes and
backup nodes thereof is also realized through the message
multi-backup cache subsystem.

BRIEF DESCRIPTION OF DRAWINGS

In order to describe the technical solutions in the embodi-
ments of the present disclosure or the prior art more clearly,
the drawings required to be used in the description of the
embodiments or the prior art will be briefly introduced
below. It is apparent that the drawings described below are
only some embodiments of the present disclosure. Those of
ordinary skill in the art may further obtain other drawings
according to these drawings without creative work.

FIG. 1 is an architectural diagram of a software defined
network publish-subscribe system according to the present
disclosure.

FIG. 2 is a state diagram of sequencing node crash
management according to an embodiment of the present
disclosure.

FIG. 3 is a state diagram of administrator crash manage-
ment according to an embodiment of the present disclosure.

FIG. 4 is a state diagram of administrator reselection
according to an embodiment of the present disclosure.

FIG. 5 is a relationship diagram of publishing groups,
network edge cache nodes and backup cache nodes accord-
ing to an embodiment of the present disclosure.

FIG. 6 is a sequence diagram of message backup syn-
chronization according to an embodiment of the present
disclosure.

FIG. 7 is a flowchart of a software defined network
publish-subscribe method provided by the embodiment of
the present disclosure.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

In order to make objects, technical solutions and advan-
tages of embodiments of the present disclosure clearer, the
technical solutions in the embodiments of the present dis-
closure are clearly and completely described below in con-
junction with the accompanying drawings in the embodi-
ments of the present disclosure, and it is apparent that the
described embodiments are parts of embodiments rather
than all embodiments of the present disclosure. All other
embodiments obtained by a person of ordinary skill in the art
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based on the embodiments of the present disclosure without
creative efforts shall fall within the protection scope of the
present disclosure.

As shown in FIG. 1, the embodiment of the present
disclosure provides a software defined network publish-
subscribe system, which comprises:

a controller, an administrator controller, a sequencing
subsystem and a message multi-backup cache subsystem.

The controller is configured to process publish-subscribe
transactions in clusters, and comprises sequencing nodes
used for generating ordered serial numbers for messages and
cache nodes for caching the messages;

the administrator controller is configured to simultane-
ously perform functions of the controller and manage soft-
ware-defined network;

the sequencing subsystem is configured to realize the
cooperative sequencing between the administrator controller
and the sequencing nodes; and

the message multi-backup cache subsystem is configured
to realize the consistency of the messages through the
administrator controller and the cache nodes.

Specifically, the software defined network publish-sub-
scribe system provided by the embodiment of the present
disclosure further comprises publishing nodes, which are
used for providing interfaces for publishing messages to
users, receiving the messages published by the users, gen-
erating a unique 1D serial number for each message, and
finally encapsulating the message with the unique ID for
forwarding. The publish-subscribe system further comprises
subscribing nodes, which are used for providing subscribing
interfaces to the users, are responsible for corresponding the
messages to the serial numbers, and make query requests
when the messages or the message serial numbers are
confirmed. The publish-subscribe system further comprises
a switch, which is mainly responsible for forwarding the
messages according to forwarding rules issued by the con-
troller.

Wherein the controller is mainly configured to process the
publish-subscribe transactions in the clusters, meanwhile
has the functions of topology management, routing manage-
ment and flow table management for physical environment
processing, and is one of the core components of SDN. In
addition, the concepts of the sequencing nodes and the cache
nodes are also defined on the controller. The sequencing
nodes are responsible for generating the ordered serial
numbers for the messages, and the cache nodes realize the
caching of the messages. Wherein the administrator control-
ler is a special kind of controller, and has the functions of the
controller and the function of managing the whole network.

The sequencing subsystem is mainly configured to realize
cooperative sequencing between the administrator controller
and the sequencing nodes. In addition, the administrator
controller is also responsible for the selection and crash
management of the sequencing nodes, and the sequencing
nodes are responsible for the crash management of an
administrator and the reselection of the administrator after
the administrator crashes.

The message multi-backup cache subsystem is configured
to select the cache nodes, manage message caching and
synchronize messages between nodes. Wherein the admin-
istrator controller is responsible for selecting the cache
nodes, the cache nodes in the controller are configured to
manage the message caching, and the network edge cache
nodes are configured to realize the consistency of the
messages between the network edge cache nodes and the
backup cache nodes.
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As an embodiment of the present disclosure, the sequenc-
ing subsystem is mainly configured:

drive the sequencing nodes in the controller to sequence
the messages according to administrator tokens, and
sequence the messages in batches in a distributed sequenc-
ing mode when the sequencing nodes are multi-sequencing
nodes; and

the sequencing nodes issue the serial numbers in a sec-
ondary broadcast mode.

Specifically, the sequencing subsystem is configured to
realize cooperative sequencing between the administrator
controller and the sequencing nodes, wherein in the
sequencing process, the administrator controller drives the
sequencing nodes to perform sequencing through the tokens,
the messages are sequenced in batches in a distributed
sequencing mode when the sequencing nodes are multi-
sequencing nodes, and after sequencing is completed, the
sequencing nodes issue the serial numbers in a secondary
broadcast mode.

As an embodiment of the present disclosure, the sequenc-
ing subsystem specifically comprises:

a sequencing node selection module configured to realize
the selection of the sequencing nodes through the adminis-
trator controller;

a sequencing node crash management module configured
to realize the crash management of the sequencing nodes
through the administrator controller;

an administrator controller crash management module
configured to realize the crash management of the admin-
istrator controller through the sequencing nodes; or

an administrator controller reselection module configured
to realize the reselection of the administrator controller
through the sequencing nodes.

Specifically, the sequencing subsystem comprises the
following modules: the sequencing node selection module,
the sequencing node crash management module, the admin-
istrator controller crash management module, and the
administrator controller reselection module. Various mod-
ules are respectively configured to realize the selection and
crash management of the sequencing nodes, and the crash
management and reselection of administrator controller
through the cooperation of the administrator controller and
the sequencing nodes.

As an embodiment of the present disclosure, the sequenc-
ing node selection module is further configured to

define one sequencing node for each subject tree by taking
the subject tree as a unit; and

monitor the messages according to the sequencing nodes
when the publishing nodes publish the messages.

The sequencing node crash management module is further
configured to: select the sequencing nodes through a
sequencing node selection algorithm according to the topol-
ogy situation of each cluster in the network and the pub-
lishing situation of each cluster node, and

send the selected sequencing nodes to the administrator
controller through broadcasting,

wherein the administrator controller determines whether
the sequencing nodes crash or not according to the received
replies from the sequencing nodes.

Specifically, the sequencing node selection module
defines a sequencing node for each subject tree by taking the
subject tree in the publish-subscribe system as a unit, and
monitors the messages published by the publishing nodes
through the sequencing node of each subject tree.

Further, as shown in FIG. 2, the specific functions of the
sequencing node crash management module are as follows:
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1. the administrator controller selects appropriate
sequencing nodes through the sequencing node selection
algorithm according to the topology situation of clusters in
the network and the publishing situation of each cluster
node, issues a selection result to each controller in the form
of broadcast, and waits for the reply of successful creation
of each sequencing node:

2. for the reply received by the administrator controller
within the timeout period, there are the following four
situations:

a) the administrator controller receives the reply of suc-
cessful creation of all the sequencing nodes, determines at
this time that the sequencing list is successfully issued, and
all the sequencing nodes are successfully initialized, and at
this time, goes to step 4;

b) the administrator controller receives replies from more
than half of sequencing nodes, and determines at this time
that sequencing nodes that do not reply may have problems,
so deletes these sequencing nodes from the list, and step 1
is repeated:

c¢) the administrator controller receives the replies from
less than half of the sequencing nodes, determines at this
time that there may be problems in the issuing process of the
administrator list, so reissues the sequencing node list and
records the issuing number or times; and

d) the number of times that the administrator controller
continuously issues the list exceeds the threshold, and it is
determined at this time that there is a problem with the
administrator.

3. The administrator controller enters the token holding
state and prepares to issue the token. The administrator
controller sends the initial serial number of the token to the
next sequencing node in a token ring and waits for the from
the current sequencing node.

4. for the reply from the sequencing nodes within the
timeout period, there are the following three situations:

a) the administrator controller receives the reply from the
current sequencing node, which includes a termination serial
number, and at this time, goes to step 5;

b) the administrator controller does not receive a reply,
and the retransmission times do not exceed the retransmis-
sion threshold, so the administrator controller retransmits
the initial serial number of the token to the sequencing node,
and records the retransmission times; and

¢) the administrator controller does not receive a reply, the
retransmission times exceed the retransmission threshold, it
is determined at this time that the sequencing node crashes,
the token is frozen, the sequencing node is deleted from the
list, and step 1 is repeated.

5. The administrator controller enters the token issuing
preparation state, and officially issues the token to the
current node.

6. for the reply from the sequencing nodes within the
timeout period, there are the following three situations:

a) the administrator controller receives the reply from the
current sequencing node, the token is returned to the admin-
istrator controller at this time, and step 3 is repeated;

b) the administrator controller does not receive a reply,
and the retransmission times do not exceed the retransmis-
sion threshold, so the administrator controller retransmits
the token to the sequencing node, and records the retrans-
mission times; and

¢) the administrator controller does not receive a reply, the
retransmission times exceed the retransmission threshold, it
is determined that the sequencing node crashes at this time,
the token is frozen, the sequencing node is deleted from the
list, and step 1 is repeated.
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As an embodiment of the present disclosure, the admin-
istrator controller crash management module is further con-
figured to:

start a sequencing thread, and send a successful starting
message to the administrator controller, and

determine whether the administrator controller crashes or
not according to the received reply from the administrator
controller.

The administrator controller reselection module is further
configured to:

send a voting application to other sequencing nodes
except the present sequencing node, and vote for the present
sequencing node; and

select a new administrator controller according to the
received messages sent by other sequencing nodes.

Specifically, as shown in FIG. 3, the specific functions of
the administrator crash management module are as follows:

1. when the controller receives the sequencing node list
from the administrator controller and the current cluster is in
the list, it indicates that the current cluster has been selected
as the sequencing node, and at this time, the sequencing
node starts the sequencing thread and sends a successful
startup message to the administrator controller;

2. the sequencing node enters the token waiting state, and
for receiving a reply from the administrator controller with
the timeout period, there are the following two main situa-
tions:

a) the sequencing node receives the initial serial number
of the token sent by the administrator controller, and at this
time, goes to step 3;

b) the sequencing node receives a cluster list message
again, replies a message that the administrator controller has
started, resets the timeout period, and returns to step 2;

¢) the sequencing node does not receive any message, it
is determined at this time that the administrator controller
crashes, and the administrator controller reselection module
is entered;

3. the sequencing node calculates the number of messages
in the current message queue, obtains the termination serial
number, and replies to the administrator controller;

4. at this time, the sequencing node enters the token
receiving preparation state, and is ready to receive the token;
and for receiving a reply from the administrator controller
with the timeout period, there are the following two main
situations:

a) the sequencing node receives a token message sent by
the administrator controller, then enters the token holding
state, starts to distribute serial numbers for messages in the
message queue, broadcasts the serial numbers, sends a token
release message, releases the token, and returns to step 2;

b) the sequencing node receives the initial serial number
of the token again, replies to the termination serial number
of the administrator controller, and resets the timeout period,
and step 4 is repeated; and

¢) the sequencing node does not receive any message, it
is determined at this time that the administrator controller
crashes, and the administrator controller reselection module
is entered.

Specifically, as shown in FIG. 4, the specific functions of
the administrator reselection module are as follows:

1. The sequencing node fails to receive a message from
the administrator controller after timeout, determines at this
time that the administrator controller crashes and actively
initiates the election. The sequencing note sends a voting
application to other nodes, votes for yourself, and waits for
the reply from other nodes.
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2. According to the messages from other nodes, there may
be the following four results:

a) if receiving more than half of the votes (including own
vote), the current sequencing node will win the election and
become the new administrator controller, and goes to step 3;

b) when the current sequencing node is told that other
sequencing node has been elected, the current sequencing
node switches to the normal operation state by itself;

¢) if more than half of the votes are not received within the
timeout period, enter the waiting state, and after the waiting
time, enter step 1 again; and

d) receiving a message that the current sequencing node
has been deleted, indicating that the node is unavailable, and
the sequencing node actively shuts down the service.

3. After the current sequencing node wins the election, the
current sequencing node becomes the new administrator
controller, will immediately send messages to all nodes to
prevent the rest nodes from triggering a new election, sends
a serial number synchronization request to the nodes and
synchronizes the current serial numbers.

As an embodiment of the present disclosure, the message
multi-backup cache subsystem specifically comprises:

a cache node selection module configured to select the
cache nodes comprising temporary cache nodes, network
edge cache nodes and backup cache nodes;

a message cache management module configured to real-
ize the persistent storage of the messages, and adopt a
double-layer index mode to realize the quick search of the
messages; and

a node-to-node message synchronization module config-
ured to synchronize the messages among the temporary
cache nodes, the network edge cache nodes and the backup
cache nodes.

Specifically, the message multi-backup cache subsystem
comprises the cache node selection module, the message
cache management module and the node-to-node message
synchronization module. The function of the message multi-
backup cache submodule is completed by the administrator
controller and the cache nodes, wherein the administrator
controller is responsible for the selection of the cache nodes,
and the cache nodes are responsible for realizing the lowest-
cost multi-point cache mechanism, the quick search of the
messages and the consistency of multi-point backup.

As an embodiment of the present disclosure, the cache
node selection module is further configured to

define publishing nodes of the messages as the temporary
cache nodes;

divide publishing clusters into no less than one publishing
group according to the publish-subscribe situation and
physical connection situation of the system, and select one
central publishing cluster in each publishing group as the
network edge cache node;

select no less than one cluster node on a message for-
warding path of the publishing group as a backup cache node
of the network edge cache node;

Specifically, the cache node selection module is config-
ured to define and select each cache node in the system, so
that the backup of the messages can be carried out smoothly.
The functions of the cache node selection module include:
defining the publishing nodes of the messages as the tem-
porary cache nodes, dividing publishing clusters into no less
than one publishing group according to the publish-sub-
scribe situation and physical connection situation of the
system, and selecting one central publishing cluster in each
publishing group as the network edge cache node; and
selecting no less than one cluster node on the message
forwarding path of the publishing group as the backup cache
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node of the network edge cache node. Election and defini-
tion of different cache nodes are prerequisites for realizing
message synchronization between nodes.

As an embodiment of the present disclosure, the node-
to-node message synchronization module is further config-
ured to:

regularly send the messages in batches to the network
edge cache nodes through the temporary cache nodes:

match the ID numbers of the messages with the serial
numbers through the network edge cache nodes, cache the
messages in files according to the serial number sequence
after successful matching, and send a paired ID number and
serial number list to the backup cache nodes;

calculate current missing messages through the backup
cache nodes, and return the serial numbers of the missing
messages thereof to the network edge cache nodes; and

synchronize the missing messages of the backup cache
nodes to the backup cache nodes through the network edge
cache nodes.

Specifically, as shown in FIG. 5, when the messages are
published, the messages are sent to subscribers through the
message forwarding paths, and each backup node obtains
the message on the path in a bypass monitoring manner, and
caches the message in a memory first. At the same time, the
temporary cache nodes also obtain the topic messages in a
bypass monitoring manner. Then, the temporary cache nodes
regularly send the messages to the network edge cache
nodes in batches through reliable connection with the net-
work edge cache nodes. As the messages may be lost in
network transmission, and the message forwarding path of
the present system is a multi-source minimum disconnected
subgraph, the backup cache node cannot be on the forward-
ing paths of all the publishing nodes, so all the messages
published by the publishing clusters in the publishing groups
cannot be received. The network edge cache nodes will
synchronize the messages with the backup cache nodes
regularly to ensure the consistency of multi-point caches.

In order to realize the synchronization of the messages
between the nodes, as shown in FIG. 6, when the messages
are published, both the temporary cache nodes and the
backup cache nodes perform bypass monitoring on the
messages and firstly store the message in the memory.
Wherein the temporary cache nodes regularly send the
messages in batches to the network edge cache nodes, and
set the ID numbers of the messages at this time as m-n. Then,
the network edge cache nodes match the ID numbers of the
messages with the serial numbers, and if there is a message
missing a serial number, a missing serial number request is
made to the sequencing node. After all the messages are
successfully matched, the messages are cached in the files
according to the sequence of the serial numbers, and the
paired ID number and serial number list is sent to the backup
cache nodes after the messages are successfully saved. The
backup cache nodes calculate the current missing messages
and return the serial numbers of the missing messages. The
network edge cache nodes synchronize the missing mes-
sages of the backup cache nodes to the backup cache nodes,
and the backup cache nodes cache the received missing
messages in the files and return messages of successful
synchronization. At this time, the network edge cache nodes
also return messages of successful synchronization to the
temporary cache nodes, and the temporary cache nodes
delete the messages in the memory. So far, the consistency
synchronization of the messages m-n is completed.

As shown in FIG. 7, the embodiment of the present
disclosure further provides a software defined network pub-
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lish-subscribe method based on the above software defined
network publish-subscribe system, which comprises:

step 101. sending the administrator tokens to the sequenc-
ing nodes;

step 102. sequencing the messages by the sequencing
nodes, and sequencing the messages in batches in a distrib-
uted sequencing mode when the sequencing nodes are
multi-sequencing nodes;

step 103. selecting the sequencing nodes according to the
topology situation of each cluster in the network and the
publishing situation of each cluster node, and sending the
selected sequencing nodes through broadcasting;

step 104. determining whether the sequencing nodes crash
or not according to the received replies from the sequencing
nodes; and/or

step 105. sending a message of success in starting the
thread, and determining whether the administrator controller
crashes or not according to the received feedback informa-
tion.

Specifically, the sequencing subsystem realizes the
sequencing of the messages through the cooperation of the
administrator controller and the sequencing nodes. The
sequencing process comprises steps that: the administrator
controller sends the administrator tokens to the sequencing
nodes, the sequencing nodes sequence the messages after
receiving the administrator tokens, the messages are
sequenced in batches in a distributed sequencing mode when
the sequencing nodes are multi-sequencing nodes, and after
sequencing is completed, the sequencing nodes issue the
serial numbers in a secondary broadcast mode.

Further, the functions of the sequencing subsystem also
include the crash management of the sequencing nodes and
the crash management of the administrator controller.
Wherein the collapse management of the sequencing nodes
comprises the steps that:

1. the administrator controller selects appropriate
sequencing nodes through the sequencing node selection
algorithm according to the topology situation of clusters in
the network and the publishing situation of each cluster
node, issues a selection result to each controller in the form
of broadcast, and waits for the reply of successful creation
of each sequencing node;

2. for the reply received by the administrator controller
within the timeout period, there are the following four
situations:

a) the administrator controller receives the reply of suc-
cessful creation of all the sequencing nodes, determines at
this time that the sequencing list is successfully issued and
all the sequencing nodes are successfully initialized, and
then goes to step 4;

b) the administrator controller receives replies from more
than half of sequencing nodes, and determines that sequenc-
ing nodes that do not reply may have problems at this time,
so deletes these sequencing nodes from the list, and step 1
is repeated;

c¢) the administrator controller receives the replies from
less than half of the sequencing nodes, determines at this
time that there may be problems in the issuing process of the
administrator list, so reissues the sequencing node list and
records the issuing times;

d) the number of times that the administrator controller
continuously issues the list exceeds the threshold, and it is
determined at this time that there is a problem with admin-
istrators.

3. The administrator controller enters the token holding
state and prepares to issue the tokens. The administrator
controller sends the initial serial number of the token to the
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next sequencing node in a token ring and waits for the reply
from the current sequencing node.

4. for the reply from the sequencing nodes within the
timeout period, there are the following three situations:

a) the administrator controller receives the reply from the
current sequencing node, which includes a termination serial
number, and then goes to step 5;

b) the administrator controller does not receive a reply,
and the retransmission times do not exceed the retransmis-
sion threshold, so the administrator controller retransmits
the initial serial number of the token to the sequencing node,
and records the retransmission times; and

¢) the administrator controller does not receive a reply, the
retransmission times exceed the retransmission threshold, it
is determined at this time that the sequencing node crashes,
the token is frozen, the sequencing node is deleted from the
list, and step 1 is repeated.

5. The administrator controller enters the token issuing
preparation state, and officially issues the token to the
current node.

6. for the reply from the sequencing nodes within the
timeout period, there are the following three situations:

a) the administrator controller receives the reply from the
current sequencing node, the token is returned to the admin-
istrator controller at this moment, and step 3 is repeated;

b) the administrator controller does not receive a reply,
and the retransmission times do not exceed the retransmis-
sion threshold, so the administrator controller retransmits
the token to the sequencing node, and records the retrans-
mission times; and

¢) the administrator controller does not receive a reply, the
retransmission times exceed the retransmission threshold, it
is determined that the sequencing node crashes at this time,
the token is frozen, the sequencing node is deleted from the
list, and step 1 is repeated.

The collapse management of the administrator controller
specifically comprises the steps that:

1. When the controller receives the sequencing node list
from the administrator controller and the current cluster is in
the list, it indicates that the current cluster has been selected
as the sequencing node, and at this moment, the sequencing
node starts the sequencing thread and sends a successful
startup message to the administrator controller.

2. The sequencing node enters the token waiting state; and
for receiving a reply from the administrator controller within
the timeout period, there are the following two situations:

a) the sequencing node receives the initial serial number
of the token sent by the administrator controller, and at this
time, goes to step 3;

b) the sequencing node receives a cluster list message
again, replies a message that the administrator controller has
started, resets the timeout period, and returns to step 2;

¢) the sequencing node does not receive any message, it
is determined at this time that the administrator controller
crashes, and the administrator controller reselection module
is entered.

3. The sequencing node calculates the number of mes-
sages in the current message queue, obtains the termination
serial number, and replies to the administrator controller;

4. At this time, the sequencing node enters the token
receiving preparation state, and is ready to receive the token;
and for receiving a reply from the administrator controller
with the timeout period, there are the following two main
situations:

a) the sequencing node receives a token message sent by
the administrator controller, then enters the token holding
state, starts to distribute serial numbers for messages in the
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message queue, broadcasts the serial numbers, sends a token
release message, releases the token, and returns to step 2:

b) the sequencing node receives a cluster list message
again, replies to the termination serial number of the admin-
istrator controller, resets the timeout period, and repeated to
step 4:

¢) the sequencing node does not receive any message, it
is determined at this time that the administrator controller
crashes, and the administrator controller reselection module
is entered.

As an embodiment of the present disclosure, the method
further comprises:

defining the publishing nodes of the messages as the
temporary cache nodes, selecting the central publishing
clusters as the network edge cache nodes from the publish-
ing groups, and selecting the cluster nodes on message
forwarding paths of the publishing groups as the backup
cache nodes of the network edge cache nodes;

persistently storing the messages through the network
edge cache nodes;

regularly sending the messages in batches to the network
edge cache nodes through the temporary cache nodes;
matching the H) numbers of the messages with the serial
numbers through the network edge cache nodes, and caching
the messages in the files according to the serial number
sequence; and calculating the current missing messages
through the backup cache nodes, and synchronizing the
missing messages of the backup cache nodes to the backup
cache nodes through the network edge cache nodes.

Specifically, the function of the message multi-backup
cache subsystem is completed by the administrator control-
ler and the cache nodes, wherein the administrator controller
is responsible for the selection of the cache nodes, the cache
management of the messages and realization of message
consistency.

Election and definition of different cache nodes are pre-
requisites for realizing the synchronization of the messages
between nodes, wherein the selection of the cache nodes
includes: defining the publishing nodes of the messages as
the temporary cache nodes which are configured to regularly
send the messages in batches to the network edge cache
nodes; dividing the publishing clusters into no less than one
publishing group according to the publish-subscribe situa-
tion and physical connection situation of the system, and
selecting one central publishing cluster in each publishing
group as the network edge cache node which is configured
to receive the messages sent by the temporary cache nodes
and match the ID numbers and serial numbers of the
messages; and the network edge cache nodes are also
responsible for the cache management of the messages, and
realizes the quick search of the messages in a double-layer
index mode. For the selection of the backup nodes, no less
than one cluster node is selected on the message forwarding
path of the publishing group as the backup cache node of the
network edge cache node, and the backup cache node is used
for backing up the message of the network edge cache node.

For the message synchronization between the network
edge cache nodes and the backup cache nodes, when the
messages are published, the message multi-backup cache
subsystem performs bypass monitoring on the messages
through the temporary cache nodes and the backup cache
nodes, and stores the messages in the memory first. Wherein
the temporary cache nodes regularly send the messages in
batches to the network edge cache nodes, and set the ID
numbers of the messages at this time as m-n. Then, the
network edge cache nodes match the ID numbers of the
messages with the serial numbers, and if there is a message
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missing a serial number, a missing serial number request is
made to the sequencing node. After all the messages are
successfully matched, the messages are cached in the files
according to the sequence of the serial numbers, and the
paired ID number and serial number list is sent to the backup
cache nodes after the messages are successfully saved. The
backup cache nodes calculate the current missing messages
and return the serial numbers of the missing messages. The
network edge cache nodes synchronize the missing mes-
sages of the backup cache nodes to the backup cache nodes,
and the backup cache nodes cache the received missing
messages in the files and return messages of successful
synchronization. At this time, the network edge cache nodes
also return messages of successful synchronization to the
temporary cache nodes, the temporary cache nodes delete
the messages in the memory, and thus, the message syn-
chronization is completed.

The device embodiments described above are merely
illustrative. The units described above as separated compo-
nents may or may not be physically separated, and compo-
nents shown as units may or may not be physical units, i.e.,
may be located at one place, or may be distributed across
multiple network units. Some or all of the modules may be
selected according to actual needs to achieve the purpose of
the solution of the present embodiment. Those of ordinary
skill in the art would understand and practice without
involving any inventive effort.

Through the description of the above implementations,
those skilled in the art can clearly understand that each
embodiment may be implemented by means of software plus
a necessary general hardware platform, of course, hardware
can also be used. Based on such understanding, the essence
of'the above technical solution or parts making contributions
to the prior art may be embodied in the form of a software
product, and the computer software product may be stored
in computer-readable storage media such as ROM RAM,
magnetic disks, optical disks, etc., including instructions for
enabling a computer device (which may be a personal
computer, a server, or a network device, etc.) to perform the
methods described in the various embodiments or some
parts of the embodiment.

It should be illustrated finally that the above embodiments
are only used for illustrating the technical solutions of the
present disclosure, and are not intended to limit the present
disclosure; although the present disclosure is illustrated in
detail with reference to the foregoing embodiments, it
should be understood by those skilled in the art that,
modifications may still be made on the technical solutions
written by the foregoing embodiments, or equivalent
replacements are made on part of technical features; and
these modifications or replacements do not make the essence
of the corresponding technical solutions depart from the
spirit and scope of the technical solution of the various
embodiments of the present disclosure.

What is claimed is:

1. A software defined network publish-subscribe system,

comprising:

a processor;

a controller, an administrator controller, a sequencing
subsystem and a message multi-backup cache subsys-
tem, wherein

the controller is configured to process publish-subscribe
transactions in clusters, and the controller comprises
sequencing nodes used for generating ordered serial
numbers for messages and cache nodes for caching the
messages;
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the administrator controller is configured to simultane-
ously perform functions of the controller and managing
software-defined network;

the sequencing subsystem is configured to realize a coop-
erative sequencing between the administrator controller
and the sequencing nodes;

the message multi-backup cache subsystem is configured
to realize consistency of the messages through the
administrator controller and the cache nodes;

wherein the message multi-backup cache subsystem com-
prises:

a cache node selection module configured to select the
cache nodes comprising temporary cache nodes, net-
work edge cache nodes and backup cache nodes;

a message cache management module configured to real-
ize a persistent storage of the messages, and adopt a
double-layer index mode to realize a search of the
messages;

a node-to-node message synchronization module config-
ured to synchronize the messages among the temporary
cache nodes, the network edge cache nodes and the
backup cache nodes;

the cache node selection module is further configured to:

define publishing nodes of the messages as the temporary
cache nodes;

divide publishing clusters into no less than one publishing
group according to a publish-subscribe situation and a
physical connection situation of the system, and select
one central publishing cluster in each publishing group
as the network edge cache node;

select no less than one cluster node on a message for-
warding path of each publishing group as a backup
cache node of the network edge cache node;

the node-to-node message synchronization module is fur-
ther configured to:

send the messages in batches to the network edge cache
nodes through the temporary cache nodes;

match ID numbers of the messages with serial numbers
through the network edge cache nodes, cache the
messages in files according to a serial number sequence
after successful matching, and send a paired ID number
and a serial number list to the backup cache nodes;

calculate current missing messages through the backup
cache nodes, and return the serial numbers of the
missing messages thereof to the network edge cache
nodes; and

synchronize the missing messages of the backup cache
nodes through the network edge cache nodes.

2. The system according to claim 1, wherein the sequenc-

ing subsystem is configured to:

drive the sequencing nodes in the controller to sequence
the messages according to administrator tokens, and
sequence the messages in batches in a distributed
sequencing mode when the sequencing nodes are multi-
sequencing nodes; and

the sequencing nodes issue the serial numbers in a sec-
ondary broadcast mode.

3. The system according to claim 2, wherein the sequenc-

ing subsystem specifically comprises:

a sequencing node selection module configured to realize
a selection of the sequencing nodes through the admin-
istrator controller;

a sequencing node crash management module configured
to realize a crash management of the sequencing nodes
through the administrator controller;
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an administrator controller crash management module
configured to realize a crash management of the admin-
istrator controller through the sequencing nodes; and

an administrator controller reselection module configured
to realize a reselection of the administrator controller
through the sequencing nodes.

4. The system according to claim 3, wherein the sequenc-

ing node selection module is configured to:

define one sequencing node for each subject tree by taking
the subject tree as a unit;

monitor the messages according to the sequencing nodes
when the publishing nodes publish the messages;

the sequencing node crash management module is further
configured to: select the sequencing nodes through a
sequencing node selection algorithm according to a
topology situation of each cluster in a network and a
publishing situation of each cluster node, and

send the selected sequencing nodes to the administrator
controller through broadcasting;

wherein the administrator controller determines whether
the sequencing nodes crash or not according to replies
received from the sequencing nodes.

5. The system according to claim 3, wherein the admin-

istrator controller crash management module is further con-
figured to:

start a sequencing thread, and send a successful starting
message to the administrator controller, and

determine whether the administrator controller crashes or
not according to replies received from the administrator
controller;

the administrator controller reselection module is further
configured to:

send a voting application to other sequencing nodes
except a present sequencing node, and vote for the
present sequencing node; and

select a new administrator controller according to
received messages sent by other sequencing nodes.

6. A software defined network publish-subscribe method,

comprising the following steps:

sending administrator tokens to sequencing nodes;

sequencing messages by the sequencing nodes, wherein
the messages are sequenced in batches in a distributed
sequencing mode when the sequencing nodes are multi-
sequencing nodes;

selecting the sequencing nodes according to a topology
situation of each cluster in a network and a publishing
situation of each cluster node, and sending the selected
sequencing nodes identifiers through broadcasting;

determining whether the sequencing nodes have crashed
or not according to replies received from the sequenc-
ing nodes;

sending a message of success in starting a thread, and
determining whether an administrator controller
crashes or not according to received feedback informa-
tion;

defining publishing nodes of the messages as temporary
cache nodes, selecting central publishing clusters as
network edge cache nodes from publishing groups, and
selecting cluster nodes on message forwarding paths of
the publishing groups as backup cache nodes of the
network edge cache nodes;

persistently storing the messages through the network
edge cache nodes;

sending the messages in batches to the network edge
cache nodes through the temporary cache nodes;
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matching ID numbers of the messages with serial num-
bers through the network edge cache nodes, and cach-
ing the messages in files according to a serial number
sequence; and

calculating current missing messages through the backup 5
cache nodes, and synchronizing the missing messages
of the backup cache nodes to the backup cache nodes
through the network edge cache nodes.
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