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COLLABORATIVE DIGITAL RIGHTS MANAGEMENT PROCESSOR

Technical Field

The present invention relates generally to digital rights management and,

more specifically, to a method for providing access to DRM material on

multiple devices.

Background of the Invention

Today, many copyrighted materials are produced and sold in a digital

format, which makes the materials easy to transmit and copy over

electronic communication media such as the Internet. Although laws

relating to such copyrighted material offer some protection to

intellectual property owners from unauthorized duplication and display,

these laws are either ignored or circumvented by large numbers of people.

To address this issue, many businesses have searched for a technical

solution. Thus, digital rights management (DRM) has become an area of

interest for many companies, including International Business Machines,

Incorporated (IBM), of Armonk, New York.

DRM is a system for protecting the copyrights of material circulated via

communication networks by either encrypting the material or embedding a

watermark within the material. DRM focuses on security and encryption as

a means to solving the issue of unauthorized copying of protected

materials. Encryption prevents users without a specific code from

accessing the material and watermarks provide owners the ability to prove

a particular piece of material was copied. Current versions of DRM

address the description, identification, trading, protection, monitoring

and tracking of rights to protected assets, including both tangible and

intangible assets and the relationships among right holders. It should be

noted that DRM is the digital management of rights and not the management

of digital rights. In other words, DRM manages all rights associated with

protected materials, not only the rights applicable to permissions

associated with digital content.

There are two (2) architectures associated with the design and

implementation of DRM systems : a functional architecture and an

information architecture. The functional architecture addresses the

high-level components or modules of the DRM system that provide an



end-to-end management of rights. The information architecture covers the

modeling of entities within a DRM system as well as their relationship.

DRM, whether placed on a personal digital assistant (PDA) , television set,

CD, DVD or MP3 player, or any other digital content playback device that

accesses protected material, requires at least three (3) resources, i.e.

memory to store the material, both in encrypted and unencrypted forms,

interfaces to transmit and present the material and processing capability

to decrypt the material and verify that the user accessing the material is

authorized to do so. Typically, each playback device that implements DRM

includes all three of the resources mentioned above to provide access to

protected material.

Although many different techniques have been developed for the protection

of digital content, the following Specification is described with respect

to one example, broadcast encryption. Broadcast encryption is based upon

a key management block (KMB) , which is a block of data sent at the

beginning of a broadcast or is prerecorded on blank media during the

manufacturing process. One of the largest advantages to broadcast

encryption is that two devices, which might be previously unknown to each

other, can agree upon a key over a one-way communication path. This

advantage makes broadcast encryption ideal for the downloading of digital

content from a server to a user.

A simple explanation of the procedure to encrypt a piece of content as

follows:

1 . Extract a Management Key (Km) by processing the KMB.

2 . Perform a one-way function to a piece of data that uniquely

identifies the entity this content is being bound to (or the

"IDb") , using Km and resulting in a binding key (i.e. Kb = G(Km,

IDb) ).

3 . Choose a random title key (Kt) for this piece of content and

encrypt it using Kb, resulting in an encrypted title key (EKt)

(i.e. EKt = E ( Kb, Kt) ).

4 . The content is encrypted with the Kt and then the encrypted

content is stored in conjunction with the EKt.

Once the procedure has been implemented, any compliant device that has

access to the same KMB, IDb and EKt can decrypt the content by reproducing

the same Kb and decrypting Kt.



Summary of the Invention

According to a first aspect, there is provided a system for digital rights

management (DRM), comprising: a processor; a non-volatile memory coupled

to the processor; logic, stored on the non-volatile memory and executed on

the processor, for authenticating a digital content playback device; and

logic, stored on the non-volatile memory and executed on the processor,

for applying digital rights processing algorithms to digital rights

controlled content stored on the digital content playback device to enable

digital content playback on the digital content playback device.

According to a second aspect, there is provided a method for executing

digital rights management (DRM), comprising: configuring a portable

processing device to authenticate a digital content playback device;

storing on a non-volatile memory logic coupled to the portable processing

device digital rights processing algorithms; communicatively coupling the

portable processing device and the digital content playback device; and

enabling digital content playback on the digital content playback device

with the digital rights processing algorithms on the portable processing

device once the portable processing device has authenticated the digital

content playback device.

According to a third aspect, there is provided a computer programming

product for digital rights management (DRM), comprising: a non-volatile

memory; logic, stored on the non-volatile memory, for authenticating a

digital content playback device; and logic, stored on the non-volatile

memory, for applying digital rights processing algorithms to digital

rights controlled content stored on the digital content playback device to

enable digital content playback on the digital content playback device.

There is provided a method for separating the resources necessary for

managing DRM from the devices that provide user access to the materials.

In this manner, playback devices can be made less complex and cheaper. In

addition, a centralized point for managing DRM among multiple playback

devices would provide more interoperability among the devices and simplify

the management of the DRM resources. For example, upgrades, patches or

other changes to DRM software preferably only need to be propagated to a

single device rather then to each device that provides access to the DRM

protected material.



Provided, in accordance with a preferred embodiment, is a method for

removing digital rights management (DRM) resources from digital content

playback devices such as personal digital assistants (PDAs) , televisions

sets, and players of CDs, DVDs and MP3 files. Materials protected by DRM

are stored on the playback devices but the disclosed technology preferably

provides a separate device for providing access to the materials. In

other words, a device such as, but not limited to, a multimedia card (MMC)

or a DRM processor (DRMP) , preferably provides memory, processing, logic

and an interface for accessing DRM material on a playback device. The MMC

may be inserted into multiple devices and preferably provides the

resources necessary for accessing the DRM protected material on each

device when inserted. The DRMP is preferably coupled either wirelessly or

through available connections to the playback device to provide DRM

resources. This technology preferably enables multiple playback devices

to operate independently and also preferably maintains the portability of

the protected materials.

Once inserted or otherwise coupled to a DRM playback device, such as a

PDA, the MMC or DRMP preferably communicates with the device to validate

and enable access to any digital content on the device. The MMC or DRMP

can then be removed or otherwise decoupled from the playback device and

coupled to another playback device, such as a CD player, to provide access

to protected digital content on the CD player. In one embodiment, the MMC

or DRMP has wireless capabilities, such as, but not limited to, Bluetooth,

and broadcasts its capability to perform DRM functions on behalf of

compatible playback devices to the other compatible devices. Further, the

MMC or DRMP and other compatible playback devices preferably communicate

wirelessly to execute the DRM management.

In accordance with a preferred embodiment of the disclosed technology, a

compatible playback device stores both DRM protected materials and data

that specifies the access rights that are permitted with respect to the

protected materials. Advantageously each playback device does not need to

store algorithms for processing the DRM materials or provide resources,

such as processing power and memory, to implement the access to the DRM

material. In this manner, playback device resources are conserved, access

devices can be simpler and the DRM processing resources can be centralized

for ease of maintenance and security.

This summary is not intended as a comprehensive description of the claimed

subject matter but, rather, is intended to provide a brief overview of



some of the functionality associated therewith. Other systems, methods,

functionality, features and advantages of the invention will be or will

become apparent to one with skill in the art upon examination of the

following figures and detailed description.

Brief Description of the Drawings

A preferred embodiment of the present invention will now be described, by

way of example only, and with reference to the following drawings:

FIGURE 1 is a block diagram of a content distribution system, including a

digital rights management (DRM) processor (DRMP) and compatible, digital

content playback devices that implement digital rights management

according to a preferred embodiment of the present invention.

FIGURE 2 is a block diagram of multimedia card (MMC) that implements the a

preferred embodiment of the present invention.

FIGURE 3 is a flowchart of a Manage DRM process employed on a device that

implements a preferred embodiment of the present invention.

FIGURE 4 is a flowchart of a portion of the DRM process of FIGURE 3 in

more detail.

FIGURE 5 is a flowchart of Process Content block of Process Request block

and Manage DRM process of FIGURES 3 and 4 in more detail.

Detailed Description of the Figures

Although described with particular reference to a multimedia card (MMC)

and a computing system, the claimed subject matter can be implemented in

any digital rights management (DRM) system in which a consolidation of the

DRM processing from the digital content playback device is desirable.

Those with skill in the computing arts will recognize that the disclosed

embodiments have relevance to a wide variety of computing and multimedia

devices in addition to those described below. In addition, the methods of

the disclosed invention can be implemented in software, hardware, or a

combination of software and hardware. The hardware portion can be

implemented using specialized logic; the software portion can be stored in



a memory and executed by a suitable instruction execution system such as a

microprocessor, personal computer (PC) or mainframe.

In the context of this document, a "memory" or "recording medium" can be

any means that contains, stores, communicates, propagates, or transports

the program and/or data for use by or in conjunction with an instruction

execution system, apparatus or device. Memory and recording medium can

be, but are not limited to, an electronic, magnetic, optical,

electromagnetic, infrared or semiconductor system, apparatus or device.

Memory and recording medium also includes, but is not limited to, for

example the following: a portable computer diskette, a random access

memory (RAM) , a read-only memory (ROM) , an erasable programmable read-only

memory (EPROM or flash memory) , and a portable compact disk read-only

memory or another suitable medium upon which a program and/or data may be

stored.

One embodiment of the present invention, is directed to a programmed

method for partitioning the resources associated with DRM among multiple

digital content playback devices. The term "programmed method", as used

herein, is defined to mean one or more process steps that are presently

performed; or, alternatively, one or more process steps that are enabled

to be performed at a future point in time. The term programmed method

anticipates three alternative forms. First, a programmed method comprises

presently performed process steps. Second, a programmed method comprises a

computer-readable medium embodying computer instructions, which when

executed by a computer performs one or more process steps. Finally, a

programmed method comprises a computer system that has been programmed by

software, hardware, firmware, or any combination thereof, to perform one

or more process steps. It is to be understood that the term "programmed

method" is not to be construed as simultaneously having more than one

alternative form, but rather is to be construed in the truest sense of an

alternative form wherein, at any given point in time, only one of the

plurality of alternative forms is present.

Turning now to the figures, FIGURE 1 is a block diagram of a content

distribution system 100, including a digital rights management (DRM)

processor (DRMP) 102 and compatible, digital content playback devices 104,

106, 108, 110 and 112 that implement digital rights management according

to the preferred embodiment. Compatible playback devices, include a

computing system 104, a cable modem 106, which is coupled to a television

108, a DVD/CD player 110 and a server computer 112. Devices are



"playback" devices in that they enable users to view or otherwise display

materials protected by DRM, once the material have been processed by DRMP

102.

DRMP 102 includes a display 114 and function buttons 116, which enable a

user to access and control DRMP 102. Examples of information that might

be shown in display 114 include, but are not limited to, playback devices

currently able to communicate DRMP 102, specific material available on the

access device, types of connections to the playback devices (e.g., wired

or wireless) and the status of the available material (e.g., not

available, in process of being made available, available) . Function

buttons 116 provide a means for a user to select various playback devices

to access and DRM-protected materials to process. DRMP 102 also includes

an input/output (I/O) port 118 that enables playback devices to

communicate with DRMP 102. In this example, port 118 is a universal

serial bus (USB) port. It should be noted that there are many possible

configurations for DRMP 102 and corresponding I/O apparatus, and user

interfaces of which FIGURE 1 is merely one example. In addition, in

another embodiment, rather than a configuration such as DRMP 102, a

multimedia card (MMC) 150 is used (see FIG. 2 ) and this installs into an

expansion slot (not shown) in a compatible playback device. Additional

components of DRMP 102 employed to implement the solution disclosed are

similar to those described below in conjunction with MMC 150.

Computing system 104 includes a central processing unit (CPU) 124, which

is coupled to a monitor 126, a keyboard 128 and a mouse 130. Monitor

126, keyboard 128 and mouse 130 facilitate human interaction with

computing system 104. Attached to CPU 124 is a data storage component

132, which may either be incorporated into CPU 124 i.e. an internal

device, or attached externally to CPU 124 by means of various, commonly

available connection devices such as but not limited to, a universal

serial bus (USB) port (not shown) . Data storage 132 is illustrated

storing exemplary digital content 134. It should be noted that although

the description focuses on digital material, analog materials can also be

stored and protected by DRM. The claimed subject matter is equally

applicable to the access of analog content so protected. Digital content

134 is used merely as an example for the purposes of illustration. Stored

in conjunction with digital content 134 is a key management block (KMB)

136, which includes information and security keys needed to make digital



content 134 available. For example, KMB 136 may specify restrictions, or

access rights, associated with the use of digital content 134. Access

rights may include such items as a list of authorized users, an expiration

date and limits upon the number of times digital content 134 may be

accessed. In addition, KMB 136 includes information such as a digital

certificate and digital signatures that enable the identity of digital

content 134 and computing system 104 to be verified. KMB 136 is

described in more detail below in conjunction with FIGURE 5 .

It should be noted that although digital content 134 and KMB 136 are only

illustrated on computing system 102, each of the access devices 104, 106,

108, 110 and 112 would store their own materials and KMB subject to

management by DRM as applied by DRMP 102. For the sake of simplicity,

digital content and associated KMB is only illustrated on computing system

104.

Cable modem 106, television 108, DVD/CD player 110 and server 112 are

other examples of playback devices that may employ DRM and the disclosed

technology. DVD/CD player 110 is illustrated in conjunction with a DVD

138, which also can store DRM protected materials, accessible through

player 110 after processing by DRMP 102. Server 112 may store DRM

protected materials that are, once processed by DRMP 102 made available to

other devices, such as cable model 106, television 108 and DVD/CD player

110. Server 112 may employ a variety of communication medias to provide

such materials, such as the Internet 140, a local area network (LAN) (not

shown) and/or a direct wire connection (not shown) .

In this figure, DVD/CD player 110 and server 112 are coupled to DRMP 102

via I/O port 118 and wired links 120. Computing system 104 and cable modem

106 are communicatively coupled to DRMP 102 via wireless links 122.

Devices 104, 106, 108, 110 and 112 and communication links 120 and 122 are

used merely as examples of types of playback devices and links that might

be included in an architecture that supports the claimed subject matter,

such as content distribution system 100. Those with skill in the arts

should appreciate that there are many types of devices that would benefit

from centralizing processing and memory usage associated with DRM.

FIGURE 2 is a block diagram of a multimedia card (MMC) 150, which, like

DRMP 102 (FIG. 1 ) , implements a preferred embodiment of the present



invention. MMC 150 includes a DRM algorithms component 152, a data

storage component 154, a processing component 156, and a communication

component 158. Components similar to components 152, 154, 156 and 158 are

also part of DRMP 102. The functioning of components 152, 154, 156 and

158 is described in more detail below in conjunction with FIGURES 3-5.

DRM algorithms component 152 stores the executable code necessary to

implement DRM. Examples of DRM code include, but are not limited to, code

for the retrieval and storage of, in the following example, digital

content 134 (FIG. 1 ) and KMB 136 (FIG. 1 ), procedures for encryption and

decryption and the analysis of rights specified in KMB 136. Additional

code employed in conjunction with the claimed subject matter includes

communication functions for establishing connections between MMC 150 and

the various playback devices into which MMC 150 is plugged, or, as in the

example of DRMP 102, wirelessly or otherwise coupled. Code associated

with DRM algorithms 152 is downloadable such that as new versions of DRM

protocols are developed and released, DRM algorithms 152 can be updated.

In this manner, MMC 150, as well as compatible playback devices can be

efficiently upgraded.

Data storage 154 provides MMC 150 the memory to store the code stored in

DRM algorithm 152 during execution and to store digital content 134, KMB

136 and any intermediate data and final products associated with the

processing of digital content 134 and KMB 136. Processing component 156

executes the code stored in DRM algorithms 152 and, as explained above,

employs data storage 154 to do so. Communication component 158 handles

the processing associated with communications between MMC 150 and

compatible playback devices 104, 106, 108, 110 and 112 (FIG. 1 ) . The

communication tasks executed by communication component 158 are described

in more detail below in conjunction with FIGURES 3-5. I/O connector 160

provides the physical connection between MMC 150 and access devices 104,

106, 108, 110 and 112. In this example, I/O connector 160 is in a

standard PC card plug-in type of connector, although connector 160 could

be any type of connection hardware such as, but not limited to, a USB

receptacle, an antenna/transmitter device for establishing a wireless

connection or any combination of the communication hardware.

FIGURE 3 is a flowchart of a Manage DRM process 200 employed on a device

such as MMC 150 (FIG. 2 ) that implements a preferred embodiment of the



present invention. In this example, Manage DRM process 200 is stored in

DRM algorithms 152 (FIG. 2 ) and executed by processing components 156

(FIG. 2 ) of MMC 150 (FIG. 2 ) . It should be understood that although

described with respect to MMC 150, process 200 is also executed on DRMP

102 (FIG. 1 ) employing components corresponding to components 152, 154,

156 and 158 (FIG. 2 ) .

Process 200 starts in a "Begin Manage DRM" block 202 and proceeds

immediately to an "Establish Connections" block 204. During block 204,

using communication component 158, process 200 determines the availability

of a compatible, digital content playback device such as DVD/CD player 110

or computing system 104. Since MMC 150 is a plug-in device, typically

only one user access device would be detected, however on a networked,

wireless or device such as DRMP 102 with I/O port 118 (FIG. 1 ) with

multiple connections that may be multiple devices capable of employing the

disclosed technology that are detected.

During a "Communicate Availability" block 206, MMC 150 and process 200

communicates to the playback device or devices detected during block 204

that the DRM management services of the claimed subject matter are

available. During an "Await Signal" block 208, process 200, enters a

WAIT/READY state and waits for a signal from a playback device indicating

a request for service. During a "Request Received?" block 210, process

200, having detected a signal determines whether or not the signal is a

request for DRM services. If so, process 200 proceeds to a "Process

Request" block 212, which is explained in more detail below in conjunction

with FIGURES 4 and 5 . Following block 212 or, if during block 210, process

200 determines that the signal received during block 208 is not a request

for service, process 200 returns to block 208 to await the next signal and

processing continues as described above.

Finally, once initiated, process 200 executes continuously until halted by

an asynchronous interrupt 214 that causes control to proceed to an "End

Manage DRM" block 219. Although, interrupt 214 is typically employed to

terminate execution of process 200, process 200 also terminates in the

event of a loss of power to MMC 150 or some user-initiated event that

executes interrupt 214.



FIGURE 4 is a flowchart of Process Request block 212 of Manage DRM process

200 of FIGURE 3 in more detail. Block, or process, 212 starts in a "Begin

Process Request" block 222 and proceeds immediately to a "Retrieve Content

& KMB" block 224. During block 224, process 212 downloads to MMC 150

(FIG. 2 ) (or DRMP 102 (FIG. 1 ) ), digital content from the digital content

playback device that transmitted a request during Await Signal block 208

(FIG. 3 ) of Manage DRM process 200. In this example, MMC 150 is plugged

into computing system 104 (FIG. 1), which is the requesting device, and

digital content 134 (FIG. 1 ) and KMB 136 (FIG. 1 ) are transmitted from

computing system 104 (FIG. 1 ) to MMC 150. In alternative embodiments, KMB

136 is stored either exclusively on MMC 150 in data storage 154 or in both

data storage 132 and data storage 154 so that KMB 136 does not need to be

downloaded in conjunction with digital content 134.

Once digital content 134 and, perhaps KMB 136, have been downloaded to MMC

150 during block 224, process 212 proceeds to a "Verify Rights" block 226

during which process 212 examines KMB 136 to determine both the actions

requested with respect to digital content 134 and the particular actions

allowable. The verification process includes steps to verify a

certificate (not shown) and signature (not shown) stored in conjunction

with KMB 136 so that MMC 150 can verify the identity of digital content

134 and computing system 104.

During a "Process Approved?" block 228, process 212 determines whether or

not the actions requested are permitted with respect to the actions

permitted. If not, process 212 proceeds to a "Throw Exception" block 230

during which process 212 takes whatever actions a developer has programmed

into the system. In one embodiment, a graphical user interface (GUI) (not

shown) on computing system 104 may notify the user who requested access to

digital content 134 that permission has been denied, perhaps enabling the

user to take corrective action. This specification does not specify the

type of action that may be taken or how the user is notified of any such

action. Another typical action may be to generate an audit record to log

the error condition and the access failure.

If during block 228, process 212 determines that actions requested are

permitted, process 212 proceeds to a "Process Content" block 232. One

example of the processing the may be associated with block 232, i.e. a

broadcast encryption scheme, is described in more detail below in



conjunction with FIGURE 5 . During a "Deliver Content & Data" block 234, a

file corresponding to a processed version of digital content 134 and KMB

136 is transmitted from MMC 150 to computing system 104 where the

processed version is available for display or whatever use that computing

system 104 is able to make of it. Finally, after the processed digital

content has been transmitted during block 234 or an exception has been

thrown during block 230, control proceeds to an "End Process Request"

block 239 in which process 212 is complete.

FIGURE 5 is a flowchart of Process Content block, or process, 228 of

Process Request block 212 and Manage DRM process 200 of FIGURE 4 in more

detail. Although, process 228 employs a broadcast encryption scheme,

those with skill in the computing arts should appreciate that there are

several encryption/decryption techniques available, all of which are

equally suitable for use with the claimed subject matter.

Process 228 starts in a "Begin Process Content" block 252 and control

proceeds immediately to an "Extract Management Key (Km)" block 254.

During block 254, a management key (Km) is extracted from KMB 136 (FIG.

1). During a "Calculate Binding Key (Kb)" block 256, the Km calculated

during block 254 is used in conjunction with a piece of data that uniquely

identifies digital content 134 (FIG. 1), or a "IDb," to produce a binding

key (Kb), i.e. Kb = G(Km, IDb) ) . During a "Decrypt Title Key (Kt)" block

258, the tile key (Kt) is calculated using Kb and an encrypted version of

Kb, or the "EKt." that is either transmitted in conjunction with digital

content 134 and KMB 136 or stored in data storage 154.

During a "Decrypt Content" block 260, process 228 decrypts digital content

134 using the Kt calculated during block 258. During a "Transmit Content

& Data" block 262, the decrypted digital content 134 and data specifying

permissible uses is transmitted to the requesting device, which in this

example is computing system 104. Finally, process 228 proceeds to an "End

Process Content" block 269 in which process 228 is complete.

While the invention has been shown and described with reference to

particular embodiments thereof, it will be understood by those skilled in

the art that the foregoing and other changes in form and detail may be

made therein without departing from the spirit and scope of the invention,

including but not limited to additional, less or modified elements and/or



additional, less or modified blocks performed in the same or a different

order.



CLAIMS

1 . A system for digital rights management (DRM), comprising:

a processor;

a non-volatile memory coupled to the processor;

logic, stored on the non-volatile memory and executed on the

processor, for authenticating a digital content playback device; and

logic, stored on the non-volatile memory and executed on the

processor, for applying digital rights processing algorithms to digital

rights controlled content stored on the digital content playback device to

enable digital content playback on the digital content playback device.

2 . The system of claim 1 , further comprising:

a transmitter;

a receiver; and

logic for sending and receiving wireless signals to and from the

digital content playback device via the transmitter and receiver.

3 . The system of claim 2 , the wireless signals comprising:

information for authenticating the digital content playback device;

a signal corresponding to a encrypted digital content; and

a signal corresponding to decrypted digital content.

4 . The system of any preceding claim, wherein the digital rights

algorithms employ broadcast encryption techniques to decrypt the digital

content .

5 . The system of claim 1 , further comprising a communication port for

coupling with the digital content playback device.

6 . The system of claim 5 , wherein the communication port is a universal

serial bus (USB) port.

7 . The system of any preceding claim, wherein the digital rights

processing algorithms are upgradable.

8 . A method for executing digital rights management (DRM), comprising:

configuring a portable processing device to authenticate a digital

content playback device;

storing on a non-volatile memory logic coupled to the portable

processing device digital rights processing algorithms;



communicatively coupling the portable processing device and the

digital content playback device; and

enabling digital content playback on the digital content playback

device with the digital rights processing algorithms on the portable

processing device once the portable processing device has authenticated

the digital content playback device.

9 . The method of claim 8 , wherein the portable processing device and

the digital content playback device are communicatively coupled via

wireless signals.

10. The method of claim 8 , wherein the portable processing device and

the digital content playback device are communicatively coupled via a

communication port.

11. The method of claim 10, wherein the communication port is a

universal serial bus (USB) port.

12. The method of any of claims 8 to 11, the enabling digital content

playback comprising:

decrypting the digital content on the portable processing device;

and

transmitting the decrypted digital content from the portable

processing device to the digital content playback device.

13. The method of any of claims 8 to 12, wherein the digital rights

processing algorithms employ broadcast encryption techniques.

14. The method of any of claims 8 to 13, further comprising periodically

upgrading the digital rights processing algorithms.

15. A computer programming product for digital rights management (DRM),

comprising:

a non-volatile memory;

logic, stored on the non-volatile memory, for authenticating a

digital content playback device; and

logic, stored on the non-volatile memory, for applying digital

rights processing algorithms to digital rights controlled content stored

on the digital content playback device to enable digital content playback

on the digital content playback device.



16. The computer programming product of claim 15, further comprising

logic for sending and receiving wireless signals to and from the digital

content playback device via a transmitter and a receiver.

17. The computer programming product of claim 16, the wireless signals

comprising :

information for authenticating the digital content playback device;

a signal corresponding to a encrypted digital content; and

a signal corresponding to decrypted digital content.

18. The computer programming product of claim 15, 16 or 17 wherein the

digital rights algorithms employ broadcast encryption techniques to

decrypt the digital content.

19. The computer programming product of claim 15, further comprising a

communication port for coupling with the digital content playback device.

20. The computer programming product of claim 19, wherein the

communication port is a universal serial bus (USB) port.

21. A computer program comprising program code means adapted to perform

the method of any of claims 1 to 14 when said program is run on a

computer.
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