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(57) ABSTRACT 

A software distribution application (205,250,255) support 
ing the installation of operating Systems on pristine com 
puters (110) is proposed. A new configuration element (210) 
is added for virtually defining an operating System; the 
configuration element points to a corresponding image of the 
operating system on different pristine servers (120). More 
over, the pristine computers can be defined in a target 
database (220) before they actually exist; each pristine 
computer Subscribes to a reference model (215) Specifying 
the installation of the operating System. A plan (235) is then 
generated with actions for installing the operating System on 
the pristine computers. When the plan is submitted for 
execution, a plug-in module (250,255) associates each pris 
tine computer with the image of the operating System on the 
respective pristine Server. In this way, as Soon as a pristine 
computer is turned on and transmits (458) a remote instal 
lation request to the pristine Server the associated image is 
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SOFTWARE DISTRIBUTION APPLICATION 
SUPPORTING OPERATING SYSTEM 

INSTALLATIONS 

TECHNICAL FIELD 

0001. The present invention relates to the data processing 
field, and more specifically to a method and a corresponding 
System for distributing Software configurations in a data 
processing System. 

BACKGROUND ART 

0002 Managing configuration changes in a data process 
ing System is a time consuming activity, particularly when 
the System includes a great number of target computers to 
which new software products must be distributed. A typical 
example is that of a large network with hundreds of work 
Stations where Software products are periodically upgraded 
in order to be abreast of the information technology devel 
opment. 

0.003 Software distribution applications have been pro 
posed in the last years to assist a System administrator in 
efficiently managing deployment of Software products from 
a central Site of the System. An example of Software distri 
bution application is the “Tivoli Configuration Manager” by 
IBM Corporation. Typically, a configuration Server controls 
building of packages including instructions that Specify the 
actions to be carried out on the target computers for install 
ing or removing selected software products. The packages 
are transmitted to the target computers, the corresponding 
instructions are then interpreted So as to enforce the desired 
Software configuration. 
0004. The software distribution applications require an 
agent to run on each target computer for interacting with the 
configuration Server. Therefore, the target computer must be 
properly configured before being able to participate in the 
Software distribution process. As a consequence, the Soft 
ware distribution applications known in the art are unable to 
manage bare-metal machines with no operating System 
installed or failed computers needing to have the operating 
System restored (commonly referred to as pristine comput 
ers). 
0005 Some operating system installation applications are 
also available for allowing the administrator to Setup pristine 
computerS remotely. An example of operating System instal 
lation application is the “Remote Installation Service (RIS)” 
by MicroSoft Corporation. Typically, the pristine computers 
are enabled to request a remote bootstrap when turned on; 
the request is received by an installation Server, which 
downloads an image of the desired operating System to the 
pristine computer and controls its installation. 
0006. However, the configuration of the pristine comput 
erS remains a challenging and costly activity. Indeed, the 
process at first requires the Setup of each pristine computer 
under the control of the installation Server. An intervention 
on-site is then required to install the configuration agent on 
the computer. Only now can the distribution Server address 
the computer for the installation of the desired products. 
0007 An additional drawback is that operation of the 
above-described operating System installation applications 
is bound to the physical characteristics of the images to be 
installed. 
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0008 Moreover, the operating system installation appli 
cations known in the art offer no Support for managing 
complex operations (such as the Scheduling of the installa 
tion activities or the definition of abstract models for the 
target computers). 

SUMMARY OF THE INVENTION 

0009. It is an object of the present invention to provide a 
Software distribution application that Supports the installa 
tion of operating Systems. 
0010. It is another object of the present invention to 
integrate operating System installation applications into the 
Software distribution application. 
0011. It is yet another object of the present invention to 
abstract the definition of the operating Systems to be 
installed. 

0012 Moreover, it is an object of the present invention to 
exploit the functions that are available in the software 
distribution application for managing complex operations 
relating to the installation of the operating Systems. 
0013 The accomplishment of these and other related 
objects is achieved by a method of distributing software 
configurations in a data processing System, wherein the 
method includes the Steps of: defining a configuration ele 
ment for an operating System on a Software distribution 
Server, the configuration element being associated with an 
image of the operating System on at least one operating 
System installation Server, defining an action on the distri 
bution Server for applying the configuration element to at 
least one target computer, associating each target computer 
with the image on at least one related installation Server in 
response to a Submission of the action, and installing the 
asSociated image on the target computer from a Selected one 
of the at least one related installation Server. 

0014. The present invention also provides a computer 
program for performing the method and corresponding 
computer programs running on the distribution Server and on 
each installation Server, different products Storing those 
programs are also encompassed. 
0015 Moreover, the present invention provides a data 
processing System implementing the method; a distribution 
Server and an installation Server for use in the System are 
also included. 

0016. The novel features believed to be characteristic of 
this invention are set forth in the appended claims. The 
invention itself, however, as well as these and other related 
objects and advantages thereof, will be best understood by 
reference to the following detailed description to be read in 
conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017 FIG. 1a is a schematic block diagram of a data 
processing System in which the method of the invention is 
applicable; 

0018 FIG. 1b shows the functional blocks of a generic 
computer of the System; 

0019 FIGS. 2-3 depict the main software components 
used for implementing the method; 
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0020 FIGS. 4a-4d show a diagram describing the flow 
of activities relating to an illustrative implementation of the 
method. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

0021 With reference in particular to FIG. 1a, a data 
processing system 100 with a distributed architecture is 
shown. The system 100 includes a configuration server 105, 
which is used to distribute Software products to target 
computers 110. The target computers 110 are organized into 
domains. The target computers 110 of each domain can 
access a Server 115 implementing a dynamic address Service 
(for example, conforming to the DHCP specification). The 
domain further includes one or more pristine servers 120, 
which are used to install operating Systems on the target 
computers 110. The computers of each domain (target 
computers 110, dynamic address server 115 and pristine 
server 120) communicate through a network 125 (for 
example, a LAN). A gateway 130 interfaces the computers 
connected to the network 125 with the outside of the 
domain, and in particular with the configuration server 105. 
The configuration server 105 and each pristine server 120 
access one or more Servers 135 implementing a global 
directory Service (for example, conforming to the Active 
Directory Specification). 
0022. As shown in FIG. 1b, a generic computer of the 
System is formed by Several units that are connected in 
parallel to a communication bus 150. In detail, one or more 
microprocessors (uP) 155 control operation of the computer, 
a RAM 160 is directly used as a working memory by the 
microprocessors 155, and a ROM 165 stores basic code for 
a bootstrap of the computer. Several peripheral units are 
further connected to the bus 150 (by means of respective 
interfaces). Particularly, a mass memory consists of a mag 
netic hard-disk 170 and a driver 175 for reading CD-ROMs 
180. Moreover, the computer includes input devices 185 (for 
example, a keyboard and a mouse), and output devices 190 
(for example, a monitor and a printer). A Network Interface 
Card (NIC) 195 is used to plug the computer into the system. 
0023. Similar considerations apply if the computers have 
a different Structure or include equivalent units. Moreover, 
the concepts of the present invention are also applicable 
when the System has another topology or exploits equivalent 
Services. Alternatively, two or more configuration Servers 
are provided, each domain includes multiple pristine Servers, 
or the pristine Servers also implement the directory Service. 
0024 Considering now FIG. 2, the main software com 
ponents used for implementing a Software distribution pro 
cess in the above-described system are illustrated. The 
information (programs and data) is typically stored on the 
hard-disks of the different computers and loaded (at least 
partially) into the respective working memories when the 
programs are running. The programs are initially installed 
onto the hard disks from CD-ROMs. 

0.025 The distribution process is controlled by a configu 
ration manager 205 running on the corresponding Server 
105. The configuration manager 205 controls a repository 
210 of configuration elements. Each configuration element 
represents a resource to be used during the distribution 
process, moreover, the configuration element specifies any 
dependency from other configuration elements. Usually, the 
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configuration element defines a package for a corresponding 
(application) Software product to be deployed. New con 
figuration elements are added for virtually defining different 
operating Systems. Each operating System element specifies 
properties of the operating System (Such as its type and 
version, the required hardware platform, memory Space, and 
hard-disk size), moreover, the operating System element 
points to a corresponding image on one or more pristine 
Servers 120. 

0026. The configuration manager 205 further controls a 
repository 215 of reference models. Each reference model 
Specifies the desired configuration of the target computers 
110 subscribing to the reference model. For this purpose, the 
reference model indicates the desired target State of one or 
more configuration elements. The Subscribers are defined by 
a role, which specifies a functional group of target comput 
erS 110 (for example, computers assigned to developers, 
Secretaries, managers, and the like); the target computers 
110 belonging to a generic role can be characterized either 
Statically (for example, by means of a list) or dynamically 
(for example, by means of a query to be run on a specific 
database). A new role is added for target computers requiring 
the installation of an operating System (pristine computers). 
0027. A database 220 stores information about all the 
target computers 110 of the System. Usually, the target 
database 220 defines the computers, referred to as endpoint 
computers, which can be managed by the server 105. Each 
endpoint computer is identified by different properties (Such 
as an owner, a serial number, a network address) and its 
current (hardware and Software) configuration. The endpoint 
computer must be provided with a configuration agent 222 
running in the background; all the endpoint computers 
currently active in the System are logged in an endpoint 
manager 224. 
0028. Each pristine server 120 is also configured as an 
endpoint computer; for this purpose, the configuration agent 
222 is installed so as to allow the pristine server 120 to be 
controlled from the configuration server 105. 
0029. The target database 220 also supports the definition 
of the pristine computers before they actually exist. The 
pristine computers are identified according to the value of a 
corresponding attribute (which can be ignored by other 
Standard operations). The pristine attribute also describes the 
behavior of the pristine computer during the installation of 
the operating System; for example, the pristine attribute 
indicates that the operating System is to be installed always, 
only in the case of a new version or only in the case of a 
different type. Conversely, the pristine attribute indicates 
that the operating System is not to be installed for target 
computers that are not of the pristine type. Each pristine 
computer is recognized by a hardware identifier (for 
example, its GUID). The pristine computer must be associ 
ated with one or more pristine servers 120. The definition of 
the pristine computer also includes a Section for Specifying 
runtime parameters that will be used during the installation 
of the operating System (for example, its Security key, a label 
to be assigned to the target computer, and the like). 
0030 The configuration manager 205 generates a list 225 
indicating a desired configuration for the Subscribers (end 
point computers and/or pristine computers) of a selected 
reference model; more Specifically, for each target computer 
110 belonging to the role indicated in the reference model 
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the target configuration list 225 specifies the target State of 
the configuration elements defined in the reference model. 
0031. The target configuration list 225 is supplied to a 
Synchronization engine 230, which also accesses the target 
database 220. The synchronization engine 230 generates a 
plan 235, which specifies the actions to be performed on 
each target computer 110 (associated with the Selected 
reference model) for reaching the desired configuration. For 
this purpose, the Synchronization engine 230 exploits a 
transition table 240; for each configuration element and for 
each pair Starting State/target State, the transition table 240 
indicates the actions required to reach the target State from 
the Starting State. Typically, the action plan will include 
pristine actions for installing the operating Systems on the 
pristine computers and Software distribution actions for 
installing the Software products on the endpoint computers, 
all the Software distribution actions are conditioned to the 
completion of the respective pristine action on the same 
target computer (either directly or indirectly). 
0032) The action plan 235 is submitted to a planner 245. 
Usually, the planner 245 controls execution of the software 
distribution actions on the endpoint computers (for example, 
instructing a Source host computer to deploy Software pack 
ages for their installation); moreover, the planner 245 
updates the current configuration of the endpoint computers 
in the target database 220 accordingly. 
0033) A plug-in module 250 is added to the planner 245 
for managing eXecution of the pristine actions on the pristine 
computers (as described in detail in the following); for this 
purpose, the pristine manager 250 accesses the target data 
base 220. The pristine manager 250 controls an execution 
engine 255, which communicates with the pristine servers 
120 to Setup the installation of the operating System on the 
asSociated pristine computers 110. Particularly, the execu 
tion engine 255 dispatches commands to the configuration 
agent 222 installed on each pristine server 120. The con 
figuration agent 222 is coupled with a pristine Service 260 
through an interface 265, which provides an additional layer 
of abstraction. The pristine service 260 directly controls the 
installation of the operating system (denoted with 270) and 
of the configuration agent 222 on each associated pristine 
computer 110, which then becomes a standard endpoint 
computer. Both the execution engine 255 and the pristine 
service 260 access a global directory service 275 (imple 
mented by the corresponding servers) for managing the 
authorization of the pristine computers. 
0034. A completion agent 280 is active whenever the 
execution of pristine actions is pending. The completion 
agent 280 polls the endpoint manager 224 for detecting the 
logging of each new endpoint computer resulting from the 
pristine actions. The completion agent 280 also interfaces 
with the configuration agent 222 to perform a Scan on the 
new endpoint computer. The completion agent 280 reports a 
result of the actions to the pristine manager 250, which 
updates the target database 220 accordingly. 
0035) Similar considerations apply if a whole application 
(consisting of the programs on the different computers) and 
the corresponding data are structured in another way, or if 
the programs are provided on equivalent computer readable 
media (such as a DVD). Moreover, the concepts of the 
present invention are also applicable when an inheritance 
mechanism is provided for the definition of the pristine 
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computers in the target database, when the actions to be 
Submitted are created directly without any reference models, 
or when different plug-in modules are provided for corre 
sponding pristine Service technologies. Alternatively, the 
completion of the pristine actions is detected querying the 
corresponding pristine Servers, or no interface is provided 
between the pristine Service and the configuration agent 
(assuming that the pristine Service is already able to com 
municate with the configuration agent by means of its 
primitives). 
0036) The main software components used for installing 
operating Systems from a generic pristine Server are detailed 
in FIG. 3. 

0037. The pristine service 260 (for example, based on the 
RIS technology) manages images 305 of different operating 
Systems (or of the same operating System with different 
configurations). A setup wizard 310 is used to add native 
images 305 to the pristine server 120. Each native image 305 
consists of a copy of the installation CD-ROMs of the 
operating System. The native image 305 is associated with 
one or more response files 315 (having the extension “...sif). 
Each response file 315 includes parameters that are required 
during the installation of the operating System; the response 
file 315 can also include variables (identified by the signs % 
around them), which values must be entered before starting 
the installation of the operating System. A default response 
file 315 (called “Ristindrd.sif) is created for each native 
image 305. The default response file 315 can be customized; 
moreover, additional response files 315 can be defined and 
associated with each native image 305. 
0038 Alternatively, a preparation wizard 320 is used to 
create clone images 305. Each clone image 305 consists of 
a copy of the hard-disk of a donor computer (Suitably 
updated to remove configuration information unique to the 
donor computer, Such as its identifier). A default response 
file 315 (called “Riprep.sif) is likewise created for each 
clone image 305. The default response file 315 can be 
customized; in this case, however, no additional response 
files can be added. 

0039 The pristine service 260 is based on a user-bound 
model, wherein each image 305 is only available to selected 
users (identified by an account and a corresponding pass 
word). For this purpose, the access to each response file 315 
is restricted to the desired users (or group of users); there 
fore, each user can only See the imageS 305 associated with 
the response files 315 which he/she has been authorized to. 
0040. A store tool 325 combines duplicated files of the 
different images 305 (so as to save hard-disk space). The 
Store tool 325 includes an agent Scanning the hard-disk when 
the pristine server 120 is not busy. Whenever that agent 
identifies identical files it creates a single copy thereof, 
which is renamed with a unique identifier (GUID) and the 
extension "...sis”; the identical files are then changed to point 
to their copy. In this way, when one of the original files is 
required, the request is redirected by the store tool 325 to the 
corresponding copy. 

0041. The pristine server 120 includes a negotiation layer 
330 (for example, conforming to the BINL specification), 
which listens for and answers requests from each asSociated 
pristine computer 110. The negotiation layer 330 checks the 
directory service 275 to authenticate the pristine computer 
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110 or to create a corresponding new account. Moreover, the 
negotiation layer 330 controls a transfer agent 335 (for 
example, based on the TFTPD technology), which is used to 
download information to the pristine computer 110. For this 
purpose, the transfer agent 335 accesses a Small bootstrap 
program 340 (called “Startrom.com'); the transfer agent 335 
also accesses an installation wizard 345, which consists of a 
set of screen panels. Moreover, the transfer agent 335 
receives selected response files 315 with the associated 
images 305 from the store tool 325. 
0042. On the other hand, each pristine computer 110 is 
provided with a remote bootstrap service 350 (for example, 
based on the PXE technology). Typically, the remote boot 
strap service 350 is embedded in the network interface card 
of the pristine computer 110. The remote bootstrap service 
350 exploits a dynamic address service 355 (implemented 
by the corresponding server) to obtain a dynamic address 
before contacting the pristine server 120. The remote boot 
Strap Service 350 then Sends requests to the negotiation layer 
330 and receives information from the transfer agent 335. 
0.043 A remote installation process involves the loading 
of different Software components on the pristine computer 
110. In detail, the first file that is downloaded from the 
pristine server 120 consists of the bootstrap program 340. 
The installation wizard 345 is then used to start the process 
guiding a user of the pristine computer 110 through the 
corresponding panels. The Selected response file 315 and the 
associated image 305 are then used to install the desired 
operating System 270 and the configuration agent 222 on the 
pristine computer 110. 
0044) However, the concepts of the present invention are 
also applicable when the pristine Sever is based on a different 
technology (such as ADS by Microsoft Corporation or RDM 
by IBM Corporation). Similar considerations apply if the 
remote bootstrap service is embedded in the ROM of the 
pristine computer or is provided on a floppy-disk created 
using a tool of the pristine Service, if the images include 
pre-configured products, and the like. 
0.045. As shown in FIGS. 4a-4d, the logic of operation of 
the above-described system implements a method 400 that 
begins at the black start circle 402 in the Swim-lane of a 
generic pristine Server. Whenever a new operating System is 
made available for installation, the method passes to block 
404 wherein a new native image with the corresponding 
default response file is created (using the Setup wizard); the 
default response file is then customized if necessary. Con 
tinuing to block 406, the image is updated embedding the 
files required for installing the configuration agent. With 
reference now to the Swim-lane of the configuration Server, 
a new operating system element is added at block 408 
(specifying its properties). The process continues to block 
410, wherein the operating System element is associated 
with the corresponding image on each pristine Server. 
0046) Whenever a new pristine computer must be added 
to the System, the flow of activity descends into decision 
block 412, the process then branches according to the 
Selected mode of operation of the configuration manager (for 
the definition of the pristine computer in the target database). 
If the configuration manager operates in a Single mode the 
blocks 414-416 are executed, whereas if the configuration 
manager operates in a bulk mode the blocks 418-424 are 
executed; in both cases, the proceSS merges again at block 
426. 
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0047 Considering in particular block 414 (single mode), 
the pristine computer is defined manually inserting the 
corresponding identifier and the required properties; the 
pristine attribute is Set to a value indicating the behavior of 
the target computer in the pristine role (i.e., a value different 
from “non-install’). The method then passes to block 416, 
wherein the pristine computer is associated with the respec 
tive pristine Server. 
0.048. With reference now to block 418 (bulk mode), the 
configuration manager queries one or more Selected pristine 
Servers for information about the associated pristine com 
puters. In response thereto, the pristine server at block 420 
retrieves the identifier of each pristine computer and any 
available properties from the directory Service; a corre 
sponding file (for example, in the CSV format) is created and 
returned to the configuration manager. Referring back to the 
Swim-lane of the configuration Server, a Series of new 
pristine computers are created at block 422 importing that 
file (skipping any pristine computer already defined in the 
target database); at the same time, each new pristine com 
puter is automatically associated with the pristine Server 
providing the file. Continuing to block 424, the definition of 
each new pristine computer is edited to add missing infor 
mation (and to update information provided by the pristine 
Server if necessary). 
0049. The process then merges at block 426, wherein the 
runtime parameters required for the installation of the oper 
ating System are entered. Continuing to block 428, one or 
more further roles can be assigned to the pristine computer 
(in addition to the pristine role defined by the corresponding 
attribute). 
0050. Whenever the synchronization engine is activated, 
a new action plan is generated at block 430. For each action 
of the plan (starting from the first one), the method verifies 
its type at block 432. If the action is of the pristine type the 
blocks 434-446 are executed, whereas if the action is of the 
Software distribution type the blocks 448-452 are executed. 
0051 Considering in particular block 434 (pristine 
action), a test is made to determine whether the pristine 
computer is declared in the directory Service (skipping the 
Standard check of the existence of the corresponding end 
point computer). If not, the configuration manager at block 
436 pre-stages the pristine computer in the directory Service 
(for future use by the associated pristine server); more in 
detail, a new account is created for the pristine computer, 
and the pristine Server is configured to Serve requests 
received from the pristine computer. The flow of activity 
then continues to block 438. Conversely, if an account for 
the pristine computer is already available in the directory 
service the process descends into block 438 directly. 
0052 Considering now block 438, the configuration 
Server retrieves information about the pristine computer 
(including its identifier, the associated pristine server, the 
image corresponding to the operating System element on that 
pristine server, and any runtime parameters). The process 
then passes to block 440, wherein a method is called 
(passing the retrieved information) on the configuration 
agent of the pristine Server associated with the pristine 
computer (for example, via an ORB of the CORBA pro 
gramming model installed on the corresponding gateway). 
In response thereto, the pristine Server at block 444 creates 
a new response file for the image (copying the correspond 
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ing default response file). The new response file is then 
updated at block 445, replacing its variables with the respec 
tive runtime parameters received from the configuration 
server. Proceeding to block 446, the new response file is 
named according to the identifier of the pristine computer. 
0053 With reference now to block 448 (software distri 
bution action), the planner verifies whether any dependen 
cies of the action have been resolved. If not, the action is 
suspended at block 450 waiting for the completion of the 
dependent actions. Conversely, once all the dependencies 
have been resolved the action is executed at block 452, and 
the target database is updated accordingly. 
0.054 As soon as the pristine computer is actually 
plugged in the System and turned on, the code of the remote 
bootstrap service is loaded at block 452. The pristine com 
puter then broadcasts a request for a dynamic address at 
block 454. The request circulates within the domain of the 
pristine computer (being blocked by the corresponding 
gateway); once the dynamic address server has received the 
request, that server at block 456 offers a new address to the 
pristine computer. 
0.055 The pristine computer then broadcasts a request for 
an operating System installation at block 458 (which request 
includes the identifier of the pristine computer). Once the 
pristine Server has received the request, a test is made at 
block 460 to determine whether the pristine computer is 
declared in the directory Service. If not, the pristine Server at 
block 462 creates a new account for the pristine computer in 
the directory Service; the method then ends at the concentric 
white/black stop circles 464. Conversely, if an account for 
the pristine computer is already available in the directory 
service, the pristine server verifies at block 466 whether it is 
authorised to Serve requests received from the pristine 
computer. If not, a Security exception is logged at block 468; 
the method then ends at the stop circles 464. 
0056. When the pristine computer is defined and autho 
rized a remote installation offer is returned to the pristine 
computer at block 468; the offer includes an address of the 
pristine Server and the name of the first file required for 
Starting the remote installation process (i.e., the bootstrap 
program). Continuing to block 470, the pristine computer 
requests the downloading of the bootstrap program to the 
pristine server. The request is received at block 472 by the 
negotiation layer of the pristine Server, which instructs the 
transfer agent to Send that file to the pristine computer. The 
completion of the downloading is indicated at block 474 by 
a message prompting the user of the pristine computer to 
Start the remote installation process (for example, "Press 
F12 for network service boot"). If the user does not press the 
key F12 within a preset period (Such as 3 Seconds) the 
process ends at the Stop circles 464. 
0057. On the other hand, if the user starts the remote 
installation process the pristine computer at block 476 
requests the downloading of the installation wizard to the 
pristine Server. The corresponding file is Sent to the pristine 
computer at block 478. With reference now to block 480, the 
installation wizard guides the user of the pristine computer 
through a Series of panels. Typically, the installation wizard 
includes Standard panels for showing a welcome Screen, 
allowing the user to log in using his/her credentials, to Select 
a Setup option and to choose an image among a list of images 
available for the user. In the proposed Solution, the instal 
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lation wizard has been customized to force the installation of 
the image associated with the pristine computer; for this 
purpose, the Setup option panel (“Choice.osc') has been 
updated to include an additional option (which is the only 
one available when a user different from the administrator 
logs in the pristine computer). 
0058 Assuming that the user has selected that option, the 
pristine computer at block 481 requests the downloading of 
the image associated with its identifier to the pristine Server 
(typically, after displaying a caution panel and a Summary 
panel). Preferably, the process is now completely unat 
tended, Since all the variables of the response file have 
already been resolved during the execution of the pristine 
action. However, it is also feasible to allow the user to enter 
the values of some variables at runtime (which variables 
typically relate to personal options, Such as a Screen reso 
lution). In this case, one or more panels prompt the user to 
enter the desired values for the corresponding variables, the 
pristine Server replaces the variables in the response file with 
the entered values and creates a corresponding temporary 
response file, which is then used for the installation process. 
Considering now block 482, the desired image (with the 
associated response file) is downloaded to the pristine com 
puter. The method continues to 483, wherein the image is 
then installed on the pristine computer; as a result, the target 
computer will be configured as an endpoint computer with 
the desired operating System and the configuration agent. 
0059 Moving to block 484, the configuration agent logs 
in the endpoint manager. In response thereto, the new 
endpoint computer is registered on the configuration Server 
at block 486. AS Soon as the completion agent detects the log 
in of the new endpoint computer, a Scan of the new endpoint 
computer is requested to the corresponding configuration 
agent at block 488. Passing to block 490, the result of the 
Scan is returned to the configuration Server from the new 
pristine computer. The configuration server at block 492 
Verifies whether the actual configuration of the new endpoint 
computer matches its definition in the target database; 
assuming that the result of the verification is positive, the 
completion of the pristine action is notified to the planner at 
block 493 (so as to enable any dependent software distri 
bution actions); at the same time, the corresponding pristine 
attribute is updated to indicate that no operating System is to 
be installed (thereby avoiding any accidental overwriting). 
0060 A test is then made at block 494 to determine 
whether all the actions of the plan have been processed. If 
not, the method returns to block 432 to repeat the same 
operations for a next action. Conversely, the process ends at 
the stop circles 464. 
0061 Similar considerations apply if the program per 
forms an equivalent method. In any case, the concepts of the 
present invention are also applicable when the pristine 
computers are associated with the images in a different way 
(for example, using equivalent configuration files), when the 
installation process is activated turning on the pristine 
computer remotely, and the like 
0062 More generally, the present invention proposes a 
method of distributing Software configurations in a data 
processing System. The method Starts with the Step of 
defining a configuration element for an operating System on 
a Software distribution Server; the configuration element is 
asSociated with an image of the operating System on one or 
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more operating System installation Servers. An action is 
further defined on the distribution server for applying the 
configuration element to one or more target computers. Each 
target computer is then associated with the image on one or 
more related installation Servers in response to a Submission 
of the action. The method further includes the step of 
installing the associated image on the target computer from 
a Selected related installation Server. 

0.063. The devised solution provides a software distribu 
tion application that Supports the installation of operating 
Systems. 

0064. This result is achieved integrating the operating 
System installation application into the Software distribution 
application. Therefore, it is possible to exploit any pre 
existing installation application that is already available in 
the System. Moreover, the proposed Solution provides an 
open and pluggable architecture that can host different 
installation applications. 

0065. The method of the invention abstracts the definition 
of the operating Systems to be installed (hiding any depen 
dency on physical characteristics of the corresponding 
images). 

0.066 Moreover, the proposed solution allows exploiting 
the functions (already available in the software distribution 
application) for managing complex operations relating to the 
installation of the operating Systems; for example, Schedul 
ing plans (with proper conditionings) can be generated for 
the configuration of the pristine computers, the pristine 
computers can be assigned to logic roles for Subscribing to 
reference models, and the like. 

0067. The preferred embodiment of the invention 
described above offers further advantages. 
0068 Particularly, the pristine computers are defined in 
the target database (specifying the associated pristine 
Server). 
0069. In this way, the pristine computers can be defined 
before they actually exist. 

0070 Advantageously, the configuration server declares 
the pristine computer in the global directory for enabling the 
installation of the operating System. 

0071. The proposed feature increases the security of the 
proceSS. 

0.072 Away to further improve the solution is to have the 
installation Server declare any unknown computer into the 
global directory; the declaration is then imported into the 
configuration Server. 

0073. Therefore, the need of typing information about the 
new pristine computers is strongly reduced. 

0.074. However, the solution of the invention is also 
suitable to be implemented with a different declaration of the 
pristine computers, without the automatic declaration of the 
new pristine computers into the global directory, or without 
the possibility of importing the declaration of the pristine 
computers from the global directory. 

0075. As a further enhancement, any image is updated to 
embed the configuration agent. 
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0076. Therefore, the computer is automatically config 
ured to be manageable by the Software distribution applica 
tion. 

0077 Advantageously, the completion of the installation 
is detected when the new endpoint computer logs in the 
configuration Server. 
0078. In this way, any software distribution actions 
(depending from the pristine action) can be enabled. 
0079 Away to further improve the solution is to scan the 
configuration of the new endpoint computer for a compari 
Son with its definition in the target database. 
0080. This feature adds a further control on the compli 
ance of the new endpoint computer to its desired configu 
ration. 

0081. In any case, the method of the invention is also 
Suitable to be carried out installing the operating System 
only, using a different mechanism for detecting the comple 
tion of the pristine actions (for example, polling the instal 
lation servers), or even without performing any verification 
of the configuration of the new endpoint computers. 
0082 In a specific implementation of the proposed solu 
tion, a new image is created on each installation Server for 
the pristine computer by copying the corresponding 
response file. 
0083. In this way, the image is associated with the 
pristine computer in a very simple manner (and with a 
reduced waste of memory space). 
0084. As a further enhancement, the new response file is 
created resolving one or more variables according to the 
runtime parameters provided on the configuration Server for 
the pristine computer. 

0085. The devised solution allows customizing the image 
for each computer. 
0086 A suggested choice for a user-interface of the 
installation application is to force the Selection of the image 
asSociated with the pristine computer for any user that is 
logged in. 

0087. This feature ensures the installation of the correct 
image on the pristine computer automatically. 
0088 Alternatively, the pristine computer is associated 
with the images directly, the response file cannot be cus 
tomized, or the Selection of the image associated with the 
pristine computer is in addition to other available choices 
(Such as for Selecting the images associated with the user). 
0089 Advantageously, the solution according to the 
present invention is implemented with a computer program, 
which is provided as a corresponding product Stored on a 
suitable medium. Preferably, the solution consists of a 
component that is installed on the configuration Server and 
a component that is installed on each installation Server; the 
different components are Suitable to be implemented Sepa 
rately and put on the market even as Stand-alone products. 
0090 Alternatively, the program is pre-loaded onto the 
hard-disks, is sent to the computers through a network 
(typically the INTERNET), is broadcasted, or more gener 
ally is provided in any other form directly loadable into a 
working memory of the computers. However, the method 
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according to the present invention leads itself to be carried 
out with an application having a different architecture, with 
a hardware structure (Such as integrated in a chip of Semi 
conductor material), or with a combination of Software and 
hardware. 

0.091 Naturally, in order to satisfy local and specific 
requirements, a person skilled in the art may apply to the 
Solution described above many modifications and alterations 
all of which, however, are included within the scope of 
protection of the invention as defined by the following 
claims. 

1. A method of distributing Software configurations in a 
data processing System, wherein the method includes the 
Steps of: 

defining a configuration element for an operating System 
on a Software distribution Server, the configuration 
element being associated with an image of the operat 
ing System on at least one operating System installation 
Server, 

defining an action on the distribution Server for applying 
the configuration element to at least one target com 
puter, 

asSociating each target computer with the image on at 
least one related installation Server in response to a 
Submission of the action, and 

installing the associated image on the target computer 
from a Selected one of the at least one related instal 
lation Server. 

2. The method according to claim 1, further including the 
Steps of: 

defining an endpoint element for each target computer on 
the distribution server, and 

asSociating the at least one related installation Server and 
the configuration element with the endpoint element. 

3. The method according to claim 1, further including the 
Steps of: 

the distribution Server declaring and authorizing the target 
computer in a global directory, 

the selected installation server verifying whether the 
target computer is defined and authorized, and 

the Selected installation Server enabling the installation of 
the associated image on the target computer in response 
a positive verification of the authorization. 

4. The method according to claim 3, further including the 
Steps of: 

the Selected installation Server declaring the target com 
puter in the global directory in response to a negative 
Verification of the declaration, and 

the distribution Server importing the declaration of the 
target computer from the global directory for defining 
the corresponding endpoint element. 

5. The method according to claim 1, wherein the method 
further includes the step of: 

embedding a configuration agent for interacting with the 
distribution Server into each image. 
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6. The method according to claim 5, wherein the method 
further includes the steps under the control of the distribu 
tion server of: 

defining at least one further action for installing a Soft 
ware product on each target computer, 

detecting a connection of the configuration agent of the 
target computer to the distribution Server, 

enabling the Submission of the at least one further action 
in response to the detection of the connection, and 

instructing the installation agent of the target computer to 
install the corresponding Software product in response 
to a Submission of the at least one further action. 

7. The method according to claim 6, further including the 
steps under the control of the distribution server of: 

instructing the distribution agent to Scan a configuration 
of the target computer in response to the detection of 
the connection, and 

Verifying whether the configuration corresponds to the 
respective endpoint element. 

8. The method according to claim 1, wherein each image 
is associated with at least one configuration file for provid 
ing runtime parameters, the Step of associating the computer 
with the image on the at least one related installation Server 
including: 

creating a new configuration file for the image, and 
asSociating the new configuration file with the target 

computer. 
9. The method according to claim 8, wherein a standard 

response file including at least one variable is associated 
with the image, the method further including the Step under 
the control of the configuration Server of: 

asSociating a value for at least one Selected variable with 
the endpoint element, and wherein the Step of creating 
the new configuration file includes: 

copying the Standard configuration file, and 
resolving the at least one Selected variable with the 

corresponding value extracted from the endpoint ele 
ment. 

10. The method according to claim 8, further including the 
step under the control of the installation server of: 

forcing each user logged on the target computer to Select 
the associated response file. 

11. A computer program, directly loadable into a working 
memory of a data processing System (100) including a 
Software distribution Server, at least one operating System 
installation Server and at least one target computer, for 
performing the method of any claim from 1 to 10 when the 
program is run on the System. 

12. In a data processing System including a Software 
distribution Server, at least one operating System installation 
Server and at least one target computer (110), a computer 
program directly loadable into a working memory of the 
distribution server for performing a method of distributing 
Software configurations in the data processing System when 
the program is run on the distribution Server, the method 
including the Steps of: 

defining a configuration element for an operating System, 
the configuration element being associated with an 
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image of the operating System on the at least one 
operating System installation Server, 

defining an action for applying the configuration element 
to the at least one target computer, and 

asSociating each target computer with the image on at 
least one related installation Server in response to a 
Submission of the action, thereby causing the installa 
tion of the associated image on the target computer 
from a Selected one of the at least one related instal 
lation Server. 

13. In a data processing System including a Software 
distribution Server, at least one operating System installation 
Server and at least one target computer a computer program 
directly loadable into a working memory of an installation 
Server for performing a method of distributing Software 
configurations in the data processing System when the 
program is run on the installation Server, wherein on the 
Software distribution Server a configuration element is 
defined for an operating System, the configuration element 
being associated with an image of the operating System on 
the at least one operating System installation Server, and an 
action is defined for applying the configuration element to 
the at least one target computer, the method including the 
Steps of: 

asSociating each related target computer with the image in 
response to a Submission of the action, and 

installing the associated image on the related target com 
puter. 

14. A program product comprising a computer readable 
medium on which the program of any claim 11 is Stored. 

15. A data processing System for installing Software 
configurations including a Software distribution Server, at 
least one operating System installation Server and at least one 
target computer, wherein the distribution Server has means 
for defining a configuration element for an operating System, 
the configuration element being associated with an image of 

Apr. 28, 2005 

the operating System on the at least one installation Server, 
and means for defining an action for applying the configu 
ration element to the at least one target computer, the System 
further including means for associating each target computer 
with the image on at least one related installation Server in 
response to a Submission of the action and means for 
installing the associated image on the target computer from 
a Selected one of the at least one related installation Server. 

16. A Software distribution server for use in a data 
processing System including at least one operating System 
installation Server and at least one target computer, the 
distribution Server having means for defining a configuration 
element for an operating System, the configuration element 
being associated with an image of the operating System on 
the at least one installation Server, means for defining an 
action for applying the configuration element to the at least 
one target computer, and means for associating each target 
computer with the image on at least one related installation 
Server in response to a Submission of the action, thereby 
causing the installation of the associated image on the target 
computer from a Selected one of the at least one related 
installation Server. 

17. An operating System installation Server for use in a 
data processing System including a Software distribution 
Server and at least one target computer, wherein on the 
Software distribution Server a configuration element is 
defined for an operating System, the configuration element 
being associated with an image of the operating System on 
the at least one installation server, and an action is defined 
for applying the configuration element to the at least one 
target computer, the installation Server having means for 
asSociating each related target computer with the image in 
response to a Submission of the action, and means for 
installing the associated image on the related target com 
puter. 


