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FIELD
[0001] The present disclosure relates generally to asynchronous
messaging over computer networks.

BACKGROUND

[0002] Asynchronous communication is the exchange of messages, such
as among devices in a communications network, by reading and responding as
their schedules permit rather than according to some clock that is synchronized
for both the sender and receiver. In an asynchronous messaging environment, the
communication takes place between two or more applications, devices, or
systems, whereby the system places a message in a message queue and does
not need to wait for a reply to continue processing, and both the sender and
receiver need not be available or online at the same time, but rather, read and
respond as their schedules and desires permit. Examples include email,
discussion chats, and forums, and text messaging over cell phones. The message
delivery and response can be in seconds, minutes, or days depending on when
the receiver becomes online. This is more convenient for the sender and receiver
since they are not required to be online at the same time.

[0003] In modern messaging applications for cell phones, the asynchronous
communication method is often adapted to transmit textual data, uplcad and
download multimedia far speed, and to support higher numbers of concurrent user
access. Modern asynchronous messaging applications commonly employ
asynchronous communication protocols such as the WebSocket protocol, a
bidirectional protocol with no predefined message pattern such  as
request/respanse. The WebSocket protocol allows both the client and server to
send messages without waiting for each other and therefore supports full-duplex,
true asynchronous communication, increasing scalability and building a near real

time interactive application. Examples of asynchronous messaging applications
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known in the art include the WhatsApp™ messenger, the Telegram™ messenger,
the Line™ messenger, the WeChat™ messenger, the Facebook™ messenger,
and the Google Hangouts™ messenger. WhatsApp™ is a trademark of WhatsApp
Inc. Mountain View, California, United States. Telegram™ is a trademark of
Telegram LLC in Wilmington, Delaware, United eStates. Line™ is a trademark of
LINE CORPORATION, Tokyo, Japan. Google Hangout™ is developed by
GOOGLE, INC. in Mountain View, California, United States.

[o004] Modern messaging applications also sometimes support a
synchronous communication method when the messaging application offers voice
calls or video calls where synchronous communication is used to transmit voice or
videa data. Synchronous messaging or direct communication is when
communication takes place between two or more applications, devices or
systems, where the system places a message in a message gueue and then waits
for a message response before it continues processing. The information is
synchronized using a clock signal and all parties involved in the communication
must be present at the same time. Telephone conversations, video conferencing,
and instant messaging are examples of the use of synchronous messaging where
the data transmission happens in real time and requires both sender and receiver
parties to be available and online at the same time while the data transmission
occurs. Some embodiments of synchronous conferencing include what is
sometimes called online chatting, which is sometimes extended to include
audiofvideo conferencing or instant messaging that provides text based
messaging for multi-user online chat. Examples of synchronous conferencing
protocols include Internet Relay Chat (IRC), Protocol for Synchronous
Conferencing (PSYC), Secure Internet Live Conferencing protocol (SILC),
Extensible Messaging Presence Protocol {XMPP), and SIP for Instant Messaging
and Presence Leveraging Extensions Protocol (SIMPLE).

[0005] In typical asynchronous messaging applications, the sender user
sends a message to a user or plurality of receiver users, and the message request
includes the message body and the receiver user identification or plurality of

users’ identifications. The message is transmitied to a server computer which
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stores and forwards the message to the receiver users when the receiver users
become availabie. The message could be textual data, multimedia such as image,
audio, and/or video. It is common for each user to have a profile containing
identity information about the user. The profile may contain a name, short
description, and image known as avatar. The profile may be transmitted to the
other users of the asynchronous messaging system prior or near to the message
transmission. The other users may view the user profile from time to time.

[o0086] Also common in asynchronous messaging systems, a user registers
and creates a profile at the time of registration and the system reads all user
contacts and forwards the user profile to registered user contacts. The registered
user contacts receive the user profile and store it locally in a memory or storage of
a user device or computer associated with the user. When the user sends a
message to other users, the other users receive the message and the
asynchronous messaging client displays the sender user profile which is stored on
the receiver user local device or computer memory aleng with the content of the
message. As the nature of the system is asynchronous, there is no guarantee that
the user profile will be sent and available at the receiver user's device prior to the
content of the message transmission, therefore a subset of the sender user profile
may be transmitted along with the message until the sender user profile is
completely transmitted.

[0007] It is also common in asynchronous messaging systems that a user
may designate different classifications for contacts, such as personal contacts,
professional contacts, and other unclassified contacts. Known asynchronous
messaging systems generally enable a user to create only a single profile,
however, which is ultimately sent to all contacts of the user.

[0008] In such systems, it is also common that the user may update the
profile from time to time. As soon as the update is completed the asynchroncus
messaging client may send the updated profile t¢ the server and the server may
store and forward the updated profile to other users when they become available.
[0009] One difficulty arising from the implementations of user profiles in

known asynchronous messaging systems is that the content a user may wish to
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include in his profile and which may be suitable for viewing by other users in some of the
classifications of his contacts — for example, personal information, where the contact is
classified as a friend or family member — but may not wish the content to be viewable by
other users in other classifications of his contacts — for example, professional contacts
such as an employer, an employee, or a customer. The user must therefore choose
between compromising his privacy preference in order to include the content, or
censoring his own profile.

[0010] Another difficulty resulting from profile updates relates to the use of user groups.
Many asynchronous messaging systems allow the user to send a message to a plurality
of users. Typically the plurality of users may be assigned or invited to join a group, whose
identification is stored along with the assigned users’ identifications at the server
computer. When the message is transmitted to a specific group identification, the
message is received by the server computer and the server computer stores and forwards
the message to the group’s assigned users when they are available. The widespread use
of the asynchronous messaging applications makes it necessary for the system to adapt
to larger group sizes (on the order of thousands of users) at which time profile updates
become a challenge.

[0011] Some synchronous conferencing systems adopt or employ mulitiple profiles.
For example, United States Patent No. 8,332,761, discloses a synchronous conferencing
system to manage multiple profiles where both sender and receiver parties must login to
a synchronous conference server to obtain connection information and where each of the
sender and receiver parties can exchange messages and profiles directly and must be
online. The problem with this arrangement is that it provides no solution for asynchronous
messaging systems where both sender user and receiver users are not required to be
online and interact independently.

[0012] There would be value, therefore, in a solution that overcomes the above-
mentioned limitations of known techniques and which provides and enables multiple user

profiles in an asynchronous messaging environment.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0013] Embodiments will now be described, by way of example only, with
reference to the attached Figures.

[0014] FIG. 1 is a block diagram of a system for asynchronous messaging
system including an environment in which the system can be used.

[0015] FIG. 2 is a block diagram of an asynchronous messaging server for
an asynchronous messaging system.

[0016] FIG. 3 is a block diagram illustrating schematically exemplary data
relationships of a data structure of the asynchronous messaging server.

[0017] FIG. 4 is a flowchart of a general process of transmitting different
profiles to different receiving user clients.

[0018] FIG. 5 is a flowchart of a process of transmitting different profiles to
different receiving user clients when messages are sent o those clients.

[0019] FIG. 8 is a flowchart of a process of new asynchronous account
registration with multiple profiles.

[0020] FIG. 7 is a flowchart of a process of an asynchronous account
updating its own profile.

[0021] FIG. 8 is a flowchart of a process of transmitting different profiles to
different receiving user clients based on contact list lookups and reverse contact
list lookups.

[0022] FIG. 9 is a flowchart of a process of transmitting an updated public
profile to a user client only when outdated.

[0023] In the drawings, features or elements are generally identified using
reference characters comprising numerals (e.g. “10"). Reference characters
comprising a numeral followed by one or more letters (e.9. “10A” or “10B"} are
intended to designate a particular instance of a feature or element designated
more broadly by the numeral alone (e.g. "10A” or “10B" designate particular
instances of feature or element “107), and thus any characteristics ascribed to
such particular instances, when referenced as such, are not necessarily

possessed by all instances of the more general feature or element.
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DESCRIPTION

[0024] Techniques for managing multiple profiles within a single account in
an asynchronous messaging environment are disclosed herein. The techniques
provide a user with control over the content of the multiple profiles and their
intended recipients. The techniques address the technical difficulties associated
with the propagation of updates to profiles in asynchroncus messaging systems
which may have a very large number of users, including very large numbers of
users in user groups, and moreover where the system involves distribution of the
service over a plurality of servers distributed geographically. The techniques can
be implemented in numerous ways and in numerous forms.

[0025] FIG. 1 is a schematic representation of an asynchronous messaging
system 10 including an environment in which the system can be used. The system
10 comprises an asynchronous messaging server 20 (or simply, “server”), one or
more asynchronous messaging clients 30 (or simply, “clients”), one or more
computer networks 40, any of which may include the internet, wherein messages
and message instructions can be sent over communication links, which may be
wired links such as optical or electronic communications links, or wireless links.
The system may comprise of one or more asynchronous messaging clients 30
which may include any appropriate type and form of user device, whether mobile
ar fixed, having a hardware processor and memory, and a communications
interface for interfacing a communications network, the memory storing
instructions executable by the processor fo perform the functions described
herein. Asynchronous messaging clients 30 may include for example computer
asynchronous messaging clients 30A, cellular telephone or smartphone
messaging clients 30B, 30C, 30D, and device tablet asynchroncus messaging
clients 30E. It will be understood, however, that other types and numbers of
asynchronous messaging clients and other configurations are possible.

[0026] The asynchronous messaging server 20 may be configured to
perform centralized asynchronous functions such as receiving, storing, and
forwarding asynchronous messages and message instructions from and tc

asynchronous messaging clients 30 via wired or wireless links via networks 40.
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The asynchronous messaging server 20 may comprise a single server or a
plurality of servers collocated or distributed logically or physically, including
geographically, and configured to communicate via links over networks 40 to
provide the functionality described herein. Each of the one or more servers may
comprise a hardware processor for executing the asynchronous messaging and
message instructions stored in a memory using one or mere communications
interfaces, and may further interface directly or indirectly one cor more computer-
readable storage mediums, such as databases 85, which may be connected to
the server 20 directly or via networks 40, wherein one or mare of the computer-
readable storage mediums which may store a database structure containing
various data and information for asynchronous accounts. The asynchronous
messaging server 20 may store in the databases 85 an association between each
asynchronous messaging client 30 and a corresponding asynchronous user
account, which may be a one-to-one or a many-to-one correspondence.

[0027] Each asynchronous messaging client 30 may be configured to
perform asynchronous messaging functions such as displaying contacts,
establishing communication sessions to the asynchronous messaging server 20,
and exchanging messaging and messaging instructions with the asynchronous
messaging server 20. The asynchronous messaging client 30 may provide a user
interface for sending and receiving messages to and from the contact list. The
user of the asynchronous messaging client 30 may select an asynchronous
messaging account from the contact list {a receiver client) to start a messaging
chat. The asynchronous messaging client 30 may send the message and
message instruction to the asynchronous messaging server 20. The
asynchronous messaging server 20 may evaluate the availability of the receiver
client to deliver the message. If the receiver client is online and connected, the
asynchronous messaging server 20 may push the message to the receiver client,
otherwise the asynchronous messaging server 20 may store the message on a
computer readable storage medium until it is delivered to the receiver client 30

when the receiver client 30 becomes available. Paricularly, the asynchronous



CA 03009851 2018-06-26

WO 2017/147683 PCT/CA2016/051028

message server 20 may expire and drop the message, if the receiver client 30 is
does not become available for a period of time.

[0028] FIG. 2 shows a block diagram illustrating schematically configuration
of an asynchronous messaging server 20 used for implementing multiple profiles
within an asynchronous messaging system 10. The server 20 includes a
communication layer 90, an authentication layer 100, a store and forward layer
110, and a data structure 120. Each of these components may be implemented in
any suitable way, using any appropriate combination of hardware and software
applicable to the context of application. In general, each of the communication
layer 90, authentication 100, and storage and forward layer 110, will include
hardware and/or software which includes or interfaces with the aforementioned
hardware processor, memory, and/or one or more communications interfaces of
the server 20. Various techniques may be used for implementing the data
structure 120 including databases, data storage, repositeries, and other types of
data structures. As noted above, the data structure 120 may be implemented at
the server 20 in a computer-readable storage medium local to the server or
alternatively at one or more databases 85 accessible by the server 20.

[0029] The data structure 120 may contain various data and information for
multiple profiles for each asynchronous user account in the system 10. The data
structure 120 may include columns far identifying and segmenting data. Each
asynchronous account may hold the identification settings and data related to the
configuration of the user's profile data information. Profile information may include
images, such as avatars, animated images, description text, free text, sounds,
audio, video, and/or other types of media. The data structure 120 may contain ong
or more of: a plurality of asynchronous accounts 130 which may be stored in an
account database, a plurality of user profiles 140 which may be stored in a profile
database, a plurality of user contact lists 150 which may be stored in a contacts
database, and a plurality of user account group definitions 160 which may be
stored in a groups database. A user account group may be a list composed of a
plurality of user accounts that join a group discussion with a commaon interest. The

user account group list definitions may be stored in a group list database.
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[0030] The asynchronous messaging clients 30 may establish
communication with the asynchronous messaging server 20 at the communication
layer 20 and provide their authentication credentials. The communication between
clients 30 and the server 20 may use an asynchronous protocol. Upon
establishing communication, the asynchronous messaging server 20 may look-up
the user account information in the asynchronous accounts 130 of the data
structure 120 and match the user asynchronous messaging client credentials at
the authentication layer 100. As soon as the asynchroneus messaging client 30 is
authenticated by the asynchronous messaging server 20, the asynchronous
messaging client 30 may start sending and receiving messages and message
instructions that are handled at the store and forward layer 110. Both the stare
and forward layer 110 and the authentication layer 100 may have access to the
database structure 120 for inquiry and update.

[0031] The accounts database 130 may have an asynchrenous account
identifier as a primary key as well as other user data such as a secret PIN, an
MSISDN, a push notification identifier, and a device identifier that may identify the
ciient device. The profiles database 140 may have a profile identifier and an
account identifier as a composite primary key, allowing for a plurality of profiles to
be defined for each user account, as well as other information such as a profile
name, short description, and an image known as an avatar. The contacts
database 150 may define a relation between two user accounts; it may contain a
composite key of the two user account identifiers, and a profile icentifier for the
first user account. The groups database 1680 may have a group identifier as
primary key, a group name, a shaort description, and an image known as a group
avatar. The groups database 160 may have a group identifier as a first foreign key
and an account identifier as a second foreign key.

[0032] FIG. 3 shows a block diagram of a data structure 170 which is a
non-limiting example of a schematic relationship of the information stored in the
data structure 120. As will be appreciated by persons skilled in the art, such
schematic relationship may be achieved in a number of different ways in the data

structure 120. For example, the account database 130 may store entries defining
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or associated with a number of user accounts 131, including by way of non-
limiting exampie Account A 180, Account B 182, Account C 184, Account D 186,
and Account E 188. Each account 131 may store information associated with and
identifying each corresponding client 30, such as clients 30A, 30B, 30C, 30D, and
30E, respectively. The user profiles 140 database may store profile information,
including profile specifications, associated with and identifying the corresponding
accounts. For example, Account A 180 may have four different prefiles 190, which
may include Profile | 191, Profile 1 192, Profile Il 193, and a Public Profile 184,
which may include a version number 195 discussed further below. The different
profiles 191, 182, 193, 194 may each be different from the others, and in particular
the respective profile specifications may be different. For example, Profile | 191
may be a family profile which may contain identity information which is appropriate
to a family contact configuration; Profile Il 192 may be a friend profile which may
contain identity information which is appropriate to a friend contact configuration;
Profile 111 193 may be a work profile which may contain identity information which
is appropriate to business and coworker contact configuration; and the Public
Profile 194 may contain identity information which is appropriate to other
configurations that do not fall under other configurations or have no prior
relationship with the user account. In this way, the different profiles 180 may be
associated with a different category {e.g. family, friends, work, public) which
relates to the nature of the information presented or accessible in the profile.

[0033] Thus, as shown in FIG. 4, in a general method 700 embodying the
present techniques, the server 20 may receive and store profile specifications,
which may be in association with an authentication to a particular user account,
for different user profiles {step 710), and may transmit the different user profiles tc
corresponding different user clients 30 of different associated user accounts in the
asynchronous messaging system for storage at the user clients 30 as local copies
of the different user profiles {step 720). As illustrated in FIG. 3, by the methods
described herein, other accounts, including Account B 182, Account C 184,
Account D 186, and Account E 188, may receive at respective different user

clients 30B, 30C, 30D, 30E associated with those accounts, respectively different

10
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ones of the plurality of profiles 190 of Account A 180, for storage at that client as a
local copy of the profile for display at that client as part of use of the asynchronous
messing system. For example, Client B 30B may receive and store a local copy
196 of Profile | 191, Client C 30C may receive and store a local copy 197 of
Profile 1l 192, Client D 30D may receive and store a local copy 198 of the Public
Profile 184, and Client E 30E may receive and sfore a local copy 189 of the Public
Frofile 194, Each asynchronous messaging client 30 may provide a user interface
for viewing its respective local copy of the corresponding Account A profile offline
and identify Account A with the received profile information. Therefore, a user of
client 30B of Account B 182 may see and identify Account A 180 with the received
Profile | 191 information (e.g. a family profile), a user of client 30C of Account C
184 may see and identify Account A 180 with the received Profile I 192
information (e.g. a friend profile), and respective users of client 30D of Account D
184 and client 30E of Account E 188 may see and identify Account A 180 with the
received Public Profile 194 information. Each asynchronous messaging client 30
may continue to see and identify Account A 180 with the received profile
information until it receives another message instruction to update or change the
profile infarmation of Account A 180.

[0034] The present techniques may include a number of different methods
by which multiple different profiles received and stored in association with a
particular user account are respeclively associated with other user accounts
and/or are transmitted to the clients associated with other user accounts for
storage as local copies of such multiple different profiles.

[0035] For example, as shown in the method 800 of FIG. 5, once the server
20 has received and stored in association with a user account different profile
specifications for respective different user profiles, the different profiles may be
sent or made available to different other user clients when messages are sent by
the first user to the corresponding other user accounts. For example, the server
20 may receive and store in association with user account A different profile
specifications for different user profiles {step 810), such as Profile | 191 and

Profile 1 192 as shown in FIG. 3. The server 20 may then receive an input in

11



CA 03009851 2018-06-26

WO 2017/147683 PCT/CA2016/051028

association with authentication to Account A 180 to send a message to Account B
182 (step 820). The server 20 may then transmit Profile 191 to Client B 30B
associated with Account B 182 in the system 10 for storage at Client B 30B as a
local copy 196 of Profile | 191 {step 830). Similarly, the server 20 may receive an
input in association with authentication to Account A 180 to send a message to
Account C 184 (step 840). The server 20 may then transmit Profile I 182 to Client
C 30C associated with Account C 184 in the system 10 for storage at Client C
30C as a local copy 197 of Profile |l 192 {step 850). The selection of Profile | 191
by the server 20 for transmission to Client B 30B may be responsive to a manual
selection by a user of Account A 180 {e.g. using Client A 30A} to include in
association with the message an identification of Profile [ 191 in order that a copy
of Profile | 191 is sent to the Client B 30B associated with Account B 182.
Alternatively, the selection of Profile | 191 by the server 20 may be responsive o a
determination by the server 20 that the data structure 170 contains in the contact
list 240 of Account A an entry 241 identifying Account B 182 and containing an
identification 243 of Profile | 191 in association with Account B 182. The selection
of Profile 1l 192 by the server 20 for transmission to Client C 30C may be
responsive t0 a manual selection by a user of Account A 180 (e.g. using Client A
30A) to include in association with the message an identification of Profile Il 192
so that a copy of Profile II 192 is sent to Client C 30C of Account C 184,
Alternatively, the selection of Profile |1 192 by the server 20 may be responsive to
a determination by the server 20 that the data structure 170 contains in the
contact list 240 of Account A 180 an entry 242 identifying Account C 184 and
containing an identification 244 of Profile Il 192 in association with Account C 184.
[0036] The system 20 may be configured to select a profile to send to a
receiving client 30 by any other suitable method. For example, the data structure
170 may store in association with each profile of a particular account a weighting
value, and when the server receives an input from a user of the account, such as
from a client associated with that account, to send a message to another account,

the server 20 may select randomly one of the profiles stored in association with of
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the sender's account, and such random selection may be weighted by the stored
weighting values.

[0037] A user of an asynchronous messaging client 30 may be required to
register prior to establishing connectivity to the asynchronous messaging server
20. The user of the asynchronous messaging client 30 may establish a connection
to the asynchronous messaging server 20 for registration. The user of the
asynchronous messaging client 30 may send registration identifications such as
an MSISDN, a unique device 1D {UDID), andfor a push notification identification.
Once the registration identifications are received, the asynchronous messaging
server 20 may create an asynchronous messaging account and return an account
identifier and secret PIN, which may be termed asynchronous messaging client
credentials, to the asynchronous messaging client 30, which may be stored on a
computer readable storage medium at the asynchronous messaging client 30. In
order to complete the registration process, the asynchronous messaging client 30
may send multiple profiles for association with the account to the asynchronous
messaging server 20. The asynchronous messaging client 30 may also send a list
of contact MSISDNs to the asynchronous messaging server 200 The
asynchronous messaging server 20 may validate the list of contact MSISDNs and
return to the asynchronous messaging client 30 identifications of the available
associated registered asynchronous accounts and their profies. The
asynchronous messaging client 30 may store the MSISDNs and their associated
asynchronous accounts and their profile data information, collectively known as
the contact list. The asynchronous messaging client 30 may store the contact list
an a computer readable storage medium.

[0038] Thus, FIG. 6 illustrates a process 300 of a new asynchronous
account registration with multiple profiles. In particular, in some embodiments, the
plurality of user profiles is transmitted at a time of adding a new receiving account
identification list, or the plurality of user profiles is transmitted at a time of
changing the user profile assignment to the plurality of receiving account
identification lists. In the example shown, a user may use the asynchronous

messaging client 30 to send a request for registration (step 310). The
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asynchronous messaging server 20 may create an asynchronous account and
return to the asynchronous messaging client 30 an asynchronous account
identifier along with a secret PIN that is known as asynchronous messaging client
credentials data information {step 320). The asynchronous messaging client 30
may store the asynchronous messaging client credentials data information for
subseguent authentications. The asynchronous messaging client 30 may connect
to and authenticate with the asynchronous messaging server 20 and send multiple
profile information to complete the registration (step 330). The asynchroncus
messaging server 20 may store the user's profiles and link them to the
authenticated user asynchronous account (step 340). The asynchronous
messaging client 30 may send a list of contact identifiers, e.g. MSISDNs or other
mobile contact numbers, using the user client 30 to the asynchronous messaging
server 20 (step 350). The asynchronous messaging server 20 may store the
received MSISDNs and link them to the authenticated user asynchronous account
identifier (step 360). The asynchronous messaging server 20 may check the
received MSISDNs and look up their asynchronous account identifiers, and return
to the asynchronous messaging client 30 the received MSISDNs along with their
associated asynchronous account identifiers and associated with their public
profiles data information {step 370). The asynchronous messaging client 30 may
store the MSISDNs and their associated asynchronous account identifiers and
their profiles data information, collectively known as the contact list. The
asynchronous messaging server 20 may check and obtain a list of all
asynchronous accounts that declare the newly registered asynchronous account
within their contact lists. The asynchronous messaging server may push to the
obtained asynchronous accounts list a message instruction with the new
asynchronous account identifier and its public profile. This operation is known as
reverse contact list lookup. The message instruction may be stored and forwarded
for the reverse contact asynchronous account as soon as it becomes online. At
the end of this operation process, the asynchronous messaging server may
transmit the new asynchronous user profiles to its own contact list, and transmit

the contact list profiles to the new asynchronous account {step 380). The example
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shown illustrates how multiple profiles can be distributed and managed within an
asynchronous messaging system.

[0039] As discussed above, the user contact lists 150 database may store
information identifying contacts of each user account, or in other words which
identifies other user accounts. As shown in FIG. 3, by way of example, the data
structure 170 may store a contact list 240 for Account A 180 which includes
contact entries 241, 242 which contain information identifying Account B 182 and
Account C 184, respectively. Contact entry 241 which identifies Account B 182
may contain an identification 243 of a profile, namely Profile | 191, for association
with Account B 182, and contact entry 242 may contain an identification 244 of a
different profile, namely Profile Il 192, for association with Account C 184,
Alternatively, the data structure 170 may associate different other accounts with
corresponding different profiles indirectly. For example, the contact list of Account
A 180 may associate with or identify in one or more of the contact entries a
category, and the data structure 170 may store in connection with each such
category a corresponding profile identification. Thus, for example, each of the
contact entries of Account A 180 may include an identification of, or be otherwise
associated with, one of the categories family, friends, work, and public. In such
case, the data structure 170 may store for each such category an identification of,
ar otherwise associate with, a corresponding profile, for example Profile | 191,
Profile [1 192, Profile 11l 193, and the FPublic Profile 194, respectively, which may
be respectively a family profile, a friends profile, a work profile, and a public
profile, as described above. Other combinations and alternatives are possible.
[0040] The asynchronous messaging client 30A of the user of Account A
180 may transmit the contact list 240 along with the associated profile mapping to
the asynchronous messaging server 20. The asynchroncus messaging server 20
may send a message instruction to all asynchronous accounts in the contact list
240 of Account A 180 to update any locally-stored copy of the corresponding
profile of Account A with the corresponding profile information. The asynchronous
messaging server 20 may store and forward the message instruction and deliver it

as soon the receiving asynchronous account is online. For example Account B
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182 may receive Profile | 191 of account A 180, and Account C 184 may receive
Profile 1l 192 of Account A 180. The asynchronous messaging clients 30B, 30C of
Account B 182 and Account C 184 respectively, may store the received profile
information of Account A 180 on a computer readable storage medium of user
devices included in the clients 30B, 30C respectively associated with those
accounts.

[0041] FIG. 7 illustrates a process 400 of an asynchronous account
updating its own profile. In the example shown, a user uses the asynchroncus
messaging client 30 to update its own profile. The asynchronous messaging client
30 may authenticate to the asynchronous messaging server 20 (step 410). The
asynchronous messaging client 30 may provide a user interface to update its own
multiple profiles. The asynchronous messaging client 30 may send the updated
profiles to the asynchronous messaging server 20 (step 420). The asynchronous
messaging server 20 may store the updated profile (step 430). The asynchronous
messaging server 20 may look up and obtain a list of accounts linked to the
updated profile within the contact list (step 440) and push a message instruction to
the obtained asynchronous accounts list with the asynchronous account identifier
and its updated profile (step 450). This operation is known as contact list lcokup.
The message instruction may be stored and forwarded for each account in the
contact list account as soon as it becomes online. If the updated profile is a public
profile (decision 460Q), the asynchronous messaging server 20 may generate a
tracking version number for the updated public profile; the asynchronous
messaging server 20 may return the public profile version number fo the
asynchronous messaging client 30 to store; the asynchronous messaging server
20 may send the stored public profile version number with all messages sent from
the asynchronous messaging client 30 to a receiving account (step 470). As soon
as the receiver receives a message, it may use the associated public profile
version number of the sending party to compare it with a stored value. If the public
profile is outdated, the receiver may request and receive the updated public profile

of the sending party.
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[0042) The resuit of this process may be that the asynchronous messaging
server 20 transmits the updated asynchronous account profile to its own contact
list, while other accounts with no relationship to the asynchronous account are
updated at a time of receipt of a new message from the asynchronous account.
The example shown illustrates how updated multiple profiles can be distributed
and managed within asynchronous messaging system.

[0043] Thus, as shown in the method 900 of FIG. 8, once the server 20 has
received and stored in association with a user account different profile
specifications for respective different account profiles, the different profiles may be
sent or made available to different other user clients when the first user's contact
list identifies the other users, or vice versa. For example, the server 20 may
receive and store in association with user account A 180 different profile
specifications for different account profiles (step 808), such as Profile | 191 and
Profile 11 192 as shown in FIG. 3. The system 20 may receive an update of Prcfile
| 191, which may include its original creation, and generate and store an updated
profile specification (step 810). The server 20 may then determine that the contact
list 240 of Account A 180 contains a contact list entry 241 that identifies Account B
182 and includes an identification 243 of Prafile | 191 for association with Account
B 182 (step 915). Responsive to such determination, the server 20 may transmit
the updated Profile | 191 to Client B 30B associated with Account B 182 for
storage at Client B 30B as a local copy 196 of Profile [ 191 (step 920). Separately,
or in the implementation and operation of the same system 10, the server 20 may
receive an update of Profile 1l 192, which may include its original creation, and
generate and stare an updated profile specification (step 925). The server 20 may
then determine that the contact list 240 of Account A 180 contains a contact list
entry 242 that identifies Account C 184 and includes an identification 244 of
Profile Il 192 for association with Account C 184 (step 930). Responsive to such
determination, the server 20 may transmit the updated Profile 1l 192 to Client C
30C associated with Account C 184 for storage at Client C 30C as a local copy
197 of Profile 1l 192 (step 935). Separately, or in the implementation and operation

of the same system 10, the server 20 may receive an update of the Public Profile
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194, which may include its original creation, and generate and store an updated
profile specification (step 940). The server 20 may then determine that the contact
list 2680 of Account D 186 contains a contact list entry 2681 that identifies Account A
180 {step 945). Opticnally, the server 20 may first determine that the contact list
240 of Account A 180 is free of any entry identifying Account D 186. Responsive
to such determination, or determinations, as the case may ke, the server 20 may
transmit the updated Public Profile 194 to Client D 30D associated with Account D
186 for storage at Client D 30D as a local copy 198 of the Public Profile 194 (step
850). In other words, when the contact list of another account identifies Account A
180, the system may transmit to the client associated with that other account a
copy of the Public Profile 194 of Account A 180 for storage as a local copy of the
Public Profile 194 at that client. In this way, the Public Profile 194 of Account A
180 may serve as a default profile to be fransmitted to the clients of other
accounts when Account A 180 does not identify such other accounts in its
contacts list or otherwise does not identify one of its profiles for association with
and receipt by that other account.

[0044] When neither of the contact lists of two different accounts contains
any entry identifying the other account, the fwo accounts may be said to be
unrelated. With reference to FIG. 3, and by way of nan-limiting example, Account
E 188 contains no contact list entry which identifies Account 180, nor does the
contact list 240 of Account A 180 contain an entry identifying Account E 188, and
therefore these two accounts are unrelated. In such case, a copy of a profile of the
first account may be transmitted to a client associated with the second account
anly when a message is sent from the first account to the second account. In such
case, the profile may be a default profile such as the Public Profile.

[0045] In some cases, the message from the first account is addressed to
the second account not directly, but indirectly. In other words, in some cases, the
user of the first account does not address the message explicitly to the second
account. One situation in which this may occur is where the system 10 defines
and operates account groups, wherein multiple accounts of the system 10 may be

identified as belonging to a particular group, and messages sent to that group are
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propagated to all members of the group, excepting the sender. Thus, as shown in
FIG. 3, the data structure 170 may define groups 270, and in paricular
corresponding group definitions may be stored in the groups database 160 as
discussed above. By way of non-limiting example, the groups list 270 may define
a Group 1 271 which includes identifiers 274 which identify Account A 180 and
Account E 188 as belonging to Group 1 271. The data structure 170 may identify
yet further accounts as belonging to Group 1, and moreover may further define
additional groups such as Group 2 272 and Group 3 273. As shown in FIG. 3,
neither Account A 180 nor Account E 188 contains a contact list entry identifying
the other account, and thus the two accounts may be considered io be unrelated
except for the common membership of the two accounts in Group 1 271.

[0046] Although the server 20 may be so configured that when the Public
Profile 194, or another default profile, of Account A 180 is created or updated, itis
pushed to all members of any group 270 to which Account A 180 belongs, such a
configuration may not be desirabie when the number of members of such groups
is large and the resulting network traffic would likewise be large. In such case, a
different mechanism to update local copies of the Public Profile 194 may be
preferable.

[0047] Thus, as shown in the method 600 of FIG. 9, the server 20 may
receive and store in association with a first user account, for example Account A
180, different profile specifications for different account profiles 190 (step 605).
For example, the different account profiles may include the Public Profile 194. The
system 20 may then receive an update of the Public Profile 194, which may
include its creation, and generate and store an updated profile specification (step
610). The system 20 may then generate and store an updated public profile
specification version identifier 195 {step 615). The system 20 may then receive an
input, which may be from Account A 180, to send a message to another user
account, which may be Account E 188 {step 620). As shown in FIG. 3, Account A
180 and Account E 188 may be unrelated, in that neither account has a contact
list containing an entry identifying the other account. As alsc shown in FIG. 3,

however, the data structure 170 may define Group 1 271 which contains

19



CA 03009851 2018-06-26

WO 2017/147683 PCT/CA2016/051028

identifiers identifying Account A 180 and Account E 188 as belenging to Group 1
271. In such case, the input from Account A 180 to send a message to Account E
188 may identify Group 1 271, in other words to send the message to all accounts
which are members of Group 1 271, thereby indirectly identifying Account E 188
to receive the message. The server 20 may then transmit the updated public
profile specification version identifier 195 to Client E 30E associated with Account
E 188 {step 625). Client E 30E may then determine whether any local public
profile specification version identifier 280 for the Public Profile copy 299 stored
locally at Client E 30E matches the received updated public profile specification
version identifier 195. If it does not, Client 30E may send to the server 20 a signal,
which the server 20 receives, indicating that the local version identifier 280 stored
at Client 30E is outdated (step 630). In such case, which may be only in such
case, the server 20 may transmit the updated public profile 184 to Client E 30E
associated with Account E 186 for storage at Client E 30E as a local copy 199 of
the Public Profile 194, Client E 30E may also update the lecal specification
version identifier 280 associated with such local copy 198, Otherwise, the server
20 may refrain from transmitting the public profile 194, if the local version identifier
280 indicates that the local copy 199 of the Public Profile 184 is up-te-date.
Optionally, the server 20 may first determine that the contact list 240 of Account A
160 is free of any entry identifying Account E 188, and may also determine that
the contact list of Account E 188 is free of any entry identifying Account A 180, as
otherwise the updated profile may be pushed to Client E 30E automatically by the
methods S00 described above.

[0048] Although the above method 600 is described for use with a public
profile, and particularly where the public profile is used as a default profile where
the related account and receipt account are unrelated, it will be understood that
the techniqgue may be used in connection with any of the different methods
described herein. For example, where an account's contact list contains an entry
identifying another account, as well as a profile of the first account in association
with that other account, the server 20 may perform substantially method 800 when

providing or updating the local copy of the profile at the client associated with the
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other account. In other words, the server may maintain a version identifier
associated with the profile, send the version identifier to the recipient client, and
transmit the profile only if a signal is received from the recipient client that its local
version identifier indicates that its local copy of the profile is outdated or is
otherwise different. A similar method may be applied where a profile is transmitted
responsive to a reverse lookup, as described above.

[0049] The foregoing technigues provide a user of an asynchronous
messaging system the ability to create and store multiple different profiles for use
with different categories of contacts and other users of the asynchronous
messaging system. In this way, the user may select the information which other
particular categories of users, or individual users, which receive and see in
association with use of the messaging system, and in this way the user may select
information appropriate to that other user. This capability enables the user to
protect his privacy, for example from users in a work category, and at the same
time share freely information appropriate to other users in other categories, for
example in a family or friends category. The use of groups containing large
numbers of users, and the problem of increased network traffic association with
the addition, update, and propagation of profiles is addressed by the use of
version identifiers whereby recipient local copies of another user's profile are
updated only if outdated, thereby reducing the network traffic that would result
from pushing the entire profile immediately to all members of the group.

[0050] In the preceding description, for purposes of explanation, numerous
details are set forth in order to provide a thorough understanding of the
embodiments. However, it will be apparent to one skilled in the art that these
specific details may not be required. In particular, it will be appreciated that the
various additional features shown in the drawings are generally optional unless
specifically identified herein as required. The above-described embodiments are
intended to be examples only. Alterations, modifications and variations can be
effected to the particular embodiments by those of skill in the art.

[0051] In some instances, well-known hardware and software components,

modules, and functions are shown in block diagram form in order not to obscure
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the invention. For example, specific details are not provided as to whether the
embodiments described herein are implemented as a software routine, hardware
circuit, firmware, or a combination thereof.

[0052] Embodiments can be implemented as a software product stored in a
machine-readable medium {also referred to as a computer-readable medium, a
processor-readable medium, or a computer usable medium having a computer-
readable program code embodied therein). The machine-readable medium can be
any suitable tangible medium, including magnetic, optical, or electrical storage
medium including a diskette, compact disk read only memary (CD-ROM), memory
device {volatile or non-volatile), or similar storage mechanism. The machine-
readable medium can contain varicus sets of instructions, code sequences,
configuration information, or other data, which, when executed, cause a processor
to perform steps in a method according to an embodiment of the invention. Those
of ordinary skill in the art will appreciate that other instructions and operations
necessary to implement the described embodiments can also be stored on the
machine-readable medium. Software running from the machine-readable medium
can interface with circuitry to perform the described tasks.

[0053] The scope of the claims should not be limited by the particular
embodiments set forth herein, but should be construed in a manner consistent
with the specification as a whole.
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CLAIMS:

1. A computer-implemented method of managing a plurality of user profiles
associated with a first user account in an asynchronous messaging system, the
method comprising:

a) receiving and storing at a server of the asynchronous messaging
system in association with authentication to the first user account
respective profile specifications for the plurality of user profiles
associated with the first user account, the plurality of user profiles
comprising a first user profile and a second user profile different from
the first user profile;

b) receiving at the server a first input associated with the first user
account, and determining an association of the first user profile to a
second user account in the asynchronous messaging system;

) responsive to b), transmitting by the server the first user profile to a
second user client associated with the second user account for storage
at the second user client as a local copy of the first user profile;

d) receiving at the server a second input associated with the first user
account, and determining an association of the second user profile to a
third user account in the asynchronous messaging system; and

e) responsive to d), transmitting by the server the second user profile to a
third user client associated with the third user account for storage at the

third user client as a local copy of the second user profile.

2. The method according to claim 1, wherein the first input comprises an input to

send a message from the first user account to the second user account.

3. The method according to claim 2, wherein the second input comprises an

input to send a message from the first user account to the third user account.
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4. The method according to claim 2, wherein b) comprises:
randomly selecting the first user profile for transmission to the second user

client associated with the second user account in step c).

5. The method according to claim 2, further comprising:
a.1) receiving at the server a group definition identifying the second user
account;
wherein, in step b), the first input received at the server from the first user
account identifies the group, and step b) further comprises determining that the group

definition identifies the second user account.

6. The method according to claim 1, wherein b) comprises receiving at the server
in association with authentication to the first user account the first input identifying the
first user profile and the second user account in the asynchronous messaging
system, and in response generating and storing at the server in a first user contact
list associated with the first user account a second user account entry identifying the

second user account in association with the first user profile.

7. The method according to claim 1, wherein b) comprises:

receiving at the server in association with authentication to the first user
account an update of the profile specification of the first user profile and
in response generating and storing at the server an updated profile
specification of the first user profile; and

determining by the server that a first user contact list associated with the first
user account contains a second user account entry identifying the
second user account in association with the first user profile,

wherein the first user profile transmitted to the second user client comprises

the updated profile specification of the first user profile.
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8. The method according to claim 1, wherein b) comprises:

receiving at the server in association with authentication to the first user
account an update of the profile specification of the first user profile and
in response generating and storing at the server an updated profile
specification of the first user profile; and

determining by the server that a second user contact list associated with the
second user account contains a first user account entry identifying the
first user account,

wherein the first user profile transmitted to the second user client comprises

the updated profile specification of the first user profile.

9. The method according to claim 8, wherein a first user contact list associated

with the first user account is free of any entry identifying the second user account.

10.  The method according to claim 8, wherein a first user contact list of the first

user account is free of any entry identifying the first user profile.

11.  The method according to claim 1, further comprising:

c.1) receiving at the server in association with authentication to the first user
account an update of the profile specification of the second user profile
and in response generating and storing an updated profile specification
of the second user profile, and in response generating and storing at
the server in association with the second user profile an updated profile
specification version identifier of the second user profile,

wherein d) comprises receiving at the server an input to send a message from

the first user account to the third user account,

the method further comprising:

d.1) transmitting by the server to the third user client associated with the

third user account the updated profile specification version identifier;
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d.2) receiving at the server a signal from the third user client indicating that
a local profile specification version identifier associated with the local
copy of the second user profile stored at the third user client is different
from the updated profile specification version identifier,
wherein step e) is performed responsive to step d.2), and the second user
profile transmitted to the third user client comprises the updated profile specification

of the second user profile.

12.  The method according to claim 11, further comprising:
d.0.1) determining by the server that a first user contact list associated with
the first user account is free of any entry identifying the third user
account,

wherein steps d.1) and d.2) are performed responsive to step d.0.1).

13.  The method according to claim 12, further comprising:

d.0.2) determining by the server that a third user contact list associated with
the third user account is free of any entry identifying the first user
account,

wherein steps d.1) and d.2) are performed responsive to steps d.0.1) and

d.0.2).

14.  The method according to claim 13, wherein step d.0.2) is performed

responsive to step d.0.1).

15.  The method according to claim 12, wherein the first user contact list of the first

user account is free of any entry identifying the second user profile.

16. The method according to claim 7, wherein d) comprises:
receiving at the server in association with authentication to the first user

account an update of the profile specification of the second user profile and in
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response generating and storing by the server an updated profile specification of the
second user profile; and
determining by the server that the first user contact list associated with the first
user account contains a third user account entry identifying the third
user account in association with the second user profile,
wherein the second user profile transmitted to the third user client comprises

the updated profile specification of the second user profile.

17.  The method according to claim 7, wherein d) comprises:

receiving at the server in association with authentication to the first user
account an update of the profile specification of the second user profile
and in response generating and storing by the server an updated profile
specification of the second user profile; and

determining by the server that a third user contact list associated with the third
user account contains a first user account entry identifying the first user
account,

wherein the second user profile transmitted to the third user client comprises

the updated profile specification of the second user profile.

18.  The method according to claim 17, further comprising:

f) receiving at the server in association with authentication to the first user
account an update of the profile specification of a third user profile
different from both the first user profile and the second user profile, and
in response generating and storing by the server an updated profile
specification of the third user profile, and in response generating and
storing by the server in association with the third user profile an
updated profile specification version identifier of the third user profile;

o) receiving at the server an input to send a message from the first user

account to a fourth user account in the asynchronous messaging

27

CA 3009851 2018-09-04



system, the fourth user account being different from both the second
user account and the third user account;

h) transmitting by the server to a fourth user client associated with the
fourth user account the updated profile specification version identifier;

) receiving at the server a signal from the fourth user client indicating that
a local profile specification version identifier associated with a local
copy of the third user profile stored at the fourth user client is different
from the updated profile specification version identifier;

)] transmitting by the server the third user profile to the fourth user client
associated with the fourth user account for storage at the fourth user
client as a local copy of the third user profile, the third user profile
transmitted to the fourth user client comprising the updated profile

specification of the third user profile.

19.  The method according to claim 18, further comprising:

g.1) determining by the server that a first user contact list associated with
the first user account is free of any entry identifying the fourth user account, and that
a fourth user contact list associated with the fourth user account is free of any entry
identifying the first user account,

wherein steps h), i), and j) are performed responsive to step g.1).
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