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A Method of Processing Data Packets

This invention relates to a method of processing data packets.

In many digital communication networks, data is transmitted from a sending
station to a receiving station in the form of discrete variable sized portions, commonly
referred to as packets. AVarious communications protocols have been developed which
define the procedures for sending packets of data from one station in a network to
another station and which also define the procedures that determine how the packets
will be processed at the sending and receiving stations. For any Oomrnunicaﬁc;n, there
are many fimctions that may need to be performed by a protocol and in practice there
are so many that a set or snite of protocols is used, each protocol in the suite handling
one or more specific aspects of the communication. Perhaps the best known protocol
suite is the Transmission Control Protocol/Internet Protocol (TCP/IP) which is widely
used on the Internet. -

A schematic representation of a simple packet 1 is shown in Figure 1. In
common with all packets, the packet 1 can be thought of comprising two parts, a header
2 (also known as the Protocol Conirol Information (PCI)) and a payload 3 (the actual
data to be sent to the receiving node). The header 2 comprises a mumber of fields,
indicatod as 21 to 2, each field containing information important to the communication.
Examples of fields that a header may comprise are, a ‘source ficld’ indicating the
address of the sending station, a ‘destinatioﬂ field' indicating the address of the receiving
station, an 'amount of data field' indicaiing the size of the payload and an ‘identification
field' identifying the sequence number of the packet. Many other field types will be

known to those skilled in the art.

' CONFIRMATION COPRY

JP 2004-510371 A 2004.4.2
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The protocol suite associated with a particular packet does not define the data

carried in the payload part of the packet but it does specify the format of the header, for

example, the different types of fields present in the header, the length and ordering of
the fields and the way in which the pattern of bits which make up the fields are to be
interpreted.

Mobile telecommunications networks and the Internet are converging in terms of
their functionality. It is desirable for so called third generation (3G) mobile handsets to
be able to deal with Internet data packets directly, to allow mobile users access to
seamless e-mail, web browsing, multimedia and other services. Protocols such as
TCP/IP have been. designed primarily for fixed networks where available bandwidth is
relatively more plentiful then. that available in wireless networks. When used to carry
speech, the message overhead resulting from packet headers can take up to 75% of the
total network capacity, which is unacceptable for mobile networks.

To alleviate this problem, various compression schemes have been developed for
compressing packet headers prior to the packets being transmitted over the wireless
interface. An example of such a scheme is the well known Van Jacobson scheme
described in ‘REC 1144". .

In previous header compression systems both the entity that performs the header
compression and the emiity that performs the subsequent decompression are pre-
configured to have access to a stored record of the header profiles of packets associated
with any of the known protocol stacks that it is anticipated that the entities may have to
deal with.

A header profile is in effect, a definition of how the value of each particular field

i the header varies or behaves from packet to packet. For example, a simple header,

JP 2004-510371 A 2004.4.2
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associated with a notional protocol stack Z may comprise three fields A, B and C and
the profile may be Field A = static, Field B = irregular and Field C = linear’ meaning
that the value of field A does not vary from packet to packet, the value of field B varies
randomly from packet to packet and the value of field C varies linearly from packet to
packet.

Having access to header profiles allows compressors and associated de-
compressors to implement compression and subsequent de-compression techuiques
optimised for the particular protocol suite being used. For example, on receiving
packets having headers defined by notional protocol stack Z, knowing the header profile
associated with protocol stack Z allows the compressor to izﬁplement a compression
scheme in which for each packet, Field A is compressed vsing ‘Static Field Enpoding‘,
Field B is compressed using ' irregular Field Encoding' and Field C is compressed using
‘Linear Field Encoding'. Likewise, knowing the header profile allows a de-compressor
to implement an optimised de-compression method. V

1t is not uncommon for known header compressor/de-compressor systems to be
expected to deal with new types of packet data in which the headers are defined by a
new protocol stack (or perhaps a variation on an old ‘protocol stack), with which the
system has not dealt with before. To do this, the store of header profiles to which the
system has access must first be updated with the header profile associated with the new
protocol stack.

This is possible, although inconvenient, in network base to base communication,
where the profile update can be performed by a neiwork administrator but is more
difficult where the communication involves a mobile station, for example, a mobile

phone.

JP 2004-510371 A 2004.4.2
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The present invention aims to overcome or at least alleviate the above mentioned
problems.

According to the invention there is provided a method of processing data packets
in a data stream in a communicaiion system, the method comprising: receiving a
plurality of data packets; analysing the phurality of data packets; generating in response
to the analysis, profile data which indicates how one or more parts of each of the
plurality of data packets varies from daia packet to data packet; and making the profile
data available so that a data packet compression scheme that accords with the profile
data can be implemented on data packets in the data stream.

According to the invention there is also provided an apl;arams for processing
data packeis in a communication sysiem, the apparatus comprising: means for ref:eiving
a plurality of data packets; means for analysing the plurality of data packets; means for
generating in response to the analysis, profile data_ which indicates how one or more
parts of each of the plurality of packets varies from data packet to data packet; and
means for making the profile data available for use in selecting a data packet
compression. scheme that accords with the profile data.

According to the invention there is also provided a system of processing data
packets in a data stream in a communication network, the system comprising: receiving
a plurality of data packets in the data siream; analysing the plurality of data packets to
generate behaviour data that indicates how, at least a part of each of the plurality of
packets behaves from data packet to data packet; implementing a data packet
compression scheme in accordance with the behaviour data on data packets in the data

stream.

JP 2004-510371 A 2004.4.2



L T e T e T e T e T e T e T e T T e T e T s O s O s O e TR s T e O e, T s T e, O e, T e, O e T e TR e O e, IO e T e T s R |

10

20

(16)

WO 02/26860 PCT/GB01/04308

5

Embodiments of the present invention will now be described with reference to
the accompanying drawings in which:

Figure 1 is a schematic representation of a packet;

Figure 2 is a block diagram of a system embodying the invention;

Figure 3 is a flow diagram illustrating a process used in an embodiment of the

invention;

Figure 4 is a conceptual illustration of a packet profile;

Figure 5is a §chematic representation of a packet notionally divided into a string

of octets;

Figure 6 is a block diagram of another system ernbodyi;xg the invention;

Figure 7 is a block diagram of another system embodying the invention;

Referring now to Figure 2 there is illustrated a system embodying the present
invention. The system comprises a cellular mobile communication network 10,
comptising at least one base station 11 for communicating with at least one mobile
station or phone 12 operating in the base station's 11 area of coverage. The mobile
network 10 may for example be a GSM network or a UMTS network. The structure and
fonction of the components that make up such networks, for example, mobile stations,
base stations, base station controllers, gateways and the like that provide for base station
to mobile station communication and which connect the mobile network to other
communication networks such as the PSTN or the Internet are well known to those
skilled in the art and need not be discussed in any detail here:

Furthermore, as is well known to those skilled in the art, mobile stations may
now incorporate hardware/software that enable the station to handle data transmitted to

the mobile neiwork in which the mobile station is operating from or via public data

JP 2004-510371 A 2004.4.2
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networks such as the Interpet. The data may take many forms, inchiding for example,
voice, video and text data and web pages.

In the embodiment illustrated in Figure 2, the mobile station 12 receives from
the base station 11, via the wireless interface 13, packet data transmitted to the mobile
network 10 from the internet 14. The base station 11 is provided with a compressor 15
for compressing received packets prior to the packets being transmitted over the
wireless interface 13. The compressor 15 is primarily for compressing packet headers,
although it may also compress the packet payloads.

The compressor 15 comprises a programme stored at the base station 11 and
which is executed on a processor (not shown) present in the (base station to whlpress
received packets, prior to them being transmitted to the mobile station 12. As
mentioned in the introduction, suitable compression algorithms for compressing packets
are well known to those skilled in the art.

Correspondingly, the mobile station 12 js provided with a de-t;,ormpressor 16, for
de-compressing compressed packet received from the base station 11. The de-
compressor 16 comprises a programme stored at the mobile station 12 and which is
executed on a processor (not shown) present in the mobile station 12 to de-compress the
packets. De-compression algorithms for de-compressing packets are well known to
those skilled in the art.

The base station 11 is further provided with an entity 17 which for convenience
will be referred to hereinbelow as a ‘profiler’. The profiler 17 corprises software stored
at the base station 11 and executed on a processor (not shown) located in the base
station 11. The function of the profiler 17 is to analyse packets in a packet stream

intended for the mobile station 12 fo identify a profile or paitern of how the value of

JP 2004-510371 A 2004.4.2
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corresponding bit sequences in different packets behaves from packet to packet. Having
identified such behaviour patterns, the profiler 17 sends this information to both the
compressor 15 and also the de-compressor 16 to allow these entities to implement an
optimal compression/de-compression scheme for the data packets. Thus, unlike in
previous systems, the compressor 15 and de-compressor 16 need not have any a priori
information about the profile of packets in a given packet stream to enable packet
compression and subsequent de-compression to be achieved and are therefore able to
deal with arbitrary packet streams.

Referring now to Figure 3 as well as Figure 2, an example of a process used in
an embodiment of the invention will be given. In this example, the number of fields in
each packet, their ordering, and the length of each field is known to the compressor 15
at connection set up. However, the behaviour of corresponding fields from packet to
packet is unknown and is to be determined by the profiler 17.

As data packets begin arriving at the base station 11, step 20, the profiler 17
commences analysing the packets to determine how the value of equivalent fields differs
from packet to packet, step 21. In step 22, enough packets have been analysed for the
profiler to have determined the behaviour of at least one of the fields in the packets, and
this information is sent to the compressor 15 and also to the de-compressor 16, step 23.
The profiler 17 continues analysing packets as they arrive, step 24, to determine the
behaviour of more of the fields, and each tim; the behaviour of a field is identified, this
information is transmitted to the compressor 15 and the de-compressor 16, step 25. This
process continues, step 26, until eventually the profiler 17 has developed a full profile of
the received packets, in other words, information on the behavioural pattern of éaoh

field in the packets.

JP 2004-510371 A 2004.4.2
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A conceptual illustration of a packet profile is shown in Figure 4. For each field
in the packet, the profile indicates the size of the field and how the field varies from
packet to packet. In the above example, the compressor has prior knowledge of the size
of each field and so the profiler 17 need only determine the behaviour of each field.

The packets received at the base station 11 may have a number of fields that will
cither, remain static for the duration of the call connection, change in a predictable
fashion, for example a linear fashion, for the duration of the connection or change

irregularly for the duration of the connection. BEach time the profiler 17 notifies the

compressor 15 of the behaviour of a given field, the compressor 15 is then able to

implement an appropriate compression technique for that ﬁeid in SUbsequéni packets.
For example, a field that is observed not to change from packet to packet can be elided
from further compressed packets transmitted to the mobile station 12 and a field that is
observed to chaﬁge in say a linear fashion can be compressed using a technique
appropriate for linearly varying fields. Appropriate compression techniques for each
type of field behaviour will be known to those skilled in the art. Notifying the de-
compressor 16 of the behaviour of a given ﬁc@ allows the de-compressor 16 to
implement a complementary de-compression techrﬁéue on that field in the compressed
packets.

At connection set up, the compressor 15 will have no information on the
behaviour of any of the fields in the packets. Thus, initially uncompressed packets will
have be sent to the mobile station 12. As information on field behaviour vis developed
by the profiler 17 the compressor 15 then begins to implement a compression scheme on
the packets, which initially will be quite a conservative scheme. This scheme will be

enhanced and refined as and when the compressor 15 receives more information from

JP 2004-510371 A 2004.4.2
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the profiler 17, allowing the compressor 15 to implement appropriate cormpression
techniques on more and more of the various fields.

Throughout the duration of the call connection between the base station 11 and
the mobile station 12, the profiler 17 continues to analyse the behaviour of the packet
fields in order to, if necessary, update the profile at the compressor 15 and also at the
de-compressor 16. For instance, the profiler 17 may determine a better understanding of
the behaviour of a given field, or determine that the behaviour pattern of a field has
changed. In such instances, where the degree of compression is to be increased, for
example if the profiler 1% has determined that a particular field is static, it is preferred to
wait for this update to reach the de-compressor 16 and be acknowledged before the
compressor 15 implements a refined compression scheme.

In other instances, the compressor 15 as a result of the profile generated by the
profiler may be compressing packets to a greater degree then is correct. For example,
the profiler 17 may have indicated to the compressor 15 that a field that had not changed
for n packets is static, prompting the compressor 15 to compress that field accordingly,
when subsequently the profiler 17 determines that the behaviour of that field has
changed. Preferably, this change is signalled to the compressor 15 and de-compressor
16 immediately, to the de-compressor 16 using out-of band signalling or alternatively
in-band signalh’ngA’ For example, a profile update may be encoded as a number of
additional bytes that are attached to a compressed packet sent to the mobile station 12.
The same update may be persistently attached to different compressed packets until
acknowledgement that the update has reached the compressor 15 is received.

Additionally, multiple types of encoding may be associated with a single field, to

allow the profiler 17 to identify new types of field behaviour without necessarily

JP 2004-510371 A 2004.4.2
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overriding previously seen behaviour patterns. In order to allow the compressor 15 and
de-compressor 16 to make use of this data, the profiler 17 may indicate to them the
probabilities of the different encodings. Thus, for example, the profiler 17 may indicate
that a field is static with high probability but has 2 small (non-zero) probability of
changing. This should allow the compressor 15 and de-compressor 16 to manage slight
deviations from expected behaviour without requiring large amounts of out-of band
signalling.

In the above described example, it is assumed that the number of fields in each
packet, their ordering, and the length of each field is known to the compressor 15 and
the de-compressor 16, allowing the profiler 17 to analyse the i:ackets on a field by field
basis. In some instances, for example, if the communication involves a new data-type,
associated with a new protocol stack, such information will not be available to these
entities at connection set-up. In such instances, the profiler 17 is arranged to analyse
received packets so as to identify behaviour patterns in equivalent sub-sections of the
packets.

For example, as illustrated in Figure 5 each whole packet may be treated simply
as a siring of octets and the profiler 17 arranged to examine suéc%sive packets looking
for correlation between equivalent octets in the packets. Thus, without trying to identify
field boundaries, the profiler 17 profiles the packet behaviour over time on an octet by
octet basis. For example, the profiler 17 identifies octets that retain the same value, or
that rarely change, or that take on a small pumber of values. As described above with
respect to field behaviour, each time the profiler 17 identifies a pattern in the behaviour

of a given octet this information is encoded and passed to the compressor 15 and de-
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compressor 16 which implement an appropriate compression/de-compression scheme
accordingly.
As with the known field length example discussed above, throughout the

duration of the call connection between the base station 11 and the mobile station 12,

the profiler 17 continues to analyse the behaviour of the octets in order io update the

profile at the compressor 15 and also at the de-compressor 16 as and when necessary.

It will be understood that profiling packet behaviour on an octet by octet basis is
given by way of example only, and the profiler 17 could be configured to profile packet
behaviour on the basis of packet sub-sections of any convenient size, for example 10
bits.

A further embodiment of the invention will now be described with reference to
Figure 6, in which components already described with respect to Figure 2 are given
similar reference numerals. In this embodiment, the profiler 17 rather than being
located in the base station 11 is Jocated in the mobile station 12. In operation, at
connection set up, packets received af the base station 11 are initially transmitted to the
mobile station 12 nn-compressed. At the mobile station 12, the profiler 17 analyses
received packets to determine the profile of the packets. As described above, if the
frame format of the packets is known then the profiler 17 analyses the packets on a
frame by frame basis. If the frame format is not known, then the profiler 17 analyses
the packets on a sub-section by sub-section basis, for example octet by octet.

In either case, each time the profiler 17 determines the behaviour pattern of a
given field or a given sub-section, this information is passed to the de-compressor 16

and is also transmitted from the mobile station 12 to the base station 11 where it is

. passed to the compressor 15. As in the examples described above, each time the profiler
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17 notifies the compressor 15 of the behaviour of a given field or sub-section, the
compressor is then able to use an appropriate compression technique for that field or
sub-section in subsequent packets and the de-compressor is able to use an appropriate
complementary de-compression technique on those packets when they are received. In
this embodiment, the profiler 17 may be arranged to analyse received packets either
before they are input to the de-compressor 16 or after they are output from the de-
compressor 16.

A further embodiment of the invention is illustrated in Figure 7 in which features
already described with respect to Figures 2 and 6 are again given similar reference
numerals. In this embodiment, both the base station. 11 and the mobile station 12 are
provided with their own profiler, indicated as 17a and 17b respectively. In operation,
packets received at the base station 11 from the internet 14 are, as described
hereinbefore, analysed by the profiler 17a to develop a profile of the behaviour of either
fields in the packet or sub-sections of the packets. As before, the information on the
behaviour of each field or sub section developed by the profiler 17a is sent to the
compressor 15 which then implements appropriate compression technigues.
Advantageously, in this embodiment, there is no need for the information determined by
the profiler 17a to be sent from the base station 11 over the wireless interface 13 to the
mobile station 12 for passing to the de-compressor 16. Instead, the profiler 17b
performs its own analysis on packets received from the base station 11, to develop its
own profile of the behaviour of either fields in the packet or sub-sections of the packets,
which matches that developed by the profiler 17a. The information on the behaviour of

each field or sub-section developed by the profiler 17b is sent to the de-compressor 16
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which then implements’ appropriate de-compression techniques that are complementary
to the compression techniques applied at the compressor 15.

Again, the compressor 15 will initially implement a conservative compression
scheme with the initial packets transmitted to the mobile station 12 not being
compressed. As before, the compression scheme implemented by the compressor 15
will be enhanced and refined as and when the compressor 15 receives information from
the profiler 17a detailing the behaviour of the fields (or the sub-sections) of the packets.
Advantageously, since the information on the field (or sub-section) behaviour réqui.ted
by thg de-compressor 16 in order to de-compress packets, is generated locally by the
second profiler 17b there is no requirement for this informaﬁmll to be signalled from the
base-station 11 to the mobile station 12, thereby saving on bandwidth usage. It will be
appfeciated by those possessed of the appropriate skills that the two profilers 17a and
17b must be kept operating in synchronisation. This may be achieved, for example, by
transmitting a regular synchronisation signal from the base siation 11 to the mobile
station. 12 on a dedicated control chanmel

Itis to be undersfood that the invention has been described with reference to the
Internet and a cellular mobile communications network for illustration only. The
invention may find application in any communication system or combination of systems
where it is desirable to compress data packets in a packet flow prior to the packets being
received at a receiving station. For example, it is enx;isage& that the invention may find
particular application in wireless local area networks.

Having thus described the present invention by reference to preferred
embodiments it is to be well understood that the embodiments in question are exemplary

only, and that modifications and variations such as will occur to those possessed of
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appropriate knowledge and skills may be made without departure from-the scope of the

invention as defined in the appended claims.
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Claims

A method of processing data packets in a data siream in a communication
system, the method comprising:

receiving a plurality of data packets from the data stream;

analysing the plurality of data packets;

generating in Iésponse to the analysis, profile data which indicates how one or
more parts of each of the plurality of data packets varies from data packet to data
packet; and

making the profile data available so that a data packet ‘compressiou scheme that
accords with the profile data can be implemented on data packets in the data

stream.

A method according to claim 1, the method further comprising:
sending the profile dafa to a compressor which implements the compression

scheme on data packets in the data stream in the communications system.

A method according to claim 2, wherein the profile data is transmitted over a

network link to the compressor.

A method according to any of claims 2 or 3, the method further comprising:
making the profile data available so that a data packet de-compression scheme
that it is complementary to the data packet compression scheme can be

implemented on packets in the data stream.

2004-510371 A 2004.4.2
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A method according to claim 4, the method further comprising:
sending the profile data to a de-compressor which implements the de-
compression scheme in order de-compress packets in the dafa stream that have

been compressed by the compressor.

A method according to claim 5, wherein the profile data is transmitted over a

network link to the de-compressor

A method according to claim 6, wherein the profile data is transmitted over a

wireless interface to the de-compressor.

A method according to claim 6 or 7, wherein the profile data is encoded as a bit

string and attached to a data packet for transmission to the de-compressor.

A method according to any preceding claim wherein the plurality of packeis are
analysed such that the profile data indicates how one or more frames of the

packets varies from packet to packet.

A method according to claim 9 wherein the one or more frames are header

frames.
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12.

13.

14.

17
A method according to any of clairas 1 to 8 wherein the plurality of packets are
analysed such that the profile data indicates how one or more sub-sections a

predefined number of bits long of each packet varies from packet to packet.

A computer programme for implementing the method of claim 1 when executed

011 @ Processor.

An apparatus for processing data packets in a communication system, the
apparatus comprising:
means for receiﬁng a plurality of data packets;

means for analysing the plurality of data packets;

means for generating in response to the analysis, profile data which indicates

how one or more parts of each of the plurality of packets varies from data packet
to data packet; and
means for making the profile data avajlable for use in sclecting a data packet

compression scheme that accords with the profile data.

A system of processing data packets in a data stream in ~a communication
network, the system comprising:

receiving a plurality of data packets in the data stream;

analysing the plurality of data packets to generate behaviour data that indicates

how at least a part of each of the plurality of packets behaves from data packet to

" data packet;

JP 2004-510371 A 2004.4.2



L T e T e T e T e T e T e T e T T e T e T s O s O s O e TR s T e O e, T s T e, O e, T e, O e T e TR e O e, IO e T e T s R |

(29)

WO 02/26860 . PCT/GB01/04308
18

implementing a data packet compression scheme in accordance with the

behaviour data on data packets in the data stream.
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A Method of Processing Data Packets

This invention relates to a method of processing data packets.

In many digital communication networks, data is transmitted from a sending
station to a receiving station in the form of discrete variable sized portions, commonly
referred to as packets. Various communications protocols have been developed which
define the procedures for sending packets of data from one station in a network to
another station and which also define the procedures that determine how the packets
will be processed at the sending and receiving stations. For any commu:xicati(;n, there
are many functions that may need to be performed by a protocol aund in practice there
are so many that a set or suite of protocols is used, each protocol in the suite handling
one or more specific aspects of the communication. Perhaps the best known protocol
suite is the Transmission Control Protocol/Internet Protocol (TCP/IP) which is widely
used on the Internet.

A schematic representation of a simple packet 1 is shown in Figure 1. In
common with all packets, the packet 1 can be thought of comprising two parts, a header
2 (also known as the Protocol Control Information (PCI)) and a payload 3 (the actual
data to be sent to the receiving node). The header 2 comprises a number of fields,
indicated as 2y to 2y, each field containing information important to the communication.
Examples of fields that a header may comprise are, a ‘source field’ indicating the
address of the sending statior, a ‘destination field' indicating the address of the receiving
station, an 'amount of data field’ indicating the size of the payload and an 'identification
field' identifying the sequence number of the packet. Many other field types will be

known to those skilled in the art.

CONFIRMATION COPY
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The protocol suite associated with a particuler packet does not define the data

carried in the payload part of the packet but it does specify the format of the header, for

example, the different types of fields present in the header, the length and ordering of
the fields and the way in which the pattern of bits which make up the fields are to be
interpreted.

Mobile telecommunications networks and the Internet are converging in terms of
their functionality. 1t is desirable for so called third generation (3G) mobile handsets to
be able to deal with Intemet data packets directly, to allow mobile users access to
seamless e-mail, web browsing, muliimedia and ofher services. Protocols such as
TCP/P have been designed primarily for fixed networks where available bandwidth is
relatively more plentiful then that available in wireless networks, When used to carry
speech, the message overhead resulting from packet headers can take up to 75% of the
total network capacity, which is unacceptable for mobile networks.

To alleviate this problem, various compression schemes have been developed for
compressing packet headers prior to the packets being transmitted over the wireless
interface. An example of such a scheme is the well known Van Jacobson scheme
described in 'RFC 1144,

In previous header compression systems both the entity that performs the header
compression and the entity that performs the subsequent decompression are pre-
configured to have access to a stored record of the header profiles of packets associated
with any of the known protocol stacks that it is anticipated that the entities may have to
deal with.

A header profile is in effect, a definition of how the value of each particular field

in the header varies or behaves from packet to packet. For example, a simple header,
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3
associated with a notional protocol stack Z may comprise three fields A, B and C and
the profile may be 'Field A = static, Field B - irregular and Field C = linear' meaning
that the value of field A does not vary from packet to packet, the value of field B varies
randomly from packet to packet and the value of field C varies linearly from packet to
packet.

Having access to header profiles allows compressors and associated de-
compressors to implement compression and subsequent de-compression techniques
optimised for the particular protocol suite being used. For example, on receiving
packets having headers defined by notional protocol stack Z, knowing the header profile
associated with protocol stack Z allows the compressor to il‘nplement a compression
scheme in which for each packet, Field A is compressed using 'Static Field Egcoding‘,
Field B is compresséd using ' irregular Field Encoding' and Field C is compressed using
"Linear Field Encoding’. Likewise, knowing the header profile allows a de-compressor
to implement an optimised de-compression method. V

1t is not uncommon for known header compressor/de-compressor systems to be
expected to deal with new types of packet data in which the headers are defined by a
new protocol stack (or perhaps a variation on an old ‘protocol stack), with which the
system has not dealt with before. To do this, the store of header profiles to which the
system has access must first be updated with the header profile associated with the new
protocol stack.

This is possible, although inconvenient, in network base to base communication,
where the profile update can be performed by a network administrator but is more
difficult where the comumunication involves a mobile station, for example, a mobile

phone.
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The present invention aims to overcome or at least alleviate the above mentioned
problems.

According to the invention there is provided a method of processing data packets
in a data stream in a communication system, the method comprising: receiving a
plurality of data packets; analysing the plurality of data packets; generating in response
to the analysis, profile data which indicates how one or more parts of each of the
plurality of data packets varies from data packet to data packet; and making the profile
data available so that a data packet compression scheme that accords with the profile
data can be implemented on data packets in the data stream.

According to the invention there is also provided an ap}:;aratus for processing
data packets in a communication system, the apparatus comprising: means for receiving
a plurality of data packets; means for analysing the plurality of data packets; means for
generating in response to the analysis, profile data which indicates how one or more
parts of each of the plurality of packets varies from data packet to data packet; and
means for making the profile data available for use in selecting a data packet
compression scheme that accords with the profile data.

According to the invention there is also provided a system of processing data
packets in a data stream in a communication network, the system comprising: receiving
a plurality of data packets in the data stream; analysing the plurality of data packets to
generate behaviour data that indicates how, at least a part of each of the plurality of
packets behaves from data packet to data packet; implementing a data packet
compression scheme in accordance with the behaviour data on data packets in the data

stream.
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Embodiments of the present invention will now be described with reference to
the accompanying drawings in which:

Figure 1 is a schematic representation of a packet;

Figure 2 is a block diagram of a system embodying the invention;

Figure 3 is a flow diagram illustrating a process used in an embodiment of the

invention;

TFigure 4 is a conceptual illustration of a packet profile;

Figure 5 is a schemdtic representation of a packet notionally divided into a string

of octets;

Figure 6 is a block diagram of another system embodying the invention;

Figure 7 is a block diagram of another system embodying the invention;

Referring now to Figure 2 there is illustrated a system embodying the present
invention. The system comprises a cellular mobile communication network 10,
comprising at least one base station 11 for communicating with at least one mobile
station or phone 12 operating in the base station's 11 area of coverage. The mobile
network 10 may for example be a GSM network or a UMTS network. The structure and
function of the components that make up such networks, for example, mobile stations,
base stations, base station controllers, gateways and the like that provide for base station
to mobile station communication and which connect the mobile network to other
communication networks such as the PSTN or the Internet are well known to those
skilled in the art and need not be discussed in any detail here.

Furthermore, as is well known to those skilled in the art, mobile stations may
now incorporate hardware/software that enable the station to handle data transmitted to

the mobile network in which the mobile station is operating from or via public data
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networks such as the Tnternet. The data may take many forms, including for example,
voice, video and text data and web pages.

In the embodiment illustrated in Figure 2, the mobile station 12 receives from
the base station 11, via the wireless interface 13, packet data transmitted to the mobile
network 10 from the internet 14. The base station 11 is provided with a compressor 15
for compressing received packets prior to the packets being transmitted over the
wireless interface 13. The compressor 15 is primarily for compressing packet headers,
although it may also compress the packet payloads.

The compressor 15 comprises a programme stored at the base station 11 and
which is executed on a processor (not shown) present in the base station to coﬁlpress
received packets, prior to them being transmitted to the mobile station 12. As
mentioned in the introduction, suitable compression algorithms for compressing packets
are well known to those skilled in the art.

Correspondingly, the mobile station 12 is provided with a de-éompresscr 16, for
de-compressing compressed packet received from the base station 11. The de-
compressor 16 comprises a programme stored at the mobile station 12 and which is
executed on a processor (not shown) present in the mobile station 12 to de-compress the
packets, De-compression algorithms for de-compressing packets are well known to
those skilled in the art.

The base station 11 is further provided with an entity 17 which for convenience
will be referred to hereinbelow as a 'profiler’. The profiler 17 comprises software stored
at the base station 11 and executed on a processor (not shown) located in the base
station 11. The function of the profiler 17 is to analyse packets in a packet stream

intended for the mobile station 12 to identify a profile or pattern of how the value of
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corresponding bit sequences in different packets behaves from packe;t to packet. Having
identified such behaviour patterns, the profiler 17 sends this information to both the
compressor 15 and also the de-compressor 16 to allow these entities to implement an
optimal compression/de-compression scheme for the data packets. Thus, unlike in
previous systems, the compressor 15 and de-compressor 16 need not have any a priori
information about the profile of packets in a given packet stream to enable packet
compression and subsequent de-compression to be achieved and are therefore able to
deal with arbitrary packet streams.

Referring now to Figure 3 as well as Figure 2, an example of a process used in
an embodiment of the invention will be given. In this example, the number of fields in
each packet, their ordering, and the length of each field is known to the compressor 15
at connection set up. However, the behaviour of corresponding fields from packet to
packet is unknown and is to be determined by the profiler 17.

As data packets begin arriving at the base station 11, step 20, the profiler 17
commences analysing the packets to determine how the value of equivalent fields differs
from packet to packet, step 21. In step 22, enough packets have been analysed for the
profiler to have determined the behaviour of at least one of the fields in the packe‘rs,. and
this information is sent to the compressor 15 and also to the de-compressor 16, step 23.
The profiler 17 continues analysing packets as they arrive, step 24, to determine the
behaviour of more of the fields, and each time the behaviour of a field is identified, this
information is transmitted to the compressor 15 and the de-compressor 16, step 25. This
process continues, step 26, until eventually the profiler 17 has developed a full profile of
the received packets, in other words, information on the behavioural pattern of each

field in the packets.

JP 2004-510371 A 2004.4.2
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A conceptual illustration of a packet profile is shown in Figure 4. For each field
in the packet, the profile indicates the size of the field and how the field varies from
packet to packet. In the above example, the compressor has prior knowledge of the size
of each field and so the profiler 17 need only determine the behaviour of each field.

The packets received at the base station 11 may have a number of fields that will
either, remain static for the duration of the call connection, change in a predictable
fashion, for example a linear fashion, for the duration of the connection or change

irregularly for the duration of the connection. Each time the profiler 17 notifies the

compressor 15 of the behaviour of a given field, the compressor 15 is then able to |

implement an appropriate compression technique for that field in subsequent packets.
For example, a field that is observed not to change from packet to packet can be elided
from further compressed packets transmitted to the mobile station 12 and a field that is
observed to change in say a linear fashion can be compressed using a technique
appropriate for linearly varying fields. Appropriate compression techniques for each
type of field behaviour will be known to those skilled in the art. Notifying the de-
compressor 16 of the behaviour of a given ﬁeld‘ allows the de-compressor 16 to
implement a complementary de-compression technique on that field in the compressed
packets.

At connection set up, the compressor 15 will have no information on the
behaviour of any of the fields in the packets. Thus, initially uncompressed packets will
have be sent to the mobile station 12. As information on field behaviour .is developed
by the profiler 17 the compressor 15 then begins to implement a cuﬁpression scheme on
the packets, which nitially will be quite a conservative scheme. This scheme will be

enhanced and refined as and when the compressor 15 receives more information from

JP 2004-510371 A 2004.4.2
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the profiler 17, allowing the compressor 15 to implement appropriate compression
techniques on more and more of the varjous fields.

Throughout the duration of the call connection between the base station 11 and
the mobile station 12, the profiler 17 continues to analyse the behaviour of the packet
fields in order to, if necessary, update the profile at the compressor 15 and also at the
de-compressor 16. For instance, the profiler 17 may determine a better understanding of
the behaviour of a given field, or determine that the behaviour pattern of a field has
changed. In such instances, where the degree of compression is to be increased, for
example if the profiler 1’.7 has determined that a particular field is static, it is preferred to
wait for this update to reach the de-compressor 16 and be ;cknowledged before the
compressor 15 implements a refined compression scheme.

In other instances, the compressor 15 as a result of the profile generated by the
profiler may be compressing packets to a greater degree then is correct. For example,
the profiler 17 may have indicated to the compressor 15 that a field that had not changed
for n packets is static, prompting the compressor 15 to compress that field accordingly,
when subsequently the profiler 17 determines that the behaviour of that ficld has
changed. Preferably, this change is signailed to the compressor 15 and de-compressor
16 immediately, to the de-compressor 16 using out-of band signalling or alternatively
in-band signalling.' For example, a profile update may be encoded as a number of
additional bytes that are attached to a compressed packet sent to the mobile station 12.
The same update may be persistently attached to different compressed packets until
acknowledgement that the update has reached the compressor 15 is received.

Additionally, multiple types of encoding may be associated with a single field, to

allow the profiler 17 to identify new types of field behaviour without necessarily

JP 2004-510371 A 2004.4.2
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overriding previously seen behaviour patterns. In order to allow the compressor 15 and
de-compressor 16 to make use of this data, the profiler 17 may indicate to them the
probabilities o.f the different encodings. Thus, for example, the profiler 17 may indicate
that a field is static with high probability but has a small (non-zero) probability of
changing. This should allow the compressor 15 and de-compressor 16 to manage slight
deviations from expected behaviour without requiring large amounts of out-of band
signalling.

In the above described example, it is assumed that the number of fields in each
packet, their ordering, and the length of each field is known to the compressor 15 and
the de-compressor 16, allowing the profiler 17 to analyse the i:»ackets on a field by field
basis. In some instances, for example, if the communication involves a new data-type,
associated with a new protocol stack, such information will not be available to these
entities at connection set-up. In such instances, the profiler 17 is arranged to analyse
received packets so as to identify behaviour patterns in equivalent sub-sections of the
packets.

For example, as illustrated in Figure 5 each whole packet may be treated simply
as a string of octets and the profiler 17 arranged to examine suc;cessive packets looking
for correlation between equivalent octets in the packets. Thus, without trying to identify
field boundaries, the profiler 17 profiles the packet behaviour over time on an octet by
octet basis. For example, the profiler 17 identifies octets that retain the same value, or
that rarely change, or that take on a small number of values. As described above with
respect to field behaviour, each time the profiler 17 identifies a pattern in the behaviour

of a given octet this information is encoded and passed to the compressor 15 and de-

JP 2004-510371 A 2004.4.2
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compressor 16 which implement an appropriate compression/de-compression scheme
accordingly.

As with the known field length example discussed above, throughout the
duration of the call connection between the base station 11 and the mobile station 12,
the profiler 17 continues to analyse the behaviour of the octets in order to update the
profile at the compressor 15 and also at the de-compressor 16 as and when necessary.

Tt will be understood that profiling packet behaviour on an octet by octet basis is
given by way of example only, and the profiler 17 could be configured to profile packet
behaviour on the basis of packet sub-sections of any convenient size, for example 10
bits.

A further embodiment of the invention will now be described with reference to
Figure 6, in which components already described with respect to Figure 2 are given
similar reference numerals. In this embodiment, the profiler 17 rather than being
located in the base station 11 is located in the mobile station 12. In operation, at
connection set up, packets received at the base station 11 are initially transmitted to the
mobile station 12 un-compressed. At the mobile station 12, the profiler 17 analyses
received packets to determine the profile of the packets. As described above, if the
frame format of the packets is known then the profiler 17 analyses the packets on a
frame by frame basis. If the frame format is not known, then the profiler 17 analyses
the packets ona sub-section by sub-section basis, for example octet by octet,

In either case, each time the profiler 17 determines the behaviour pattern of a
given field or a given sub-section, this information is passed to the de-compressor 16
and is also transmitted from the mobile station 12 to the base station 11 where it is

passed to the compressor 15. As in the examples described above, each time the profiler

JP 2004-510371 A 2004.4.2
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17 notifies the compressor 15 of the behaviour of a given field or sub-section, the
compressor is then able to use an appropriate compression technique for that field or
sub-section in subsequent packets and the de-compressor is able to use an appropriate
complementary de-compression technique on those packets when they are received. In
this embodiment, the profiler 17 may be arranged to analyse received packets either
before they are input to the de-compressor 16 or after they are output from the de-
compressor 16.

A further embodiment of the invention is illustrated in Figure 7 in which features
already described with respect to Figures 2 and 6 are again given similar reference
numerals. In this embodiment, both the base station 11 and the mobile station 12 are
provided with their own profiler, indicated as 17a and 17b respectively. In operation,
packets received at the base station 11 from the internet 14 are, as described
hereinbefore, analysed by the profiler 17a to develop a profile of the behaviour of either
fields in the packet or sub-sections of the packets. As before, the information on the
behaviour of each field or sub section developed by the profiler 17a is sent to the
compressor 15 which then implamcnts appropriate  compression techmiques.
Advantageously, in this embodiment, there is no need for the information determined by
the profiler 17a to be sent from the base station 11 over the wireless interface 13 to the
mobile station 12 for passing to the de-compressor 16. Instead, the profiler 17b
performs its own analysis on packets received from the base station 11, to develop its
own profile of the behaviour of either fields in the packet or sub-sections of the packets,
which matches that developed by the profiler 17a. The information on the behaviour of

each field or sub-section developed by the profiler 17b is sent to the de-compressor 16

JP 2004-510371 A 2004.4.2
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which then implements appropriate de-compression techniques that are complementary
to the compression techniques applied at the compressor 15.

Again, the compressor 15 will initfally implement a conservative compression
scheme with the initial packets transmitted to the mobile station 12 not being
compressed. As before, the compression scheme implemented by the compressor 15
will be enhanced and refined as and when the compressor 15 receives information from
the profiler 17a detailing the behaviour of the fields (or the sub-sections) of the packets.
Advantageously, since the information on the field (or sub-section) behaviour rf.:quired
by thg de-compressor 16 in order to de-compress packets, is generated locally by the
second profiler 17b there is no requirement for this i.nformatioﬁ 1o be signalled from the
base-station 11 to the mobile station 12, thereby saving on bandwidth usage. It will be
appreciated by those possessed of the appropriate skills that the two profilers 17a and
17b must be kept operating in synchronisation. This may be achieved, for example, by
transmitting a regular synchronisation signal from the base station 11 to the mobile
station 12 on a dedicated control channel

It is to be underétood that the invention has been described with reference to the
Internet and a cellular mobile communications network for illustration only. The
invention may find application in any communication system or combination of systems
where it is desirable to compress data packets in a packet flow prior to the packets being
received at a receiving station. For example, it is Envisagca that the invention may find
particular application in wireless local area networks.

Having thus described the present invention by reference to preferred
embodiments it is to be well understood that the embodiments in question are exemplary

only, and that modifications and variations such as will occur to those possessed of

JP 2004-510371 A 2004.4.2
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appropriate knowledge and skills may be made without departure from the scope of the

invention as defined in the appended claims.
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Claims

A method of processing data packets in a data stream in a communication
systemn, the method comprising:

receiving a plurality of data packets from the data stream;

analysing the plurality of data packets;

éeneraﬁng in response to the analysis, profile data which indicates how one or
more parts of each of the plurality of data packets varies from data packet to data
packet; and

making the profile data available so that a data packet .compression scheme that
accords with the profile data can be implemented on data packets in the data

stream.

A method according to claim 1, the method further comprising:
sending the profile datﬁ to a compressor which implements the compression

scheme on data packets in the data stream in the communications system.

A method according to claim 2, wherein the profile data is transmitted over a

network link to the compressor.

A method according to any of claims 2 or 3, the method further comprising:
making the profile data available so that a data packet de-compression scheme
that it is complementary to the data packet compression scheme can be

implemented on packets in the data stream.

2004-510371 A 2004.4.2
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A method according to claim 4, the method further comprising:
sending the profile data to a de-compressor which implements the de-
compression scheme in order de-compress packets in the data stream that have

been compressed by the compressor.

A method according to claim 5, wherein the profile data is transmitted over a

network link to the de-compressor

A method according to claim 6, wherein the profile data is transmitted over a

wireless interface to the de-compressor.

A method according to claim 6 or 7, wherein the profile data is encoded as a bit

string and attached to a data packet for transmission to the de-compressor.

A method according to any preceding claim wherein the plurality of packets are
analyse(i such that the profile data indicates how one or more frames of the

packets vaiies from packet to packet.

A method according to claim 9 wherein the one or more frames are header

frames.

JP 2004-510371 A 2004.4.2
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12.

13.

14

17
A method according to any of claims 1 to 8 wherein the plurality of packets are
analysed such that the profile data indicates how one or more sub-sections a

predefined number of bits long of each packet varies from packet to packet.

A computer programme for implementing the method of claim 1 when executed

Oft & Processor.

An apparatus for processing data packets in a communication system, the
apparatus comprising:

means for recei’ving a plurality of data packets;

means for analysing the plurality of data packets;

means for generating in response to the analysis, profile data which indicates
how one or more parts of each of the plurality of packets varies from data packet
to data packet; and

means for making the profile data available for use in selecting a data p.';cket

compression scheme that accords with the profile data.

A system of processing data packets in a data stream in ~a communication
network, the system comprising:

receiving a plurality of data packets in the data stream;

analysing the plurality of data packets to generate behaviour data that indicates
how at least a part of each of the plurality of packets behaves from data packet to

data packet;

JP 2004-510371 A 2004.4.2
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implementing a data packet compression scheme in accordance with the

behaviour data on data packets in the data stream.
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