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A method for synchronizing content between a first elec 
tronic device and a second electronic device in response to 
an input signal , includes : ( a ) receiving a first synchroniza 
tion signal from the first computing device that is based on 
the input signal being received in the first electronic device ; 
( b ) mapping the first synchronization signal to a second 
synchronization signal based on mapping information acces 
sible to the second electronic device , wherein the second 
synchronization signal includes information not represented 
by the first synchronization signal ; and ( c ) transmitting the 
second synchronization signal to the second electronic 
device for processing , wherein ( i ) the input signal comprises 
one or more sensors ; ( ii ) the first electronic device comprises 
a controller that interprets the input signal to provide the first 
synchronization signal , and ( iii ) the second electronic device 
comprises an actuator and wherein the second synchroniza 
tion signal corresponds to a command for actuation in the 
second electronic device . 
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SYSTEMS AND METHODS FOR 
SYNCHRONIZING CONTENT AND 
INFORMATION ON MULTIPLE 

COMPUTING DEVICES 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

a 

a 

[ 0001 ] This application is a continuation of U.S. patent 
application ( " Co - pending application " ) , Ser . No. 17/076 , 
514 , entitled “ SYSTEMS AND METHODS FOR SYN 
CHRONIZING CONTENT AND INFORMATION ON 
MULTIPLE COMPUTING DEVICES , ” filed on Oct. 21 , 
2020 , which is a continuation application of U.S. patent 
application Ser . No. 15 / 948,984 , entitled “ SYSTEMS AND 
METHODS FOR SYNCHRONIZING CONTENT AND 
INFORMATION ON MULTIPLE COMPUTING 
DEVICES , ” filed on Apr. 9 , 2018 , which is a continuation 
in - part application of co - pending U.S. patent application 
Ser . No. 14 / 536,587 , entitled " SYSTEMS AND METHODS 
FOR SYNCHRONIZING CONTENT AND INFORMA 
TION ON MULTIPLE COMPUTING DEVICES ” , filed on 
Nov. 7 , 2014 , which claims priority to U.S. Provisional 
Patent Application ( “ Provisional Application " ) , Ser . No. 
61 / 901,129 , filed Nov. 7 , 2013. The Co - pending Application 
and the Provisional Application are herein incorporated by 
reference in their entireties . 

BACKGROUND OF THE INVENTION 

Field of the Invention 

[ 0002 ] The present invention relates to electronic systems 
that have enabled sharing of information across multiple 
electronic devices , such as desktop computers , mobile com 
puters , mobile communication devices , display devices , 
storage devices , and Internet of Things ( IoT ) sensor and 
other devices . 

in communication with first and second computing devices 
each having a display . The first computing device can emit 
a first synchronization signal to the synchronization server . 
The first synchronization signal may be emitted at a time that 
is determined based upon a user interaction with the first 
computing device , or upon detection of a qualified event by 
a sensor coupled to the first computing device . For example , 
the first synchronization signal can be transmitted when the 
user uses a browser program to transmit a uniform resource 
locator ( URL ) to a web server . User interaction with the first 
web server or synchronization server can cause the first 
computing device to transmit the first synchronization sig 
nal . 
[ 0005 ] The first computing device and the synchronization 
server can determine other user computing devices that are 
“ online ” . In this context , an “ online ” computing device is 
one that is running a synchronization program . The online 
determination can be achieved through a polling process 
facilitated , for example , by the extensible messaging and 
presence protocol ( XMPP ) . Of course , the XMPP protocol is 
discussed herein merely as an example of such protocols . 
Any protocol that allows ascertaining the on - line presence of 
a device may be used . When a user device is online , it can 
transmit a signal directly to each of the user's other com 
puting devices or “ related ” devices . Related devices may be 
identified or recognized by the synchronization server ( e.g. , 
“ related ” devices may include devices within location prox 
imity , as determined by the synchronization server , or 
devices belonging to friends of the user ) . Depending on its 
online or offline status of a related computing device , the 
synchronization server can transmit a message , data or a 
signal to that related device . Such a message , data or signal , 
as well as its delivery method , may be determined by the 
synchronization server . By knowing the devices that are 
online or offline , the system can properly map the first 
synchronization signal to each second synchronization sig 
nal that is transmitted through the appropriate type of 
notification delivery to each second synchronization device . 
[ 0006 ] In one embodiment , the mapping is performed by 
the synchronization server which then transmits a second 
synchronization signal to each second computing device . 
However , in other embodiments the mapping can be per 
formed by each second computing device . In one embodi 
ment , the mapping process can be performed through a 
mapping table by matching the first synchronization signal 
to a second synchronization signal for each second comput 
ing device in the mapping table . The mapped second syn 
chronization signal is then processed by the corresponding 
second computing device . 
[ 0007 ] In some configurations , the mapping can be fairly 
straightforward . A first synchronization signal that is a URL 
may be mapped to a second synchronization signal that is the 
mobile - optimized version of the same URL . This mapping 
can result in the first computing device displaying the 
normal URL and the second computing device displaying 
the mobile - optimized URL . However , in other embodi 
ments , the mapping formats can be substantially different . A 
first synchronization signal can be a cursor position on the 
screen of the first computing device which can be mapped to 
an image such as a .JPG file or an audio signal which can be 
output by the second computing device . 
[ 0008 ] In some applications , the first synchronization sig 
nal from the first computing device can be mapped to the 
same synchronization signal . Thus , the first synchronization 

SUMMARY OF THE INVENTION 

a 

[ 0003 ] According to one embodiment of the present inven 
tion , content may be synchronized across multiple screens or 
devices , including features of mapping of content between 
computing devices , synchronization , display or other pro 
cessing across multiple screens or devices . In one embodi 
ment , a system of the present invention synchronizes con 
tent , data or information among the multiple computing 
devices . The system may include a synchronization server 
that is in communication with multiple computing device or 
devices over a wide area computer network ( e.g. , the Inter 
net ) . For example , the computing devices may include one 
or more computers and smart phones . In some embodiments , 
the synchronization server may have access to a user data 
base that stores information about each of the system users . 
This user information can include detailed information about 
the computing devices , their associated users , and other 
computing devices used by such users . The detailed infor 
mation may include , for example , screen resolutions , GPS 
positions , sensor data ( e.g. , fingerprints , temperatures , baro 
metric and measurements ) , and device types ( e.g. , televi 
sion , smart phone , smart watch , and internet - connected 
vending machines ) . 
[ 0004 ] In one exemplary implementation , there is pro 
vided a method for synchronizing content between comput 
ing devices that includes providing a synchronization server 

a 
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signal can also be the second synchronization signal . This 
can be useful when a user is working on a document on 
multiple devices . For example , if a user is working on a text 
document using a word processing program on the first 
computing device , the first synchronization signal can be the 
text document . The text document first synchronization 
signal can be mapped to a second synchronization signal that 
is the same text document . The second computing device 
can respond to the second synchronization signal by opening 
the text document using a word processing program on the 
second device . The user can then switch to using the second 
computing device to continue work on the text document . 
When changes are made to the text document , the described 
process can be repeated with the second computing device 
emitting the edited text document as a third synchronization 
signal . Mapping can occur that transmits the edited text 
document as a fourth synchronization signal back to the first 
computing device . Again , the mapping can occur at a 
synchronization server or on the first or second computing 
device . Thus , the synchronization signals can be transmitted 
back and forth between the first and second computing 
devices ( or more than two devices , as appropriate ) . This 
process allows continuous updating and refreshing of infor 
mation , so that the multiple devices can continuously syn 
chronize with each other . 
[ 0009 ] In some embodiments , the first and second com 
puting devices can have different sensors or components that 
can provide enhanced functionality when the computing 
devices are used in combination . For example , many smart 
phones now have a fingerprint sensor that is used to prevent 
unauthorized access of the smart phone and its stored data . 
In one embodiment of the present invention , the fingerprint 
sensor on the smart phone can be used as a security 
mechanism for a separate computing device . 
[ 0010 ] In one embodiment , the system can be configured 
such that a computer serves as a first computing device and 
a smart phone with a fingerprint sensor serves as a second 
computing device . In one application , the first computing 
device may access the user's private information through a 
website . When the first computing device accesses the URL 
for a login page of the private information website , that 
action of access may serve as the first synchronization 
signal . The URL of the login page can be mapped to a 
second synchronization signal that may result in running a 
program that displays a fingerprint sensor prompt on a 
second device ( e.g. , a smart phone ) . As discussed , the 
mapping can be done in a synchronization server or , alter 
natively , on the first or second computing device . The 
second synchronization signal may be downloaded to the 
first or second device , which may be then updated or 
changed by the synchronization server . The smart phone can 
respond to the second synchronization signal by displaying 
instructions for the user to interact with the fingerprint 
sensor to complete the login of the user to the private 
information website on the first device . The user can then 
touch the fingerprint sensor and the second computing 
device can compare the input fingerprint to the stored 
fingerprint for the user . If there is a match , the second 
computing device transmits a confirmation third synchroni 
zation signal to the first computing device to allow the user 
to be granted access to the private information through the 
website on the first device . Alternatively , if the fingerprint 
does not match , the second computing device can inform the 
user to try again or that the fingerprint is not a match and can 

transmit the fingerprint mismatch message as the third 
synchronization signal to the first computing device . 
[ 0011 ] This above - described fingerprint sensor system can 
be used for various applications in the first computing 
device . For example , in one embodiment in which a user first 
logs onto the first computing device , this login can serves as 
the first synchronization signal that is mapped into a second 
synchronization signal for a second computing device that 
includes a fingerprint sensor ( e.g. , a third - party fingerprint 
sensor device , a smart phone with a fingerprint sensor , or 
another desktop computer with a fingerprint sensor ) . The 
second computing device can respond to the second syn 
chronization signal by displaying instructions for the user to 
interact with the fingerprint sensor to complete the login on 
the first computing device . If the second computing device 
confirms that the fingerprint is a match , a print match 
confirmation is sent as the third synchronization signal to the 
first computing device , which will complete the user login . 
If the fingerprint sensor does not confirm the match with the 
stored fingerprint , the second computing device sends a 
rejection signal to the first computing device to block the 
user login . 
[ 0012 ] In other embodiments , the system may require 
additional information ( e.g. , a password , a personal identi 
fication number “ PIN ” or any other security information ) on 
top of the fingerprint confirmation to complete the login 
process . For example , the second computing device may 
transmit a fingerprint match confirmation as well as the 
user's PIN in the third synchronization signal to the first 
computing device . The first computing device can complete 
the login if the first computing device determines that the 
PIN information provided is also a match ( “ match ” as 
defined by mapping from the synchronization server ) . 
[ 0013 ] It is to be understood that both the foregoing 
general description and the following detailed description 
are exemplary and explanatory only and are not restrictive of 
the present invention described herein . Further features or 
variations may be provided in addition to those set forth 
herein . For example , the present invention may be directed 
to various combinations and sub - combinations of the dis 
closed features or combinations and sub - combinations of 
several further features disclosed below in the detailed 
description . 

BRIEF DESCRIPTION OF THE DRAWINGS 

a 

[ 0014 ] The accompanying drawings , which constitute a 
part of this specification , illustrate various implementations 
and aspects of the innovations herein and , together with the 
description , help illustrate the principles of the present 
inventions . In the drawings : 
[ 0015 ] FIG . 1 is a block diagram of an exemplary system 
and features , consistent with certain aspects related to the 
innovations herein . 
[ 0016 ] FIG . 2 is a flow diagram illustrating exemplary 
synchronization and mapping processing , consistent with 
certain aspects related to the innovations herein . 
[ 0017 ] FIG . 3 is a flow diagram illustrating further exem 
plary synchronization and mapping processing , consistent 
with certain aspects related to the innovations herein . 
[ 0018 ] FIG . 4 is a flow diagram illustrating additional 
exemplary synchronization and mapping processing , con 
sistent with certain aspects related to the innovations herein . 
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[ 0019 ] FIG . 5 is a flow diagram of illustrative synchroni 
zation and mapping processing for an exemplary URL - URL 
implementation , consistent with certain aspects related to 
the innovations herein . 
[ 0020 ] FIG . 6 is a flow diagram of illustrative synchroni 
zation and mapping processing for an exemplary URL - GPS 
implementation , consistent with certain aspects related to 
the innovations herein . 
[ 0021 ] FIG . 7 is a flow diagram of illustrative synchroni 
zation and mapping processing for an exemplary URL - JPG 
implementation , consistent with certain aspects of the inno 
vations herein . 
[ 0022 ] FIG . 8 is a block diagram of another exemplary 
system and features , consistent with certain aspects related 
to the innovations herein . 
[ 0023 ] FIGS . 9-12 are screen shots of a user interface for 
a fingerprint login application , consistent with certain 
aspects related to the innovations herein . 
[ 0024 ] FIG . 13 is a flow diagram illustrating further exem 
plary fingerprint login application processing , consistent 
with certain aspects related to the innovations herein . 

a 

DETAILED DESCRIPTION 

[ 0025 ] Reference will now be made in detail to the inven 
tions herein , examples of which are illustrated in the accom 
panying drawings . The implementations set forth in the 
following description do not represent all implementations 
consistent with the present inventions . Instead , they are 
merely some examples consistent with certain aspects 
related to the present innovations . Wherever possible , the 
same reference numbers will be used throughout the draw 
ings to refer to the same or like parts . 
[ 0026 ] Systems and methods consistent with innovations 
herein are directed to synchronizing content across multiple 
screens or devices , including implementations wherein vari 
ous mapping , synchronization , display or other processing 
occurs . For example , innovations herein may relate to sys 
tems and methods for synchronizing content across multiple 
screens , where an input signal is sent from an initial screen 
to a synchronization server where it is mapped to the 
appropriate output signal , data or content for a secondary 
screen , and then further processed or sent to the secondary 
screen for display 
[ 0027 ] FIG . 1 illustrates a block diagram of an exemplary 
system and system features , consistent with certain aspects 
related to the innovations herein . In the illustrated embodi 
ment , an environment is shown that includes : a first com 
puting device 110 , a web server 120 , a synchronization 
server 130 and a secondary computing device 140. The first 
computing device 110 may be a computing device associ 
ated with a user . The first computing device 110 can be a 
computing device such as a laptop computer , a tablet com 
puter , a smart phone or the like . The first computing device 
110 can communicate with a web server 120. The web server 
120 or the first computing device 110 can communicate with 
a synchronization server 130 which communicates with the 
second computing device 140. The second computing 
device 140 may be a mobile computing device associated or 
“ related ” with the first user , such as a smart phone , a smart 
watch , a television , a television within location proximity to 
the user or the user's first computing device , a computer or 
any other computing device . 
[ 0028 ] The user may enable the synchronization function 
ality in various different ways . With reference to FIG . 1 , 

according to exemplary implementations disclosed herein , 
user activity on the first computing device 110 can include 
a wide variety of information such as navigation to web 
URL and particular data ( e.g. , GPS , a cursor position on 
screen of first device ) or actions of users may be provided 
( e.g. , as “ URL1 " ) to the web server 120. Such a web server 
120 may enable the synchronization processing set forth 
herein , such as via site - wide scripts or by manual generation 
based on user action ( e.g. , inclusion of Website functionality 
or plug - ins involving a “ sync this ” button 112 or a “ Send to 
Phone ” button 114 that can be actuated with a cursor 116 ) . 
[ 0029 ] In other embodiments , the user may enable the 
synchronization functionality by downloading a synchroni 
zation program to the first or the second computing device , 
or both . In one embodiment , the synchronization program 
can be a separate program or an extension or plug in that is 
added to a web browser program running on the first 
computer device . In some implementations , the synchroni 
zation signal may be automatically generated as a function 
of features of an App , a GPS signal , a website URL , sensor 
signals or other signal inputs . However , implementations 
herein are not limited to this particular example shown , but 
instead may encompass a large variety of devices or any 
behavior or functionality that a user may synchronize . 
( 0030 ) When the synchronization feature is enabled , the ] 
inventive system can synchronize content , data or informa 
tion among multiple computing devices . In the illustrated 
embodiment , the synchronization server 130 can be in 
communication with a first computing device 110 and a 
second computing device 140. The synchronization server 
140 can include a user database that stores information about 
each of the system users . This information can include 
information about each user , such as login identification , 
multiple computing devices associated or “ related ” with that 
user ( which , in this example , can include the first computing 
device 110 and second computing device 140 ) . The stored 
user database information can also include resources in 
many other computing devices that are operated by the same 
or other users ( e.g. , data or sensors available on each 
device ) 
[ 0031 ] The user may use the first computing device 110 to 
access a web server by inputting a URL to a web browser 
program on the first computing device 110. The URL can be 
transmitted to the web server 120 that can respond by 
transmitting a web page associated with the URL to the first 
computing device 110 , which is then displayed on the first 
computing device 110. If the first computing device has the 
synchronization software running , the first computer device 
110 can also transmit a first synchronization signal to the 
synchronization server 130. The synchronization server can 
respond by mapping the first synchronization signal to 
different synchronization signals corresponding to the user's 
related devices . This mapping can help the synchronization 
server 130 determine a second synchronization signal that is 
sent to second computing device 140 , as well as the suitable 
synchronization signals that can be sent to other devices . 
[ 0032 ] The mapping process can include determining 
which devices are " on - line ” or “ off - line . ” In one embodi 
ment , a process facilitated by the extensible messaging and 
presence protocol ( XMPP ) allows the synchronization 
server 140 to communicate with the user devices and 
determine if each device is on - line or off - line . For example , 
in one embodiment , the synchronization server can be a 
XMPP synchronization server that communicates with an 

a 

a 
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embodiment , the mapping processing can be illustrated with 
reference to Table 1. The mapping process is performed as 
a function of the input or the synchronization signal . In some 
implementations , the mapping process can include a default 
configuration that generates a mapped output signal that is 
an identical copy of the input signal . However , such output 
signals may also map to related or unrelated content as well , 
such as a specific mapping for a client - side app . Moreover , 
the synchronization server may apply additional logic and 
mapping , or saving or updating the mapping on each device 
e.g. , so as to minimize frequency of automatically or manu 
ally synchronized signals based on many settings , such as 
user preferences for the desired synchronization . 

TABLE 1 a 

Device 1 
Computer 

Device 2 Device 3 
Smart Phone Tablet 

Device 4 
Smart Watch Device N 

URL1 Mobile URL1 JPG1 GPS1 a 

URL2 Fingerprint 1 Sensor 2 URL1 + cursor 
movement 
GPS2 
URL3 

Thermal 
Sensor 
Motion 
Sensor 
Self - Photo 
E - Ticket 

GPS3 JPG2 Audio 1 
Fingerprint 2 Fingerprint 3 Audio 2 

a 

XMPP user database . Each user can have his or her own 
unique entity within the XMPP database , for example : 
123@getdoublevision.com . Each computing device associ 
ated with the user can have its own unique suffix that is 
added to the entity ( e.g. , the full identifier for the device can 
be , “ 123@getdoublevision.com/456 , ” where “ 456 ” is the 
suffix that identifies a specific computing device associated 
with the user ) . All of the user's computing devices , includ 
ing “ related ” devices , can be reached at the address 
123@getdoublevision.com . “ Related ” devices may include , 
for example , devices within location proximity to the user or 
the GPS location from the user's devices , or devices belong 
ing to friends of the user . 
[ 0033 ] Whenever a new user's computing device comes 
on - line , it sends a “ hello ” message to 2. This hello message 
is received by all of the user's computing devices that are 
also online at that moment , as well as the XMPP synchro 
nization server . The other devices and the XMPP synchro 
nization server can also send a “ hello ” message back to the 
new computing device , so that the new computing device 
will also have a list of all of the user's devices that are 
online . Thus , all of the user's online devices and the XMPP 
synchronization server maintain the online status of the 
user's computing devices at any time . Whenever a user's 
computing device goes offline , the XMPP synchronization 
server sends a “ presence status ” signal to all of the user's 
other online computing devices . The user's other online 
devices will then remove the computing device that just 
went offline from their respective online lists . In one 
embodiment , whenever a user's computing device needs to 
send data or synchronization signal to any of the user's other 
computing devices ( i.e. , " related " devices ) , the sending 
device will check in its online list to see if there are any other 
devices online ( except itself ) . If no other devices are online , 
the computing device will send the request to the XMPP 
synchronization server and the XMPP synchronization 
server may send a notification message to the other devices 
as determined by the synchronization server . For example , if 
a device is offline , the notification message will be sent 
through Apple's push notification servers to Apple devices , 
an email , an SMS or another notification to the offline 
device , so that the user can be informed to bring one or more 
of the other computing devices on - line . If there are other 
user devices that are online , the first user computing device 
will send the message to all other online devices that share 
the same unique entity prefix . In other embodiments , the 
online or offline status of the user's devices can be deter 
mined by other methods . If a device is off line , the synchro 
nization server 140 can send a push message to the device 
asking the user to turn on the application . In other embodi 
ments , the system will determine an alternative way to reach 
or notify users . For example , the notifications may include 
messaging a push server or sending an email , SMS text 
message , or hand - off which is Apple Computer's version for 
notifying users on other user Apple devices . The user or a 
second computing device can respond to these notifications 
by running a synchronization application or by viewing or 
opening the notification message in a browser which can 
display synchronization signal . 
[ 0034 ] When the on - line devices are determined , the syn 
chronization server 130 can perform the mapping process 
ing . The mapping may also occur on the first or the second 
device , or the mapping may be downloaded on the devices 
and can be updated by the synchronization server . In one 

a 

[ 0035 ] If the synchronization server 130 receives a first 
synchronization signal from the first computing device 110 , 
the system can search a mapping database for the corre 
sponding synchronization signals for the other devices . For 
example , if the first synchronization signal is URL1 , the 
mapping can result in a mobile version of URL1 synchro 
nization signal transmitted to device 2 , a JPG1 synchroni 
zation signal transmitted to device 3 ( where JPG1 can be an 
image associated or related to URL1 ) and a GPS1 synchro 
nization signal transmitted to device 4 ( where GPS1 can be 
a GPS location associated or related to URL1 ) . In response 
to these synchronization signals , the second device ( which 
might be a mobile phone ) can display a mobile version of the 
URL1 , the third device ( which might be a tablet computer ) 
may display a photograph associated with the URL1 and the 
fourth device ( which may be a smart watch ) may download 
directions from the current GPS location to a location which 
may be a store associated with URL1 . 
[ 0036 ] If the user then moves the cursor to a specific 
location on the first computing device 110 , this interaction 
can result in a different synchronization signal being trans 
mitted to the synchronization server 140 , as illustrated in 
Table 2. The synchronization server 140 can respond by 
transmitting URL2 as a synchronization signal to smart 
phone device 2 , actuate a fingerprint sensor on table device 
3 and actuate a sensor on smart watch device 4 . 
[ 0037 ] In other embodiments , the synchronization signals 
can be transmitted based upon various triggers . For example , 
if the first computing device is moved to a specific location , 
the system can determine that the user is at a trigger location 
and the first computing device 110 can transmit a GPS 
position ( “ GPS2 " ) as a synchronization signal to the syn 
chronization server 130. This location may correspond to a 
store location that has closed at the current time . The system 
can respond by outputting another GPS position ( “ GPS3 ” ) 
which can be the location of another store that is currently 
open , so that the user can make the necessary purchases . The 
synchronization server 130 can output a picture ( “ JPG2 ” ) to 
the tablet device 3 informing the user of the fact that the 
current location store is closed but the smart phone device 2 
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has directions to a store that is open . The system can also 
output an audio signal to the smart watch device 4 that can 
transmit an audio signal informing the user of the instruc 
tions displayed on the tablet device 3 . 
[ 0038 ] In some applications , the inventive system can be 
used for security purposes . For example , if the user accesses 
a resource at URL3 , the resource may require a login with 
secure user identification verification requirements . The 
synchronization server can respond by requesting a finger 
print verification from the biometric fingerprint sensor avail 
able on a second device ( e.g. , a smart phone ) . If the smart 
phone is not available , the system may request a fingerprint 
sensor verification from the tablet device 3. The system may 
also transmit an audio signal to the smart watch device 4 
informing the user to bring the smart phone or tablet on line 
so that the fingerprint sensors can be used by the system ; 
otherwise , a message notification can be sent to the offline 
devices to remind the user to take action when they view or 
access the devices . 
[ 0039 ] In some implementations , the mapping may be 
provided by a mapping service provider , the user , the 
website owner , or a third - party developer . The mapping does 
not necessarily need to be directly related to the input signal . 
According to an alternate mapping processing , the input 
signal could be the GPS location on smart phone , which is 
mapped on the synchronization server to a restaurant loca 
tion , and then that restaurant's photos are displayed on a 
corresponding mobile device or smart phone screen ( or 
another screen ) . Alternatively , another mapping for the same 
input signal can be for alternative or “ related ” restaurant 
locations . 
[ 0040 ] In a representative illustration , the first computing 
device 110 can be a computer having a web browser 
program . The first computing device 110 can transmit a URL 
web address to the web server 120 , which can respond to the 
URL by transmitting a web page back to the first computing 
device 110. For example , the first computing device 110 can 
transmit a URL for yahoo.com to the first computing plat 
form 120 web server which can transmit the yahoo web page 
back to the first computing device 110. Upon initiation of the 
synchronization process , the user activity may then be 
transmitted as a first synchronization signal based on the 
initial screen of the first computing device to the synchro 
nization server 130. At the synchronization server 130 , 
various processing may occur based on the first synchroni 
zation signal , including performing processing of the first 
synchronization signal against a mapping structure ( e.g. , a 
mapping table , scheme or information ) as a function of data 
available to the synchronization server 130 or otherwise 
embodied within the mapping structure . Here , for example , 
the first synchronization signal may be mapped to appropri 
ate output content , such as content according to the mapping 
structure or suitable for the second computing device screen . 
Further processing may be performed at the synchronization 
server 130 to process and provide the output content for 
suitable use by the second computing device 140 or display 
on a second computing device screen . 
[ 0041 ] Moreover , consistent with the present innovation , 
various synchronization processing may also work in 
reverse . According to systems and methods herein , a user's 
interaction with the second computing device 140 ( e.g. , 
sensor inputs or touch screen inputs on the screen of the 
second computing device 140 ) may be synchronized back to 
the initial device 110 and screen . In certain implementations , 

for example , user interaction with the output on the second 
device 140 is utilized to generate another input signal , which 
is then sent to the synchronization server where mapping 
processing occurs , and a corresponding output is sent back 
to the initial device 110 or screen . 
[ 0042 ] FIG . 2 is a flow diagram illustrating exemplary 
synchronization and mapping processing , consistent with 
certain aspects related to the innovations herein . An action 
is taken by a user or an event occurs that is configured to 
initiate a first synchronization signal from the first comput 
ing device to the synchronization server 210. The action can 
be an express action by the user such as inputting a URL into 
a web browser or automatically in response to a user action , 
such as movement of a curser control . In other embodi 
ments , the first synchronization signal may be generated via 
a browser extension , such as an add - on or plug - in for 
Chrome , Safari or Firefox via a “ Send to Phone ” or a “ Sync 
This ” button on a developer's webpage , via a site - wide 
script on a developer's webpage , or via any other detectable 
triggers that can be based upon user actions , sensor data 
( e.g. , GPS position , time or date , temperature , or data from 
a gyroscope sensor , a touch - screen sensor or a gesture ) . All 
of these actions can result in a first synchronization signal 
being transmitted to the synchronization server . 
[ 0043 ] The synchronization server can determine which 
second computing devices are on - line 220. The online status 
can require a synchronization software application be run 
ning on the second computing device . If the second com 
puting device is not on - line , the synchronization server can 
send a notification message , as determined by the synchro 
nization server to be an Apple Push Notification ( or Hand 
Off , which is Apple's product for notifying users on other 
devices ) instructing the user to turn on the synchronization 
software application 230. In other embodiments , the system 
mayl determine alternative way to reach or notify users . For 
example , the notifications may include messaging a push 
server or sending an email or short message service ( SMS ) 
text message or Hand - Off ( which is an Apple software 
product for notifying users on other user devices ) . The user 
or the second computing device can respond to these noti 
fications by running the synchronization application , or 
directly viewing the signal in the default browser , within a 
native client - app with or without the synchronization devel 
oper kit ( SDK ) , or downloading the synchronization app to 
the device . 
[ 0044 ] The first synchronization signal can then be 
mapped by the synchronization server , at 240. As explained 
further above and below , the mapping by the synchroniza 
tion server may include identifying the first synchronization 
signal and determining a corresponding synchronization 
signal for another device . The second synchronization signal 
is then provided as output , at 250. The second synchroni 
zation signal may be provided to the second device 140 via 
SMS , or via push notification ( e.g. , from the synchronization 
application , or a software application running on the second 
computing device with synchronization software developer 
kit ( SDK ) ) . The second computing device can respond to the second synchronization signal by outputting an output sig 
nal . The output signal can be any type of signal output 
through an output device on the second computing device . 
For example , the output signal can be a visual signal such as 
a web page that is output through a visual display of the 
second computing device . Alternatively , the output signal 
can be an audio signal that is output through a speaker in the 
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second computing device . The described process can be 
repeated so that the first synchronization signals are con 
stantly being transmitted from the first computing device to 
the synchronization server and the second computing device 
is continuously receiving updated second synchronization 
signals from the synchronization server and outputting 
revised output signals based upon the first synchronization 
signals . 
[ 0045 ] In some embodiments the synchronization process 
can be automated . One exemplary of automatic sync pro 
cessing may be understood in connection with a user search 
ing for additional information regarding an establishment , 
such as a restaurant . With reference to FIG . 1 , a user may be 
utilizing the first computing device 110 to look at a restau 
rant on Yelp.com . Here , the user clicks through to a specific 
business web page using a browser program , where the 
system may be configured such that the Yelp URL to that 
business page is processed as the automated first synchro 
nization signal . In this example , the user's smartphone may 
be set up as the second computing device . Further , according 
to implementations herein , one or more of the following 
features or sequence of these features may be configured to 
occur . The system may be configured such that the second 
computing device 140 runs the synchronization software 
application , which displays the same Yelp URL ( given the 
default mapping in this example , i.e. , display of the same 
URL via the client - side Sync app ) . Alternatively , the system 
may be configured such that the mobile version of the same 
Yelp URL is displayed on the second computing device 140 . 
Here , for example , the mapping structure may map the URL 
as the first synchronization signal to a mobile version of the 
URL as the second synchronization signal for the second 
computing device 140. The system may also be configured 
such that a map app or the synchronization application 
provides an output that displays directions to the business . 
Here , for example , the mapping structure may utilize map 
ping to ' deep - link ’ directions to the business , e.g. , in a Maps 
app . The system may be configured to provide an App Store 
page and associated link ( s ) as the output signal , directing the 
user of the secondary device 140 to download the Yelp app , 
if needed . 
[ 0046 ] Here , for example , the mapping structure may map 
the URL to the App Store page for the Yelp app ( URL2 ) 
suitable for their mobile device , again , as a function of 
whether or not the user's second computing device 140 is 
already running the desired app . The system may be con 
figured to provide the Yelp app itself , as the output signal , 
e.g. , to display the same business in the app on the user's 
smartphone . Here , for example , the mapping structure may 
utilize mapping to “ deep - link ' information of the article in 
Yelp's app . The system may be configured to provide the 
Yelp app , itself , specifically display of a checkout page in the 
app as the output signal . Here , for example , the mapping 
structure may utilize mapping to ' deep - link'information of 
the checkout purchase page within Yelp's app . Finally , the 
system may be configured to provide customized mapping in 
any other number of scenarios . In one instance , for example , 
the mapping structure may be utilized to map input signals 
to output anything including other client - side apps , related 
or unrelated . Moreover , according to various implementa 
tions herein , the input signal may be automatically updated 
with each URL that the user navigates to , and the secondary 
screen continues to update as well in real - time , or asynchro 
nously and can serve as notifications or reminders . 

User - Directed Synchronization 
[ 0047 ] In an embodiment , the user of the computing 
devices can control the synchronization process . If a user is 
reading an article on the website techcrunch.com , and clicks 
the “ Sync This ” button placed there by the website devel 
oper staff above each article , the ' input ' data attached by 
website developer to the “ Sync This ” button is the input 
signal ( i.e. , likely the URL to that article ) and the mobile 
device is the secondary screen which then automatically 
displays : 

[ 0048 ] the Sync app itself which displays the same 
Techcrunch URL i.e. , default mapping — to display 
URL in clientside Sync app ) , 

[ 0049 ] the mobile version of the same article ( i.e. , 
mapped to a mobile version displayed in clientside 
Sync app ) , 

[ 0050 ] the App Store page to download the Techcrunch 
app ( i.e. , mapped to their mobile app , if the user doesn't 
have the app already ) , 

[ 0051 ] the Techcrunch app itself which displays the 
same article in the app ( i.e. , mapped to ' deeplink ' the 
article in Techcrunch's app ) , 

[ 0052 ] the Techcrunch app itself which displays a 
checkout page in the app ( i.e. , mapped to a “ deep - link ' 
checkout purchase page in the Techcrunch's app ) , or 

[ 0053 ] any other number of scenarios , input signals can 
be mapped to output anything , including another cli 
entside app ( related or unrelated ) 

[ 0054 ] Implementations herein may also include or 
involve two - way synchronization . For example , all illustra 
tions herein may also work in reverse , where secondary 
screen and display may become the input signal , which is 
sent to synchronization servers to be mapped and then sent 
to an initial screen . 
[ 0055 ] According to another illustrative example , the user 
can be editing a Word document on a desktop computer 
( primary screen ” or “ primary device ” ) , the user can enable 
the synchronization with his smart phone ( " secondary 
screen ” or “ secondary device ” ) , wherein the input is the 
word document that is mapped the font controls ( output ) . 
As such , the user's clicking on font controls ( output ) sends 
the appropriate commands to the synchronization server and 
then mapped to and applied in the word document , and vice 
versa . 

[ 0056 ] FIG . 3 illustrates a flowchart of a further exemplary 
synchronization and mapping processing , consistent with 
certain aspects related to the innovations herein . This 
embodiment illustrates the different types of actions that can 
be used to automatically trigger the first synchronization 
signal to the synchronization server 310. The user can input 
URLI to a web browser which can trigger the first computing 
device to transmit URL1 as the first synchronization signal 
to the synchronization server . Alternatively , the user may go 
to a specific location which can be detected by a GPS sensor 
on a first computing device which can trigger the GPS 
location as the first triggered synchronization signal . 
[ 0057 ] The user interaction with the first computing device 
may also result in a triggered synchronization signal . For 
example , a user may move a cursor or touch a specific 
location on the first computing device display which can 
cause the first computing device to transmit the X , Y position 
on the first computing device screen . The user interface can 
detect the position of the cursor as matching a trigger 
condition resulting in a first synchronization signal being 
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transmitted to the synchronization server . In other embodi 
ments , any other sensor signals or user actions can be used 
to trigger the transmission of the first synchronization signal 
to the synchronization server . 
[ 0058 ] The synchronization server maps the first synchro 
nization signal to a second synchronization signal 320. The 
synchronization server may access user data and identify the 
computing devices that are associated or “ related ” with the 
user . The mapping functionality can be represented by a 
table , such as Table 1 above . The mapping table can inform 
the synchronization server what the second output synchro 
nization signal should be transmitted to the other computing 
devices . The synchronization server can search the first 
column of the table and identify the matching first synchro 
nization signal . From the first synchronization signal in the 
first column , the corresponding second synchronization sig 
nals are aligned and listed horizontally . As discussed earlier , 
the second synchronization signals can be the same or 
different types of signals . For example , a first synchroniza 
tion signal that is a URL , can result in a second synchroni 
zation signal that can also be a different URL or any other 
type of signal , such as a picture ( “ JPG ” ) , GPS or a Sensor 
request . The mapping can be configured by user preferences , 
web server preferences ( e.g. , developer preferences ) , the 
synchronization server or even locally on the device which 
can update the synchronization server or be updated by it as 
well . 
[ 0059 ] Once the mapping has been performed and a sec 
ond computing device has been identified , the system can 
transmit the second synchronization signal to the second 
computing device 330. The second synchronization signal 
can be transmitted through various mechanisms including : 
SMS , email , push notifications , or directly to the Sync 
app / SDK , if the device is “ online , ” for example . The second 
synchronization signal can include output information or 
data as well as the output device on the second computing 
device . The second computing device can run a synchroni 
zation application that can interpret the second synchroni 
zation signal and produce an output signal based upon the 
second synchronization signal . For example , URLI can 
result in the second computing device browser displaying 
the corresponding mapped URL2 . 
[ 0060 ] In other embodiments , a second synchronization 
signal can result in the JPG1 image being displayed ( which 
may be related or associated with URL1 , or possibly com 
pletely unrelated ) . Alternatively , a GPS second synchroni 
zation signal can result in the directions to the GPS location 
being displayed . An audio second synchronization signal 
can result in the second computing device emitting the audio 
output signal . 
[ 0061 ] With reference to FIG . 4 a flowchart is illustrated 
showing additional exemplary synchronization and mapping 
processing , consistent with certain aspects related to the 
innovations herein . The flowchart illustrates various initial 
steps 410 , 420 and 430 for actuating the synchronization 
process . In a first example , a user can use a first computing 
device with a browser program to visit a synchronization 
enabled website 410. In a second example , a first computing 
device can have a web browser that includes a synchroni 
zation browser extension that can automatically send a first 
synchronization signal from the first computing device to the 
synchronization server based upon user interaction with the 
web browser or sensor signals from the first computing 
device 420. In a third example , the first computing device 

can run a synchronization application that can automatically 
send a first synchronization signal from the first computing 
device to the synchronization server based upon user inter 
action or sensor signals detected by the first computing 
device 430 . 
[ 0062 ] Any of these steps 410 , 420 and 430 can cause the 
first synchronization signal to be sent to the synchronization 
server 440. As discussed , the first synchronization signal can 
include a URL , a GPS , a X - Y cursor position , or any other 
information or data that can be used or mapped by the 
synchronization server . The synchronization server maps the 
first synchronization signal and transmits a second synchro 
nization signal to a second computing device . 450. The 
second computing device receives the second synchroniza 
tion signal 460 which can be in the form of a SMS , an email , 
a Facebook notification , an Apple push notification , a 
Google Android push notification , or a directly to Sync app , 
if the device is “ online . ” . The second computing device can 
then process the second synchronization signal and output a 
corresponding output signal 460. For example , if the second 
synchronization signal includes a URL , a web browser on 
the second computing device can display the web page 
associated with the URL . If the second synchronization 
signal includes GPS data , the second computing device can 
output directions to the GPS location . If the second syn 
chronization signal includes a photograph , the second com 
puter device can display the photograph . 
[ 0063 ] The described systems and methods can relay 
information from the user's initial screen on a first computer 
device to the synchronization servers , map that information , 
and sends an associated output to the secondary screen or 
other output devices on a second computing device . Further , 
according to implementations specific to Apple mobile 
devices ( such as iPhone , iPod Touch , iPad ) , Apple's “ Push 
Notifications ” may be the functionality used to “ send ” the 
notification message with synchronized content or data to 
the secondary device / screen . Further , implementations of 
the Apple Push Notification system may alert the user if the 
synchronization app isn't already running on the computing 
device . The push notification can inform a user that there's 
an action to take ( e.g. , downloading or opening the synchro 
nization application to view or access the synchronized 
content / data ) or if the synchronization application is open 
and running then automatically display the desired related 
information or data . 

Browser Extensions 

[ 0064 ] With respect to implementations directed to a user 
browsing the web , a plugin extension to a browser may be 
utilized in order to automatically generate the input signal . 
After installing the extension , the plugin may be configured 
to ask the user ( once ) for login information , such as their 
mobile - side app login and mobile phone number , Facebook 
login , or email , a login for any mobile - side app that uses the 
sync SDK , or the like . The user's data is then sent to the 
synchronization servers , which can then send an SMS text 
message or email to the user's mobile device with the sync 
signal which can be a link to download a mobile app , or the 
web server developer's own mobile app but with an embed 
ded or provided SDK enabling the client - side synchroniza 
tion . From then on , systems and methods herein may main 
tain a mapping between the user's browser session ( “ initial 
screen ” or “ initial device ” ) and the user's mobile device 
( “ secondary screen ” or “ secondary device ” ) . Here , for 
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example each time the Chrome Extension detects a change 
in the URL or change in which a browser tab is currently 
active , it sends that current URL to a synchronization server 
( as the input signal ) , then the synchronization server per 
form any necessary mapping and send that information or 
data to the client - side mobile Sync app ( or website's own 
mobile app with the sync SDK , which enables the client - side 
synchronization ) . Matching extensions are created for the 
other browsers ( e.g. Firefox , Safari , and Internet Explorer ) 
as well . 

Client Site - Wide Script 
[ 0065 ] The browser implementations above may require 
users to have explicitly downloaded and installed the appro 
priate extension for their browser , which websites can't 
count on . Accordingly , other implementations may be uti 
lized wherein a webpage script ( i.e. , a small amount of 
JavaScript code ) may be embedded into their webpages to 
enable Sync by automatically generating the input signal 
based on the URL the user is viewing or other signals 
generated by the developer , which is then sent to the 
synchronization servers . Again , such script can send any 
input signal as defined by the developer to be the current 
URL and additional information or data about the user e.g. , 
X - Y screen position , user data like name ) to the synchroni 
zation servers ( as the input signal ) . Websites will have the 
ability to specify desired mappings between the input signal 
and the desired content or behavior ( output signal ) that is 
then displayed on the user's secondary screen 

Client “ Sync This ” / “ Send to Phone ” Button 
[ 0066 ] When more information than just the current URL 
is required for the input signal , websites can integrate an 
embeddable button - widget , similar to Facebook's “ Like 
This ” button . The “ Sync This ” / “ Send to Phone ” button can 
be easily set up to send the desired content / data to the 
synchronization servers ( as input signal ) when the user 
clicks on it . 
[ 0067 ] For example , eBay.com shows many products on 
each page but by adding the “ Sync This ” button next to each 
product , users can click the specific product they wish to 
synchronize to their secondary screens . Each “ Sync This ” 
button has its own input signal and mapping ( specified by 
webpage developer ) , so the “ Sync This ” button above Prod 
uct_1 can map to display the mobile version of the Prod 
uct_1 ' s URL on the second device , while another button 
above Product_2 can map to display the purchase checkout 
page on the second device , or can map to an display image 
from Product_2 on the second device . The configuration of 
the “ Sync This ” actuation and other mapping functionality 
and processing can depend on the predetermined mapping 
configuration used by website developer or mapping service 
provider . 

specific commands ( mappings ) , without dealing with com 
munication between the initial screen and the secondary 
screen . This synchronization service can provide the com 
munication between the initial screen and the secondary 
screen sync device . 
[ 0069 ] In one embodiment , the Client Site - Wide Script 
and the " Sync This ” / “ Send to Phone ” button can identify the 
user and encourage the user to download the client - side 
Sync app ( or to use an app which includes a client - side SDK 
enabling the sync ) to the second computing device . In one 
embodiment , the synchronization system may have a regis 
tration process that can ask for a user's personal and device 
identifications and mobile phone number which can be 
stored in the user database on the synchronization server . 
However , In one embodiment , before requesting the user's 
phone number and sending an SMS text message with a link 
to the client - side app , implementations herein may be con 
figured to try to identify other mobile computing devices on 
his local area network or possibly connected via Bluetooth 
or iBeacon and send them a Push Notification to see if they 
already have the synchronization client - side app installed . 
[ 0070 ] If a user doesn't wish to provide a mobile number 
( or is using an iPod Touch or iPad without a “ phone 
number ” ) , an alternative way is required to send the down 
load link for the synchronization client - side Sync app to the 
user's mobile device . Several alternatives include : providing 
very short and easy - to - type download URL , and sending a 
Sync app download URL via email , Facebook , Twitter , or 
SMS . This user information can then be stored in the user 
database on the sync server . 
[ 0071 ] With reference to FIG . 5 a flow chart is illustrated 
showing an embodiment of device synchronization and 
mapping processing for an exemplary first URL on a first 
computing device in synchronization with a second URL on 
a second computing device . A user can be operating a first 
computing device having a web browser program that 
includes a synchronization extension 504. In this embodi 
ment , the synchronization browser can determine which of 
the other user's computing devices or “ related ” devices are 
online 508 as described above . If another computing device 
is detected to be online , the synchronization extension on the 
first computing device can send the web page information to the synchronization application on the second computing 
device 510 . 
[ 0072 ] If no other user associated computing devices is 
online , the synchronization browser extension can gather 
information and data based upon the current web page that 
the user is viewing on the first computing device 512. In one 
embodiment , the synchronization browser extension can 
send the page information or other data to the synchroniza 
tion push server 516. Alternatively , the page information or 
other data can be sent from the first computing device to the 
synchronization server and the synchronization server can 
send the page information or other data to the synchroniza 
tion push server . The synchronization push server can send 
a push message or signal to any and all of the second 
computing devices 518. The push signal can cause a second 
computing device to go online if the user opens or responds 
to the push message . The synchronization application on 
each second computing device can receive the push signal 
with the page information and additional data from the first 
computing device 520 . 
[ 0073 ] From step 510 or step 520 , the synchronization 
application can check for mapping previously downloaded 

Service Running in Background 
[ 0068 ] In addition to the extensions for all major web 
browsers , an embodiment of the present invention can also 
include a synchronization service that runs in the back 
ground of the initial screen , which requires the user to install 
the service on the initial screen ( App on iOS , Mac App on 
OSX , .exe program on Windows , or third - Party Apps with 
Sync SDK ) . In one embodiment , the synchronization service 
provides an API for developers to integrate their own app 
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or updated from the synchronization server 524. The syn 
chronization application can also determine if any mapping 
for the first synchronization signal is available 528. If 
mapping is available , the synchronization application can 
perform the mapping of the first synchronization signal to 
produce a second synchronization signal 532. Alternatively , 
the mapping of the first synchronization signal to produce a 
second synchronization signal can be performed by the 
synchronization server . If mapping for the first synchroni 
zation signal which can be a URL is not available , the 
application program may apply a default mapping procedure 
where the second computing device is a smart phone and the 
second synchronization signal is mapped by default to a 
mobile version of the URL 536. The synchronization appli 
cation on the second computing device can then open the 
second synchronization signal from the mapping results and 
produce an output signal corresponding to the mapped 
second synchronization signal 540. For example , if the 
second synchronization signal is a mobile URL , the second 
computing device can display the mobile URL . 
[ 0074 ] FIG . 6 illustrates another example of a flowchart of 
a possible synchronization and mapping process in a URL 
GPS implementation . In this example , the user may be using 
a first computing device with a web browser having the 
synchronization extension to look up a restaurant on a 
restaurant review website 604. The synchronization browser 
extension can check for other user devices or “ related ” 
devices that are online 608. If another user or “ related " 
online device is detected , the synchronization browser 
extension can send the restaurant review web page infor 
mation to the synchronization application on the second 
computing device 610. This information or data can include 
data or link to the specific restaurant that is being seen by the 
user thorough the restaurant review website on the first 
device . 
[ 0075 ] If no other user associated computing devices are 
online , the synchronization browser extension can gather 
web page information and other data based upon the current 
web page that the user is viewing on the first computing 
device 612. In one embodiment , the synchronization 
browser extension can send the page information and data to 
the sync push server 616. The synchronization push server 
can send a push message or signal to any and all of the 
second computing devices 618. The push signal can cause 
the second computing device to go online . The synchroni 
zation application on the second computing device can 
receive the push signal with the page information and data 
from the first computing device 620 . 
[ 0076 ] From step 610 or step 620 , the synchronization 
application on each second computing device can request a 
GPS location from the synchronization server 624. The 
synchronization server can process the request and send the 
GPS location information which can include deep - links to 
the synchronization application ( or a third - party application 
with Sync SDK ) on the second computing device 628 
( alternatively , if the GPS location is not available , the sync 
server can request GPS as another input signal going to the 
chrome extension or webserver ( if they have integrated the 
Sync site - wide script ) . The synchronization application can 
receive the deep - links and use the deep - links to open a Maps 
or Navigation application on the second computing device 
which provides directions to the restaurant to the user 632 
( or take user to download the Maps / Navigation apps if they 
do not exist on the second device ) . 

[ 0077 ] FIG . 7 illustrates a flow chart for synchronization 
and mapping processing for an exemplary URL - JPG imple 
mentation . In this embodiment , the user can be viewing a 
website with a browser having the synchronization exten 
sion 704. In this example , the user may be viewing a 
webpage from Yelp or Facebook . The synchronization 
extension running on the browser can check for other user 
devices that are online . If other user online devices are 
detected , the synchronization browser extension can send 
the Yelp or Facebook web page information to the synchro 
nization application on the second computing device 710 . 
[ 0078 ] FIG . 7 illustrates a flow chart for synchronization 
and mapping processing for an exemplary URL - JPG imple 
mentation . In this embodiment , the user can be viewing a 
website with a browser having the synchronization exten 
sion 704. In this example , the user may be viewing a 
webpage from Yelp or Facebook . The synchronization 
extension running on the browser can check for other user 
devices that are online . If other user online devices are 
detected , the synchronization browser extension can send 
the Yelp or Facebook web page information or data to the 
synchronization application on the second computing device 
710 . 
[ 0079 ] If no other user associated computing devices are 
online , the synchronization browser extension can gather 
web page information based upon the current web page that 
the user is viewing on the first computing device 712. In one 
embodiment , the synchronization browser extension of the 
first computing device can send the page information and 
additional data to a synchronization server which can then 
send this information to the sync push server 716. The 
synchronization push server can send a push message or 
signal to any or all of the second computing devices 718 . 
The push signal can cause the second computing device to 
go online if users open the push notification message . The 
synchronization application on the second computing device 
can receive the push signal with the page information from 
the first computing device 720 . 
[ 0080 ] From step 710 or 720 , the synchronization appli 
cation can request an image related to the Yelp or Facebook 
webpage from the synchronization server 724. The synchro 
nization server can process the request and send URLs for 
the images as second synchronization signals back to the 
synchronization application on the second computing device 
728. Alternatively , the synchronization server can send the 
actual images possibly in JPG format back to the synchro 
nization application ( or the URL of the image ( s ) ) . The 
synchronization application ( or a third - party application 
with the Sync SDK ) can process the URLs or JPGs and 
display the images on the second computing device 732 . 
[ 0081 ] In other embodiments , the inventive system can be 
used to synchronize information or data on multiple com 
puting devices to improve the functionality and user expe 
rience . In one example , a first synchronization signal from 
the first computing device can be a document that a user is 
producing using a computer program . In this embodiment , 
the first document synchronization signal can be mapped to 
the same second document synchronization signal . Thus , the 
first synchronization signal can be the same document as the 
second synchronization signal . This can be useful when a 
user is working on a document on multiple computing 
devices 110 , 140 , 150 , and 160. For example , if a user is 
working on a text document using a word processing pro 
gram on the first computing device 110 , the first synchro 
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nization signal can be the text that is being added and edited 
by the user within the document . The first synchronization 
signal can be the input text which is mapped to a second 
synchronization signal that is the same input text . The 
second computing device 140 can respond to the second 
synchronization signal by opening the input text in a native 
program . For example , if the second computing device 140 
has the same or a mobile version of the word processing 
program used to create the input text on the first computing 
device 110 , the second computing device 140 can display the 
input text in the word processing program running on the 
second computing device 140. The first synchronization 
signals can be transmitted whenever text is added , deleted or 
edited . Thus , the revised input text can be immediately 
displayed , as it is being input and edited on the second 
computing device 140. Thus , the user can then switch from 
working on the document on the first computing device 110 
to using the second computing device 140 to continue to 
work on the text document . Alternatively , the synchroniza 
tion signal can also be the plain - text and formatting data that 
make up the text document , so the developer can rebuild the 
document on the secondary device or keep track of its state , 
version and any additional data that make up the " text 
document " in its entirety . 
[ 0082 ] When changes are made to the text document by 
the second computing device 140 , the described process can 
be repeated in reverse . The second computing device 140 
can emit the text document as a third synchronization signal . 
Mapping can occur that transmits the edited text document 
as a forth synchronization signal which is transmitted back 
to the first computing device 110. Again , the mapping can 
occur at a synchronization server 130 or on the first com 
puting device 110 or the second computing device 140. The 
text can be displayed on the first computing device 110 as it 
is input , deleted or edited on the second computing device 
140. Thus , the synchronization signals can be transmitted 
back and forth between the first and second computing 
devices as the user operates the first and second computing 
devices 110 , 140 . 
[ 0083 ] In yet another embodiment , three or more comput 
ing devices can be used for the described process . In this 
example , the mapping of input text from the first computing 
device 110 can be transmitted to two additional user com 
puting devices 140 , 150 and 160 ( or “ related ” devices ) . In 
this embodiment , the system can determine the other com 
puting devices 140 , 150 , and 160 that are online and the 
mapping can be the input text to all other computing devices , 
as represented by Table 2 below . 

a 

all text input through any of the computing devices 110 , 140 , 
150 and 160 is constantly synchronized with each other . 
[ 0085 ] In some embodiments , the first and second com 
puting devices can have different sensors or components that 
can provide enhanced functionality when the computing 
devices are used together . For example , many smart phones 
now have fingerprint sensors that are used to prevent unau 
thorized use of the smart phone or access to stored data . In 
one embodiment of the present invention , the fingerprint 
sensor on the smart phone can be used as a security 
mechanism for a separate computing device . In one embodi 
ment , the inventive system can be configured with a com 
puter as a first computing device and a smart phone with a 
fingerprint sensor as a second computing device . The first 
computing device may access the user's private information 
through a website . The first synchronization signal from the 
first computing device can be the URL for a login page of 
the private information website . The URL can be mapped to 
a second synchronization signal that can be a fingerprint 
sensor prompt to the smart phone . As discussed , the map 
ping can be done by a synchronization server or , alterna 
tively , by the first or second computing device . The smart 
phone can respond to the second synchronization signal by 
displaying instructions for the user to touch the fingerprint 
sensor to complete the login of the user to the private 
information website on the first computing device . The user 
can then touch the fingerprint sensor and the second com 
puting device can compare the input fingerprint to the stored 
fingerprint for the user . If there is a match , the second 
computing device transmits a confirmation third synchroni 
zation signal to the first computing device and the user is 
granted access to the private information through the web 
site on the first computing device . Alternatively , if the 
fingerprint does not match , the second computing device can 
inform the user to try again or that the fingerprint is not a 
match and transmit the fingerprint mismatch message as the 
third synchronization signal to the first computing device . 
[ 0086 ] This described fingerprint sensor system can be 
used for various other first computing device applications . 
For example , in an embodiment when a user first logs onto 
the first computing device , this login can be the first syn 
chronization signal . The system can respond by transmitting 
the first synchronization signal to the second computing 
device that can be a smart phone that includes the fingerprint 
sensor . The smart phone can respond to the second synchro 
nization signal by displaying instructions for the user to 
touch the fingerprint sensor to complete the login on the first 
computing device . If the smart phone confirms that the 
fingerprint is a match , it will send a print match confirmation 
as the third synchronization signal to the first computing 
device which will complete the user login on the first 
computing device and possibly on the smart phone as well , 
if the developer chooses to map it as such ) . If the fingerprint 
sensor input does not match the stored fingerprint the second 
computing device can send a rejection signal to the first 
computing device to block the user login on the first com 
puting device . 
[ 0087 ] In other embodiments , the system may require 
information ( e.g. , a password , a personal identification num 
ber “ PIN ” or any other security information ) in addition to the fingerprint confirmation to complete the login process . 
Thus , the second computing device can transmit a finger 
print match confirmation and the user's PIN or login / 
password as the third synchronization signal to the first 

TABLE 2 

Device 1 
Laptop 

Device 2 Device 3 
Smart Phone Tablet 

Device 4 Device N 
Desk Computer 

text + data text + data text + data text + data text + data 

[ 0084 ] When text is input , the first computing device 110 
can transmit the text as the first synchronization signal to all 
of the other computing devices 140 , 150 and 160 ( Device 
2 - Device N ) . The other computing devices 140 , 150 and 160 
can display the text and data as it is input and the user can 
then work on the same input text and data through any of the 
other computing devices 140 , 150 and 160. This can allow 
continuous updating and refreshing of information , so that 
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computing device . The first computing device can complete 
the login if the first computing device determines that the 
PIN information provided is also a match . 
[ 0088 ] In one embodiment , the fingerprint login function 
ality can be added to another of a user's computing devices . 
A user may download a fingerprint login software applica 
tion to a computing device that includes a fingerprint sensor . 
With reference to FIG . 9 , an example of a user interface 
screen on a computing device 800 having a fingerprint 
sensor 802 and running the fingerprint login application is 
illustrated . The fingerprint login application can search the 
memory of the computing device 800 for applications and 
user login information for the applications . The login infor 
mation can include for example , user names , passwords , 
fingerprint authentication or additional user data ( e.g. , name , 
age , sex and location ) . 
[ 0089 ] In one embodiment , the fingerprint login software 
can ask the user if he or she would like to apply the 
fingerprint login function to this website or the user may 
select the applications that he or she would like to apply the 
fingerprint feature to . The fingerprint login application can 
display some of the application icons 804 that can be 
converted to add the fingerprint login feature by displaying 
these icons 804 with a fingerprint icon 806 to indicate the 
compatibility of the fingerprint login feature ; however , it is 
fully - compatible with any website that uses a login / pass 
word combination to login . In this example , the user inter 
face displays the message to the user , " Create Fingerprint 
Login ” and “ To login with you fingerprint , just visit any 
page & then sign in for the last time — accounts are securely 
encrypted enabling quick & safe access from any device . ” 
The user can then select the applications to apply the 
fingerprint login to . 
[ 0090 ] To activate the fingerprint login feature for an 
application , the user can click on the application for finger 
print login . The computing device can prominently display 
the application selected by the user and the login input 
information for the application can be displayed as illus 
trated in FIG . 10. In this example , the login fields include : 
Username , Password , LoginInfol and LoginInfo2 810. The 
user can input the user's identification information for each 
of these login fields 810 and then click the accept button 812 
to enter these inputs and apply the fingerprint feature to the 
application . If the user decides not to use the fingerprint 
input , the user can click the cancel button 814 . 
[ 0091 ] When the accept button 812 is pressed , the login 
application can then attempt to login to the application to 
confirm that the application login information and the user 
fingerprint correct . 
[ 0092 ] With reference to FIG . 11 , the computing device 
800 can go to the application login page and the fingerprint 
login application can inform the user that the application is 
requesting the login and password and that by touching the 
fingerprint sensor 802 , this information will be used to login 
to the application . The user interface can also display 
instructions to place the user's finger on the fingerprint 
sensor to login 822. The user can respond by placing the 
finger on the fingerprint sensor 802 to login to the applica 
tion . In an embodiment , for enhanced security , when the user 
is scanning their fingerprint , the front - facing camera is 
activated to take a photo of the user attempting to login . This 
photo may be sent as a sync signal or kept for security or 
additional authorization verification e.g. , facial recognition . 
If the computing device confirms the fingerprint the user's 

login information is input by the app into the website's login 
field form and automatically submitted so the user will be 
able to use the application . If the website has integrated the 
site - wide sync script , the login information will be sent by 
the fingerprint app directly to the webserver ( otherwise the 
fingerprint app will manually insert the login info into the 
website login form fields within the app ) . Alternatively , if 
the user decides not to use the fingerprint input , the user can 
click the cancel button 824. After logging in the fingerprint 
login application may not interfere with the user's interac 
tion with the application . 
[ 0093 ] Once the first login is performed for the application 
using the fingerprint login application , the user's application 
login information can be stored locally on the device within 
the fingerprint application and when the user uses the 
application in the future , the only input required can be the 
fingerprint . It can be good practice for security reasons to 
change a user's login information periodically . When the 
login information is changed for an application the user can 
edit the login information saved by the fingerprint login 
application . In some cases , the user may update the login 
information for an application but fail to update the appli 
cation login information in the fingerprint login application . 
If the user attempts to login to an application , and the user 
information fails , the fingerprint login application can detect 
this error and display a user interface asking the user to 
update the login information . With reference to FIG . 12 , a 
user interface of the computing device 800 can display input 
fields for the user's edited login information . In this 
example , the has input email address 
abcxvz@gangle.com 830 , a new password 832 and a new 
password confirmation 834. Once the edited login informa 
tion is input , the user can click the accept button 812 to save 
the edited login inputs which will be applied when the 
fingerprint application is used for future logins . Alterna 
tively , the user can click the cancel button 814 to not enter 
these changes . 
[ 0094 ] An embodiment of the fingerprint application func 
tionality can be represented by the flowchart shown in FIG . 
13. The fingerprint login application can run on a computing 
device 850. The fingerprint application can determine the 
user login information and corresponding applications 
stored on the computing device 852. The fingerprint login 
application can receive user authorization to use the finger 
print login feature for some or all applications that have 
login requirements . The fingerprint application can deter 
mine that the user is at a login page of a user authorized 
fingerprint login application 856. The fingerprint login 
application can display instructions for the user to touch the 
fingerprint sensor to input the user fingerprint 858. The 
computing device can store the user's true fingerprint and 
compare this to the fingerprint input to the sensor 860 and 
return a pass or fail signal to the fingerprint login applica 
tion . If the fingerprint is not a match , the fingerprint login 
application can go back and ask the user to input the 
fingerprint again 585. If the fingerprint is a match , the 
fingerprint login application can forward the stored user 
login information to the login field form of the application 
862. The fingerprint login application can then determine if 
the application login was successful 864. If the login was 
successful , the fingerprint login application can wait for the 
computing device to go to an authorized application login 
page 856 to repeat the described process . If the fingerprint 
sensor input was correct but the login information was not 
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accepted , the fingerprint login application can ask the user if 
the application login information has changed . If the login 
information has changed , the user can edit the login infor 
mation for the fingerprint login application 866 and the 
system can go back and ask the user to input the fingerprint 
again 585 . 
[ 0095 ] The principles illustrated herein may be used in 
many applications . In the paradigm of the present invention , 
a first device's first synchronization signal is transmitted 
over a communication medium ( whether electronically or 
otherwise , even by non - conventional signaling ( e.g. , audio 
signal within the human audible range or ultrasonic ) ) to be 
mapped into a second device's synchronization signal ( “ sec 
ond synchronization signal ” ) that effectuates a useful result . 
( Generally , the first device need not have the ability to 
directly communicate or control the second device . A map 
ping means translates the first synchronization signal to 
conform to the communication protocol , as well as supplies 
any necessary additional information regarding the second 
device that is not known to the first device , to effectuate the 
communication with the second device . ) The second syn 
chronization signal may be likewise mapped to effectuate 
activity in a third device , as part of a cascade of effects . ( In 
some instances , the first and second devices may be the same 
device , carrying out different functions in the same or 
different hardware modules . ) The following are exemplary 
use cases , showing input signal , device types and corre 
sponding synchronization signals : 
[ 0096 ] 1. Use case : Electrical Vehicle 

[ 0097 ] Input : vehicle fuel sensor low - fuel alert 
[ 0098 ] First Device : vehicle communication system 
[ 0099 ] First Synchronization signal : refuel request 
[ 0100 ] Second Device : charging station communication 

system 
[ 0101 ] Second Synchronization signal : initiation of 

refuel request processing 
[ 0102 ] 2. Use case : Data storage 

[ 0103 ] Input : data storage request 
[ 0104 ] First Device : computing device 
[ 0105 ] First Synchronization Signal : data storage 

Request 
[ 0106 ] Second Device : data storage network manager 

a 

[ 0118 ] 4. Use case : order fulfilment service 
[ 0119 ] Input : user order 
[ 0120 ] First Device : computing device 
[ 0121 ] First Synchronization Signal : appropriate order 

ing signal specifying vendor 
[ 0122 ] Second Device : communication system 
[ 0123 ] Second Synchronization signal : corresponding 

order signal to vendor 
[ 0124 ] Third Device : vendor fulfilment center 
[ 0125 ] Third Synchronization Signal : initiation of order 

fulfilment process ( e.g. , retrieving ordered product , 
setting up and carrying out delivery to customer 
address ) . 

[ 0126 ] 5. Use case : customized encrypted / locked image 
display 
[ 0127 ] Input : image or web page 
[ 0128 ] First Device : computing device 
[ 0129 ] First Synchronization Signal : signal customized 

to each selected device , sending 
[ 0130 ] image or web page in secured form 
[ 0131 ] Second Device : computing device 
[ 0132 ] Second Synchronization signal : initiation of 

secured display of image or web page ( requiring veri 
fication of secured access information , such as pass 
word , fingerprint or retinal scan , or decryption key , on 
the same or another device , to complete display pro 
cess ) 

[ 0133 ] Note : Second Device may allow free access to 
certain portions of the received image or web page , 
requiring verification or authorization only on specific 
restricted portions of the image or web page . 

[ 0134 ] 6. Use case : access to local storage data 
[ 0135 ] Input : network message indicating specified pri 
mary source for content not reachable 

[ 0136 ] First Device : computing device 
[ 0137 ] First Synchronization Signal : request for local 

content 
[ 0138 ] Second Device : computing device 
[ 0139 ] Second Synchronization signal : return of 

requested data from local storage 
[ 0140 ] 7. Use case : Virtual device ( e.g. , cardboard piano ) 

( 0141 ] Input : state information of virtual device 
[ 0142 ] First Device : monitoring device 
[ 0143 ] First Synchronization Signal : signal represent 

ing interpretation of the state information ( e.g. , keys 
pressed on cardboard piano ) 

[ 0144 ] Second Device : actuation device 
[ 0145 ] Second Synchronization signal : actualization of 

state information ( e.g. , creating corresponding sound 
based on keys pressed represented in state information ) 

[ 0146 ] Note : in the cardboard piano example , the moni 
toring device may a software module on a smartphone 
monitoring the pressing of “ keys ” on the cardboard 
piano , and the actuation device may be another soft 
ware module that plays the notes corresponding to the 
pressed “ keys ” on one or more speakers of the smart 
phone . 

[ 0147 ] 8. Use case : device data look - up 
[ 0148 ] Input : cursor location 
[ 0149 ] First Device : computing device 
[ 0150 ] First Synchronization Signal : signal represent 

ing recognition of device identifier ( e.g. , UDID ) 
[ 0151 ] Second Device : computing device 

server 

[ 0107 ] Second Synchronization signal : data - in - transit 
storage and selection of destination 

[ 0108 ] Third Device : storage device 
[ 0109 ] Third Synchronization Signal : initiation of data 

storage in storage device ( by the Third Device or by 
another downstream device ) 

[ 0110 ] 3. Use case : health - related alert 
[ 0111 ] Input : health condition sensor ( e.g. , heart condi 

tion monitor , blood pressure monitor ) alert signal 
[ 0112 ] First Device : computing device 
[ 0113 ] First Synchronization Signal : appropriate health 

related assistance request ( e.g. , defibrillation required ) 
[ 0114 ] Second Device : communication system 
[ 0115 ] Second Synchronization signal : corresponding 

assistance request message 
[ 0116 ] Third Device : emergency response service 
[ 0117 ] Third Synchronization Signal : initiation of cor 
responding assistance process ( e.g. , dispatching first 
responder , sending drone or other delivery means to 
send necessary equipment ) 
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[ 0152 ] Second Synchronization signal : database look 
up of device information based on device identifier and 
return device information 

[ 0153 ] 9. Use case : remote sensing 
[ 0154 ] Input : local environmental sensor output ( e.g. , 
sound ) 

[ 0155 ] First Device : computing device 
[ 0156 ] First Synchronization Signal : signal represent 

ing sensor output 
[ 0157 ] Second Device : computing device 
[ 0158 ] Second Synchronization signal : reproduction of 

stimulus ( e.g. , sound ) based on received First Synchro 
nization signal representing sensor output 

[ 0159 ] 10. Use case : data transmission 
[ 0160 ] Input : data values that vary about an offset value 
[ 0161 ] First Device : computing device 
[ 0162 ] First Synchronization Signal : send differences 
between the data values and the offset value 

[ 0163 ] Second Device : computing device 
[ 0164 ] Second Synchronization signal : restored data 

values from received differences 
[ 0165 ) 11. Use case : communication regarding shared 

experience 
[ 0166 ] Input : sounds at a first location where the com 
mon experience is shared ( e.g. , watching at different 
locations the same live broadcast of a sporting event ) 

[ 0167 ] First Device : computing device 
[ 0168 ] First Synchronization Signal : signal represent 

ing the sounds at the first location 
[ 0169 ] Second Device : computing device 
[ 0170 ] Second Synchronization signal : reproduction at 

a second location of the sounds at the first location 
based on the signal received 

[ 0171 ] 12. Use case : remote device operation 
[ 0172 ] Input : control command for remote device ( e.g. , 
command to take a picture ) 

[ 0173 ] First Device : computing device 
[ 0174 ] First Synchronization Signal : signal represent 

ing the control command 
[ 0175 ] Second Device : remote device 
[ 0176 ] Second Synchronization signal : carrying out the 

control command ( taking a picture ) 
[ 0177 ] 13. Use case : remote sensing customized for indi 

vidual recipients of sensed information 
[ 0178 ] Input : local environmental sensor outputs ( e.g. , 
sounds , image - only , multiple speakers ) 

[ 0179 ] First Device : computing device 
[ 0180 ] First Synchronization Signal : signals for cus 

tomization for each recipient , each representing a cus 
tomized portion of local environmental outputs ( e.g. , 
sound - only , image - only , specified speaker - only ) 

[ 0181 ] Each Second Device : computing device 
[ 0182 ] Each Second Synchronization signal : reproduc 

tion of sensor output represented by the received First 
Synchronization signal 

[ 0183 ] 14. Use case : remote control or modification of 
environment ( sounds or visual effects ) 
[ 0184 ] Input : change or modification command 
[ 0185 ] First Device : computing device 
[ 0186 ] First Synchronization Signal : signals to actua 

tion devices each encoding a customized desired 
change or modification to be carried out by the recipi 
ent 

[ 0187 ] Each Second Device : actuation device ( e.g. , 
audio speaker , lights , projectors ) 

[ 0188 ] Each Second Synchronization signal : carrying 
out the desired change or modification command based 
on the received First Synchronization signal 

[ 0189 ] Note : in one use case , the change command may 
be a visual filter ( e.g. , provide a sepia effect or a camera 
filter on the image or removing a character — both sight 
and sound from a scene ) 

[ 0190 ] 15. Use case : remote sensing from multiple sensors 
( e.g. , in a virtual or augmented reality head gear with 
microphones , gyroscopes , cameras ) 
[ 0191 ] Input : input signals from local sensors ( e.g. , IoT 

sensors in proximity ) 
[ 0192 ] First Device : computing device 
[ 0193 ] First Synchronization Signal : signal represent 

ing aggregation of the local sensor signals for a time 
period 

[ 0194 ] Second Device : computing device 
[ 0195 ] Second Synchronization signal : de - aggregation 

of sensor signals from the received First Synchroniza 
tion signal for signal processing and tracking 

[ 0196 ] 16. Use case : coordinating sound or visual effects 
in a virtual environment 
[ 0197 ] Input : sound or visual stimulus 
[ 0198 ] First Device : computing device 
[ 0199 ] First Synchronization Signal : signal represent 

ing the sound or visual stimulus 
[ 0200 ] Second Device : computing device controlling 

the virtual environment 
[ 0201 ] Second Synchronization signal : injecting sound 

corresponding to the visual stimulus or injecting visual 
effects corresponding to the sound stimulus in the 
received First Synchronization signal 

[ 0202 ] 17. Use case : remote control from a first device of 
a user interface on a second device 
[ 0203 ] Input : user interface command ( e.g. , show pop 
up , notification , alert ) 

[ 0204 ] First Device : computing device 
[ 0205 ) First Synchronization Signal : signal providing 

both command ( e.g. , delayed display by a specified 
time period ) and data ( the content to be displayed ) 

[ 0206 ] Each Second Device : computing device ( e.g. , 
audio speaker , lights , projectors ) 

[ 0207 ] Each Second Synchronization signal : carrying 
out the required operation according to the received 
First Synchronization signal 

[ 0208 ] 18. Use case : proximity or location - based trigger 
[ 0209 ] Input : signal from proximity or location sensor 

( e.g. , NFC or GPS sensor ) 
[ 0210 ] First Device : computing device 
[ 0211 ] First Synchronization Signal : signal to one or 
more actuators to carry out a task , the task being 
determined based on interpretation of proximity or 
location sensor signal 

[ 0212 ] Each Second Device : actuator 
[ 0213 ] Each Second Synchronization signal : carrying 

out the required task according to the received First 
Synchronization signal 

[ 0214 ] 19. Use case : synchronizing software among com 
puting devices 
[ 0215 ] Input : installing or updating software in one 

device 
[ 0216 ] First Device : computing device 

a 
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[ 0250 ] Input : activity by a user coming into the secured 
domain 

[ 0251 ] First device : security monitoring system 
[ 0252 ] First Synchronization Signal : signal to all 

secured systems in the domain identifying a specific 
user to be suspicious Each Second device : Operational 
system 

[ 0253 ] Second Synchronization signal : steering the 
identified user to a quarantined decoy area ( e.g. , via a 
decoy login procedure ) of the operational system when 
the identified user attempts access , while triggering 
additional security measures . 

[ 0254 ] 26. Use case : vehicle condition ( e.g. , in a commer 
cial fleet ) 
[ 0255 ] Input : sensors in a vehicle ( e.g. , position , veloc 

ity and acceleration sensor , road condition sensors , and 
status of each reportable system ) 

[ 0256 ] First Device : communication device 
[ 0257 ] First Synchronization Signal : signal encoding 

the sensor data in the vehicle 
[ 0258 ] Second Device : vehicle operation database 
[ 0259 ] Second Synchronization signal : integration of 

the sensor data into the vehicle operation database . 
[ 0260 ] 27. Use case : data processing of frequently chang 

ing data in an application program 
[ 0261 ] Input : frequently changing data 
[ 0262 ] First Device : module for loading frequently 

changing data 
[ 0263 ] First Synchronization Signal : signal indicating 
new data is loaded 

[ 0264 ] Second Device : executable code of the applica 

[ 0217 ] First Synchronization Signal : signal indicating 
change in state in software 

[ 0218 ] Each Second Device : computing device 
[ 0219 ] Each Second Synchronization signal : perform 

ing update or installation to match the software state in 
the first device 

[ 0220 ] 20. Use case : distributed search 
[ 0221 ] Input : a search query 
[ 0222 ] First Device : computing device 
[ 0223 ] First Synchronization Signal : signals each rep 

resenting an assigned search task that is a component of 
the total search task to respond to the search query 

[ 0224 ] Each Second Device : search engine 
[ 0225 ] Each Second Synchronization signal : carrying 

out the assigned search task in the signal received 
[ 0226 ] 21. Use case : event - triggered collection of action 

data at a sporting event 
[ 0227 ] Input : detection of an event ( e.g. , a goal scored ) 
[ 0228 ] First Device : computing device 
[ 0229 ] First Synchronization Signal : signal encoding 

data relevant to the event ( e.g. , position from which the 
goal is scored , player identified , trajectory of the ball ) 

[ 0230 ] Second Device : actuator 
[ 0231 ] Second Synchronization signal : instant replay on 

stadium display , playing a selected footage that best 
present the event ( e.g. , selecting an angle best showing 
the player who scored , or having an unobstructed view 
of the ball trajectory ) 

[ 0232 ] 22. Use case : collaboration among multiple devices 
[ 0233 ] Input : command to carry out a collaborative task 
[ 0234 ] First Device : computing devic 
[ 0235 ] First Synchronization Signal : signals each 

encoding one or more requests for carrying out a 
component task by another device 

[ 0236 ] Each Second Device : computing device 
[ 0237 ] Each Second Synchronization signal : signals 
each encoding one or more requests for carrying out a 
component task by another device of the task requested 
in the received First Synchronization signal 

[ 0238 ] 23. Use case : virtual reconstruction of " world " 
based on motion sensor and environmental sensors 
[ 0239 ] Input : motion sensors and environmental sensors 

at a scene ( e.g. , in a moving vehicle ) 
[ 0240 ] First Device : computing device 
[ 0241 ] First Synchronization Signal : signal recording 

sensor outputs ( e.g. , from position , velocity and accel 
eration sensors in the vehicle and from wind speed 
sensors , light intensity , humidity sensors in the envi 
ronment ) 

[ 0242 ] Second Device : computing device 
[ 0243 ] Second Synchronization signal : reconstruction 
of the virtual world in one or more devices , based on 
the received First Synchronization signal 

[ 0244 ] 24. Use case : inventory tracking 
[ 0245 ] First device : sales terminal 
[ 0246 ] First Synchronization Signal : signal indicating 

sale or return of a tracked item 
[ 0247 ] Second Device : inventory management system 
[ 0248 ] Second Synchronization signal : update inven 

tory system based on received First Synchronization 
signal 

[ 0249 ] 25. Use case : access - control decoy in a secured 
domain 

tion program 
[ 0265 ] Second Synchronization signal : executing the 

application program using the most recently loaded 
data upon based on the First Synchronization signal . 

[ 0266 ] Note : In some embodiments , loading of the new 
data may trigger a security procedure which allows 
only a qualified or authorized device to operate on or 
decrypt the data ( e.g. , through fingerprint authentica 
tion ) . 

[ 0267 ] 28. Use case : control access to private data on 
multiple devices 
[ 0268 ] input : authenticated credentials 
[ 0269 ] First Device : computing device 
[ 0270 ] First Synchronization Signal : signal indicating a 

specific user has presented authenticated credentials 
[ 0271 ] Second device : computing device 
[ 0272 ] Second Synchronization signal : allowing access 
by the specific user to private data on the Second 
device . 

[ 0273 ] Note : in some embodiments , differential creden 
tials may allow different levels of access . For example , 
a user whose profile indicates him or her to be juvenile 
may be allowed lesser access to certain private data . 

[ 0274 ] 29. Use case : time synchronization among multiple 
devices in a group 
[ 0275 ] Input : command to set time 
[ 0276 ] First Device : any electronic device 
[ 0277 ] First Synchronization Signal : signals to other 
members of the group indicating setting of a date or 
time 

[ 0278 ] Each Second Device : any electronic device 
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[ 0279 ] Each Second Synchronization signal : setting 
device time or data based on the received First Syn 
chronization signal , taking into account the time zone 
of the First device . 

[ 0280 ] 30. Use case : activities related to taking of a 
photograph 
[ 0281 ] First Device : camera 
[ 0282 ] First Synchronization Signal : signal indicating a 
photograph has been taken 

[ 0283 ] Each Second Device : computing device 
[ 0284 ] Each Second Synchronization : carrying out an 

assigned task for the Second Device ; for example , one 
device may upload the photograph to storage or to post 
to an online website , and another device analyzes 
photograph to recognize people or place in the photo 
graph . 

[ 0285 ] Note : in some embodiments , some Second Syn 
chronization signals send the photograph to devices 
belonging to people who is recognized to be present in 
the photograph 

[ 0286 ] 31. Use case : turning on display only when autho 
rized using is watching the screen 
[ 0287 ] Input : detection that an authorized using is view 

ing a display 
[ 0288 ] First Device : computing device 
[ 0289 ] First Synchronization Signal : control signal to 

display that indicates that the authorized user is watch 
ing 

[ 0290 ] Each Second Device : display device 
[ 0291 ] Each Second Synchronization signal : turning on 

display to show information or content on screen 
[ 0292 ] 32. Use case : proximity - based access 

[ 0293 ] Input : detection of the physical location of a user 
seeking remote access 

[ 0294 ] First Device : computing device 
[ 0295 ] First Synchronization Signal : control signal indi 

cating the security procedure that should be used to 
authenticate the user 

[ 0296 ] Second Device : control access security system 
[ 0297 ] Second Synchronization signal : carrying out 

security procedure based on the received First Synchro 
nization signal . 

[ 0298 ] 33. Use case : improvement of user experience in a 
virtual road trip environment 
[ 0299 ] Input : vehicle motion sensor and environmental 

sensor inputs 
[ 0300 ) First Device : computational module 
[ 0301 ] First Synchronization Signal : based on simu 

lated road conditions created from sensor inputs , con 
trol signals to actuators to create or enhance user 
experience 

[ 0302 ] Each Second Device : actuator ( e.g. , steering 
wheel ) 

[ 0303 ] Each Second Synchronization signal : create or 
enhance user experience by operation of actuator ( e.g. , 
braking action to create sensation of change in travel 
direction ) 

[ 0304 ] 34. Use case : presentation of only relevant feature 
in a scene 
[ 0305 ] Input : multiple images of a scene taken simul 

taneously from cameras at different angles 
[ 0306 ] First Device : computational module for scene 

analysis 

[ 0307 ] First Synchronization Signal : scene analysis data 
identifying features and environmental conditions in 
the scene 

[ 0308 ] Second Device : computational module for scene 
reconstruction and display 

[ 0309 ] Second Synchronization signal : data that allows 
reconstruction and enhancement of the scene with 
non - salient features eliminated or augmented 

[ 0310 ] 35. Use case : Control of manned or unmanned 
flying device or vehicle ( e.g. , drones , planes , and heli 
copters ) 
[ 0311 ] Input : a task involving transportation ( e.g. a task 

that requires a vehicle , such as an order of goods or 
equipment to be delivered by a drone ) 

[ 0312 ] First Device : vehicle order entry system First 
Synchronization signal : task specification including a 
vehicle request 

[ 0313 ] Second Device : order fulfilment and delivery 
system 

[ 0314 ] Second Synchronization signal : dispatches a 
suitable vehicle to collect payload and deliver to des 
tination 

[ 0315 ] 36. Use case : creation of a suitable environment for 
an occasion 
[ 0316 ] Input : environmental condition ( e.g. , sunset , 

evening breeze , time of day , recognized people in the 
room etc. ) 

[ 0317 ] First Device : computing device First Synchro 
nization signal : output signal representing environmen 
tal condition 

[ 0318 ] Second Device : home atmosphere / theater sys 
tem 

[ 0319 ] Second Synchronization signal : creation of 
atmosphere suitable for detected environment ( e.g. , 
suitable lighting , temperature , music relevant to the 
detected mood ) 

[ 0320 ] 37. Use case : trusted transaction 
[ 0321 ] Input : proposed commercial transaction ( e.g. , 

signing a contract ) 
[ 0322 ] First Device : first party's information processing 

system ( e.g. , an offeror or buyer of a purchase trans 
action ) 

[ 0323 ] First Synchronization signal : first party's elec 
tronic signature and authentication credentials 

[ 0324 ] Second Device : second party information pro 
cessing system ( e.g. , a seller of a purchase transaction ) 

[ 0325 ] Second Synchronization signal : second party's 
electronic signature and authentication credentials 

[ 0326 ] 38. Use case : remote control 
[ 0327 ] Input : gesture or speech signal from controller 
[ 0328 ] First Device : gesture or speech recognition sys 
tem 

[ 0329 ] First Synchronization signal : interpretation of 
gesture or speech 

[ 0330 ] Second Device : actuator ( e.g. , camera angle or 
positioning , shutter , lighting control etc. ) 

[ 0331 ] Second Synchronization signal : appropriate 
command to actuator based on the interpretation 

[ 0332 ] 39. Use case : remote reset 
[ 0333 ] Input : a sensed operational condition of a spe 

cific controlled device ( e.g. , erroneous operation ) . 
[ 0334 ] First Device : general purpose controller for mul 

tiple controlled devices 
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[ 0335 ] First Synchronization signal : command to the 

specific controlled device based on interpretation of the 
sensed condition 

[ 0336 ] Second Device : the specific controlled device 
[ 0337 ] Second Synchronization signal : appropriate 

action responsive to command ( e.g. , reset , retry ) 
[ 0338 ] 40. Use case : use of non - conventional communi 

cation channel 
[ 0339 ] Input : an emergency or irregular situation ( e.g. , 
bank robbery , hostage - taking ) 

[ 0340 ] First Device : emergency or irregular situation 
detection system 

[ 0341 ] First Synchronization signal : alarm signal sent 
over unobvious , non - conventional communication 
channel ( e.g. , using ultrasonic or other unobvious hid 
den channel ) : 

[ 0342 ] mapper : receiver of the alarm signal over the 
non - conventional communication channel to appropri 
ate response selecting an appropriate system 

[ 0343 ] Second Device : the selected response system 
[ 0344 ] Second Synchronization signal : dispatch of the 

appropriate response 
[ 0345 ] 41. Use case : access from a trusted device ( e.g. , an 
augmented reality or virtual reality head gear ) to an 
access - controlled device without requiring presentation of 
credentials 
[ 0346 ] Input : request from a user of the trusted device 

for a specific task ( e.g. , play a song ) to be performed 
[ 0347 ] First Device : trusted device 
[ 0348 ] First Synchronization signal : present credentials 

( that is hidden from the user ) to a suitable access 
controlled device for the task 

[ 0349 ] Second Device : the selected access - controlled 
device 

[ 0350 ] Second Synchronization signal : grants access 
and perform requested task 

[ 0351 ] 42. Use case : distributed encryption key generation 
[ 0352 ] Input : request for an encryption key 
[ 0353 ] First Device : a trusted device 
[ 0354 ] First Synchronization signal : requests to mul 

tiple encryption key servers on a network 
[ 0355 ] Each Second Device : each key server on the 
network 

[ 0356 ] Second Synchronization signal : generation a 
portion of the requested encryption key ; the requested 
encryption key is constructed from all the Second 
Devices . 

[ 0357 ] Note : under this process , no single device or 
server possess the entire encryption key , which can be 
decrypted only by the target device gathering a corre 
sponding decryption key from the key servers using an 
analogous process . 

[ 0358 ] 43. Use case : Conditional display of image 
[ 0359 ] Input : detection of a physical security condition 

( e.g. , delivery person at the porch ) 
[ 0360 ] First Device : perimeter security system 
[ 0361 ] First Synchronization signal : security camera 

video feed 
[ 0362 ] Each Second Device : display device 
[ 0363 ] Second Synchronization signal : display of cam 

era video feed 

[ 0364 ] 44. Use case : Conditional connection to a network 
( any of a number of cellular networks ) 
[ 0365 ] Input : call setup or data to be transmitted 
[ 0366 ] First Device : communication app 
[ 0367 ] First Synchronization signal : data to be trans 

mitted over any of the network 
[ 0368 ] Second Device : communication circuit custom 

ized to a selected network 
[ 0369 ] Second Synchronization signal : transmission of 

the data or setting up a call over the selected network 
[ 0370 ] 45. Use case : Parental Control of video viewing 

[ 0371 ] Input : video feed 
[ 0372 ] First Device : content filter ( e.g. recognizing con 

tent based on user identity , user preferences , location , 
privacy settings , feature , recognition , text recognition a 
trained machine etc. ) 

[ 0373 ] First Synchronization signal : signal indicating 
detection of filter - matched content 

[ 0374 ] Second Device : display device 
[ 0375 ] Second Synchronization signal : show video feed 

after removal or substitution of filter - matched content 
[ 0376 ] 46. Use case : Gesture - based commands ( e.g. , 

access control ) 
[ 0377 ] Input : user expression or gesture ( e.g. , eyes 

glancing up and down , hand movements , etc. ) 
[ 0378 ] First Device : gesture or expression detection 

software 
[ 0379 ] First Synchronization signal : interpretation of 

input user expression or gesture 
[ 0380 ] Second Device : access - controlled device 
[ 0381 ] Second Synchronization signal : grant or denial 

of access 
[ 0382 ] Note : location of fingers in space , position of 

cursors on a screen , combination of gestures , position 
of a user's eyes or other form of signaling may be 
similarly interpreted . In addition to granting access , the 
gesture or expression may be interpreted as a command 
or group of commands and carried out by the access 
controlled device . 

[ 0383 ] 47. Use case : Customized or Personalized Service 
[ 0384 ] Input : service request from a user ( e.g. , asking 

help on a particular subject ) 
[ 0385 ] First Device : user identification system 
[ 0386 ] First Synchronization signal : identity of user and 

service request 
[ 0387 ] Second Device : service request fulfilment device 

( e.g. , tutorial server ) 
[ 0388 ] Second Synchronization signal : a request for 

service customized to the requesting user 
[ 0389 ] 48. Use case : multiple device activation 

[ 0390 ] Input : incoming data from communication chan 
nel 

[ 0391 ] First Device : storage device manager 
[ 0392 ] First Synchronization signal : storage device acti 

vation signals 
[ 0393 ] Each Second Device : any of multiple storage 

devices ( e.g. , USB , CD / DVD drives , or magnetic disks 
that are , for example , plugged into or connected to the 
First Device , in the proximity of the First Device , or 
within a geographic distance measured based on GPS 
or other location - based determination means ) 

[ 0394 ] Each Second Synchronization signal : activation 
signal to the storage devices in the proximity for 
subsequent operations 

[ 0395 ] 49. Use case : Parking assistance 
[ 0396 ] Input : signals from gyroscope , accelerometer or 

other motion sensors 
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[ 0397 ] First Device : computing device 
[ 0398 ] First Synchronization signal : upon determina 

tion that the user carrying the computing device is in a 
vehicle looking for a parking space ( e.g. , based on 
location and movement ) , a parking space request 

[ 0399 ] Second Device : parking space manager in the 
proximity 

[ 0400 ] Second Synchronization signal : identification of 
a nearest vacant parking space and return location to 
the Frist Device . 

[ 0401 ] 50. Use case : Differential Privacy 
[ 0402 ] Input : query to a database 
[ 0403 ] First Device : database query interface 
[ 0404 ] First Synchronization signal : data record 

retrieval request or requests 
[ 0405 ] Second Device : statistical data record retrieval 
and filter 

[ 0406 ] Second Synchronization signal : data record 
retrieval request or requests , with instructions for post 
processing to create statistical report that achieves 
differential privacy 

[ 0407 ] 51. Use case : Locally stored data 
[ 0408 ] Input : request for data 
[ 0409 ] First Device : database query interface 
[ 0410 ] First Synchronization signal : data record 

retrieval request or requests 
[ 0411 ] Second Device : distributed database manager 
[ 0412 ] Second Synchronization signal : local database 

search for requested data records , followed by remote 
database search for requested data records , if local 
search fails 

[ 0413 ] 52. Use case : Generation of alerts or notifications 
[ 0414 ] Input : signals from event or environmental 

monitors 
[ 0415 ] First Device : processor of the monitored signals 
[ 0416 ] First Synchronization signal : signal indicating a 
monitored condition is met 

[ 0417 ] Each Second Device : alert or notification gen 
erator 

[ 0418 ] Each Second Synchronization signal : sending 
responsive alerts or notification customized to clients of 
each Second Device . 

[ 0419 ] 53. Use case : “ Smart ” Integration of Content 
[ 0420 ] Input : new content being created ( e.g. , new 
photograph taken ) 

[ 0421 ] First Device : computing device 
[ 0422 ] First Synchronization signal : signal for storage 
of new content 

[ 0423 ] Each Second Device : computing device with 
local storage 

[ 0424 ] Each Second Synchronization signal : create 
searchable index to integrate new content with existing 
content ( e.g. , identify objects or individuals in photo 
graph , and create new index or merge existing index to 
facilitate future retrieval in each Second Device 

[ 0425 ] 54. Use case : Update integrity 
[ 0426 ] Input : new version of specific software 
[ 0427 ] First Device : computing device 
[ 0428 ] First Synchronization signal : request to update 

specific software 
[ 0429 ] Each Second Device : a second software having 

data or code dependency to the specific software to be 
updated 

[ 0430 ] Each Second Synchronization signal : request to 
update second software 

[ 0431 ] 55. Use case : Player Profile Synchronization ( e.g. , 
in VR or AR Games ) 
[ 0432 ] Input : new player entering or changes in player 

profile during game ( e.g. , changes to attire in an avatar ) 
[ 0433 ] First Device : first game console 
[ 0434 ] First Synchronization signal : new or updated 

player profile 
( 0435 ] Each Second Device : a second game console 
[ 0436 ] Each Second Synchronization signal : update to 

corresponding player profile in the Second Device 
[ 0437 ] 56. Use case : Communication interpreted 

[ 0438 ] Input : communication from a first user 
[ 0439 ] First Device : first computing device , associated 
with the first user 

[ 0440 ) First Synchronization signal : transmission of the 
communication 

[ 0441 ] Each Second Device : a second computing 
device , associated with second user 

[ 0442 ] Each Second Synchronization signal : based on 
the First Synchronization Signal , the first user's profile 
or previous interactions between the first user and the 
current second user , the communication is rendered 
with safeguards or reformed ( e.g. , or reworded or 
restructured to avoid misinterpretation ( e.g. , " note : 
possible sarcasm , ” or “ note : alternative meaning - ... 
” ) or to better convey the first user's perceived , 
intended meaning 

[ 0443 ] 57. Use case : Communication restricted 
[ 0444 ] Input : video , audio or another form of commu 

nication from a first user 
[ 0445 ] First Device : first computing device , associated 
with the first user 

[ 0446 ] First Synchronization signal : transmission of the 
communication 

[ 0447 ] Each Second Device : a second computing 
device , associated with second user 

[ 0448 ] Each Second Synchronization signal : based on 
the current second user's authorization , certain portion 
of the communication may be altered , blocked or 
substituted by suitable content ( e.g. , image or certain 
information regarding first user may be masked ) 

[ 0449 ] 58. Use case : Customized data flow 
[ 0450 ] Input : data or information sent to a first user 
[ 0451 ] First Device : first computing device , associated 
with the first user 

[ 0452 ] First Synchronization signal : transmission of the 
information to one or more second users 

[ 0453 ] Each Second Device : a second computing 
device , associated with second user 

[ 0454 ] Each Second Synchronization signal : based on 
the current second user's authorization , the information 
may be customized ( e.g. , restricted , augmented or 
substituted by suitable or related content ) 

[ 0455 ] 59. Use case : barriers and doors ( e.g. , in a VR or 
AR game ) 
[ 0456 ] Input : action by a first user 
[ 0457 ] First Device : first computing device , associated 
with the first user 

[ 0458 ) First Synchronization signal : transmission of the 
first user's action 

[ 0459 ] Each Second Device : a second computing 
device , associated with second user 
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[ 0460 ] Each Second Synchronization signal : restriction 
or facilitation in second user's actions ( e.g. , permission 
given or withdrawn for certain subsequent actions ) 

[ 0461 ] 60. Use case : Gesture - based or facial expression 
based commands 
[ 0462 ] Input : facial expression or gesture ( e.g. , eyes 

glancing up and down , hand movements , etc. ) 
[ 0463 ] First Device : gesture or expression detection 

software , associated with first user 
[ 0464 ] First Synchronization signal : interpretation of 

the input user facial expression or gesture , according to 
first user's profile 

[ 0465 ] Second Device : gesture or expression detection 
software , associated with a second user 

[ 046 ] Second Synchronization signal : interpretation of 
the input user expression or gesture according to sec 
ond user's profile 

[ 0467 ] 61. Use case : appropriate input means ( e.g. , key 
board switching ) 
[ 0468 ] Input : user activity ( e.g. , visiting a website with 

a login requirement ) 
[ 0469 ] First Device : computing device or software 
module 

[ 0470 ] First Synchronization signal : interpretation of 
user activity as requiring user input 

[ 0471 ] Second Device : computing device or software 
module 

[ 0472 ] Second Synchronization signal : display of suit 
able keyboard or input element ( e.g. , activation of 
fingerprint scanner ) 

[ 0473 ] 62. Use case : intensive agriculture or hydroponic 
cultivation 
[ 0474 ] Input : changes in lighting condition 
[ 0475 ] First Device : controller for individual or group 
of plants 

[ 0476 ] First Synchronization signal : command for 
response to the change in lighting condition to multiple 
Second Devices 

[ 0477 ] Each Second Device : controller for a plant man 
agement factor 

[ 0478 ] Each Second Synchronization signal : dispense 
specific response managed by the Second Device ( e.g. , 
CO2 in air , release of fertilizer or nutrient in soil ) 

[ 0479 ] 63. Use case : blockchain - based contract perfor 
mance ( e.g. , purchase transaction related to a cryptocur 
rency ) 
[ 0480 ] Input : satisfaction of a condition specified in the 

contract ( e.g. , payment ) 
[ 0481 ] First Device : computing device , associated with 

a party having an obligation to perform based on 
satisfaction of the condition 

[ 0482 ] First Synchronization signal : performance of the 
obligation by creating record in the blockchain ( e.g. , 
ownership transfer from seller ) 

[ 0483 ] Each Second Device : computing device , associ 
ated with another party of the contract 

[ 0484 ] Each Second Synchronization signal : acknowl 
edgement of the First Device's performance of its 
obligation by creating an acknowledgement record in 
the blockchain ( e.g. , ownership receipt at buyer , trans 
action fee received at bank ) 

[ 0485 ] 64. Use case : virtual reality ( VR ) or augmented 
reality ( AR ) experience in a traveling vehicle 

[ 0486 ] Input : motion of the traveling vehicle ( e.g. , 
braking , turning , acceleration ) 

[ 0487 ] First Device : controller that interprets input 
motion 

[ 0488 ] First Synchronization signal : interpretation of 
the input 

[ 0489 ] Second Device : VR or AR head gear 
[ 0490 ] Second Synchronization signal : corresponding 

visual and audio elements added to user experience 
[ 0491 ] 65. Use case : facial expression extraction 

[ 0492 ] Input : images from a video sequence including 
subjects with meaningful facial expression ( e.g. , eyes 
movements , facial muscles movements ) 

[ 0493 ] First Device : gesture or expression detection 
software 

[ 0494 ] First Synchronization signal : transmission of 
video frames capturing the facial expression 

[ 0495 ) Second Device : expression detection software 
[ 0496 ] Second Synchronization signal : extraction , rec 

ognition or interpretation of the input expression , iden 
tification of subjects , and actions taken based on the 
extraction , recognition or interpretation of the input 
expression , or identification of subjects 

[ 0497 ] 66. Use case : cryptocurrency transaction 
[ 0498 ] First Device : computing device , associated with 

a first user 
[ 0499 ] First Synchronization signal : request for service 

( e.g. , data storage , a GPS fix , motion feedback ) 
[ 0500 ) Second Device : computing device , associated 
with service provider 

[ 0501 ] Second Synchronization signal : perform service 
and credit an account associated with the requesting 
user with an amount of cryptocurrency as reward for 
using the provider's service . 

[ 0502 ] 67. Use case : Augmented Reality experience 
[ 0503 ] Input : signals from environment sensors ( e.g. , 

lighting conditions , or sounds ) or motion sensors ( e.g. 
gyroscope , accelerometer or other motion sensors ) 

[ 0504 ] First Device : computing device 
[ 0505 ] First Synchronization signal : selection and adap 

tation of input signals for creation or augmentation of 
user experience 

[ 0506 ] Second Device : an experience device ( e.g. , a 
VR / AR head gear or another actuator ) 

[ 0507 ] Second Synchronization signal : using selected 
and adapted signals to augment ( e.g. , injection of 
suitable background music ) to augment user experience 

[ 0508 ] 68. Use case : electronic contract performance ( e.g. , 
purchase transaction related to a cryptocurrency ) 
[ 0509 ] Input : condition satisfied for one party of the 

contract to perform an obligation in the contract ( e.g. , 
payment ) 

[ 0510 ] First Device : computing device , associated with 
the party having the obligation 

[ 0511 ] First Synchronization signal : performance of the 
obligation and creating of an electronic record to 
memorialize the performance ( e.g. , ownership transfer 
of certain amount of cryptocurrency from seller ) 

[ 0512 ] Each Second Device : computing device , associ 
ated with another party of the contract 

[ 0513 ] Each Second Synchronization signal : acknowl 
edgement of the First Device's performance of its a 
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obligation by creating an electronic acknowledgement 
record ( e.g. , ownership receipt at buyer , transaction fee 
received at bank ) 

[ 0514 ] One advantage of the present invention is data 
privacy . For example , operation in the second device may 
involve personal information subject to privacy protection 
( e.g , information protected under the General Data Protec 
tion Requirements of the European Union ) which is not 
known or to be disclosed to a user of the first device . In some 
embodiments of the present invention , the protected infor 
mation may be supplied to the second device by the mapping 
means without risk of the disclosure to the user of the first 
device . In some embodiments , the signals are transmitted in 
encrypted form for security . The encryption keys may be one 
time - only or for limited time . In some embodiments , pass 
words , encryption keys and other authentication or security 
mechanisms may be reauthorized or revoked under certain 
circumstances . For example , stored data that is encrypted by 
key that is revoked can no longer be decrypted . 
[ 0515 ] In addition , access to the second device may be 
strictly controlled , such as by temporary passwords or one 
time - only passwords . For example , to authorize the second 
synchronization signal the first synchronization signal must 
include a temporary password during a predefined period 
time or present a one time - only password valid for a single 
use . In some instances , once authorized , the second syn 
chronization signal may be triggered without further autho 
rization in response to subsequent first synchronization 
signals . 
[ 0516 ] In some embodiments , the mapping means may 
perform mapping in “ layers ” That is , the first synchroniza 
tion signal , the first synchronization signal may be inter 
preted by multiple layers of interpreters , with each layer 
providing one or more intermediate synchronization signals , 
based on the organization of the system in which mapping 
means resides . Intermediate synchronization signal or sig 
nals may be used to actuate related operations in different 
portions of the system or for security reasons , before trig 
gering an ultimate Second Synchronization signal . 
[ 0517 ] In some embodiments , tutorials ( i.e. , brief descrip 
tions of actions represented by the synchronization signals ) 
may be displayed in conjunction with issuing the synchro 
nization signals to inform the user of the actions taken . 
[ 0518 ] Signals of the present invention may take any 
suitable forms . For example , any input or output signal may 
be provided as a pattern displayed as an image on a screen , 
or as the flickering pattern of light on the display . As another 
example , any signal may be provided in the form of execut 
able or interpretable code in any suitable programming 
language , e.g. C , Java , MIPS , Scheme , Recursive code , 
machine code , or assembly code . In some instances , a user 
action ( e.g. , making a purchase at a vendor website ) may be 
seen as the first synchronization signal that triggers further 
activities ( i.e. , second synchronization signals ) . 
[ 0519 ] The present invention does not impose any restric 
tions on the computing devices that can be synchronized 
( e.g. , desktop computers , notebook computers , mobile 
devices ( e.g. smartphones or tablets ) , wearable devices ( e.g , 
clothes , smart glasses , or watches ) , or quantum computers ) . 
[ 0520 ] In the description above and throughout , numerous 
specific details are set forth in order to provide a thorough 
understanding of an embodiment of this disclosure . It will be 
evident , however , to one of ordinary skill in the art , that an 
embodiment may be practiced without these specific details . 

In other instances , well - known structures and devices are 
shown in block diagram form to facilitate explanation . The 
description of the preferred embodiments is not intended to 
limit the scope of the claims appended hereto . Further , in the 
methods disclosed herein , various steps are disclosed illus 
trating some of the functions of an embodiment . These steps 
are merely examples , and are not meant to be limiting in any 
way . Other steps and functions may be contemplated without 
departing from this disclosure or the scope of an embodi 
ment . Other embodiments include systems and non - volatile 
media products that execute , embody or store processes that 
implement the methods described above . 
What is claimed is : 
1. A method for , upon request by a third - party application 

program , verifying the identity of a user , comprising : 
receiving identification data from the user at a first 

computing device ; 
at a second computing device , which communicates with 

the first computing device over a wide - area communi 
cation network , establishing the identity of the user by 
processing the identification data against personal 
information that is ( i ) stored at the second computing 
device or that is accessible from the second computing 
device , and ( ii ) authenticated independently of the user , 
the personal information comprising one or more of : 
non - public information of the user , biometric informa 
tion of the user , and contemporaneous physical location 
of the user ; and 

over a secure communication channel , transmitting to the 
third - party application program the result of establish 
ing the identity of the user . 

2. The method of claim 1 , wherein the third - party appli 
cation program relates to delivery of a health - related service . 

3. The method of claim 1 , further comprising providing an 
interface in the first computing device to the third - party 
application program for sending the request , the interface 
being a uniform interface is suitable for adoption by any of 
a plurality of third - party application programs . 

4. The method of claim 1 , the method further comprising 
activating one or more biometric sensors to collect the 
biometric information . 

5. The method of claim 1 , wherein the identification data 
and the personal information both includes access - control 
credentials , wherein establishing the identity of the user 
comprises authenticating the access - control credentials 
included in the identification data against the access - control 
credentials in the personal information . 

6. The method of claim 1 , wherein neither the identifica 
tion data nor the personal information is provided to the 
third - party application program . 

7. The method of claim 1 , further comprising providing to 
the third - party application program data encoding a portion 
of the personal information . 

8. A method for storing established user identity for 
subsequent verification , comprising : 
prompting the user to provide a self - picture and identifi 

cation information using a camera on a computing 
device ; 

sending the self - picture and the user identification infor 
mation to a processing unit over wide area network ; 

at the processing unit , establishing user identity by veri 
fying the self - picture and identification information to 
previously authenticated user information of the user 
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and one or more previously authenticated self - pictures 
stored at a database accessible by the processing unit ; 
and 

when the user identity is successfully established , 
securely storing the self - picture and identification 
information , and the verified user identity for use in 
subsequent verification to a third - party application pro 
gram . 

9. The method of claim 8 , wherein subsequent verification 
of user identity comprises : 

prompting the user to take a fresh self - picture using a 
camera on a mobile device and to provide the identi 
fication information ; 

sending the fresh self - picture from the user and the 
currently provided identification information to the 
processing unit over the wide area network ; 

at the processing unit , verifying user identity by verifying 
the fresh self - picture and the currently provided user 
identification information against the securely stored 
self - picture and the securely stored identification infor 
mation ; and 

when the verifying of the fresh self - picture and the 
currently provided user identification information are 
successful , sending the verified user identity over a 
secure communication channel to a third - party appli 
cation program . 

10. The method of claim 9 , wherein the subsequent 
verification of user identity is initiated by a request from the 
third - party application program . 

11. A mobile computing device running a user identity 
verification interface for requesting user identity verification 
by a third - party application program , wherein the user 
identity verification interface carries out a method that 
comprises , upon receiving a request for user identity veri 
fication : 

obtaining identification data from the user ; 
sending the identification to a server which verifies the 

user identity by processing the identification data 
obtained against personal information that is stored at 
the server or that is accessible from the server ; and 

over a secure communication channel , receiving and 
relaying the result of the server's verification to the 
third - party application program , wherein the result of 
server's verification includes the verified user identity , 
provided the server's verification has been successful 

12. The mobile computing device of claim 11 , wherein the 
verified user identity comprises access - control credentials to 
the third - party application program . 

13. The mobile computing device of claim 11 , wherein the 
third - party application program relates to delivery of a 
health - related service . 

14. The mobile computing device of claim 11 , wherein the 
first computing device further comprises an interface to the 
third - party application program for sending the request , the 
interface being a uniform interface is suitable for adoption 
by any of a plurality of third - party application programs . 

15. The mobile computing device of claim 11 , the method 
further comprising activating one or more biometric sensors 
to collect the biometric information . 

16. The mobile computing device of claim 11 , wherein the 
identification data and the personal information both 
includes access - control credentials , wherein establishing the 
identity of the user comprises authenticating the access 
control credentials included in the identification data against 
the access - control credentials in the personal information . 

17. The mobile computing device of claim 11 , wherein 
neither the identification data nor the personal information is 
provided to the third - party application program . 

18. The mobile computing device of claim 11 , wherein the 
user identification interface further comprising providing to 
the third - party application program data encoding a portion 
of the personal information . 

19. A system computing device including a user identi 
fication apparatus that carries out a method for verifying the 
identity of a user for a third - party application program , the 
method comprising : 

receiving identification data from the user at a first 
computing device ; 

at a second computing device , which communicates with 
the first computing device over a wide - area communi 
cation network , establishing the identity of the user by 
processing the identification data against personal 
information that is ( i ) stored at the second computing 
device or that is accessible from the second computing 
device , and ( ii ) authenticated independently of the user , 
the personal information comprising one or more of : 
non - public information of the user , biometric informa 
tion of the user , and contemporaneous physical location 
of the user ; and 

over a secure communication channel , transmitting to the 
third - party application program the result of establish 
ing the identity of the user . 

20. The system of claim 19 , wherein the third - party 
application program relates to delivery of a health - related 
service . 

21. The system of claim 19 , wherein the first computing 
device includes an interface to the third - party application 
program for sending the request , the interface being a 
uniform interface is suitable for adoption by any of a 
plurality of third - party application programs . 

22. The system of claim 19 , further comprising one or 
more biometric sensors , wherein the method further com 
prises activating the one or more biometric sensors to collect 
the biometric information . 

23. The system of claim 19 , wherein the identification 
data and the personal information both includes access 
control credentials , wherein establishing the identity of the 
user comprises authenticating the access - control credentials 
included in the identification data against the access - control 
credentials in the personal information . 

24. The system of claim 19 , wherein neither the identi 
fication data nor the personal information is provided to the 
third - party application program . 

25. The system of claim 19 , wherein the user identity 
verification interface provides to the third - party application 
program data encoding a portion of the personal informa 
tion . 
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