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INFORMATION ACQUISITION USING A SCALABLE WIRELESS GEOCAST
PROTOCOL

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] The instant application claims priority to U.S. patent application number
13/169,892, entitled “Information Acquisition Using A Scalable Wireless Geocast

Protocol,” filed June 27, 2011, which is hereby incorporated by reference in its entirety.

TECHNICAL FIELD

[0002] The technical field generally relates to acquisition of information and more
specifically to acquiring and/or accessing information via a scalable, wireless, geographic

broadcast (“geocast”) protocol.

BACKGROUND

[0003] Typically, to acquire data, a sensor is placed at a desired location, and the sensor
is accessed to acquire data. Depending upon the desired location, acquisition of data could be
quite difficult. For example, if the desired location is in a remote area (e.g., mountainous area
with no access roads), access to the sensor could be difficult. Further, if the exact location of the
sensor is not known, acquisition of data from the sensor could be difficult, if not impossible. For
example, in the case of a sensor dropped from an aircraft into a forest, acquisition of data from
the sensor could be impossible without knowing the sensor’s location. As another example, a
sensor could be dropped into an ocean or sea. However, as the sensor drifts, due to currents or
the like, finding the sensor could be arduous. Depending upon the type of data to be acquired,
acquisition of data could be quite difficult. For example, access to a sensor placed behind enemy
lines could be difficult and dangerous. Also problematic, is knowing if a sensor is working
properly. Typically, a sensor is accessed to acquire data, and only then, upon receiving no data
or receiving corrupted data, can the conclusion be made that the sensor has failed. The foregoing

difficulties could be greatly exacerbated when working with multiple sensors.
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SUMMARY

[0004] Information is acquired and/or accessed from a geographically-distributed
sensor network using a scalable wireless geographic broadcast (“‘geocast”) protocol. In an
example embodiment, geographically distributed networks of unattended sensors are placed at
desired locations. Sensors can be placed across an area of a geography to collect various types of
information. For example, sensors can acquire information pertaining to environmental
parameters, temperature, humidity, rainfall, heat signatures, video, audio, seismic activity, wind
conditions, or the like. To acquire information, a query is provided to the geographic area at
which the sensors are located utilizing a geocast protocol. Delivery of the query is based on a
physical location (or locations) of a region (e.g., geographic area) in which a sensor or sensor
network is located. Queries are accepted by sensors satisfying the requirements/conditions of the
query. Acceptance of the query by a sensor can be based on any appropriate additional condition
or conditions, such as the type of information being queried (e.g., environmental parameter,
temperature, humidity, rainfall, heat signature, video, audio, seismic activity, wind conditions,
etc.), and/or a temporal condition (e.g., time period, time limit, beginning time, ending time,
etc.). In an example embodiment, a physical location is incorporated as part of an addressing
protocol in order to route queries to intended sensors at the appropriate locations. Each sensor
that receives a query determines if all conditions are satisfied. If so, the query is accepted and
processed by the recipient sensor, and responded to accordingly. If not, the query is not accepted
by the sensor, but may be retransmitted via the geocast protocol. Responses to queries are

provided via the geocast protocol.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Figure 1 illustrates an example mobile ad hoc network in which information

acquisition/access via a geocast protocol may be implemented.

[0006] Figure 2 illustrates example communications in an ad hoc network in which
information acquisition/access via a geocast protocol can be implemented via a Wil'i access

point.
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[0007] Figure 3 illustrates an example mobile ad hoc network in which information
acquisition/access via a geocast protocol can be implemented utilizing tiered geocasting and

forwarding zones.

[0008] Figure 4, comprising Figure 4A — Figure 4E depict example geocast regions or

boundaries.

[0009] Figure 5 is a flow diagram of an example process for acquiring/accessing

information via a geocast protocol.

[0010] Figure 6 is a flow diagram of another example process for acquiring/accessing

information via a geocast protocol.

[0011] Figure 7 is a flow diagram of another example process for acquiring/accessing

information via a geocast protocol utilizing reverse path forwarding.

[0012] Figure 8 is a flow diagram of an example process of geocast-based

command/control messaging.

[0013] Figure 9 is a flow diagram of another example process for acquiring/accessing

information via a geocast protocol.

[0014] Figure 10 is a block diagram of an example wireless communications
device/sensor configurable to facilitate information acquisition via a scalable wireless geocast

protocol.

[0015] Figure 11 depicts an overall block diagram of an exemplary packet-based
mobile cellular network environment, such as a GPRS network, within which information

acquisition via a scalable wireless geocast protocol can be implemented.

[0016] Figure 12 illustrates an architecture of a typical GPRS network within which

information acquisition via a scalable wireless geocast protocol can be implemented.
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[0017] Figure 13 illustrates an exemplary block diagram view of a GSM/GPRS/IP
multimedia network architecture within information acquisition via a scalable wireless geocast

protocol can be implemented.

[0018] Figure 14 illustrates a PLMN block diagram view of an exemplary architecture
in which the information acquisition via a scalable wireless geocast protocol may be

incorporated.
DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

[0019] Information acquisition using a scalable wireless geocast protocol provides the
capability to acquire/access information from a geographically distributed sensors. Queries for
information and responses thereto are based on conditions being satisfied, such as a geographic
location, type of information being sought, and/or a time frame of interest. Relatively low cost
communications capable sensors can placed within an area of geography to collect information.

Utilization of the geocast protocol, allows for scalable expansion of sensor networks.

[0020] Example applications of information acquisition using a scalable wireless
geocast protocol include government (military, disaster relief, intelligence community,
emergency response, etc,), enterprise (campus and physical plant monitoring), home networking,
and smart grid applications. For example, when an agent enters an area, such as a human soldier
walking patrol through a valley or forest, the agent can transmit a query using the scalable
wireless geocast protocol to the area or a sub-region of the area. Sensors in the area can deliver
the query message to other sensors. The sensors within the addressed region can respond by
transmitting back, utilizing the geocast protocol (or other appropriate messaging protocol), to the
agent their responses containing the desired information. Various other example applications
can utilize a vehicle traveling a road through an area to provide a query, an aerial vehicle (e.g.,

UAYV) overflying an area to provide a query, or the like.

[0021] Utilizing information acquisition using a scalable wireless geocast protocol
provides, networking is handled in real time, on the fly, without need for provisioning or
maintenance of the network, server nodes, or other overhead. Further, information acquisition
using a scalable wireless geocast protocol can be easily scaled to handle very large and dense

networks of sensors (e.g. hundreds to thousands in an area). The entity providing the initial

_4-
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query need not know in advance which sensors are in the receiving area nor which are working
or workable at the time the query is provided. The, the geocast protocol can operate in an ad hoc
fashion, device-to-device, sensor-to-sensor, such that information acquisition can be
accomplished in remote areas that do not have the benefit of coverage by infrastructure based

networks (e.g., cellular coverage, wireless radio coverage, satellite coverage, etc.).

[0022] In an example embodiment, geocasting refers to addressing, transferring, and
delivering a message (e.g., query, response, etc.) via a network in a accordance with a geocast
protocol wherein the address comprises a geocast region, and/or other conditions. (Geocasting
provides the ability to transfer a message, via a geocast protocol, from a sender to each member
of a set of devices (e.g., sensors) currently occupying the geocast region and, if applicable,
satisfying appropriate conditions. (Geocasting can provide very efficient tracking of sets of
devices (e.g., sensors). (Geocasting allows a network to propagate a message completely without

need for any centralized server based on local device information.

[0023] Geocasting is particularly suited to acquiring information from large numbers of
devices (e.g., sensors) and/or highly mobile devices (e.g., sensors) without requiring connection
to an infrastructure-based communications network. A mobile ad hoc network is an example of
such a set of devices (e.g., sensors). Mobile ad hoc networks extend the reach of data
networking into areas and scenarios in which infrastructure-based networking is impossible or
impractical. For example, mobile ad hoc networks can allow first responders to use networked
messaging and information applications in a zone where the network infrastructure has been
destroyed by a disaster. Mobile ad hoc networks can provide military units operating in
battlefield situations lacking infrastructure the same types of benefits as infrastructure-based
networks. Mobile ad hoc networks can allow networking among low resource nodes, such as
man-worn devices powered by lightweight wearable batteries, by allowing units to relay each
other’s short-range transmissions, instead of each unit transmitting long range directly to the
destination. Some mobile ad hoc networks, such as military mobile ad hoc networks, require

high security, due to the life-critical nature of battlefield secrecy.

[0024] Various embodiments of information acquisition/access via a geocast protocol
are described herein. The described embodiments are merely examples that may be embodied in

various and alternative forms, and combinations thereof. As used herein, for example,

-5-
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“exemplary,” and similar terms, refer expansively to embodiments that serve as an illustration,
specimen, model, or pattern. The figures are not necessarily to scale and some features may be
exaggerated or minimized, such as to show details of particular components. In some instances,
well-known components, systems, materials, or methods have not been described in detail in
order to avoid obscuring the instant disclosure. Therefore, specific structural and functional
details disclosed herein are not to be interpreted as limiting, but rather as a basis for the claims
and as a representative basis for teaching one skilled in the art how to employ the teachings

instant application in various ways.

[0025] While the herein description includes a general context of computer-executable
instructions, information acquisition/access via a geocast protocol also can be implemented in
combination with other program modules and/or as a combination of hardware and software.
The term “application,” or variants thereof, is used expansively herein to include routines,
program modules, programs, components, data structures, algorithms, and the like. Applications
can be implemented on various system configurations, including single-processor or
multiprocessor systems, minicomputers, mainframe computers, personal computers, hand-held
computing devices, microprocessor-based, programmable consumer electronics, combinations
thereof, or the like. It is to be understood that a processor comprises hardware or a combination

of hardware and software.

[0026] In an example embodiment, information acquisition/access via a geocast
protocol is implemented via a scalable, wireless, geographic broadcast (“geocast”) protocol, and
devices (e.g., sensors) taking part in information acquisition/access via a geocast protocol are
programmed with an application, which uses geolocation information obtained from a locating
system, such as, for example, a global positioning system (GPS), or the like. Geocast protocols
differ from a traditional Internet protocol (IP) such as the uniform datagram protocol (UDP) in
that messages are addressed to a destination geocast region instead of an IP address, such as an
UDP address. Utilizing the geocast protocol, devices (e.g., sensors) in a target area do not need
to register to a group address, as required of some other protocols. In some example
embodiments, each geocast data packet is assigned, at origination, a globally unique packet serial
number. The unique packet serial number is read by participating devices according to the

protocol to, for example, determine whether a particular data packet is being received for a first
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time or has been received before. The packet serial number and all other packet information may

be positioned in a header or body of the data packet.

[0027] Although basic geocasting over only a single network (e.g., long-range network)
enables communications in some situations where traditional networking is impractical or
inadequate, it is in some embodiments preferable to selectively geocast over one or more of two
or more networks (i.e., tiers) versus the flat configuration of a single network. The tiered geocast
protocol of the present disclosure improves on single-network geocasting by providing the
heuristics, or decision rules, for selectively propagating geocast data packets within a relatively
short-range, peer-to-peer network, and bridging packets onto a long-range network for long-
distance transport depending on various circumstances. Fach participating device (e.g., sensor)
and other device (e.g., sensor) have forwarding rules, including geographical parameters, and a

look-up table for use in implementing the rules.

[0028] In one embodiment, the geocast system is configured such that a transmitting
device (e.g., sensor) receives a confirmation that a geocast data packet was transmitted
successfully. For example, it is contemplated that at least one of the devices (e.g., sensors) in a
geocasting destination region, even if not a device (e.g., sensor) actively participating in
responding to a query, could return a geocast confirmation data packet indicating that the packet
was received by a device (e.g., sensor) in the region. In one contemplated embodiment, although
the protocol is based on a geographical address and not a device-specific address, a device-
specific address, or other appropriate identifier, of a target device (e.g., sensor) could be included
in a geocast and the target device (e.g., sensor) could initiate inclusion in a return geocast data

packet of a confirmation of receipt message to the originator of the query.

[0029] In addition, in some embodiments, a geocast data packet includes one or more
fields, such as in a header or body of the packet, in which information related to a path taken by a
packet is recorded. For example, a receiving device (e.g., sensor) receiving a geocast can
retrieve data from the geocast header to identify an ordered list of the devices (e.g., sensors)
whose transmissions led to the receiving device (e.g., sensor) receiving it. In this way, path
discovery is integrated into the transmission process. Any device (e.g., sensor) can also use this
information to send a source-routed unicast back to any device (e.g., sensor) along the path,

which is termed reverse-path forwarding (RPF).

-7 -
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[0030] Although a two-tiered communication system, including a first short-range peer-
to-peer network and a long-range network, is described herein, the information
acquisition/access via a geocast protocol application of the present disclosure may be
implemented in connection with a protocol and communication system using other types of
networks as well as or instead of those described herein, and in connection with more than two

network tiers.

[0031] Propagations over the short-range network are made between devices
programmed with the scalable tiered geocast protocol, whereby adjacent devices (e.g., sensors)
are within range of each other, such as radio range (e.g., 100 meters). The devices (e.g., sensors)
and tiered geocast protocol are configured to transmit geocast data packets over one or more
short-range networks, including existing wireless local area networks (WLANSs), such an IEEE
802.11 network, or the like. As an example, when a first device (e.g., sensor) is about 900
meters from an edge of a geocasting region including a second device (e.g., sensor), a geocast
data packet from the first device (e.g., sensor) could be broadcasted and participating
intermediate devices (e.g., sensors) could receive and retransmit the geocast data packet until it
reached the geocast region, without need for transmission over an Internet router or other base
station. In this example, depending on the location of a retransmitting device (e.g., sensor), the

geocast data packet can be broadcast to the geocast region in one or two hops.

[0032] To better understand information acquisition/access via a geocast protocol and
applications thereof, a description of mobile ad hoc networks is provided. It is to be understood
however, that applications of information acquisition/access via a geocast protocol are not
limited to mobile ad hoc networks. Rather, information acquisition/access via a geocast protocol

is applicable to any appropriate device (e.g., sensors) or group of devices (e.g., sensors).

[0033] A mobile ad hoc network comprises communications devices (also referred to as
nodes) that communicate with each other via geographical broadcasting, referred to as
geocasting. Geocasting is described in U.S. Patent Number 7,525,933, entitled “System And
Method For Mobile Ad Hoc Network,” filed November 30, 2005, issued April 28, 2009, and is
incorporated by reference herein in its entirety. Geocasting uses a protocol in which an IP
address is replaced with a geographic address. Thus, each geocast message comprises an

indication of a location of a geographic region of intended reception of the geocast message.

-8-
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Generally, a packet is sent to every communications device located within a specific geographic
region. The packet can contain an indication of the location of the sender, an indication of the
geographic region, a payload, or a combination thereof, or the like. The communications devices
in the geographic region, and any other communications devices that can communicate with
them, are referred to, collectively, as a mobile ad hoc network. No registration is required to
become a member of the mobile ad hoc network. Any communications device in the mobile ad
hoc network can send a message to any or every communications device in the mobile ad hoc
network. As communications devices move within communications range of any member of the
mobile ad hoc network, they can become members of the mobile ad hoc network without
requiring registration. The communications devices of the ad hoc network of communications
devices communicate with each other. The ad hoc network of communications devices does not
require base station terminals to control communications between the mobile devices. In
example embodiments, base stations or routers may be used to relay messages between different
mobile ad hoc networks, or to use other network transports such as other traditional internet
protocol networks, such as the internet, to bridge messages between mobile ad hoc networks.
Each communications device is capable of receiving and/or transmitting data packets to and/or

from other communications devices in the mobile ad hoc network.

[0034] In an example embodiment, a communications device transfers packets to other
communications devices according to heuristic decision rules that determine whether a receiving
device will re-transmit a received packet. These rules effectively guide packets to their
destinations and control communication traffic within the ad hoc network. The decision rules
achieve this control by using statistics obtained and recorded by a communications device as it
receives packets transmitted within reception range within its environment. This distributed
packet transfer mechanism results in packets “flowing” to and throughout the geocast region
specified in each packet. The communications devices in the geocast region receive and process
each distinct packet, typically rendering the content to the user via a user interface of a
communications device. Two packets are distinct if they contain distinct geocast identifiers.
However, a re-transmitted copy of a packet generally will contain the same geocast identifier as

the original packet.

[0035] Figure 1 illustrates an example mobile ad hoc network in which information

acquisition/access via a geocast protocol may be implemented. Communications devices, also

-9.
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referred to herein as devices, sensors, or nodes, in the mobile ad hoc network can communicate
via RF encoded with geographic information, via Bluetooth technology, via Wil'l (e.g., in
accordance with the 802.11 standard), or the like, or any combination thereof. For example, as
depicted in Figure 1, communication devices 12, 14, 16, 18, and 20 form a mobile ad hoc
network. As shown in Figure 1, communication device 12 communicates with communications
device 14 directly (e.g., via Bluetooth). Communication device 14 communicates with
communications device 16, and thus can retransmit information received from communications
device 12 to communications device 16, and vice versa (retransmit information received from
communications device 16 to communications device 12). Communications device 16
communicates with communications devices 18 and 20, and can relay information from/to

communications devices 18 and/or 20 to/from communications devices 12 and/or 14.

[0036] Although not depicted in Figure 1, it is possible, in a mobile ad hoc network,
that, for a pair of nodes (A and B for example), node A can receive from node B but node B can
not receive from node A. This asymmetric style of communication is potential likely in a mobile

ad hoc network.

[0037] In an example embodiment, communications devices that receive a message,
such as a query or a response, can resend the query/response in accordance with the scalable
wireless geocast protocol. For example, a communication device’s ability to retransmit a
query/response can be based on the number of times the query/response was previously received,
the communication device’s proximity with respect to the communications devices from which
the query/response was sent, and/or the communication device’s proximity to the geocast region.
This can be implemented as a three step location-based approach, which is described in detail in
the aforementioned U.S. Patent Number 7,525,933, entitled “System And Method For Mobile
Ad Hoc Network,” filed November 30, 2005, issued April 28, 2009. First, in accordance with
the location-based approach, the receiving communication device determines whether it has
previously received the same query/response at least a predetermined number (N) of times. If
not, it retransmits the query/response over the ad hoc network of communications devices. If so,
the communications device progresses to the second step and determines whether the sending
communications device is closer than some minimum distance away. If no prior transmitter of
the query/response was closer than some minimum distance away, the communications device

retransmits the query/response over the ad hoc network of communications devices. Otherwise,
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the communications device progresses to the third step and determines whether it is closer to the
center of the geocast region than any sending communications device from which the
query/response was received. If so, the communications device transmits the query/response
over the ad hoc network of communications devices. If not, the communications device does not

retransmit the query/response.

[0038] This location-based approach prevents the receiving communications device
from retransmitting a message that was most likely already retransmitted by another
communications device located close to it (and thus most likely reaching the same neighboring
communications devices that it can reach). In addition, this location-based approach reduces the
chance that the communications device will retransmit the same message multiple times to the

same neighboring communications devices.

[0039] As mentioned above, a mobile ad hoc network does not require a
communications network infrastructure or a Willi access point. However, in an example
configuration, a mobile ad hoc network can utilize WiFi access points and/or a communications

network infrastructure.

[0040] Figure 2 illustrates example communications in an ad hoc network in which
information acquisition/access via a geocast protocol can be implemented via a Wil'i access
point. As depicted in Figure 2, communication devices 26, 28, 30, 36, and 38 form a mobile ad
hoc network and communication device 32 and 34 form another mobile ad hoc network.
Coverage area 22, which is the area covered by a Wili access point 40, covers communication
devices 26 and 28. Coverage area 24, which is the area covered by another Wil'i access point 42
covers communication device 32. As shown in Figure 2, communication device 34 transmits to
communication device 32 directly (e.g., via Bluetooth). Communication device 32 retransmits to
a Wili access point 42 which in turn retransmits to the other Wil'i access point 40.
Communication devices 26 and 28 receive the transmission from the WiFi access point 40, and
communication device 28 retransmits directly to communication device 30. And, as depicted,

communication device 30 retransmits to other communication devices 36 and 38.

[0041] Figure 3 illustrates an example mobile ad hoc network in which information
acquisition/access via a geocast protocol can be implemented utilizing tiered geocasting and

forwarding zones. Tiered geocasting uses long range (LLR) transmitters (such as communications

- 11 -
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devices, etc.), infrastructure, a communications network, a cellular tower, or a combination
thereof, when available. Tiered geocasting assumes that at least one tier is usable by at least one
of the communications devices. A long range tier is a tier wherein characteristic message
transfers between devices occur over a longer physical range than those over some other tier. A

long range tier can be wireless, wired, or a combination thereof.

[0042] A forwarding zone can be utilized to implement tiered geocasting. A common
forwarding zone can be defined for all geocast packets or different forwarding zones can be
defined for each type of geocast packet. Forwarding zones (as shown in Figure 3, for example
and without limitation) can be defined differently in different tiers, even for the same packet type
or even same packet. Thus, forwarding heuristics can be applied independently per tier, with
bridging at multi-tier capable nodes. In an example embodiment, a communications device
retransmits a packet only if the communications device is located within the forwarding zone
defined for the packet's type. This determination is in addition to the determinations described
above and, if the communications device is not in the forwarding zone, the packet will not be
retransmitted, even if one or more of the above conditions would otherwise have caused a

retransmission hold.

[0043] As depicted in Figure 3, nodes (e.g., communications devices) D1, D2, D3, D4,
D5, D6, and D7, are at various locations within short range (SR) and long range (LR) tiers. All
of devices D1, D2, D3, D4, D5, D6, and D7 together form a mobile ad hoc network, with devices
D5, D6, and D7 being located in geocast region Y, hence being targets of a message sent by D1.
Each communications device D1, D2, D3, D4, D5, D6, and D7 can determine its own
geographical location through any type of location determination system including, for example,
the Global Positioning System (GPS), assisted GPS (A-GPS), time difference of arrival
calculations, configured constant location (in the case of non-moving nodes), any combination
thereof, or any other appropriate means. Each communications device is operable to transmit
and receive packets on a mobile ad hoc network. In addition, at any given time, some subset
(possibly all) of the communications devices may be operable to transmit and receive packets
over the long range tier network. Por example, though not a limitation, in Figure 3, devices D2,
D3, and D4 can transmit and receive messages over both the short and long range tiers. Note
that this latter fact is indicated visually in the diagram by D2, D3, and D4 each having two dots

(one in the short range tier and one in the long range tier) connected by a vertical line. The long-
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rang tier network can be any network in which packets can be transmitted from one long range
capable communications device to another long range capable communications device. Such
packet networks can include, for example, an infrastructure-based network comprising wireless
base stations (for up- and down-link) operating on a separate frequency from that used by an ad
hoc network. In addition, the long rang tier network also could be implemented simply as
another instance of an ad hoc network using distinct radio frequencies and possibly longer radio

ranges.

[0044] Communications device D1 transmits the message, and communications device
D2 receives the transmission from communications device D1. Communications device D2
retransmits (transmission 2a), within the short range tier and in accordance with the heuristics for
the short range forwarding zone (SRFZ) as well as within the long range tier (transmission 2b).
Communications D2, with long range transmission capability (in the long range tier) retransmits
in the long range tier as well (transmission 2b). Communications device D3 receives the
transmission 2b from communications device D2 and retransmits (as transmission 3) in the long
range tier only. Communications device D4 receives the transmission 3 from communications
device D3 and retransmits both on the long and short range tiers, resulting in transmission 4a in
the long range tier and 4b in the short range tier. Communications device D5, within geocast
region Y, receives the transmission 4a, and in turn retransmits (transmission 5) within the
geocast region Y. Transmission 5 is received by the other devices in geocast region Y, namely

devices D6 and D7, thus completing the geocast message transfer.

[0045] As described above, sensors can be deployed in a geographic area. Geocast
origination, destination, and termination regions can be defined by geographic parameters and
may have any size and shape. As examples, the regions may be defined by three or more
bounding geographic coordinates, forming a triangle, rectangle, or other shape, or a single

geographic coordinate and a radius or diameter, forming a geocast region.

[0046] Figure 4, comprising Figure 4A — Figure 4E depict example geocast regions or
boundaries. A geocast region may be defined to be a single point 40, as depicted in Figure 4A.
A point geocast region may be defined by a longitude value and a latitude value (not shown). A
point above the surface of the earth could be defined by providing an altitude value in addition to

longitude and latitude values. A geocast region may also comprise multiple single points (not
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shown) such as the single point 40. Location points such as point 40 may be used as the building
blocks for more complex geocast region geometries, as described herein. Figure 4B depicts a
geocast region defined by a point 40 in combination with a radius 42. The geocast region of this
example will comprise the area enclosed by the radius, and may include the space above the area
as well. A geocast region could also be defined as the overlap region between two or more
circular geocast regions (not shown). Figure 4C depicts a more complex geometry formed from
a series of points 40 interconnected with straight boundary lines. This technique of geocast
region definition is similar to the techniques typically used in the definition of parcels of real
property. Figures 4D and 4F depict the creation of one or more geocast regions within a single
geographic footprint. Figure 4D depicts creating a geocast region for a specific floor of a
building 44. The single floor geocast region is defined as the volume of space between upper
and lower areas, each formed using a series of points 40 set at corners of the buildings. Figure
4FE depicts an alternate technique for defining a single floor geocast region in building 44. Upper
and lower points 40 are defined in the middle of the ceiling and the floor of the geocast region
respectively. The single floor geocast region is then defined as the volume of space between an
upper area and a lower area defined by a pair of radii 42 extending from the middle points.
Geocast regions may also be defined to change in size, geographic location, etc. with time (not
shown), essentially allowing the creation of geocast regions in four dimensions. For example a
region corresponding to a sensor deployment region may be defined to change size, shape, and/or
geographic location over time as the number of participating sensors fluctuates. Information
defining a particular geocast region (e.g., a series of points) can be communicated in an
addressing portion of a geocast message. Geocast sub-regions may be defined within a particular
geocast region using the above techniques. It should be noted that the techniques described with
reference to Figures 4A — 4E are merely examples, and the scope of the instant disclosure should
not be limited thereto. Other sensor deployment region geometries and techniques for defining
sensor deployment regions may be recognized by those skilled in the art, and are meant to be

included within the scope of the instant disclosure.

[0047] In some embodiments, a sensor deployment geocast region can be selected by
making one or more selections on a map and/or from a list. A region can be selected from a list
displayed on a mobile communications device, or the like. The list can comprise real world
locations. For example, one can scroll through a list by touching the display surface of a mobile

communications device, or the like, by providing a voice command (e.g., “Scroll List”), by

- 14 -



WO 2013/002907 PCT/US2012/038079

entering text on which to search, by moving the device, or any appropriate combination thereof.
In another example embodiment, the selection of a sensor deployment region, or the like can be
made by selecting a location on the map by a finger, fingers, and/or any other appropriate device,
and, for example, dragging away or gesture-pinching, from the selected location to create the
size of the a circle, oval, rectangular, square, polygon, or any appropriate shape (two dimensional
or three dimensional) representing a destination, termination, boundary, region, or the like. In
various example embodiments, locations, such as addresses, and/or region dimensions, building
names, institution names, landmarks, etc. may be input in other ways by a player, such as by

typing, gesture, and/or voice input.

[0048] Figure 5 is a flow diagram of an example process for acquiring/accessing
information via a geocast protocol. A query is geocast at step 50. The query is received at step
52. The query can be received by one of more of the devices (e.g., sensors) as described above.
In various example configurations, the query can comprise an indication of a geographic region,
an indication of a temporal condition (e.g., time frame, start time, end time), an indication as to

the type of information sought, or any combination thereof.

[0049] The indication of the geographic region can comprise an indication of a region,
such as for example a region within which intended recipient devices (e.g., sensors) are located,
or expected to be located. The region can be described in terms of any appropriate shape,
location, or the like. For example the region can be described as a building or group of buildings
(e.g., campus), landmark, institution (e.g., National Institutes of Health, ezc.), or the like. The
region can be described as a geometric shape, such as a rectangle, a circle, a hexagon, an
irregular shape, a curvilinear shape, or any combination thereof. The region can be in two or
three dimensions. For example, the region can be a sphere or any appropriate three-dimensional
shape. The region can be defined in the content of communications among geocast ad hoc
network members. Thus, information describing the region (e.g., location, size, shape,
coordinates, range of coordinates, etc.) can be contained in packets communicated among the
geocast ad hoc network devices (e.g., sensors). The information could vary from packet to
packet, vary as a function of time (e.g., geographic region changes as sensors drift), and/or
predetermined and fixed prior to communications between the devices (e.g., sensors)of the

geocast ad hoc network.
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[0050] The indication as to the type of information sought can be indicative of any
appropriate information. Example types of information include information pertaining to
environmental parameters, temperature, humidity, rainfall, heat signatures, video, audio, seismic

activity, wind conditions, or the like.

[0051] The indication of a temporal condition (e.g., time frame, start time, end time,
etc.) can be indicative of a time, time period, time interval, time beginning at a start time, time
leading up to an end time, or the like during which information was gathered by the sensor
and/or during which devices/sensors are expected to be within the target region. For example, a
query could be geocast requesting information that was obtained by sensors during a previous
number of hours, days, etc., during a time frame between a start time and end time, during time
after a given start time, or the like, or any combination thereof. For example, the temporal
conditions could include a specific time of day, a window around a time of day, an amount of
time to be added to the time the geocast message was received to determine a time window, any
number of predetermined times or time windows, or the like. As one example, an advertiser
could geocast a coupon, for a particular product, to all recipients located in a store of a

competitor.

[0052] At step 54, it is determined if the device (e.g., sensor) receiving the query is
located within the region indicated in the query. Determination as to whether the device (e.g.,
sensor) is within the region can be accomplished by any appropriate device, apparatus, system,
or the like. In an example embodiment, the device (e.g., sensor) that received the geocast query
determines if the device (e.g., sensor) is within the region. For example, the receiving
device/sensor can process the query to extract the indication of the region. The device/sensor
can compare the device’s current physical location with the region. The current physical
location of the device/sensor can be determined in any appropriate manner. For example, a
device/sensor can determine its own geographical location through any type of location
determination system including, for example, the Global Positioning System (GPS), assisted
GPS (A-GPS), time difference of arrival calculations, configured constant location (in the case of

non-moving nodes), any combination thereof, or any other appropriate means.

[0053] [Ifitis determined, at step 54, that the device/sensor is not within the region, the

query is not accepted or processed by the recipient device/sensor, at step 56. It is to be
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understood that the process depicted in Figure 5 is not necessarily separate from retransmission
(transfer) of the query. Thus, in embodiments wherein the geocast query is retransmitted via a
geocast, or other geographically-based network protocol, step 56 cay be conducted as part of the
execution of that protocol. Geocast processing can be used to get the message to the recipient as

well as to decide if the recipient is in the set of specified regions.

[0054] As described above, the query can contain an indication of the type of
information be sought. If the query contains an indication of the type of information being
sought, the device/sensor determines if it is the correct device/sensor to provide the type of
information being sought. For example, if the query contains an indication that temperature is
being sought, and the recipient device/sensor is a wind sensor, the device/sensor is not the
correct type of device/sensor. If the query does not contain an indication of the type of
information being sought, the device/sensor will accept the query in order to provide a response

of indicative of the type of information the device/sensor has obtained.

[0055] Accordingly, if it is determined, at step 54, that the device/sensor is within the
region, it is determined, at step 58, if the query contains an indication of the type of information
being sought. If the query does not contain an indication of the type of information being
sought, the query is accepted by the recipient device/sensor, at step 60 If the query does contain
an indication of the type of information being sought, it is determined, at step 62, if the recipient
device/sensor is the correct sensor (capable of providing the type of information being sought)
for providing the type of information being sought. If the type of information being sought does
not match the device/sensor’s capabilities, the process proceeds to step 56. If the type of
information being sought does match the device/sensor’s capabilities, that is, if the recipient
device/sensor is the correct type of device/sensor to provide the type of information being

sought, the query is accepted by the recipient device/sensor at step 60.

[0056] A response to the query is generated at step 64. The query is processed by the
recipient device/sensor, and if the query contains an indication of a temporal condition,
information obtained during the specific temporal condition parameters is incorporated into the
response. If the query contains no indication of a temporal condition, all available appropriate
information obtained by the recipient device/sensor is incorporated into the response.

Determination as to whether a temporal condition(s) is satisfied can be accomplished in any
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appropriate manner. For example, the recipient device/sensor receiving the geocast query signal
can determine a time based on an internal clock of the device, and compare it to the temporal
condition(s), a time provided by other than the device receiving the geocast query (e.g., GPS,

external clock, network entity, etc.) can to be used to compare to the temporal indication(s).

[0057] In anexample embodiment, depending upon the nature of the geocast protocol,

the query can be retransmitted, via a geocast, by the recipient device/sensor, at step 66.

[0058] Figure 6 is a flow diagram of another example process for acquiring/accessing
information via a geocast protocol. A query is generated at step 70. The query can comprise a
message that includes, as described above, an indication of a geographic region, an indication of
a temporal condition (e.g., time frame, start time, end time), an indication as to the type of
information sought, or any combination thereof. The message can contain a description of the
desired information (information being sought — wanted information), a digital signature, or the
like, for authentication purposes, or a combination thereof. The indication as to the type of
information sought can be indicative of any appropriate information as described herein.

Optionally, the message can be encrypted.

[0059] The query is geocast at step 72. The query can be geocast to any appropriate
region, location, or the like. The geocast message is received by a device at step 74. Itis to be
understood that the geocast query can be received by multiple devices and the process depicted
by steps 74 et seq. in Figure 6 could occur for each device that receives the geocast query. If the
message of the query was encrypted (step 76), the device attempts to decrypt the message at step
78. If the attempt to decrypt the message is not successful (step 80), the message is discarded at
step 82. If the attempt to decrypt the message is successful (step 80), the query/message is
verified at step 84. The message can be verified to determine if the message is authentic. In an
example configuration, the message is verified utilizing the digital signature that was included
when generating the query (e.g., step 70). Verification utilizing a digital signature can be
accomplished via any appropriate mechanism as known. For example, the message, the query,
or any appropriate portion or portions thereof can be operated on by a hash function to obtain a
first hash value. The first hash value can be included with the query. The first hash value may
or may not be encrypted. At step 84, the same portion or portions of the message and/or query

can be operated on by the same hash function to obtain a second hash value. If the first hash
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value is the same as the second hash value, the query/message can be determined to be authentic.
If the first hash value is not the same as the second hash value, the query/message can be
determined not to be authentic. It is to be understood that the foregoing description of verifying
the query/message is an example, and not limiting. Any appropriate mechanism or technique for

verifying the query/message may be used.

[0060] At step 86, if the query/message is determined to be not authentic, the message
is discarded at step 82. If the query/message is determined to be authentic (at step 86), it is
determined, at step 88, if there is a match between information contained (stored) in the device
and the type of information being sought. For example a match could pertain to data type, value
attributes, contextual attributes (e.g., time of collection, location of collection, etc.), or the like,
of information pertaining to environmental parameters, temperature, humidity, rainfall, heat

signatures, video, audio, seismic activity, wind conditions, or the like.

[0061] Ifitis determined, at step 88, that there is no match between information
contained (stored) in the device and the type of information being sought, the process ends at

step 90.

[0062] Ifitis determined, at step 88, that there is a match between information
contained (stored) in the device and the type of information being sought, a response, or
responses, is generated at step 92. For example, the device can package matching data and/or
properties into one or more response messages. A response message could include, for example,
a list of data, a summarization of data, an abstraction of data, or the like, or any appropriate
combination thereof. Prior to packaging, various processes could be applied, such as, for
example, noise reduction, smoothing, filtering, or the like. In an example embodiment,
packaging comprises converting information into a transmittable format, such as, for example,
byte-wise encoding (e.g., base 64, MIME, etc.). At step 94 a digital signature, or the like, is
generated from the response(s) and applied to the response(s). Thus, if multiple responses are
generated, multiple digital signatures can be generated and applied, respectively. The response
message(s) can, optionally, be encrypted at step 94. The response is, or responses are, geocast at
step 96. In an example embodiment, the device can geocast the response message, or messages,
to the region, or regions, location extracted from the query message, such as, for example, the

location from which the querier sent the query. In an example embodiment, the geocast
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response(s) could contain information extracted from the query message, such as, for example,

the identity of querier, a time of query, a sequence number, etc.

[0063] Figure 7 is a flow diagram of another example process for acquiring/accessing
information via a geocast protocol utilizing reverse path forwarding. A query is generated at step
100. The query can comprise a message that includes, as described above, an indication of a
geographic region, an indication of a temporal condition (e.g., time frame, start time, end time),
an indication as to the type of information sought, or any combination thereof. The message can
contain a description of the desired information (information being sought — wanted
information), a digital signature, or the like, for authentication purposes, or a combination
thereof. The indication as to the type of information sought can be indicative of any appropriate

information as described herein. Optionally, the message can be encrypted.

[0064] The path of the message is initialized at step 102. The path is initialized with an
indication of the device sending the message. Thus, an indication of the device sending the

message is included in the message.

[0065] The message is geocast at step 104. The message can be geocast to any
appropriate region, location, or the like. The geocast message is received by a device at step
106. It is to be understood that the geocast query can be received by multiple devices and the
process depicted by steps 106 et seq. in Figure 7 could occur for each device that receives the
geocast message. If the message of the query was encrypted (step 100), the device attempts to
decrypt the message at step 110. If the attempt to decrypt the message is not successful (step
112), the message is discarded at step 118. If the attempt to decrypt the message is successful
(step 112), the query/message is verified at step 114. The message can be verified to determine
if the message is authentic. In an example configuration, the message is verified utilizing the
digital signature that was included when generating the message (e.g., step 100). Verification
utilizing a digital signature can be accomplished via any appropriate mechanism as known. For
example, the message, the query, or any appropriate portion or portions thereof can be operated
on by a hash function to obtain a first hash value. The first hash value can be included with the
query. The first hash value may or may not be encrypted. At step 114, the same portion or
portions of the message and/or query can be operated on by the same hash function to obtain a

second hash value. If the first hash value is the same as the second hash value, the
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query/message can be determined to be authentic. If the first hash value is not the same as the
second hash value, the query/message can be determined not to be authentic. It is to be
understood that the foregoing description of verifying the query/message is an example, and not

limiting. Any appropriate mechanism or technique for verifying the query/message may be used.

[0066] At step 116, if the query/message is determined to be not authentic, the message
is discarded at step 118. If the query/message is determined to be authentic (at step 116), the
process proceeds along two paths. If the query/message is determined to be authentic (at step
116), the current device is added to the message path at step 120. That is, an indication of the
current device is added to the message. I'rom step 120, the process proceeds to step 126
described below. Additionally, if the query/message is determined to be authentic (at step 116),
it is determined, at step 122, if there is a match between information contained (stored) in the
device and the type of information being sought. For example a match could pertain to data
type, value attributes, contextual attributes (e.g., time of collection, location of collection, etc.),
or the like, of information pertaining to environmental parameters, temperature, humidity,

rainfall, heat signatures, video, audio, seismic activity, wind conditions, or the like.

[0067] Ifitis determined, at step 122, that there is no match between information
contained (stored) in the device and the type of information being sought, no response is sent
(step 129). The determination as to whether the message is to be retransmitted can be in
accordance with the example descriptions of retransmission determination as described herein

and/or as described in the aforementioned U.S. Patent Number 7,525,933.

[0068] If the message is to be retransmitted (step 126), at step 128 a digital signature, or
the like, may be generated from the message, portion, and/or portions thereof, and applied to the
message. The response message can, optionally, be encrypted at step 128. The message is
retransmitted at step 130. Therefrom, the process proceeds to step 106 and proceeds as
previously described. If, at step 126, it is determined that the message is not to be retransmitted,

the message is discarded ate step 127.

[0069] Ifitis determined, at step 122, that there is a match between information
contained (stored) in the device and the type of information being sought, a response, or
responses, is generated at step 124. For example, the device can package matching data and/or

properties into one or more response messages. A response message could include, for example,
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a list of data, a summarization of data, an abstraction of data, or the like, or any appropriate
combination thereof. Prior to packaging, various processes could be applied, such as, for
example, noise reduction, smoothing, filtering, or the like. In an example embodiment,
packaging comprises converting information into a transmittable format, such as, for example,
byte-wise encoding (e.g., base 64, MIME, etc.). From step 124, the process proceeds to step 132
wherein the message path is extracted from the message. Thus, in an example embodiment, a list
of all previous devices in the path is obtained from the message. The message path is reversed at
step 134, and the message/response(s) is unicast using the reversed message path. Thus, in an
example embodiment, the current device can transmit a source-routed unicast

message/response(s) using the reverse message path as the source route.

[0070] Figure 8 is a flow diagram of an example process of geocast-based
command/control messaging. A command message is generated at step 150. The command
message can comprise, for example, a command script message. The command can be
indicative of any appropriate command or commands, for example, set off an alarm sound (e.g.,
looking for people under rubble), downloading data, load software, restart, or the like. In an
example embodiment, the command message can contain a digital signature, or the like, for

authentication purposes. Optionally, the command message can be encrypted.

[0071] The command message is geocast at step 152. The command message can be
geocast to any appropriate region, location, or the like. The geocast message is received by a
device at step 154. It is to be understood that the command message query can be received by
multiple devices and the process depicted by steps 154 et seq. in Figure 8 could occur for each
device that receives the geocast command message. If the command message was encrypted
(step 150), the device attempts to decrypt the command message at step 160. If the attempt to
decrypt the command message is not successful (step 162), the command message is discarded at
step 164. If the attempt to decrypt the command message is successful (step 162), the command
message is verified at step 158. The command message can be verified to determine if the
command message is authentic. In an example configuration, the command message is verified
utilizing the digital signature that was included when generating the command message (e.g.,
step 150). Verification utilizing a digital signature can be accomplished via any appropriate
mechanism as known. Por example, the command message, or any appropriate portion or

portions thereof can be operated on by a hash function to obtain a first hash value. The first hash
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value can be included with the command message. The first hash value may or may not be
encrypted. At step 158, the same portion or portions of the command message can be operated
on by the same hash function to obtain a second hash value. If the first hash value is the same as
the second hash value, the command message can be determined to be authentic. If the first hash
value is not the same as the second hash value, the command message can be determined not to
be authentic. It is to be understood that the foregoing description of verifying the command
message is an example, and not limiting. Any appropriate mechanism or technique for verifying

the command message may be used.

[0072] At step 166, if the command message is determined to be not authentic, the
message is discarded at step 164. If the command message is determined to be authentic (at step

166), the command (e.g., the command script) is executed at step 168.

[0073] Figure 9 is a flow diagram of another example process for acquiring/accessing
information via a geocast protocol. In an example embodiment, a device that is not capable of
determining it own location may adopt a location of another device, and use the adopted location
as its own. A beacon message is geocast at step 180. In an example embodiment, the beacon
message comprises an indication of the an identifier of the device’s location, an indication of an
identifier of the geocasting device, a geographic location of the geocasting device, or any
appropriate combination thereof. A beacon message can be geocast by any number of devices.
A beacon message can be geocast periodically, aperiodically, randomly, as trigger by an event

(e.g., command), or any appropriate combination thereof.

[0074] Another device (other than the device that geocasted the beacon message)
monitors for transmissions at step 182. A beacon message is received by the device at step 184.
At step 184, it is determined if the device is location aware. That is, it is determined if the device
is a location blind device. A location blind device (or location unaware device) is a device that
does not possess the capability to determine its location. And, a location aware device is a
device that possesses the capability to determine its location. The determination as to whether a
device is location aware can be made in any appropriate manner. For example, the device could
attempt to determine it location. If the attempt fails, the device can determine that it is location
unaware (location blind device). If the attempt is successful, the device can determine that it is

location aware (not a location blind device). In another example embodiment, the device could
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be preconfigured with a status indicator (bit or the like) indicating whether the device is location

aware or location unaware. This status indicator could be analyzed at step 186.

[0075] [Ifitis determined, at step 186, that the device is location unaware, the beacon
message is discarded at step 188. If it is determined, at step 186, that the device is location
aware, information in the device is updated at step 190. As previously described, multiple
devices can geocast messages, and a receiving device could receive multiple beacon messages.
Accordingly, at step 190, information in the receiving device is update with information
contained in each beacon message is received. And, in an example embodiment, the information

could be updated with the locations of multiple devices.

[0076] The receiving device selects one of the devices from which it received a beacon
message as the device, whose location it will adopt. The selection can be based on any
appropriate criteria. For example, if a beacon message is received from only one device, the one
device is selected. As examples of other selection criteria, the closest device to the receiving
device could be selected (e.g., determined by signal strength or the like), the device that geocast
the most recently received beacon message could be selected, the receiving device could be
programmed to select a particular device (or group of devices), the receiving device could

randomly select a device, or the like, or any appropriate combination thereof.

[0077] The receiving device adopts the location of the selected device as its own
location at step 194. The receiving device can participate in any and/or all geocast activities as

described herein, utilizing the adopted location.

[0078] Atstep 196, it is determined if the receiving device wants to update its adopted
location. This may be the case, for example, in which device are known and/or expected to
move (e.g., drift). If it is determined, a step 196, that the adopted location is to be updated, the
process proceeds to step 182 and proceeds therefrom as previously described. ). Ifitis

determined, a step 196, that the adopted location is to be updated, the process ends at step 198.

[0079] Figure 10 is a block diagram of an example wireless communications device,
also referred to as a sensor 200, that is configurable to facilitate information acquisition via a
scalable wireless geocast protocol, as described herein. The device/sensor 200 can include any

appropriate device, mechanism, software, and/or hardware for facilitating information
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acquisition via a scalable wireless geocast protocol as described herein. As described herein, the
device/sensor 200 comprises hardware, or a combination of hardware and software. And, each
portion of the device/sensor 200 comprises hardware, or a combination of hardware and
software. In an example configuration, the device/sensor 200 can comprise a processing portion
202, a memory portion 204, an input/output portion 206, a user interface (UI) portion 208, and a
sensor portion 210 comprising at least one of a video camera portion 212, a force/wave sensor
214, a microphone 216, a moisture sensor 218, or a combination thereof. The force/wave sensor
214 comprises at least one of a motion detector, an accelerometer, an acoustic sensor, a tilt
sensor, a pressure sensor, a temperature sensor, or the like. The motion detector is configured to
detect motion occurring outside of the communications device, for example via disturbance of a
standing wave, via electromagnetic and/or acoustic energy, or the like. The accelerator is
capable of sensing acceleration, motion, and/or movement of the communications device. The
acoustic sensor is capable of sensing acoustic energy, such as a noise, voice, etc., for example.
The tilt sensor is capable of detecting a tilt of the communications device. The pressure sensor is
capable of sensing pressure against the communications device, such as from a shock wave
caused by broken glass or the like. The temperature sensor is capable of sensing a measuring
temperature, such as inside of the vehicle, room, building, or the like. The moisture sensor 218
is capable of detecting moisture, such as detecting if the device/sensor 200 is submerged in a
liquid. The processing portion 202, memory portion 204, input/output portion 206, user interface
(UD) portion 208, video camera portion 212, force/wave sensor 214, and microphone 216 are
coupled together to allow communications therebetween (coupling not shown in Figure 10). The

device/sensor 200 also can comprise a timer (not depicted in Figure 10).

[0080] In various embodiments, the input/output portion 206 comprises a receiver of
the device/sensor 200, a transmitter of the device/sensor 200, or a combination thereof. The
input/output portion 206 is capable of, in conjunction with any other portion of the device/sensor
200 as needed, receiving and/or providing information pertaining to information acquisition via a
scalable wireless geocast protocol, such as, for example, a query, a response to a query, a
retransmitted query, a retransmitted response to a query, or the like, as described herein. The
input/output portion 206 also is capable of communications with other devices/sensors, as
described herein. For example, the input/output portion 206 can include a wireless
communications (e.g., 2.5G/3G/4G) SIM card. The input/output portion 206 is capable of

receiving and/or sending text information, video information, audio information, control
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information, image information, data, or any combination thereof. In an example embodiment,
the input/output portion 206 is capable of receiving and/or sending information to determine a
location of the device/sensor 200. In an example configuration, the input\output portion 206
comprises a GPS receiver. In an example configuration, the device/sensor 200 can determine its
own geographical location through any type of location determination system including, for
example, the Global Positioning System (GPS), assisted GPS (A-GPS), time difference of arrival
calculations, configured constant location (in the case of non-moving devices), any combination
thereof, or any other appropriate means. In various configurations, the input/output portion 206
can receive and/or provide information via any appropriate means, such as, for example, optical
means (e.g., infrared), electromagnetic means (e.g., RF, WI-FI, BLUETOOTH, ZIGBEE, etc.),
acoustic means (e.g., speaker, microphone, ultrasonic receiver, ultrasonic transmitter), or a
combination thereof. In an example configuration, the input/output portion comprises a WIFI

finder, a two way GPS chipset or equivalent, or the like.

[0081] The processing portion 202 is capable of facilitating information acquisition via
a scalable wireless geocast protocol, as described herein. For example, the processing portion
202 is capable of, in conjunction with any other portion of the device/sensor 200 as needed,
generating a geocast message, generating a query, processing a query, processing a query
response, determining if an indication of a region is contained in a geocast message, determining
if an indication of a temporal condition is contained in a geocast message, determining if an
indication of a type of information sought is contained in a geocast message, determining if the
device/sensor 200 is within a region, determining if the device/sensor 200 is capable of obtaining
the type of information sought, determining if the device/sensor 200 has obtained information in
accordance with temporal conditions, or the like, or any combination thereof. The processing
portion 202, in conjunction with any other portion of the device/sensor 200, can provide the
ability for users/subscribers to enable, disable, and configure various features of an application
for information acquisition via a scalable wireless geocast protocol, as described herein. The
processing portion 202, in conjunction with any other portion of the device/sensor 200 as needed,
can enable the device/sensor 200 to covert speech to text when it is configured to send text
messages. In an example embodiment, the processing portion 202, in conjunction with any other
portion of the device/sensor 200 as needed, can convert text to speech for rendering via the user

interface portion 208.
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[0082] In a basic configuration, the device/sensor 200 can include at least one memory
portion 204. The memory portion 204 can store any information utilized in conjunction with
information acquisition via a scalable wireless geocast protocol, as described herein. For
example, the memory portion 204 is capable of storing information pertaining to a geocast
message, a query, a query response, an indication of a region, an indication of a temporal
condition, an indication of a type of information sought, geocast parameters, text/voice message,
an audio/text message, subscriber profile information, subscriber identification information,
phone numbers, an identification code of the device/sensor, video information, audio
information, control information, information indicative of sensor data (e.g., raw individual
sensor information, combination of sensor information, processed sensor information, efc.), , or a
combination thereof. Depending upon the exact configuration and type of processor, the
memory portion 204 can be volatile (such as some types of RAM), non-volatile (such as ROM,
flash memory, etc.). The device/sensor 200 can include additional storage (e.g., removable
storage and/or non-removable storage) including, tape, flash memory, smart cards, CD-ROM,
digital versatile disks (DVD) or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, universal serial bus (USB) compatible
memory, or the like. In an example configuration, the memory portion 204, or a portion of the
memory portion 202 is hardened such that information stored therein can be recovered if the
device/sensor 200 is exposed to extreme heat, extreme vibration, extreme moisture, corrosive
chemicals or gas, or the like. In an example configuration, the information stored in the
hardened portion of the memory portion 204 is encrypted, or otherwise rendered unintelligible
without use of an appropriate cryptographic key, password, biometric (voiceprint, fingerprint,
retinal image, facial image, or the like). Wherein, use of the appropriate cryptographic key,
password, biometric will render the information stored in the hardened portion of the memory

portion 204 intelligible.

[0083] The device/sensor 200 also can contain a Ul portion 208 allowing a user to
communicate with the device/sensor 200. The UI portion 208 is capable of rendering any
information utilized in conjunction with information acquisition via a scalable wireless geocast
protocol as described herein. For example, the Ul portion 208 can provide means for entering
text, entering a phone number, rendering text, rendering images, rendering multimedia, rendering
sound, rendering video, receiving sound, or the like, as described herein. The UI portion 208 can

provide the ability to control the device/sensor 200, via, for example, buttons, soft keys, voice
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actuated controls, a touch screen, movement of the mobile device/sensor 200, visual cues (e.g.,
moving a hand in front of a camera on the mobile device/sensor 200), or the like. The Ul
portion 208 can provide visual information (e.g., via a display), audio information (e.g., via
speaker), mechanically (e.g., via a vibrating mechanism), or a combination thereof. In various
configurations, the UI portion 208 can comprise a display, a touch screen, a keyboard, a speaker,
or any combination thereof. The UI portion 208 can comprise means for inputting biometric
information, such as, for example, fingerprint information, retinal information, voice
information, and/or facial characteristic information. The Ul portion 208 can be utilized to enter
an indication of the designated destination (e.g., the phone number, IP address, geographic

information, or the like).

[0084] In an example embodiment, the sensor portion 210 of the device/sensor 200
comprises the video camera portion 212, the force/wave sensor 214, and the microphone 216.
The video camera portion 212 comprises a camera (or cameras) and associated equipment
capable of capturing still images and/or video and to provide the captured still images and/or
video to other portions of the device/sensor 200. In an example embodiment, the force/wave
sensor 214 comprises an accelerometer, a tilt sensor, an acoustic sensor capable of sensing

acoustic energy, an optical sensor (e.g., infrared), or any combination thereof.

[0085] Although not necessary to implement information acquisition via a scalable
wireless geocast protocol, a device/sensor can be part of and/or in communications with various

wireless communications networks. Some of which are described below.

[0086] Figure 11 depicts an overall block diagram of an exemplary packet-based
mobile cellular network environment, such as a GPRS network, within which information
acquisition via a scalable wireless geocast protocol can be implemented. In the exemplary
packet-based mobile cellular network environment shown in Figure 11, there are a plurality of
Base Station Subsystems (“BSS”) 1100 (only one is shown), each of which comprises a Base
Station Controller (“BSC”) 1102 serving a plurality of Base Transceiver Stations (“BTS”) such
as BTSs 1104, 1106, and 1108. BTSs 1104, 1106, 1108, etc. are the access points where users of
packet-based mobile devices become connected to the wireless network. In exemplary fashion,
the packet traffic originating from user devices is transported via an over-the-air interface to a

BTS 1108, and from the BTS 1108 to the BSC 1102. Base station subsystems, such as BSS
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1100, are a part of internal frame relay network 1110 that can include Service GPRS Support
Nodes (“SGSN”) such as SGSN 1112 and 1114. Each SGSN is connected to an internal packet
network 1120 through which a SGSN 1112, 1114, etc. can route data packets to and from a
plurality of gateway GPRS support nodes (GGSN) 1122, 1124, 1126, etc. As illustrated, SGSN
1114 and GGSNs 1122, 1124, and 1126 are part of internal packet network 1120. Gateway
GPRS serving nodes 1122, 1124 and 1126 mainly provide an interface to external Internet
Protocol (“IP”) networks such as Public LLand Mobile Network (“PLMN”) 1150, corporate
intranets 1140, or Fixed-End System (“FES”) or the public Internet 1130. As illustrated,
subscriber corporate network 1140 may be connected to GGSN 1124 via firewall 1132; and
PLMN 1150 is connected to GGSN 1124 via boarder gateway router 1134. The Remote
Authentication Dial-In User Service (“RADIUS”) server 1142 may be used for caller

authentication when a user of a mobile cellular device calls corporate network 1140.

[0087] Generally, there can be a several cell sizes in a GSM network, referred to as
macro, micro, pico, femto and umbrella cells. The coverage area of each cell is different in
different environments. Macro cells can be regarded as cells in which the base station antenna is
installed in a mast or a building above average roof top level. Micro cells are cells whose
antenna height is under average roof top level. Micro-cells are typically used in urban areas.
Pico cells are small cells having a diameter of a few dozen meters. Pico cells are used mainly
indoors. Femto cells have the same size as pico cells, but a smaller transport capacity. Femto
cells are used indoors, in residential, or small business environments. On the other hand,
umbrella cells are used to cover shadowed regions of smaller cells and fill in gaps in coverage

between those cells.

[0088] Figure 12 illustrates an architecture of a typical GPRS network within which
information acquisition via a scalable wireless geocast protocol can be implemented. The
architecture depicted in Figure 12 is segmented into four groups: users 1250, radio access
network 1260, core network 1270, and interconnect network 1280. Users 1250 comprise a
plurality of end users. Note, device 1212 is referred to as a mobile subscriber in the description
of network shown in Figure 12. In an example embodiment, the device depicted as mobile
subscriber 1212 comprises a communications device (e.g., device/sensor 70). Radio access
network 1260 comprises a plurality of base station subsystems such as BSSs 1262, which include

BTSs 1264 and BSCs 1266. Core network 1270 comprises a host of various network elements.
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As illustrated in Figure 12, core network 1270 may comprise Mobile Switching Center (“MSC”)
1271, Service Control Point (“SCP”) 1272, gateway MSC 1273, SGSN 1276, Home Location
Register (“HLR”) 1274, Authentication Center (“AuC”) 1275, Domain Name Server (“DNS”)
1277, and GGSN 1278. Interconnect network 1280 also comprises a host of various networks
and other network elements. As illustrated in Figure 12, interconnect network 1280 comprises
Public Switched Telephone Network (“PSTN") 1282, Fixed-End System (“FES”) or Internet
1284, firewall 1288, and Corporate Network 1289.

[0089] A mobile switching center can be connected to a large number of base station
controllers. At MSC 1271, for instance, depending on the type of traffic, the traffic may be
separated in that voice may be sent to Public Switched Telephone Network (“PSTN”) 1282
through Gateway MSC (“GMSC”) 1273, and/or data may be sent to SGSN 1276, which then
sends the data traffic to GGSN 1278 for further forwarding.

[0090] When MSC 1271 receives call traffic, for example, from BSC 1266, it sends a
query to a database hosted by SCP 1272. The SCP 1272 processes the request and issues a

response to MSC 1271 so that it may continue call processing as appropriate.

[0091] The HLLR 1274 is a centralized database for users to register to the GPRS
network. HLR 1274 stores static information about the subscribers such as the International
Mobile Subscriber Identity (“IMSI”), subscribed services, and a key for authenticating the
subscriber. HLLR 1274 also stores dynamic subscriber information such as the current location of
the mobile subscriber. Associated with HLR 1274 is AuC 1275. AuC 1275 is a database that
contains the algorithms for authenticating subscribers and includes the associated keys for

encryption to safeguard the user input for authentication.

[0092] In the following, depending on context, the term “mobile subscriber” sometimes
refers to the end user and sometimes to the actual portable device, such as a mobile device, used
by an end user of the mobile cellular service. When a mobile subscriber turns on his or her
mobile device, the mobile device goes through an attach process by which the mobile device
attaches to an SGSN of the GPRS network. In Figure 12, when mobile subscriber 1212 initiates
the attach process by turning on the network capabilities of the mobile device, an attach request
is sent by mobile subscriber 1212 to SGSN 1276. The SGSN 1276 queries another SGSN, to

which mobile subscriber 1212 was attached before, for the identity of mobile subscriber 1212.
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Upon receiving the identity of mobile subscriber 1212 from the other SGSN, SGSN 1276
requests more information from mobile subscriber 1212. This information is used to authenticate
mobile subscriber 1212 to SGSN 1276 by HLR 1274. Once verified, SGSN 1276 sends a
location update to HLLR 1274 indicating the change of location to a new SGSN, in this case
SGSN 1276. HLR 1274 notifies the old SGSN, to which mobile subscriber 1212 was attached
before, to cancel the location process for mobile subscriber 1212. HLLR 1274 then notifies SGSN
1276 that the location update has been performed. At this time, SGSN 1276 sends an Attach
Accept message to mobile subscriber 1212, which in turn sends an Attach Complete message to

SGSN 1276.

[0093] After attaching itself with the network, mobile subscriber 1212 then goes
through the authentication process. In the authentication process, SGSN 1276 sends the
authentication information to HLR 1274, which sends information back to SGSN 1276 based on
the user profile that was part of the user’s initial setup. The SGSN 1276 then sends a request for
authentication and ciphering to mobile subscriber 1212. The mobile subscriber 1212 uses an
algorithm to send the user identification (ID) and password to SGSN 1276. The SGSN 1276
uses the same algorithm and compares the result. If a match occurs, SGSN 1276 authenticates

mobile subscriber 1212.

[0094] Next, the mobile subscriber 1212 establishes a user session with the destination
network, corporate network 1289, by going through a Packet Data Protocol (“PDP”) activation
process. Briefly, in the process, mobile subscriber 1212 requests access to the Access Point
Name (“APN”), for example, UPS.com, and SGSN 1276 receives the activation request from
mobile subscriber 1212. SGSN 1276 then initiates a Domain Name Service (“DNS”) query to
learn which GGSN node has access to the UPS.com APN. The DNS query is sent to the DNS
server within the core network 1270, such as DNS 1277, which is provisioned to map to one or
more GGSN nodes in the core network 1270. Based on the APN, the mapped GGSN 1278 can
access the requested corporate network 1289. The SGSN 1276 then sends to GGSN 1278 a
Create Packet Data Protocol (“PDP”’) Context Request message that contains necessary
information. The GGSN 1278 sends a Create PDP Context Response message to SGSN 1276,

which then sends an Activate PDP Context Accept message to mobile subscriber 1212.
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[0095] Once activated, data packets of the call made by mobile subscriber 1212 can
then go through radio access network 1260, core network 1270, and interconnect network 1280,
in a particular fixed-end system or Internet 1284 and firewall 1288, to reach corporate network

1289.

[0096] Figure 13 illustrates an exemplary block diagram view of a GSM/GPRS/IP
multimedia network architecture within information acquisition via a scalable wireless geocast
protocol can be implemented. As illustrated, the architecture of Figure 13 includes a GSM core
network 1301, a GPRS network 1330 and an IP multimedia network 1338. The GSM core
network 1301 includes a Mobile Station (MS) 1302, at least one Base Transceiver Station (BTS)
1304 and a Base Station Controller (BSC) 1306. The MS 1302 is physical equipment or Mobile
Equipment (ME), such as a mobile phone or a laptop computer that is used by mobile
subscribers, with a Subscriber identity Module (SIM) or a Universal Integrated Circuit Card
(UICC). The SIM or UICC includes an International Mobile Subscriber Identity (IMSI), which
is a unique identifier of a subscriber. The BTS 1304 is physical equipment, such as a radio
tower, that enables a radio interface to communicate with the MS. Each BTS may serve more
than one MS. The BSC 1306 manages radio resources, including the BTS. The BSC may be
connected to several BTSs. The BSC and BTS components, in combination, are generally

referred to as a base station (BSS) or radio access network (RAN) 1303.

[0097] The GSM core network 1301 also includes a Mobile Switching Center (MSC)
1308, a Gateway Mobile Switching Center (GMSC) 1310, a Home Location Register (HLLR)
1312, Visitor Location Register (VLR) 1314, an Authentication Center (AuC) 1318, and an
Equipment Identity Register (EIR) 1316. The MSC 1308 performs a switching function for the
network. The MSC also performs other functions, such as registration, authentication, location
updating, handovers, and call routing. The GMSC 1310 provides a gateway between the GSM
network and other networks, such as an Integrated Services Digital Network (ISDN) or Public
Switched Telephone Networks (PSTNs) 1320. Thus, the GMSC 1310 provides interworking

functionality with external networks.

[0098] The HLLR 1312 is a database that contains administrative information regarding
each subscriber registered in a corresponding GSM network. The HLLR 1312 also contains the

current location of each MS. The VLR 1314 is a database that contains selected administrative
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information from the HLLR 1312. The VLR contains information necessary for call control and
provision of subscribed services for each MS currently located in a geographical area controlled
by the VLR. The HLR 1312 and the VLR 1314, together with the MSC 1308, provide the call
routing and roaming capabilities of GSM. The AuC 1316 provides the parameters needed for
authentication and encryption functions. Such parameters allow verification of a subscriber's

identity. The EIR 1318 stores security-sensitive information about the mobile equipment.

[0099] A Short Message Service Center (SMSC) 1309 allows one-to-one Short
Message Service (SMS) messages to be sent to/from the MS 1302. A Push Proxy Gateway
(PPG) 1311 is used to “push” (i.e., send without a synchronous request) content to the MS 1302.
The PPG 1311 acts as a proxy between wired and wireless networks to facilitate pushing of data
to the MS 1302. A Short Message Peer to Peer (SMPP) protocol router 1313 is provided to
convert SMS-based SMPP messages to cell broadcast messages. SMPP is a protocol for
exchanging SMS messages between SMS peer entities such as short message service centers.
The SMPP protocol is often used to allow third parties, e.g., content suppliers such as news

organizations, to submit bulk messages.

[0100] To gain access to GSM services, such as speech, data, and short message service
(SMS), the MS first registers with the network to indicate its current location by performing a
location update and IMSI attach procedure. The MS 1302 sends a location update including its
current location information to the MSC/VLR, via the BTS 1304 and the BSC 1306. The
location information is then sent to the MS's HLR. The HLR is updated with the location
information received from the MSC/VLR. The location update also is performed when the MS
moves to a new location area. Typically, the location update is periodically performed to update

the database as location updating events occur.

[0101] The GPRS network 1330 is logically implemented on the GSM core network
architecture by introducing two packet-switching network nodes, a serving GPRS support node
(SGSN) 1332, a cell broadcast and a Gateway GPRS support node (GGSN) 1334. The SGSN
1332 is at the same hierarchical level as the MSC 1308 in the GSM network. The SGSN
controls the connection between the GPRS network and the MS 1302. The SGSN also keeps

track of individual MS's locations and security functions and access controls.
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[0102] A Cell Broadcast Center (CBC) 1317 communicates cell broadcast messages
that are typically delivered to multiple users in a specified area. Cell Broadcast is one-to-many
geographically focused service. It enables messages to be communicated to multiple mobile
phone customers who are located within a given part of its network coverage area at the time the

message is broadcast.

[0103] The GGSN 1334 provides a gateway between the GPRS network and a public
packet network (PDN) or other IP networks 1336. That is, the GGSN provides interworking
functionality with external networks, and sets up a logical link to the MS through the SGSN.
When packet-switched data leaves the GPRS network, it is transferred to an external TCP-IP
network 1336, such as an X.25 network or the Internet. In order to access GPRS services, the
MS first attaches itself to the GPRS network by performing an attach procedure. The MS then
activates a packet data protocol (PDP) context, thus activating a packet communication session

between the MS, the SGSN, and the GGSN.

[0104] In a GSM/GPRS network, GPRS services and GSM services can be used in
parallel. The MS can operate in one of three classes: class A, class B, and class C. A class A
MS can attach to the network for both GPRS services and GSM services simultaneously. A class
A MS also supports simultaneous operation of GPRS services and GSM services. For example,

class A mobiles can receive GSM voice/data/SMS calls and GPRS data calls at the same time.

[0105] A class B MS can attach to the network for both GPRS services and GSM
services simultaneously. However, a class B MS does not support simultaneous operation of the
GPRS services and GSM services. That is, a class B MS can only use one of the two services at

a given time.

[0106] A class C MS can attach for only one of the GPRS services and GSM services at
a time. Simultaneous attachment and operation of GPRS services and GSM services is not

possible with a class C MS.

[0107] A GPRS network 1330 can be designed to operate in three network operation
modes (NOM1, NOM2 and NOM3). A network operation mode of a GPRS network is indicated
by a parameter in system information messages transmitted within a cell. The system

information messages dictates a MS where to listen for paging messages and how to signal
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towards the network. The network operation mode represents the capabilities of the GPRS
network. In a NOMI1 network, a MS can receive pages from a circuit switched domain (voice
call) when engaged in a data call. The MS can suspend the data call or take both simultaneously,
depending on the ability of the MS. In a NOM?2 network, a MS may not received pages from a
circuit switched domain when engaged in a data call, since the MS is receiving data and is not
listening to a paging channel. In a NOM3 network, a MS can monitor pages for a circuit

switched network while received data and vise versa.

[0108] The IP multimedia network 1338 was introduced with 3GPP Release 5, and
includes an [P multimedia subsystem (IMS) 1340 to provide rich multimedia services to end
users. A representative set of the network entities within the IMS 1340 are a call/session control
function (CSCF), a media gateway control function (MGCF) 1346, a media gateway (MGW)
1348, and a master subscriber database, called a home subscriber server (HSS) 1350. The HSS
1350 may be common to the GSM network 1301, the GPRS network 1330 as well as the IP

multimedia network 1338.

[0109] The IP multimedia system 1340 is built around the call/session control function,
of which there are three types: an interrogating CSCF (I-CSCF) 1343, a proxy CSCF (P-CSCF)
1342, and a serving CSCF (S-CSCF) 1344. The P-CSCF 1342 is the MS’s first point of contact
with the IMS 1340. The P-CSCF 1342 forwards session initiation protocol (SIP) messages
received from the MS to an SIP server in a home network (and vice versa) of the MS. The P-
CSCF 1342 may also modify an outgoing request according to a set of rules defined by the

network operator (for example, address analysis and potential modification).

[0110] The I-CSCF 1343, forms an entrance to a home network and hides the inner
topology of the home network from other networks and provides flexibility for selecting an S-
CSCF. The I-CSCF 1343 may contact a subscriber location function (SLF) 1345 to determine
which HSS 1350 to use for the particular subscriber, if multiple HSS’s 1350 are present. The S-
CSCF 1344 performs the session control services for the MS 1302. This includes routing
originating sessions to external networks and routing terminating sessions to visited networks.
The S-CSCF 1344 also decides whether an application server (AS) 1352 is required to receive
information on an incoming SIP session request to ensure appropriate service handling. This

decision is based on information received from the HSS 1350 (or other sources, such as an
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application server 1352). The AS 1352 also communicates to a location server 1356 (e.g., a
Gateway Mobile Location Center (GMLC)) that provides a position (e.g., latitude/longitude
coordinates) of the MS 1302.

[0111] The HSS 1350 contains a subscriber profile and keeps track of which core
network node is currently handling the subscriber. It also supports subscriber authentication and
authorization functions (AAA). In networks with more than one HSS 1350, a subscriber location

function provides information on the HSS 1350 that contains the profile of a given subscriber.

[0112] The MGCF 1346 provides interworking functionality between SIP session
control signaling from the IMS 1340 and ISUP/BICC call control signaling from the external
GSTN networks (not shown). It also controls the media gateway (MGW) 1348 that provides
user-plane interworking functionality (e.g., converting between AMR- and PCM-coded voice).

The MGW 1348 also communicates with other IP multimedia networks 1354.

[0113] Push to Talk over Cellular (PoC) capable mobile phones register with the
wireless network when the phones are in a predefined area (e.g., job site, efc.). When the mobile
phones leave the area, they register with the network in their new location as being outside the
predefined area. This registration, however, does not indicate the actual physical location of the

mobile phones outside the pre-defined area.

[0114] Figure 14 illustrates a PLMN block diagram view of an exemplary architecture
in which the information acquisition via a scalable wireless geocast protocol may be
incorporated. Mobile Station (MS) 1401 is the physical equipment used by the PLMN
subscriber. In one illustrative embodiment, W'T 200 and/or communications device 120 may
serve as Mobile Station 1401. Mobile Station 1401 may be one of, but not limited to, a cellular
telephone, a cellular telephone in combination with another electronic device or any other

wireless mobile communication device.

[0115] Mobile Station 1401 may communicate wirelessly with Base Station System
(BSS) 1410. BSS 1410 contains a Base Station Controller (BSC) 1411 and a Base Transceiver
Station (BTS) 1412. BSS 1410 may include a single BSC 1411/BTS 1412 pair (Base Station) or
a system of BSC/BTS pairs which are part of a larger network. BSS 1410 is responsible for

communicating with Mobile Station 1401 and may support one or more cells. BSS 1410 is
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responsible for handling cellular traffic and signaling between Mobile Station 1401 and Core
Network 1440. Typically, BSS 1410 performs functions that include, but are not limited to,
digital conversion of speech channels, allocation of channels to mobile devices, paging, and

transmission/reception of cellular signals.

[0116] Additionally, Mobile Station 1401 may communicate wirelessly with Radio
Network System (RNS) 1420. RNS 1420 contains a Radio Network Controller (RNC) 1421 and
one or more Node(s) B 1422. RNS 1420 may support one or more cells. RNS 1420 may also
include one or more RNC 1421/Node B 1422 pairs or alternatively a single RNC 1421 may
manage multiple Nodes B 1422. RNS 1420 is responsible for communicating with Mobile
Station 1401 in its geographically defined area. RNC 1421 is responsible for controlling the
Node(s) B 1422 that are connected to it and is a control element in a UMTS radio access
network. RNC 1421 performs functions such as, but not limited to, load control, packet
scheduling, handover control, security functions, as well as controlling Mobile Station 1401°s

access to the Core Network (CN) 1440.

[0117] The evolved UMTS Terrestrial Radio Access Network (E-UTRAN) 1430 is a
radio access network that provides wireless data communications for Mobile Station 1401 and
User Equipment 1402. E-UTRAN 1430 provides higher data rates than traditional UMTS. It is
part of the Long Term Evolution (LTE) upgrade for mobile networks and later releases meet the
requirements of the International Mobile Telecommunications (IMT) Advanced and are
commonly known as a 4G networks. E-UTRAN 1430 may include of series of logical network
components such as E-UTRAN Node B (eNB) 1431 and E-UTRAN Node B (eNB) 1432. E-
UTRAN 1430 may contain one or more eNBs. User Equipment 1402 may be any user device
capable of connecting to E-UTRAN 1430 including, but not limited to, a personal computer,
laptop, mobile device, wireless router, or other device capable of wireless connectivity to E-
UTRAN 1430. The improved performance of the E-UTRAN 1430 relative to a typical UMTS
network allows for increased bandwidth, spectral efficiency, and functionality including, but not
limited to, voice, high-speed applications, large data transfer and IPTV, while still allowing for

full mobility.

[0118] An exemplary embodiment of a mobile data and communication service that

may be implemented in the PLMN architecture described in Figure 14 is the Enhanced Data rates
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for GSM Evolution (EDGE). EDGE is an enhancement for GPRS networks that implements an
improved signal modulation scheme known as 8-PSK (Phase Shift Keying). By increasing
network utilization, EDGE may achieve up to three times faster data rates as compared to a
typical GPRS network. EDGE may be implemented on any GSM network capable of hosting a
GPRS network, making it an ideal upgrade over GPRS since it may provide increased
functionality of existing network resources. Evolved EDGE networks are becoming
standardized in later releases of the radio telecommunication standards, which provide for even
greater efficiency and peak data rates of up to 1 Mbit/s, while still allowing implementation on

existing GPRS-capable network infrastructure.

[0119] Typically Mobile Station 1401 may communicate with any or all of BSS 1410,
RNS 1420, or E-UTRAN 1430. In a illustrative system, each of BSS 1410, RNS 1420, and E-
UTRAN 1430 may provide Mobile Station 1401 with access to Core Network 1440. The Core
Network 1440 may include of a series of devices that route data and communications between
end users. Core Network 1440 may provide network service functions to users in the Circuit
Switched (CS) domain, the Packet Switched (PS) domain or both. The CS domain refers to
connections in which dedicated network resources are allocated at the time of connection
establishment and then released when the connection is terminated. The PS domain refers to
communications and data transfers that make use of autonomous groupings of bits called
packets. Each packet may be routed, manipulated, processed or handled independently of all

other packets in the PS domain and does not require dedicated network resources.

[0120] The Circuit Switched — Media Gateway Function (CS-MGW) 1441 is part of
Core Network 1440, and interacts with Visitor Location Register (VLLR) and Mobile-Services
Switching Center (MSC) Server 1460 and Gateway MSC Server 1461 in order to facilitate Core
Network 1440 resource control in the CS domain. Functions of CS-MGW 1441 include, but are
not limited to, media conversion, bearer control, payload processing and other mobile network
processing such as handover or anchoring. CS-MGW 1440 may receive connections to Mobile

Station 1401 through BSS 1410, RNS 1420 or both.

[0121] Serving GPRS Support Node (SGSN) 1442 stores subscriber data regarding
Mobile Station 1401 in order to facilitate network functionality. SGSN 1442 may store

subscription information such as, but not limited to, the International Mobile Subscriber Identity
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(IMSI), temporary identities, or Packet Data Protocol (PDP) addresses. SGSN 1442 may also
store location information such as, but not limited to, the Gateway GPRS Support Node (GGSN)
1444 address for each GGSN where an active PDP exists. GGSN 1444 may implement a location
register function to store subscriber data it receives from SGSN 1442 such as subscription or

location information.

[0122] Serving Gateway (S-GW) 1443 is an interface which provides connectivity
between E-UTRAN 1430 and Core Network 1440. Functions of S-GW 1443 include, but are not
limited to, packet routing, packet forwarding, transport level packet processing, event reporting
to Policy and Charging Rules Function (PCRF) 1450, and mobility anchoring for inter-network
mobility. PCRF 1450 uses information gathered from S-GW 1443, as well as other sources, to
make applicable policy and charging decisions related to data flows, network resources and other
network administration functions. Packet Data Network Gateway (PDN-GW) 1445 may provide
user-to-services connectivity functionality including, but not limited to, network-wide mobility
anchoring, bearer session anchoring and control, and IP address allocation for PS domain

connections.

[0123] Home Subscriber Server (HSS) 1463 is a database for user information, and
stores subscription data regarding Mobile Station 1401 or User Equipment 1402 for handling
calls or data sessions. Networks may contain one HSS 1463 or more if additional resources are
required. Exemplary data stored by HSS 1463 include, but is not limited to, user identification,
numbering and addressing information, security information, or location information. HSS 1463

may also provide call or session establishment procedures in both the PS and CS domains.

[0124] The VLR/MSC Server 1460 provides user location functionality. When Mobile
Station 1401 enters a new network location, it begins a registration procedure. A MSC Server
for that location transfers the location information to the VLR for the area. A VLR and MSC
Server may be located in the same computing environment, as is shown by VLR/MSC Server
1460, or alternatively may be located in separate computing environments. A VLR may contain,
but is not limited to, user information such as the IMSI, the Temporary Mobile Station Identity
(TMSI), the Local Mobile Station Identity (LMSI), the last known location of the mobile station,
or the SGSN where the mobile station was previously registered. The MSC server may contain

information such as, but not limited to, procedures for Mobile Station 1401 registration or
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procedures for handover of Mobile Station 1401 to a different section of the Core Network 1440.
GMSC Server 1461 may serve as a connection to alternate GMSC Servers for other mobile

stations in larger networks.

[0125] Equipment Identity Register (EIR) 1462 is a logical element which may store
the International Mobile Equipment Identities (IMEI) for Mobile Station 1401. In a typical
embodiment, user equipment may be classified as either “white listed” or “black listed”
depending on its status in the network. In one embodiment, if Mobile Station 1401 is stolen and
put to use by an unauthorized user, it may be registered as “black listed” in EIR 1462, preventing
its use on the network. Mobility Management Entity (MMLE) 1464 is a control node which may
track Mobile Station 1401 or User Equipment 1402 if the devices are idle. Additional
functionality may include the ability of MME 1464 to contact an idle Mobile Station 1401 or

User Equipment 1402 if retransmission of a previous session is required.

[0126] While example embodiments of information acquisition via a scalable wireless
geocast protocol have been described in connection with various computing devices/processors,
the underlying concepts can be applied to any computing device, processor, or system capable of
implementing information acquisition via a scalable wireless geocast protocol. The various
techniques described herein can be implemented in connection with hardware or software or,
where appropriate, with a combination of both. Thus, the methods and apparatuses of
information acquisition via a scalable wireless geocast protocol can be implemented, or certain
aspects or portions thereof, can take the form of program code (i.e., instructions) embodied in
tangible storage media having a tangible physical structure. Examples of tangible storage media
include floppy diskettes, CD-ROMs, DVDs, hard drives, or any other tangible machine-readable
storage medium (tangible computer-readable storage medium). Thus, a tangible storage medium
as described herein is not a transient propagating signal. When the program code is loaded into
and executed by a machine, such as a computer, the machine becomes an apparatus for
implementing information acquisition via a scalable wireless geocast protocol. In the case of
program code execution on programmable computers, the computing device will generally
include a processor, a storage medium readable by the processor (including volatile and non-
volatile memory and/or storage elements), at least one input device, and at least one output

device. The program(s) can be implemented in assembly or machine language, if desired. The
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language can be a compiled or interpreted language, and combined with hardware

implementations.

[0127] The methods and apparatuses for information acquisition via a scalable wireless
geocast protocol also can be practiced via communications embodied in the form of program
code that is transmitted over some transmission medium, such as over electrical wiring or
cabling, through fiber optics, or via any other form of transmission, wherein, when the program
code is received and loaded into and executed by a machine, such as an EPROM, a gate array, a
programmable logic device (PLD), a client computer, or the like, the machine becomes an
apparatus for implementing information acquisition via a scalable wireless geocast protocol.
When implemented on a general-purpose processor, the program code combines with the
processor to provide a unique apparatus that operates to invoke the functionality of information

acquisition via a scalable wireless geocast protocol.

[0128] While information acquisition via a scalable wireless geocast protocol has been
described in connection with the various embodiments of the various figures, it is to be
understood that other similar embodiments can be used or modifications and additions can be
made to the described embodiments for information acquisition via a scalable wireless geocast
protocol without deviating therefrom. For example, one skilled in the art will recognize that
information acquisition via a scalable wireless geocast protocol as described in the present
application may apply to any environment, whether wired or wireless, and may be applied to any
number of such devices connected via a communications network and interacting across the
network. Therefore, information acquisition via a scalable wireless geocast protocol should not
be limited to any single embodiment, but rather should be construed in breadth and scope in

accordance with the appended claims.
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What is Claimed:

1. A method comprising:

receiving, via a geocast protocol, a query for information, the query comprising an

indication of a region of intended reception of the query;
determining if the recipient of the query is within the region;

when it is determined that the recipient of the query is not within the region, not

accepting the query; and

when it is determined that the recipient of the query is within the region processing the

query.

2. The method of claim 1 further comprising, providing a response to the query in

accordance with a result of processing the query via the geocast protocol.

3. The method of claim 1 further comprising, providing a response to the query in

accordance with a result of processing the query via a unicast over a reverse message path.

4. The method of claim 1, wherein processing the query comprises determining if the query

comprises an indication of a type of information being sought, the method further comprising:
if the query comprises an indication of a type of information being sought:

determining if the recipient of the query is capable of obtaining the type of

information being sought;

when it is determined that the recipient of the query is capable of obtaining the
type of information being sought, providing, via the geocast protocol, the

response; and

when it is determined that the recipient of the query is not capable of obtaining

the type of information being sought, not providing a response.
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5. The method of claim 1, wherein processing the query comprises determining if the query

comprises an indication of a temporal condition, the method further comprising:

if the query comprises an indication of a temporal condition, providing the response, via

the geocast protocol, in accordance with the temporal condition.

6. The method of claim 1, further comprising:

when it is determined that the recipient of the query is not within the region,

retransmitting the query via the geocast protocol.

7. The method in accordance with claim 1, further comprising:

when it is determined that the recipient of the query is not within the region,
retransmitting the query, via the geocast protocol, in accordance with a location at which

the query was received.

8. The method in accordance with claim 1, further comprising:
when it is determined that the recipient of the query is not within the region:

determining whether a same query was received at least a predetermined number

of times; and

when it is determined that the query has not been received the predetermined

number of times, retransmitting the query, via the geocast protocol.

9. The method in accordance with claim 1, further comprising:
when it is determined that the recipient of the query is not within the region:

determining whether the query was sent from a location closer than a

predetermined minimum distance from the location of recipient of the query; and
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when it is determined that the query was not sent from a location closer than the
predetermined minimum distance from the location of recipient of the query,

retransmitting the query, via the geocast protocol.

10. A sensor comprising:
an input/output portion configured to:

receive, via a geocast protocol, a query for information, the query comprising an

indication of a region of intended reception of the query; and
a processing portion configured to:
determine if the recipient of the query is within the region;

when it is determined that the recipient of the query is not within the region, not

accept the query; and

when it is determined that the recipient of the query is within the region, process

the query.

11. The sensor of claim 10, the input/output portion further configured to provide a response

to the query in accordance with a result of processing the query via the geocast protocol.

12. The sensor of claim 10, the input/output portion further configured to provide a response
to the query in accordance with a result of processing the query via a unicast over a reverse

message path.

13. The sensor of claim 10, wherein the processing portion processes the query to determine

if the query comprises an indication of a type of information being sought:
the processing portion further configured to:

if the query comprises an indication of a type of information being sought:

_44 -



WO 2013/002907 PCT/US2012/038079

determine if the recipient of the query is capable of obtaining the type of

information being sought; and

when it is determined that the recipient of the query is not capable of
obtaining the type of information being sought, not providing a response;

and
the input/output portion further configured to:

when it is determined that the recipient of the query is capable of
obtaining the type of information being sought, provide, via the geocast

protocol, the response.

14. The sensor of claim 10, wherein the processing portion processes the query to determine

if the query comprises an indication of a temporal condition:
the input/output portion further configured to:

if the query comprises an indication of a an indication of a temporal condition, provide

the response, via the geocast protocol, in accordance with the temporal condition.

15. The sensor of claim 10, when it is determined that the recipient of the query is not within

the region, the sensor further configured to perform at least one of:
retransmit the query via the geocast protocol;

retransmit the query, via the geocast protocol, in accordance a location at which the query

was received;

determine whether a same query was received at least a predetermined number of times
and when it is determined that the same query has not been received the predetermined

number of times, retransmit the query, via the geocast protocol; or

determine whether the query was sent from a location closer than a predetermined
minimum distance from the location of recipient of the query and when it is determined

that the query was not sent from a location closer than the predetermined minimum
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distance from the location of recipient of the query, retransmit the query, via the geocast

protocol.

16. A tangible storage medium comprising processor executable instructions for causing a

processor to perform the steps of:

receiving, via a geocast protocol, a query for information, the query comprising an

indication of a region of intended reception of the query;
determining if the recipient of the query is within the region;

when it is determined that the recipient of the query is not within the region, not

accepting the query; and

when it is determined that the recipient of the query is within the region processing the

query.

17. The tangible storage medium of claim 16, the processor executable instructions further

for causing the processor to perform at least one of:

providing a response to the query in accordance with a result of processing the query via

the geocast protocol, or

providing a response to the query in accordance with a result of processing the query via

a unicast over a reverse message path.

18. The tangible storage medium of claim 16, wherein processing the query comprises
determining if the query comprises an indication of a type of information being sought, the

method further comprising:
if the query comprises an indication of a type of information being sought:

determining if the recipient of the query is capable of obtaining the type of

information being sought;
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when it is determined that the recipient of the query is capable of obtaining the
type of information being sought, providing, via the geocast protocol, the

response; and

when it is determined that the recipient of the query is not capable of obtaining

the type of information being sought, not providing a response.

19. The tangible storage medium of claim 16, wherein processing the query comprises
determining if the query comprises an indication of a temporal condition, the method further

comprising:

if the query comprises an indication of a an indication of a temporal condition, providing

the response, via the geocast protocol, in accordance with the temporal condition.

20. The tangible storage medium of claim 16, when it is determined that the recipient of the
query is not within the region, the processor executable instructions further for causing the

processor to perform at least one of:
retransmit the query via the geocast protocol;

retransmit the query, via the geocast protocol, in accordance a location at which the query

was received;

determine whether a same query was received at least a predetermined number of times
and when it is determined that the same query has not been received the predetermined

number of times, retransmit the query, via the geocast protocol; or

determine whether the query was sent from a location closer than a predetermined
minimum distance from the location of recipient of the query and when it is determined
that the query was not sent from a location closer than the predetermined minimum
distance from the location of recipient of the query, retransmit the query, via the geocast

protocol.
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