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(57) ABSTRACT 

There is a provided a method for deciding transmission power 
in order to transmit at least one of secret data and non-secret 
data. The method may comprise: determining whether data to 
be transmitted by a transmitting device is sensitive to a delay; 
determining whether both the secret data and the non-secret 
data are required to be simultaneously transmitted when the 
data to be transmitted is sensitive to the delay; and applying 
different weights to the secret data and the non-secret data and 
deciding transmission power to maximize a total channel 
capacity according to the application, when it is determined 
that both the Secret data and the non-secret data are required 
to be transmitted. 
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1. 

METHOD FOR DETERMINING 
TRANSMISSION POWER 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims the benefit of priority of U.S. Pro 
visional applications No. 61/719.524 filed on Oct. 29, 2012, 
all of which is incorporated by reference in their entirety 
herein. 

TECHNICAL FIELD 

The present invention relates to a method for determining 
transmission power. 

BACKGROUND ART 

FIG. 1 illustrates a wireless communication system. 
As seen with reference to FIG. 1, the wireless communi 

cation system includes at least one base station (BS) 20. Each 
base station 20 provides a communication service to specific 
geographical areas (generally, referred to as cells) 20a, 20b, 
and 20c. The cell can be further divided into a plurality of 
areas (sectors). A terminal (user equipment, UE) 10 may be 
fixed or movable and may be called other terms such as a 
mobile station (MS), a mobile terminal (MT), a user terminal 
(UT), a subscriber station (SS), a wireless device, a personal 
digital assistant (PDA), a wireless modem, a handheld device, 
and the like. The base station 20 generally represents a fixed 
station that communicates with the terminal 10, and may be 
called different terms such as an evolved-NodeB (eNB), a 
base transceiver system (BTS), an access point, and the like. 

The terminal generally belongs to one cell and the cell to 
which the terminal belong is referred to as a serving cell. A 
base station that provides the communication service to the 
serving cell is referred to as a serving BS. Since the wireless 
communication system is a cellular system, another cell that 
neighbors to the serving cell is present. Another cell which 
neighbors to the serving cell is referred to a neighbor cell. A 
base station that provides the communication service to the 
neighbor cell is referred to as a neighbor BS. The serving cell 
and the neighbor cell are relatively decided based on the 
terminal. 

Hereinafter, a downlink means communication from the 
base station 20 to the terminal 10 and an uplink means com 
munication from the terminal 10 to the base station 20. In the 
downlink, a transmitter may be a part of the base station 20 
and a receiver may be a part of the terminal 10. In the uplink, 
the transmitter may be a part of the terminal 10 and the 
receiver may be a part of the base station 20. 

Meanwhile, the wireless communication system may be 
any one of a multiple-input multiple-output (MIMO) system, 
a multiple-input single-output (MISO) system, a single-input 
single-output (SISO) system, and a single-input multiple 
output (SIMO) system. The MIMO system uses a plurality of 
transmit antennas and a plurality of receive antennas. The 
MISO system uses a plurality of transmit antennas and one 
receive antenna. The SISO system uses one transmit antenna 
and one receive antenna. The SIMO system uses one transmit 
antenna and one receive antenna. Hereinafter, the transmit 
antenna means a physical or logical antenna used to transmit 
one signal or stream and the receive antenna means a physical 
or logical antenna used to receive one signal or stream. 

Meanwhile, the wireless communication system may be 
generally divided into a frequency division duplex (FDD) 
type and a time division duplex (TDD) type. According to the 
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2 
FDD type, uplink transmission and downlink transmission 
are achieved while occupying different frequency bands. 
According to the TDD type, the uplink transmission and the 
downlink transmission are achieved at different time while 
occupying the same frequency band. A channel response of 
the TDD type is substantially reciprocal. This means that a 
downlink channel response and an uplink channel response 
are approximately the same as each other in a given frequency 
area. Accordingly, in the TDD based wireless communication 
system, the downlink channel response may be acquired from 
the uplink channel response. In the TDD type, since an entire 
frequency band is time-divided in the uplink transmission and 
the downlink transmission, the downlink transmission by the 
base station and the uplink transmission by the terminal may 
not be performed simultaneously. In the TDD system in 
which the uplink transmission and the downlink transmission 
are divided by the unit of a subframe, the uplink transmission 
and the downlink transmission are performed in different 
Subframes. 

Meanwhile, transmission power is a key matter to decide a 
cell coverage. However, when the transmission power is 
increased, since the transmission power is overheard by a 
third person, the transmission power may not be thought 
lessly increased. 

DISCLOSURE OF THE INVENTION 

Therefore, one disclosure of the specification is to provide 
techniques for optimizing transmission power. 
To achieve these and other advantages and in accordance 

with the purpose of the present invention, as embodied and 
broadly described herein, there is provided a method. 

In one aspect, there is a provided method for deciding 
transmission power in order to transmit at least one of secret 
data or non-secret data. The method may comprise: determin 
ing whether data to be transmitted by a transmitting device is 
sensitive to a delay; determining whether both the secret data 
and the non-secret data are required to be simultaneously 
transmitted when the data to be transmitted is sensitive to the 
delay; and applying different weights to the secret data and 
the non-secret data and deciding transmission power to maxi 
mize a total channel capacity according to the application, 
when it is determined that both the secret data and the non 
secret data are required to be transmitted. 
The method may further comprise: determining whether 

both the secret data and the non-secret data are required to be 
simultaneously transmitted when it is determined that the 
data to be transmitted is not sensitive to the delay; deciding 
optimal transmission power by minimizing an outage prob 
ability when target secret transmission rate R is given in the 
case where it is determined that only the secret data is 
required to be transmitted; and deciding the target Secret 
transmission rate R in order to maximize a system through 
put. 
The method may further comprise: calculating the outage 

probability by considering both the non-secret data and the 
secret data when it is determined that the data to be transmit 
ted is not sensitive to the delay and it is determined that both 
the Secret data and the non-secret data are required to be 
transmitted; and deciding transmission power to minimize 
the outage probability. 
The method may further comprise: calculating the outage 

probability for each of the non-secret data and the secret data 
when it is determined that the data to be transmitted is not 
sensitive to the delay and it is determined that both the secret 
data and the non-secret data are required to be transmitted; 
and deciding transmission power to minimize the outage 
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probability for the secret data while ensuring a maximum 
value of the outage probability for the non-secret data. 
The method may further comprise: determining whether 

both the secret data and the non-secret data are required to be 
transmitted when it is determined that only some of the data to 
be transmitted is sensitive to the delay; and deciding trans 
mission power to maximize an ergodic channel capacity of 
the secret data while meeting a minimum outage probability 
of the secret data when it is determined that only some of the 
data to be transmitted is sensitive to the delay and it is deter 
mined that only the secret data is required to be transmitted. 
The method may further comprise: applying different 

weights to the non-secret data and the secret data in order to 
maximize a total channel capacity for the secret data and the 
non-secret data when it is determined that only some of the 
data to be transmitted is sensitive to the delay, but both the 
secret data and the non-secret data are required to be trans 
mitted; and deciding the transmission power by considering 
both the outage probability for the non-secret data and the 
outage probability of the secret data. 
The method may further comprise: deciding transmission 

power to maximize a channel capacity for the secret data, but 
constrain the maximum value of the outage probability for the 
non-secret data in order to maximize the channel capacity for 
the secret data when it is determined that only some of the 
data to be transmitted is sensitive to the delay, but both the 
secret data and the non-secret data are required to be trans 
mitted. 
The method may further comprise: deciding transmission 

power to maximize a channel capacity for the non-secret data, 
but constrain the maximum value of the outage probability for 
the secret data in order to maximize the channel capacity for 
the non-secret data when it is determined that only some of 
the data to be transmitted is sensitive to the delay, but both the 
secret data and the non-secret data are required to be trans 
mitted. 
When the transmission power of the wireless communica 

tion system is optimized by the methods proposed in the 
present invention, the following effects are obtained. When 
transmitted data is not sensitive to a transmission delay, an 
ergodic channel capacity can be maximized by optimizing the 
transmission power. In particular, when both non-secret data 
and secret data are transmitted, different weights are given to 
two different types to optimize the transmission power, 
thereby adjusting a non-secret channel capacity value and a 
secret channel capacity value. 
When the transmitted data is sensitive to the transmission 

delay, an outage probability can be minimized by optimizing 
the transmission power. When the outage probability is mini 
mized, an outage probability considering both the non-secret 
data and the Secret data may be minimized, only an outage 
probability for the non-secret data may be minimized, or only 
an outage probability for the Secret data may be minimized. 
Further, instead of an optimal power distribution that mini 
mizes the outage probability, target transmission rate at a 
receiver may be optimized so as to maximize a system 
throughput. 

Last, when only some of the transmitted data is sensitive to 
the transmission delay, the ergodic channel capacity can be 
maximized while preventing the outage probability from 
being increased to a predetermined reference value or more 
by optimizing the transmission power. The optimization of 
the transmission power can be performed in all of a case in 
which only the non-secret data is transmitted, a case in which 
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4 
only the secret data is transmitted, and a case in which both 
the secret data and the non-secret data are transmitted. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is view of an evolved mobile communication net 
work; 

FIG. 2 shows a downlink radio frame structure in 3rd 
generation partnership project (3GPP) long term evolution 
(LTE). 

FIG. 3 shows the structure of an uplink subframe in 3rd 
generation partnership project (3GPP) long term evolution 
(LTE). 

FIG. 4 shows a concept of a communication system by an 
information theory. 

FIG. 5 shows an example in which the concept by the 
information theory shown in FIG. 4 is applied to a mobile 
system. 

FIG. 6 shows an example, in which data which is not 
sensitive to transmission delay is transmitted according to a 
first embodiment. 

FIG. 7 shows an example, in which data which is sensitive 
to transmission delay is transmitted according to a second 
embodiment. 
FIG.8 shows an example, in which data which is sensitive 

and data which is not sensitive to transmission delay is trans 
mitted simultaneously according to a third embodiment. 

FIG. 9 shows an example of a concept of device to device 
(D2D) to which the embodiments can be applied. 

FIG. 10 is a flowchart shown by synthesizing the embodi 
mentS. 

FIG. 11 is a block diagram showing a wireless communi 
cation system to implement an embodiment of the present 
invention. 

MODES FOR CARRYING OUT THE 
PREFERRED EMBODIMENTS 

Reference will now be made in detail to the preferred 
embodiments of the present invention, examples of which are 
illustrated in the accompanying drawings. It will also be 
apparent to those skilled in the art that various modifications 
and variations can be made in the present invention without 
departing from the spirit or scope of the invention. Thus, it is 
intended that the present invention cover modifications and 
variations of this invention provided they come within the 
Scope of the appended claims and their equivalents. 

Description will now be given in detail of a drain device 
and a refrigerator having the same according to an embodi 
ment, with reference to the accompanying drawings. 
The present invention will be described on the basis of a 

universal mobile telecommunication system (UMTS) and an 
evolved packet core (EPC). However, the present invention is 
not limited to Such communication systems, and it may be 
also applicable to all kinds of communication systems and 
methods to which the technical spirit of the present invention 
is applied. 

It should be noted that technological terms used herein are 
merely used to describe a specific embodiment, but not to 
limit the present invention. Also, unless particularly defined 
otherwise, technological terms used herein should be con 
Strued as a meaning that is generally understood by those 
having ordinary skill in the art to which the invention pertains, 
and should not be construed too broadly or too narrowly. 
Furthermore, if technological terms used herein are wrong 
terms unable to correctly express the spirit of the invention, 
then they should be replaced by technological terms that are 
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properly understood by those skilled in the art. In addition, 
general terms used in this invention should be construed 
based on the definition of dictionary, or the context, and 
should not be construed too broadly or too narrowly. 

Incidentally, unless clearly used otherwise, expressions in 
the singular number include a plural meaning. In this appli 
cation, the terms “comprising and “including should not be 
construed to necessarily include all of the elements or steps 
disclosed herein, and should be construed not to include some 
of the elements or steps thereof, or should be construed to 
further include additional elements or steps. 
The terms used herein including an ordinal number Such as 

first, second, etc. can be used to describe various elements, but 
the elements should not be limited by those terms. The terms 
are used merely to distinguish an element from the other 
element. For example, a first element may be named to a 
second element, and similarly, a second element may be 
named to a first element. 

In case where an element is “connected' or “linked' to the 
other element, it may be directly connected or linked to the 
other element, but another element may be existed therebe 
tween. On the contrary, in case where an element is “directly 
connected' or “directly linked to another element, it should 
be understood that any other element is not existed therebe 
tWeen. 

Hereinafter, preferred embodiments of the present inven 
tion will be described in detail with reference to the accom 
panying drawings, and the same or similar elements are des 
ignated with the same numeral references regardless of the 
numerals in the drawings and their redundant description will 
be omitted. In describing the present invention, moreover, the 
detailed description will be omitted when a specific descrip 
tion for publicly known technologies to which the invention 
pertains is judged to obscure the gist of the present invention. 
Also, it should be noted that the accompanying drawings are 
merely illustrated to easily explain the spirit of the invention, 
and therefore, they should not be construed to limit the spirit 
of the invention by the accompanying drawings. The spirit of 
the invention should be construed as being extended even to 
all changes, equivalents, and Substitutes other than the 
accompanying drawings. 

There is an exemplary terminal in accompanying draw 
ings, however the terminal may be referred to as terms such as 
a user equipment (UE), a mobile equipment (ME), a mobile 
station (MS), a user terminal (UT), a subscriber station (SS). 
a wireless device (WD), a handheld device (HD), an access 
terminal (AT), and etc. And, the terminal may be imple 
mented as a portable device such as a notebook, a mobile 
phone, a PDA, a Smartphone, a multimedia device, etc, or as 
an unportable device such as a PC or a vehicle-mounted 
device. 
The 3GPP LTE uses an orthogonal frequency division mul 

tiple access (OFDMI) in a downlink and a single carrier 
frequency division multiple access (SC-FDMI) in an uplink. 
The OFDM needs to know in order to understand the 
OFDMA. The OFDM may be used since an inter-symbol 
interference effect can be reduced due to low complexity. The 
OFDM converts data to be input in serial into N parallel data 
and transmits it by carrying Northogonal Sub-carriers. The 
Sub-carriers maintains orthogonally in a frequency dimen 
sion. Meanwhile, the OFDMA means a multiple access 
method to realize multiple accesses by providing a part of the 
available Sub-carrier to each user independently, in a system 
using the OFDM in a modulation scheme. 

FIG. 2 shows a downlink radio frame structure in 3rd 
generation partnership project (3GPP) long term evolution 
(LTE). The section 6 of 3GPP TS 36.211 V8.7.0 (2009-05) 
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6 
“Evolved Universal Terrestrial Radio Access (E-UTRI): 
Physical Channels and Modulation (Release 8) may be 
incorporated herein. 
As shown in FIG. 1, a radio frame includes 10 subframes 

indexed with 0 to 9. One subframe includes 2 consecutive 
slots. A time required for transmitting one subframe is defined 
as a transmission time interval (TTI). For example, one Sub 
frame may have a length of 1 millisecond (ms), and one slot 
may have a length of 0.5 ms. 
One slot may include a plurality of orthogonal frequency 

division multiplexing (OFDM) symbols in a time domain. 
Since the 3GPP LTE uses orthogonal frequency division mul 
tiple access (OFDMI) in a downlink (DL), the OFDM symbol 
is only for expressing one symbol period in the time domain, 
and there is no limitation in a multiple access Scheme or 
terminologies. For example, the OFDM symbol may also be 
referred to as another terminology Such as a single carrier 
frequency division multiple access (SC-FDMI) symbol, a 
symbol period, etc. 

Although it is described that one slot includes 7 OFDM 
symbols for example, the number of OFDM symbols 
included in one slot may vary depending on a length of a 
cyclic prefix (CP). According to 3GPP TS 36.211, V8.7.0, in 
case of a normal CP, one slot includes 7 OFDM symbols, and 
in case of an extended CP, one slot includes 6 OFDM sym 
bols. 
A resource block (RII) is a resource allocation unit, and 

includes a plurality of subcarriers in one slot. For example, if 
one slot includes 7 OFDM symbols in a time domain and the 
RB includes 12 subcarriers in a frequency domain, one RB 
can include 7x12 resource elements (REs). 
A DL subframe is divided into a control region and a data 

region in the time domain. The control region includes up to 
first three OFDM symbols of a 1st slot in the subframe. 
However, the number of OFDM symbols included in the 
control region may vary. A physical downlink control channel 
(PDCCH) and other control channels are allocated to the 
control region, and a physical downlink shared channel (PD 
SCH) is allocated to the data region. 
As disclosed in 3GPP TS 36.211 V8.7.0, the 3GPP LTE 

classifies a physical channel into a data channel and a control 
channel. Examples of the data channel include a physical 
downlink shared channel (PDSCH) and a physical uplink 
shared channel (PUSCH). Examples of the control channel 
include a physical downlink control channel (PDCCH), a 
physical control format indicator channel (PCFICH), a physi 
cal hybrid-ARQ indicator channel (PHICH), and a physical 
uplink control channel (PUCCH). 
The PCFICH transmitted in a 1st OFDM symbol of the 

Subframe carries a control format indicator (CFI) regarding 
the number of OFDM symbols (i.e., a size of the control 
region) used for transmission of control channels in the Sub 
frame. The UE first receives the CFI on the PCFICH, and 
thereafter monitors the PDCCH. 

Unlike the PDCCH, the PCFICH is transmitted by using a 
fixed PCFICH resource of the subframe, without having to 
perform blind decoding. 
The PHICH carries a positive-acknowledgement (ACK)/ 

negative-acknowledgement (NACK) signal for an uplink 
hybrid automatic repeat request (HARQ). The ACK/NACK 
signal for UL data on a PUSCH transmitted by the UE is 
transmitted on the PHICH. 
A physical broadcast channel (PBCH) is transmitted in first 

four OFDM symbols in a 2nd slot of a 1st subframe of a radio 
frame. The PBCH carries system information necessary for 
communication between the UE and the BS. The system 
information transmitted through the PBCH is referred to as a 
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master information block (MIII). In comparison thereto, sys 
tem information transmitted on the PDCCH indicated by the 
PDCCH is referred to as a system information block (SIII). 

Control information transmitted through the PDCCH is 
referred to as downlink control information (DCI). The DCI 
may include resource allocation of the PDSCH (this is 
referred to as a DL grant), resource allocation of a PUSCH 
(this is referred to as a UL grant), a set of transmit power 
control commands for individual UES in any UE group, and/ 
or activation of a voice over Internet protocol (VoIP). 

The 3GPP LTE uses blind decoding for PDCCH detection. 
The blind decoding is a scheme in which a desired identifier 
is de-masked from a cyclic redundancy check (CRC) of a 
received PDCCH (referred to as a candidate PDCCH) to 
determine whether the PDCCH is its own control channel by 
performing CRC error checking. 

The BS determines a PDCCH format according to DCI to 
be transmitted to the UE, attaches a CRC to the DCI, and 
masks a unique identifier (referred to as a radio network 
temporary identifier (RNTI)) to the CRC according to an 
owner or usage of the PDCCH. 
A control region in a subframe includes a plurality of 

control channel elements (CCEs). The CCE is a logical allo 
cation unit used to provide the PDCCH with a coding rate 
depending on a radio channel State, and corresponds to a 
plurality of resource element groups (REGs). The REG 
includes a plurality of resource elements. According to an 
association relation of the number of CCEs and the coding 
rate provided by the CCEs, a PDCCH format and the number 
of bits of the available PDCCH are determined. 
One REG includes 4 REs. One CCE includes 9 REGs. The 

number of CCEs used to configure one PDCCH may be 
selected from a set {1, 2, 4,8}. Each element of the set {1,2, 
4, 8} is referred to as a CCE aggregation level. 
The BS determines the number of CCES used in transmis 

sion of the PDCCH according to a channel state. For example, 
a UE having a good DL channel state can use one CCE in 
PDCCH transmission. A UE having a poor DL channel state 
can use 8 CCEs in PDCCH transmission. 
A control channel consisting of one or more CCES per 

forms interleaving in an REG unit, and is mapped to a physi 
cal resource after performing cyclic shift based on a cell 
identifier (ID). 
Now, maintaining of a UL time alignment in 3GPP LTE 

will be described. 
To decrease an interference caused by UL transmission 

between UEs, it is important for a BS to maintain a UL time 
alignment of the UEs. The UE may be located in any area in 
a cell. AUL signal transmitted by the UE may arrive to the BS 
at a different time according to the location of the UE. A 
signal arrival time of a UE located in a cell edge is longer than 
a signal arrival time of a UE located in a cell center. On the 
contrary, the signal arrival time of the UE located in the cell 
center is shorter than the signal arrival time of the UE located 
in the cell edge. 

To decrease the interference between the UEs, the BS 
needs to perform scheduling so that UL signals transmitted by 
the UEs in the cell can be received every time within a bound 
ary. The BS has to properly adjust transmission timing of each 
UE according to a situation of each UE. Such an adjustment 
is called a time alignment maintenance. 
A random access procedure is one of methods for manag 

ing the time alignment. The UE transmits a random access 
preamble to the BS. The BS calculates a time alignment value 
for advancing or delaying transmission timing of the UE on 
the basis of the received random access preamble. In addition, 
the BS transmits a random access response including the 
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8 
calculated time alignment value to the UE. The UE updates 
the transmission timing by using the time alignment value. 

In another method, the BS receives a sounding reference 
signal from the UE periodically or randomly, calculates the 
time alignment value of the UE by using the Sounding refer 
ence signal, and reports a MAC control element (CE) to the 
UE. 
The time alignment value is information sent by the BS to 

the UE to maintain uplink time alignment. A timing align 
ment command indicates this information. 

Since the UE has mobility in general, the transmission 
timing of the UE varies depending on a moving speed, a 
location, or the like of the UE. Therefore, the time alignment 
value received by the UE is preferably valid during a specific 
time period. For this, a time alignment timer is used. 
When the time alignment is updated after receiving the 

time alignment value from the BS, the UE starts or restarts the 
time alignment timer. The UE can perform UL transmission 
only when the time alignment timer is running. A value of the 
time alignment timer may be reported by the BS to the UE by 
using system information oran RRC message such as a radio 
bearer reconfiguration message. 
When the time alignment timer expires or when the time 

alignment timer does not run, the UE does not transmit any 
uplink signal except for the random access preamble under 
the assumption that time alignment is not achieved between 
the BS and the UE. 

FIG. 3 shows the structure of an uplink subframe in 3rd 
generation partnership project (3GPP) long term evolution 
(LTE). 

Referring FIG. 3, an uplink subframe may be divided into 
a control region and a data region in the frequency domain. A 
physical uplink control channel (PUCCH) for transmitting 
uplink control information is allocated to the control region. 
A physical uplink shared channel (PUCCH) for transmitting 
data is allocated to the data region. If indicated by a higher 
layer, the user equipment may support simultaneous trans 
mission of the PUCCH and the PUSCH. 
The PUSCH is mapped to a uplink shared channel (UL 

SCH), a transport channel. Uplink data transmitted on the 
PUSCH may be a transport block, a data block for the UL 
SCH transmitted during the TTI. The transport block may be 
user information. Or, the uplink data may be multiplexed 
data. The multiplexed data may be data obtained by multi 
plexing the transport block for the UL-SCH and control infor 
mation. For example, control information multiplexed to data 
may include a channel quality indicator (CQI), a precoding 
matrix indicator (PMI), an HARQ, a rank indicator (RI), or 
the like. Or the uplink data may include only control infor 
mation. 
The following description is about a PUCCH. 
The PUCCH for one UE is allocated in an RB pair. RBs 

belonging to the RB pair occupy different subcarriers in each 
of a 1st slot and a 2nd slot. A frequency occupied by the RBs 
belonging to the RB pair allocated to the PUCCH changes at 
a slot boundary. This is called that the RB pair allocated to the 
PUCCH is frequency-hopped at a slotboundary. Since the UE 
transmits UL control information over time through different 
Subcarriers, a frequency diversity gain can be obtained. In the 
figure, m is a location index indicating a logical frequency 
domain location of the RB pair allocated to the PUCCH in the 
subframe. 

FIG. 4 shows a concept of a communication system by an 
information theory. 
As illustrated in FIG. 4, in a wireless communication sys 

tem including a wireless communication apparatus of Alice, a 
wireless communication apparatus of Bob, and a wireless 
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communication apparatus of Charlie, a channel capacity 
induced by the information theory shows a maximum value of 
data transmission rate which is transmittable in the wireless 
communication system. For example, a received signal in 
Bob, r is given as below. 

ra-hy--n, Equation 1 

Herein, he represents a channel between Alice and Bob, x 
represents a transmit signal, and m, represents additive white 
Gaussian noise in Bob. The channel capacity in the wireless 
communication system is given as below. 

Equation 2 h? C = log: -- f 
Of, 

However, Elx prepresents transmission power and O, 
represents a variance of m, However, since data which is 
transmitted as above may be received by anyone else as well 
as Bob, the data is called “non-secret data' in this specifica 
tion. 

FIG. 5 shows an example in which the concept by the 
information theory shown in FIG. 4 is applied to a mobile 
system. 
As seen with reference to FIG. 5, when Alice and Charlie 

are wireless terminals and Bob is the base station, data which 
Alice and Bob transmit and receive may be overheard by 
Charlie. 

Therefore, in the wireless communication system, it is 
important to secretly transmit data so as to prevent data from 
being overheard (received and decoded) by an undesired 
receiver. 

To this end, in an existing method which is primarily used 
up to now, data is encoded/decoded by using an encryption/ 
decryption theory (cryptography). To this end, both a trans 
mitter and a receiver should have a secret key and to this end, 
the system performs secret key management. 

However, it may be difficult or very complicated that the 
wireless communication system performs the secret key man 
agement. Further, transmission of secret data by the encoding 
theory has a limit that the transmission cannot provide perfect 
Secret. 

In order to solve the problems, physical layer security has 
been studied a lot in recent years. A physical layer security 
method allows a signal transmitted by a transmitter to be 
normally received by a desired receiver, however, prevents 
the transmitted signal from being received by a wiretapper or 
decoded even though the transmitted signal is received by the 
wiretapper, by using the information theory and a signal 
processing theory. A lot of methods of Secretly transmitting 
data through a wireless channel have been proposed and 
researched, based on the new approach. 

In the physical layersecurity system, Alice, Bob, and Char 
lie are regarded as a transmitter, a legal receiver, and a wire 
tapper, respectively, and a received signal in Bob is given by 
Equation 1 above and a received signal in Charlie, r is given 
by Equation 3 below. 

r=hw-n Equation 3 

In the system, a maximum value of a data transmission rate 
which may be secretly transmitted without being overheard 
by using the physical layer secret method is referred to as a 
secrecy channel capacity and is given by Equation 4 below. 
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|hip h.p. YY" Equation 4 
C = (los? -- Of -log 1 + O2 

Herein, (x) is defined as follows. 
(x)=x if x>0 and (x)=0 if xs0 Equation 5 

As described above, since data transmitted by the physical 
layer scurity method is received by only Bob and not received 
by Charlie, the data is called “secret data in this specifica 
tion. 

Meanwhile, optimizing the transmission power in the wire 
less communication system is very important due to minimi 
Zation of consumption of system power, maximization of 
battery use hours, minimization of interference to other users, 
assurance of quality of transmitted data (quality of service: 
QoS), and the like. The power optimization has been 
researched a lot up to now and the transmission power should 
be optimized differently depending on a type of data. The 
optimization of the transmission power is performed with 
respect to three cases below in this specification. 

i)Without transmission delay constraint 
ii) With transmission delay constraint 
iii)With partial transmission delay constraint 
In an existing research, an optimal power control method 

had been developed by regarding a case in which only the 
non-secret data is transmitted with respect to respective cases 
i), ii) and iii). Further, the optimal power control method had 
been developed even in a case in which only the secret data is 
transmitted, with respect to cases i) and ii). However, the 
optimal power control method has not been developed up to 
now in the case in which the secret data is transmitted, with 
respect to case iii). Further, the existing research, the optimal 
power control methods had been researched on the assump 
tion of the case in which only the non-secret data is transmit 
ted or only the secret data is transmitted. 

However, both the non-secret data and the secret data may 
be transmitted as described above. When both data are trans 
mitted, the wireless channel may be more efficiently used. 
Therefore, optimizing of power transmission in Such a case is 
also important. However, the optimal power control method 
in Such a case has not been developed up to now. 

Therefore, an object of this specification is to present the 
optimal power control methods in the case in which the secret 
data is transmitted with respect to case iii) and a case in which 
both the non-secret data and the secret data are transmitted 
with respect to cases i), ii), and iii). 

That is, this specification presents a new power transmis 
sion optimizing method in cases below. 

ii) a case in which both non-secret data and secret data are 
transmitted, without transmission delay constraint 

ii) a case in which both non-secret data and secret data are 
transmitted, with transmission delay constraint 

iii) a case in which only secret data is transmitted/a case in 
which both non-secret data and secret data are transmitted, 
with partial transmission delay constraint 

Hereinafter, transmission powerp is expressed by p(h)in 
the case of a function of a channel gain h, up to Bob, and the 
transmission power p is expressed by p(h) in the case of 
functions of channel gains h, and he up to Bob and Charlie. 
However, herein, h=(Ihl, Ih). Further, it is assumed that 
mean power consumption is limited as below. 

E p(h)sP, Equation 6 

Or 

E p(h)s. Equation 7 
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Herein, P. represents an upper limit value of the mean 
power consumption. 

FIG. 6 shows an example in which data which is not sen 
sitive to a transmission delay is transmitted according to a first 
embodiment. 
As seen with reference to FIG. 6, when a situation in which 

data Such as a file or an e-mail which is not very sensitive to 
the transmission delay is transferred between Alice and Bob 
is considered, a block length or a codeword length of trans 
mitted data may be sufficiently large and it may be assumed 

5 

12 
However, d0 is acquired to meet the mean power condi 

tion Ep(h)=P. Such the optimal power control methodis 
known as “secure water-filling (s-wf)”. 

Third, the method for optimizing the transmission powerin 
the case in which both the non-secret data and the secret data 
are transmitted will be described below. 

In the existing research, optimal power is derived by 
assuming the case in which only the non-secret data is trans 

that a channel Suffers a change in one block. Under this " mitted or the case in which only the secret data is transmitted. 
situation, an index of performance is a well-known ergodic However, actually, both the non-secret data and the secret data 
channel capacity. - - - may be transmitted. When the case is expressed by an equa 

Under this situation, the method for optimizing the trans- tion, a channel capacity of the secret data mav be given b 
mission power will be described below, in each of the case in pacity y be g y 
which non-secret data is transmitted, the case in which only 15 Equation 13 below. 
the secret data is transmitted, or the case in which the non 
secret data and the secret data are transmitted. 

First, the method for optimizing the transmission power in C. (p. (h)) := Equation 13 
the case in which only the non-secret data is transmitted will 
be described below. 2O -- 

In the case in which only the non-secret data is transmitted, E(Og ( -- left) -log ( -- help, (h) ) 
a question of acquiring optimal power is given by Equation 8 2 Of 2 O2 
below. 

C E. 1 |hip, (h) (Equation 8 A channel capacity of the non-secret data which may be 
F -- - - E) o: Of transmitted simultaneously as above is given by Equation 14 

Subject to: Ep, (hi)s P. below. 

A solution for the optimization question is very well 
known classical “water-filling and the optimal power is 30 Cn(Pns(h)):= Equation 14 
given by Equation 9 below. |hip, (h) |hip, (h) 

Emin log 1 + . . . . log 1 + 
sk wif 1 Oi Y" Equation 9 O Ot 

p. (h) = p(hp) := (i. i. 
for all h, 35 Therefore, a channel capacity of the sum of the secret data 

and the non-secret data is given as below. 
However, w is acquired to meet a mean power condition as 

shown in Equation 10 below. C.(p.(h))=C(p(h))+C, (p(h)) Equation 15 
E s - - - Ip*(h)=P, '"' 40 Now, a question for maximizing the total channel capacity 

Second, the method for optimizing the transmission power may be solved in order to optimize the transmission power. 
1. the case in which only the secret data is transmitted will be However, in this specification, a most generalized optimiza 
described below. 

In the case in which only the secret data is transmitted, a tion question is proposed and solved. That is, a power opti 
question of acquiring optimal power is given by Equation 11 as mization question is proposed, in Such a manner of giving 
below. different weights to the non-secret data and the secret data, 

not optimizing power in Such a manner of maximizing the 
Sum of the non-secret data and the secret data. This is 

Equation 11 C = max E| expressed by Equation 16 below. 
ps(h) 50 

los?, ho?ph)-los? thefesh) 
92 Of 92 O2 max (aC(p(h)) + (1 - a)C. (p. (h))) Equation 16 

Ps 

subject to: Ep, (h) is P. 

- - - 55 bject to: Ep, (h) s P. A solution to the optimization question is given as shown in Subject to: Eps(h) 
Equation 12 below. 

p. (h) = p(h) Equation 12 

1 ( or or . . . . . . ) |h, he i-Ii it (i-1)+ ( - ), if - > 0 2 h? h? h? h, he hi. of O2 

h’ h, 
O, f O2 o: > 0 
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However, OsCs1. The question for acquiring the optimal 
power may be appreciated as a most generalized format of an 
existing given question. For example, when C=1, a channel 
capacity for only the secret data, C (p. (h)) is optimized. 
When C=0, a channel capacity for only the non-secret data, 
C(p,(h)) is optimized. When C=0.5, a channel capacity for 
the sum of the secret data and the non-secret data, C. (p. (h))+ 
C(p(h)) is optimized. In the case of a general C. value, a 
question forgiving different weights to the Secret data and the 
non-secret data is solved. Herein, it is important to send only 
the non-secret data even when C. is 0. CO means that the 
transmission power is optimized by considering only the 

p. (h) = p. (h) 

10 

14 
non-secret data. The secret data is also actually transmitted 
with the channel capacity of C(p(h)). Similarly, only the 
secret data is not sent even when C=1. C-1 means that the 
transmission power is optimized by considering only the 
secret data. The non-secret data is also actually transmitted 
with the channel capacity of C(p(h)). That is, when power 
optimized by a predetermined C. value is expressed by p, 
(h), actually transmitted data is given by Equation 17 below at 
all times. 

A solution for the optimization question may be math 
ematically acquired, and the solution is given as follows. 

Equation 17 

Equation 18 

-- o: ...). (i. -- O2 + h? A. h? h? A. F-4 

30 

35 

40 

45 
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55 

-E) if hef Ilief h2))) cri 
... h. h.’ 

Ot Ot, 

-- - 
hh? h? O2 

O 

Herein, w is acquired to meet the mean power condition 
Ep(h)=P. In this specification, such an optimal power 

method 20 is called “combined water-filling (c-wf)”. 
Hereinafter, in some special cases described above, it will 

be described how the generalized “combined water-filling” is 
given. 

First, it will be described how the generalized “combined 
water-filling is given when C=0. In this case, the channel 
capacity of only the non-secret data, C(P(h)) is optimized 
and in this case, a solution of the “combined water-filling is 
given as below. 

|h Equation 19 19, if hefs 
he Of 

1 Oi " ... h. - - , , , if h? O2 

1 of O. -- 
= - max , A. hi, he 

2 h 
-- > 
of 

O 

However, w is acquired to meet the mean power condition 
Ep,""(h)=P. Herein, a cautious point is that given p."” 
is different from conventional water-filling p,"(h). 
As a next special case, C-1 will be described. In this case, 

the solution for the “combined water-filling is given as 
below. 

Equation 20 Oi O2 Ih, he e Oi O2 
-- 2 -- 2 -- 2 

h hit, he 

2 O O2 1 
- ite + f > > 0 h?h? Alh? Ih?)) or O2 

f 2 Ot Ot, 
O 
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However, w is determined to meet the mean power condi 
tion Ep."(h)=P. That is, this is given as secret water 
filling p"(h) which is described in an existing document. 
As a next special case, C.-0.5 will be described. In this case, 

the solution for the “combined water-filling is given as 
below. 10 

p(h) = p(hp) Equation 21 

-(-i) 

= p) (Ih), 

for all hit, and he 

However, w is acquired to meet the mean power condition 
Ep,"(h)=P. That is, this is given as conventional water 
filling p."(h) which is described in an existing document. 
Herein, it is important that the conventional water-filling has 
been used for transmitting data in the existing document, but 
a method proposed in the present invention is used as an 
optimal power control method when in the conventional 
water-filling, both the non-secret data and the secret data are 
simultaneously transmitted. 

In general, as a value of a increases to be close to 1, a weight 
for the secret data increases, and as a result, a secret channel 
capacity increases and a non-secret channel capacity trans 
mitted simultaneously thereas decreases. On the contrary, as 
the value of a decreases to be close to 0, a weight for the 
non-secret data increases, and as a result, the non-secret chan 
nel capacity increases and the secret channel capacity trans 
mitted simultaneously thereas decreases. 

FIG. 7 shows an example in which data which is sensitive 
to a transmission delay is transmitted according to a second 
embodiment. 
As seen with reference to FIG. 7, when it is considered that 

Voice call data or image call data which is very sensitive to the 
transmission delay is transferred between Alice and Bob, a 
block length or a codeword length of the transmitted data may 
not sufficiently be large. Generally, in this case, a channel 
does not almost Suffer a change within one block and a per 
formance index under this situation is an outage channel 
capacity or an outage probability. The outage channel capac 
ity may be analyzed as a meaning of a disable channel capac 
ity and the outage probability may be analyzed as a meaning 
a failure probability. 

Under this situation, the method for optimizing the trans 
mission power will be described below, in each of the case in 
which non-secret data is transmitted, the case in which only 
the secret data is transmitted, or the case in which the non 
secret data and the secret data are transmitted. 
<A Method for Optimizing Transmission Power in Case 

in which Only Non-Secret Data is Transmitted 
A case in which the non-secret data which is sensitive to the 

transmission delay will be considered. The outage channel 
capacity, e, is given as below. 

will R se } Equation 22 O -s Cin := max, : pilog(l -- 
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16 
Further, when target non-secret transmission rate, R, is 

given, the outage probability is given as below. 

will R Equation 23 P" (R., p(h)):= pilog(l -- O 

Two methods are considered in order to optimize power in 
an existing research. 
A first method as a method for optimizing power mini 

mizes the outage probability when the target non-secret trans 
mission rate, R is given. 

min P" (R, , p, (h)) Equation 24 
p. (h) 

Subject to: Ep, (hi)s P. 

A Solution for this question is given as illustrated in Equa 
tion 24 below. 

2 Oi R Equation 25 
p. (hp) = p"(h), if h > (2 - 1) 

O, otherwise 

However, p"(h) represents the minimum power for 
meet the target non-secret transmission rate, R., and is given 
as illustrated in Equation 26 below. 

Of Equation 26 
(2n - 1) 

Herein, p,"(h) is referred to as a “channel inversion 
(inv) power allocation method. Further, when a channel gain 
p. (h) is equal to or more than a predetermined reference 
value in power is allocated through channel inversion and 
when the channel gain p(h) is equal to or less than the 
reference value, power is not allocated at all. The power 
allocation is referred to as “truncated channel inversion' 
power allocation. 

Optimization according to a second method uses power 
allocation by the aforementioned truncated channel inversion 
as it is and optimizes the reference value itself. In this case, the 
target non-secret transmission rate R, is not given as a con 
stant and the value is also changed. First, the truncated chan 
nel inversion method illustrated in Equation 27 below is con 
sidered. 

p3 

O, otherwise. 

Equation 27 if h > y, 
p. (h) = 

Now, a value of B that meets a mean power condition 
EIp*(Ih, D-3 E.1/h.-P. is given as illustrated in 
Equation 28 below. 
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p3 P P Equation 28 

Ey, 1/h. 1 f(h)dh, 
y, he 

The, a throughput of an actual system is given by a product 
of a probability at which the channel gain his more than 
the reference value Yth and transmission rate in that case is 
given as illustrated in Equation 29 below. 

C. (p. (hp), yah) = Equation 29 

log 1 + - 
CiE (1/|h, prlf 2 yth). 

According to a third method, the optimal reference value 
yth is decided to maximize the system throughput. 

Equation 30 
C. (p. (h) = plot + O Ey, Pr(his y, th iii) r(ht, a yah) 

<B> Method for Optimizing Transmission Power in Case 
in which Only Secret Data is Transmitted 
Similarly in the case in which the non-secret data is transmit 
ted, the outage channel capacity, e is given as below in the 
case in which the secret data is transmitted. 

Equation 31 

2 -- 

ligh) < R s c} 
Further, when target secret transmission rate, R is given, 

the secret outage probability is given as below. 

is " 

h.p. (h 
max{R. : P(log(l -- h f ( !) -log. -- Ot, 

P" (R., p. (h)):= Equation 32 

h.p. (h 
P(log(l + b R. !)-lost -- Ot, 

First, the method for optimizing power optimizes the secret 
outage probability when the target secret transmission rate R. 
is given as below. 

2 -- 

h to) < R 2 Ot 

min P" (R, , p, (h)) Equation 33 
ps(h) 

subject to: Ep, (h) s P. 

A Solution for this question is given as below. 

sk piv(h), if he fe inv (z") Equation 34 
p. (h) = 

O, otherwise 

However, p"(h) and R. " (z) are defined as below. 

Equation 35 
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-continued 
f 

|h. 3. og (i. Of 
O 

h? h? |hil2 -2R, l > 0 
Oi, Ot 

fri(z):= 
s-in |h, |h? 

{h: p. (h) sa, and o: Rs O2 > 0 

Further, Z)-0 is defined as below. 

In the present invention, a method for optimizing the 
throughput of the system is proposed in the case in which only 
the secret data is transmitted. To this end, the optimization of 
the system throughput in the case of the transmission of the 
non-secret data discussed in Equations 29 and 30 may be 
expressed by other equations. First, by 

or. 
y = -(2-1), 

it may be thus mathematically illustrated that the system 
throughput for the non-secret data may be expressed by Equa 
tion 29 as below. 

2 O R Equation 37 C.p.h.D.R.)= R, Pt.f- (2'- 1) 
Next, the target non-secret transmission rate R, may be 

optimized as below in order to maximize the system through 
put. 

O Equation 38 
C. (p. (hp)) = mas R, Pt.f > (2n - 1) g 

That is, optimization for the reference valueythin Equation 
30 may be actually the same concept as the optimization of 
the target non-secret transmission rate Rjust as above. 

Similarly as above, by considering a secret data transmit 
ting system in the present invention, it is proposed that the 
target secret transmission rate R is optimized as below in 
order to maximize a secret transmission throughput. 

|ht, Equation 39 
max. P Rs 
ions O O2 g 

h? 2's - l 

By performing the optimization, the throughput in the 
secret data transmitting system may be maximized. The opti 
mization question is difficult to mathematically solve and is 
Solved by a numerical analytical method using a computer. 
<C> Method for Optimizing Transmission Power in Case 

in which Both Non-Secret Data and Secret Data are Trans 
mitted 

In this specification, three methods for optimizing trans 
mission power in the case in which both the non-secret data 
and the secret data are transmitted are presented. Further, 
three methods for optimizing the target non-secret transmis 
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sion rate and the target secret transmission rate are also pre 
sented. 

First, the method for optimizing transmission power will 
be described below. First, the outage probability is defined by 5 
considering both the secret data and the non-secret data as 
below. 

2 

PE(R, p(h)):= Pnies: -- lighly log? -- Ot, 

helps (h 
O (ost -- Ligh -log. -- Oi, 

2 

h it) < R. 2 Ot 

In addition, an optimization question is established to mini- 20 
mize the outage probability. 

Equation 41 
25 

min PC (R, p. (h pas(h) E(R, p. (h)) 

Subject to: Ep, (h) s P. 

We may mathematically acquire a solution for the question 30 
and the Solution is given as below. 

sk pi, (h), if he f(z") Equation 42 
p. (h) = 

O, otherwise 35 

However, a condition is given in an equation below. 

40 
-i. c-in |h, h Equation 43 

'R. (i) = {hip. (h) s 3 and is Rs -> 0 E. e 

z" := max{z : Ep. (h) s P} 
p."(h) = max{p,"(h), p. (h)} 45 

The aforementioned p.""(h) and p."(h) are given as P, P, 9. 
below. 

50 

2n - 1 Equation 44 
P'n' (h) = 2 ii, 12 

nihile 
of O2 

55 

inv(h) 2Rs - 1 
Ps - |hs? - 2Rs |b|2 

or O2 
f 

60 

R < I ( 3. < O Salih 2. 
O 

2 2 

h2 Re?e so. 65 
or O2 

20 
When such a power control method is used, the system 

throughput C (p, *(h)) is given as below. 

TR. (2*) and p. (h)>p, i(h)) Equation 45 

Equation 40 

2 -- 

h to) - R. 2. Ot 

Next, a technique of optimizing the transmission power is 
described below. First, the outage probability for each of the 
secret data and the non-secret data is defined as below. 

Equation 46 

P" (R., p. (h)) = 

P(log( -- high) -log? -- with ) < R.) 
P" (R., p(h)) = 

Pimir log? -- left) lost -- ligo ) < R.) 

Now, a question of minimizing the outage probability for 
the secret data while maintaining a maximum value of the 
outage probability for the non-secret data may be established 
as below. 

min P" (R, , p, (h)) Equation 47 
pas(h) 

Subject to: P(R, p. (h) se 
Ep, (h) s Pe. 

Accordingly, a solution for the question may be math 
ematically acquired and the Solution is given as below. 

if he 'Hi' and he riv(x) Equation 48 
pi* (h), if he 'Hi' and hat riv(x) 
piv(h), if h e sht-inv and he finv(::) 
O, otherwise 

p."(h), 

However, a condition is given in an equation below. 

Equation 49 
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In this equation, F(h)() represents a cumulative distribu 
tion function (CDF) of a random variable X(h) given below. 

?h, Ih. Equation 50 
X(h) := min 2 O2 

A mean power condition below should be met so that the 
Solution given above is present. 

3. 

Fay- Ely; iny Ip,"(h) Equation 51 

When such a power control method is used, the system 
throughput C (p, *(h)) is given as below. 

C. (p. (h)) = R. C. (p."(h)). Pr(he HCI" and he Equation 52 
fri'(z) and pi'(h) > p; iv(h))+ 
R. C. (p."(h)). Pr(he HC and he 

R. Pr(he HC and hat Ri'(z") + 

Next, in the method for optimizing the transmission power, 
the outage probability for each of the secret data and the 
non-secret data is defined, however, the outage probability for 
the non-secret data is minimized while maintaining the maxi 
mum value of the outage probability for the secret data. This 
question is given as below. 

min P" (R., p(h)) Equation 53 
pas(h) 

subject to: P" (R, , p, (h))se, 
Eps(h) s P. 

A Solution for this question is given as below. 

if he 'Hiv and he riv(x) Equation 54 
sk if he 'Hiv and hatri inv(:) 
P(h) = . . . . . -i -i p. (h), if het H and he Riv(x") 

O, otherwise 

p. (h), 
piny (h), 

However, a condition is given in an equation below. 

it. :={i-F(Y(h)-e.} Equation 55 
In this equation, F(h)() represents a cumulative distribu 

tion function (CDF) of a random variable Y(h) given below. 

he he Equation 56 
Y(h):= -2's Of, Ot 

Two conditions of the equation should be met so that the 
Solution is present. 

5 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

22 

hi, h? Equation 57 ph-2R, Ill so)< c, 2 2 - Of, Ot 

P, a E, in Ip"(h) 

When such a power control method is used, the system 
throughput C (p, *(h)) is given as below. 

C. (p.(h)) = R. C. (p."(h)). Pr(he H." and he Equation 58 

fri" (z") and p. (h) > p; "(h))+ 
R. C. (pi'(h)). Pr(he Hiv and he S 

fri" (z") and p"(h) > p; "(h))+ 
R. Pr(he H' and h at Ri'(z") + 

<D> Optimization of Target Secret Transmission Rate R. 
and Target Non-Secret Transmission Rate R, in Case in which 
Both Non-Secret Data and Secret Data are Transmitted 

Three methods for optimizing the transmission power were 
presented above. Now, three methods for optimizing the tar 
get non-secret transmission rate R, and the target secret trans 
mission rate R are presented. 

First, both RandR are optimized in order to optimize the 
Sum in transmission rate of the non-secret data and the secret 
data, and the outage probability thereof. This is expressed by 
an equation below. 

max C (p(h)) Equation 59 
R. Rs 

However, herein, C(p, *(h)) is given as above. 
Second, when R is given, R, is optimized as below. 

nax Cas? p(h)) given R, Equation 60 

However, herein, C(p, *(h)) is given as above. 
Third, when R, is given, R is optimized as below. 

maxC.(p,(h) given R. Equation 61 
S 

However, herein, C(p, *(h)) is given as above. 
Three target transmission rate optimization questions are 

difficult to mathematically solve and are solved by a numeral 
analytical method using the computer. 

FIG. 8 shows an example in which data which is sensitive 
to a transmission delay is transmitted according to a third 
embodiment. 

As seen with reference to FIG. 8, a situation in which both 
data Such as voice call data or image call data which is very 
sensitive to the transmission delay and data which is not 
sensitive to the transmission delay are transferred between 
Alice and Bob is considered. 
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In this case, the power should be optimized by considering 
both the ergodic channel capacity and the outage probability 
discussed above. 

Under this situation, the method for optimizing the trans 
mission power will be described below, in each of the case in 
which non-secret data is transmitted, the case in which only 
the secret data is transmitted, or the case in which the non 
secret data and the secret data are transmitted. 

<A Method for Optimizing Transmission Power in Case 
in which Only Non-Secret Data is Transmitted 

Unlike FIGS. 6 and 7, when the data which is sensitive to 
the transmission delay and the data which is not sensitive to 
the transmission delay coexist, a most ideal approach method 
is to maximize the ergodic channel capacity while meeting 
the minimum outage probability condition. An optimal ques 
tion below is proposed based on the idea. 

Equation 62 
2 

biect to: h.p. (h subject to Prog(l -- hi, P. al < R.)- c. 
Of, 

lifel) 

Ep, (hi)s P. 

However, herein, epsilon in represents a maximum outage 
probability which is permissible with respect to the non 
secret data. A solution for this optimization question is given 
as below. 

El 1 + pastost 

h.p. (h 
Subject to: P(log(l -- little log? -- 
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Ep, (h) s 

Equation 68 

p. (h) ={ 
However, 
pf (h) = 

S 

pf (h), 

lfill ( -- log 1 + 

P. 

(h), pri (h)}, if he 'Hi' 
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pi" (h), if he hit and his AO 2*n Equation 63 
p. (hp) = 

p: (h), otherwise 

Herein, p,"(hal) represents the conventional water-filling 
and is given by an equation below. 

Equation 64) 1 or Y' *f (Ih, IY - - - b. P (h)-(i. it.) 

However, w is decided to meet the mean power condition 
P=Ep“(h). Further, ht" is decided as below. 

l,"={i, F2(i,i)=e,} Equation 65 

However, F. 2(c)-Pr(h, sc) represents a cumulative dis 
tribution function of the probability variable Ih, 12. A power 
condition below should be met so that the acquired solution is 
present. 

Ps Eity ?pir(h) Equation 66 

<B> Method for Optimizing Transmission Power in Case 
in which Only Secret Data is Transmitted 
A method is proposed, which maximizes the Secretergodic 

channel capacity while meeting the minimum secret outage 
probability condition when the data which is sensitive to the 
transmission delay and the secret data which is not sensitive 
to the transmission delay coexist. An optimization question 
based on such as method is given as below. 

h.p. (h) Equation 67 
O2 O 

2 -- 

h yo) < R. ses 2 Oi, Ot 

However, herein, e, represents a maximum outage prob 
ability which is permissible with respect to the secret data. We 
may acquire a solution for the optimization question as below. 

(95) 

if het Hinv 

-- 

1. ( Oi Oi Oi Oi 4 ( Oi Oi he he 
-- -- -- -- - , if > > 0 

2 h? h? h? hi? h? Ih, Of O2 

h hi? if he his 0. O, 2 2 Ot Of, 
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>0 is acquired to meet the mean power condition Ep. -continued 
(h)=P. Two conditions below should be met so that the X (h) Y(h) 
acquired solution is present. min 2Rn - 1 2Rs - 1 } 

5 

|h, Ih. Equation 69 Two conditions below should be met so that the solution is 
P cri -2" is 0<c. present. 
P, a E, in Ip"(h)) 

10 
|h, h? Equation 74 

- - - PT-2's so-ca, <C> Method for Optimizing Transmission Power in Case O Ot 
in which Both Non-Secret Data and Secret Data are Trans- -i 
mitted Pay 2 Eysiny (p."(h) 

This specification presents four methods for optimizing 15 
transmission power. This case is not considered at all in the 
existing research. 

First, in the method for optimizing the transmission power, 
different weights are given to a channel capacity for the 
non-secret data and a channel capacity for the secret data and 
a total channel capacity acquired by adding the values is 
maximized. In this case, a constraint condition is that a maxi- max. C. (p. (h)) Equation 75 
mum value of the outage probability considering both the pas(h) 
non-secret data and the secret data is constrained. 

The second method for optimizing the transmission power 
is maximizing the channel capacity for the secret data. In this 
case, the constraint condition is to constrain the maximum 

20 value of the outage probability for the non-secret data. 

, (aCs (ps(h)) + (1 - a)C (ps(h))) Equation 70 
Ps 

help,(h help,(h 
subject to: Plmito? -- lity log? -- lite) < R. 

2 2 -- 

O (e. -- |hips(h)te lost -- The Pn(h)th ) < R. sens 

Ep, (h) s Pay Equation 71 

40 
However, OsCs1. In addition, e, represents a permissible -continued 

maximum value of the outage probability considering both |hip, (h) 
the secret data and the non-secret data. A solution for this subject to: Pmitog( -- O 
optimization question is given as below. 

45 h.p. (h) 
log 1 + -its- < Rise 

maxip. (h), p. (h)}, if he hi." Equation 72 
p(h) = Eps(h) is P. 

p. (h), if het 'H' 
50 

A Solution for this optimization question is given as below. 
However, 

maxip. (h), pref (h)}, if he hidi' Equation 76 
W W 55 P. (h) = 2-in ht," := {h: Fzh (Z(h)) > 6.} p. (h), if h E HE 

Herein, F(h)() represents a cumulative distribution func- A mean power condition below should be met so that the 
tion of Z(h), a probability variable defined as below. go solution is present. 

- E. r. a-ia P. "'Hiny Ip,"(h) Equation 77 
Equation 73 

... min{". h? } Ihlar, he The third method for optimizing the transmission power is 
Z(h) := min or O2 cri O2 65 maximizing the channel capacity for the non-secret data. In 

2Rn - 1 2Rs - 1 this case, the constraint condition is to constrain the maxi 
mum value of the outage probability for the secret data. 
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max C (ps (h)) 
Ps 

help, (h 
Pos? -- Little log? -- Oi, 

Eps(h) s P. 

Subject to: 

2 Ot 

A solution for this optimization question is given as below. 

max pi(h), p...if (h)} if he Hiv (Equation 79 
p. (h) = { pilf (h) if h at Hinv 

Two conditions below should be met so that this solution is 
present. 

|h, |h. Equation 80 PPl - 2's so- c. 2 2 - Of, Ot 

P, a E, in Ip"(h)) 

A last available power optimization question is given 
below. First, like the to first method, different weights are 
given to the channel capacity for the non-secret data and the 
channel capacity for the Secret data and a total channel capac 
ity acquired by adding the values is maximized. In this case, 
the constraint condition is to make a constraint so that differ 
ent maximum values are secured with respect to two outage 
probabilities separately considering the non-secret data and 
the secret data. The constraint condition is mathematically 
given as below. 

max (aC. (ps (h)) + (1 - a C (pas(h))) pas(h) 

left) ( Prmin log 1 + . . . . . . . log 1 + ? t st O 92 
help,(h h.p. (h)" 

Post. -- left log? -- ligh) < R. sen E. O2 
Eps(h) s P. 

Subject to: 

2 Ot 

However, OsCs1. This question is difficult to mathemati 
cally get unlike three solved questions presented above. 
Therefore, a solution for the above question is acquired by a 
numeral analytical method using the computer. 

FIG. 9 shows an example of a concept of device to device 
(D2D) to which the embodiments can be applied. 

In next-generation communication standards including 
3GPP LTE-A, device to device (D2D) which is a communi 
cation between UEs is scheduled to be permitted. 

That is Alice, Bob, and Charlie are shown may perform 
direct communication without intervention by a base station 
(eNodeB). Alternatively, Alice, Bob, and Charlie may 
directly communicate each other under the help of the base 
station (eNodeB). 
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helps (h) ) < R. ses 
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Equation 78 

As shown in FIG.9 as above, the aforementioned embodi 
ments may be applied under the situation in which Alice, Bob, 
and Charlie may directly communicate with each other by the 
D2D. 

FIG. 10 is a flowchart shown by synthesizing the embodi 
mentS. 

As seen with reference to FIG. 10, it is determined whether 
data to be transmitted by a transmitting device is sensitive to 
a delay (S1000). 

It is determined whether both the secret data and the non 
secret data are required to be transmitted when the data to be 
transmitted is sensitive to the delay (S1110). 
As a determination result in S1110, when it is determined 

that both the Secret data and the non-secret data are required 
to be transmitted, the transmitting device applies different 
weights to the non-secret data and the secret data and the 
transmission power is optimized as shown in Equation 16 to 
maximize an ergodic channel capacity of the Sum thereof 
(S1120). 

In this case, the transmission power may be maximized 
based on Equation 18 in order to maximize the ergodic 
channel capacity of the Sum of the non-secret data and the 
secret data. 

However, as described above, when C=0.5, the transmis 
sion power may be maximized by using an existing water 
filling method given in Equation 21 in order to maximize the 
Sum of the channel capacities of the non-secret data and the 
secret data. 

Equation 81 

Meanwhile, in the determination step of S1000, when it is 
determined that the data to be transmitted is not sensitive to 
the delay, the transmitting device also determines whether 
both the secret data and the non-secret data are required to be 
transmitted (S1210). 

According to a determination result in S1210, the optimal 
transmission power may be optimized by minimizing an out 
age probability when target secret transmission rate R is 
given in the case where it is determined that only the secret 
data is required to be transmitted (S122). Subsequently, the 
target secret transmission rate R may be optimized as shown 
in Equation 39 in order to maximize a system throughput 
(S1230). 

Meanwhile, according to the determination result in 
S1210, when it is determined that both the secret data and the 
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non-secret data are required to be transmitted, the outage 
probability is calculated by considering both the non-secret 
data and the secret data as shown in Equation 40 (S1240) 
and the transmission power may be optimized so as to mini 
mize the outage probability as shown in Equation 41 
(S1250). In this case, Equation 48 and Equation 49 may be 
used in order to optimize the transmission power. 

Alternatively, the outage probabilities for both the non 
secret data and the secret data are separately configured as 
shown in Equation 46 and the transmission power may be 
optimized so as to minimize a secret outage probability while 
assuring a maximum value of a non-secret outage probability 
as shown in Equation 47. In this case, Equation 48 and 
Equation 49 may be used in order to optimize the transmis 
sion power. 

Further, alternatively, the outage probabilities for both the 
non-secret data and the secret data are separately configured 
as shown in Equation 46 and the transmission power may be 
optimized so as to minimize the non-secret outage probability 
while assuring a maximum value of the secret outage prob 
ability as shown in Equation 53. In this case, Equation 54 
and Equation 55 may be used in order to optimize the 
transmission power. 

Further, alternatively, both the target secret transmission 
rate R and target non-secret transmission rate R, may be 
optimized as shown in Equation 59. 

Further, alternatively, the target non-secret transmission 
rate R may be optimized while the target Secret transmission 
rate R is given as shown in Equation 60. On the contrary, the 
target secret transmission rate R may be optimized while the 
target non-secret transmission rate R, is given as shown in 
Equation 61. 
Meanwhile, according to the determination result in 

S1000, when it is determined that only some of the data to be 
transmitted is sensitive to the delay, the transmitting device 
also determines whether both the secret data and the non 
secret data are required to be transmitted (S1310). 

In this case, according to the determination result in S1310, 
when it is determined that only the secret data is transmitted, 
the transmission power is optimized so as to maximize the 
ergodic channel capacity of the secret data while meeting a 
minimum outage probability of the secret data as shown in 
Equation 67 (S1320). In this case, Equation 68 may be 
used in order to optimize the transmission power. 

However, according to a determination result in S1310, 
when both the secret data and the non-secret data are required 
to be transmitted, the transmission power may be optimized 
So as to maximize a channel capacity for the Secret data, 
maximize a channel capacity for the non-secret data, or maxi 
mize a total channel capacity (S1330). 

For example, in order to maximize the total channel capac 
ity, the transmission power may be optimized so as to maxi 
mize an ergodic channel capacity for the sum acquired by 
giving different weights to the non-secret data and the secret 
data and adding the weights as shown in Equation 70, but 
constrain the maximum value of the outage probability by 
considering both the non-secret data and the secret data. In 
this case, Equation 72 may be used in order to optimize the 
transmission power. 9 
As another example, in order to maximize the total channel 

capacity, the transmission power may be optimized so as to 
maximize the ergodic channel capacity for the sum acquired 
by giving different weights to the non-secret data and the 
secret data and adding the weights, but consider the outage 
probability for each of the non-secret data and the secret data 
and constrain the maximum value of each value. 
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As yet another example, in order to maximize the channel 

capacity for the secret data, the transmission power may be 
optimized so as to maximize the ergodic channel capacity for 
the secret data as shown in Equation 72, but constrain the 
maximum value of the outage probability for the non-secret 
data. In this case, Equation 76 and Equation 77 may be 
used in order to optimize the transmission power. 
As still another example, in order to maximize the channel 

capacity for the non-secret data, the transmission power may 
be optimized so as to maximize the ergodic channel capacity 
for the non-secret data as shown in Equation 78, but con 
strain the maximum value of the outage probability for the 
secret data. In this case, Equation 79 may be used in order to 
optimize the transmission power. 
The embodiments of the present invention described above 

may be implemented through a variety of means. For 
example, the embodiments of the present invention may be 
implemented by hardware, a firmware, software or a combi 
nation thereof. 

FIG. 11 is a block diagram showing a wireless communi 
cation system to implement an embodiment of the present 
invention. 
A terminal 100 includes a processor 101, memory 102, and 

a radio frequency (RF) unit 103. The memory 102 is con 
nected to the processor 101 and configured to store various 
information used for the operations for the processor 101. The 
RF unit 103 is connected to the processor 101 and configured 
to send and/or receive a radio signal. The processor 101 
implements the proposed functions, processed, and/or meth 
ods. In the described embodiments, the operation of the ter 
minal may be implemented by the processor 101. 
The processor may include Application-Specific Inte 

grated Circuits (ASICs), other chipsets, logic circuits, and/or 
data processors. The memory may include Read-Only 
Memory (ROM), Random Access Memory (RAM), flash 
memory, memory cards, storage media and/or other storage 
devices. The RF unit may include a baseband circuit for 
processing a radio signal. When the above-described embodi 
ment is implemented in software, the above-described 
scheme may be implemented using a module (process or 
function) which performs the above function. The module 
may be stored in the memory and executed by the processor. 
The memory may be disposed to the processor internally or 
externally and connected to the processor using a variety of 
well-known means. 

In the above exemplary systems, although the methods 
have been described on the basis of the flowcharts using a 
series of the steps or blocks, the present invention is not 
limited to the sequence of the steps, and some of the steps may 
be performed at different sequences from the remaining steps 
or may be performed simultaneously with the remaining 
steps. Furthermore, those skilled in the art will understand 
that the steps shown in the flowcharts are not exclusive and 
may include other steps or one or more steps of the flowcharts 
may be deleted without affecting the scope of the present 
invention. 
What is claimed is: 
1. A method for deciding transmission power in order to 

transmit at least one of secret data and non-secret data, the 
method comprising: 

determining whether data to be transmitted by a transmit 
ting device is sensitive to a delay; 

determining whether both the secret data and the non 
Secret data are required to be simultaneously transmitted 
when the data to be transmitted is sensitive to the delay; 

acquiring a total channel capacity by applying different 
weights to the secret data and the non-secret data when 
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the data to be transmitted is sensitive to the delay and it 
is determined that both the secret data and the non-secret 
data are required to be transmitted; and 

deciding transmission power to maximize the acquired 
total channel capacity. 

2. The method of claim 1, further comprising: 
determining whether both the secret data and the non 

Secret data are required to be simultaneously transmitted 
when it is determined that the data to be transmitted is 
not sensitive to the delay; 

deciding optimal transmission power by minimizing an 
outage probability when target secret transmission rate 
Rs is given in the case where it is determined that only 
the secret data is required to be transmitted; and 

deciding the target secret transmission rate RS in order to 
maximize a system throughput. 

3. The method of claim 2, further comprising: 
calculating the outage probability by considering both the 

non-secret data and the Secret data when it is determined 
that the data to be transmitted is not sensitive to the delay 
and it is determined that both the secret data and the 
non-secret data are required to be transmitted; and 

deciding transmission power to minimize the outage prob 
ability. 

4. The method of claim 2, further comprising: 
calculating the outage probability for each of the non 

secret data and the secret data when it is determined that 
the data to be transmitted is not sensitive to the delay and 
it is determined that both the secret data and the non 
Secret data are required to be transmitted; and 

deciding transmission power to minimize the outage prob 
ability for the secret data while assuring a maximum 
value of the outage probability for the non-secret data. 

5. The method of claim 2, further comprising: 
calculating the outage probability for each of the non 

secret data and the secret data when it is determined that 
the data to be transmitted is not sensitive to the delay and 
it is determined that both the secret data and the non 
Secret data are required to be transmitted; and 

deciding transmission power to minimize the outage prob 
ability for the non-secret data while assuring a maxi 
mum value of the outage probability for the secret data. 

6. The method of claim 1, further comprising: 
determining whether both the secret data and the non 

secret data are required to be transmitted when it is 
determined that only some of the data to be transmitted 
is sensitive to the delay; and 
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deciding transmission power to maximize an ergodic chan 

nel capacity of the secret data while meeting a minimum 
outage probability of the secret data when it is deter 
mined that only some of the data to be transmitted is 
sensitive to the delay and it is determined that only the 
Secret data is required to be transmitted. 

7. The method of claim 6, further comprising: 
applying different weights to the non-secret data and the 

Secret data in order to maximize a total channel capacity 
for the secret data and the non-secret data when it is 
determined that only some of the data to be transmitted 
is sensitive to the delay, but both the secret data and the 
non-secret data are required to be transmitted; and 

deciding the transmission power by considering both the 
outage probability for the non-secret data and the outage 
probability of the secret data. 

8. The method of claim 6, further comprising: 
applying different weights to the non-secret data and the 

Secret data in order to maximize the total channel capac 
ity for the secret data and the non-secret data when it is 
determined that only some of the data to be transmitted 
is sensitive to the delay, but both the secret data and the 
non-secret data are required to be transmitted; and 

deciding the transmission power by considering both the 
outage probability for the non-secret data and the outage 
probability of the secret data. 

9. The method of claim 6, further comprising: 
deciding transmission power to maximize a channel capac 

ity for the secret data, but constraint the maximum value 
of the outage probability for the non-secret data in order 
to maximize the channel capacity for the secret data 
when it is determined that only some of the data to be 
transmitted is sensitive to the delay, but both the secret 
data and the non-secret data are required to be transmit 
ted. 

10. The method of claim 6, further comprising: 
deciding transmission power to maximize a channel capac 

ity for the non-secret data, but constraint the maximum 
value of the outage probability for the secret data in 
order to maximize the channel capacity for the non 
secret data when it is determined that only some of the 
data to be transmitted is sensitive to the delay, but both 
the secret data and the non-secret data are required to be 
transmitted. 


