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COMPUTER SYSTEMAND METHOD FOR 
DE-DENTIFICATION OF PATIENT AND/OR 
INDIVIDUAL, HEALTH AND/OR MEDICAL 

RELATED INFORMATION, SUCH AS 
PATIENT MICRO-DATA 

RELATED APPLICATIONS 

This application claim priority to, and is a non-provisional 
patent application of, U.S. Provisional Patent Application 
Ser. No. 60/520,385 filed Nov. 17, 2003, entitled “Method 
and System for De-Identification of Patient Microdata.” 
which is assigned to the assignee of this application and is 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention is directed to computer-related and/ 

or assisted systems, methods, and computer program devices 
for facilitating efficient and effective use of patient and/or 
individual related information. More particularly, the present 
invention relates to techniques for facilitating efficient and 
effective use of patient and/or individual related information 
Such as medical and/or health related information in compli 
ance with Health Insurance Portability and Accountability 
Act (HIPAA) of 1996. 

2. Description of the Related Art 
Some prior attempts have been made in unrelated fields in 

the healthcare industry to protect patient related information 
for various reasons. The prior art has not addressed what can 
be shared or disclosed based on HIPAA regulations. 

The Knapp patent, U.S. Pat. No. 6,278.999, incorporated 
herein by reference, discloses an information management 
system for personal health digitizers (see FIG. 1) wherein a 
centralized database 100 collects and stores monitoring data 
from a large number of individuals and processing elements 
101-108 perform statistical analysis of the collected data on a 
per consumer, population segment, or query-specific basis. 
The database is architected in a hierarchical manner to limit 
users’ access to only that prepartitioned segment of the col 
lected data that the particular class of user is authorized to 
analyze. Data is gathered from remotely located sources 
T1-Tn, comprised of individual consumers using Personal 
Health Digitizers to take readings on themselves or family 
members and downloading the data to the information man 
agement system IMS via a personal computer modem and 
Internet browser T1-Tn communicating with an interactive 
website WS and its data router DR. Alternatively, data can be 
communicated to the information management system IMS 
via consumer terminal equipment T1-Tn and the Pubic Tele 
phone Switched Network PTSN. 

Data from Personal Health Digitizers communicated to the 
information management system IMS can be accessed by 
those consumers who communicate the data via terminal 
equipment T1-Tn, by health care providers at their terminal 
equipment and servers S1-Sm, by institutions via their termi 
nal equipment and servers I1-I, by medical practitioners, and 
others whom the consumer designates. These users, broken 
down into classes, can access the information management 
system IMS and its analysis functions only to the extent 
authorized by the consumer. Access control via the commu 
nication network PTSN is enforced by the use of database 
filters 103-106 architected to provide customized access to 
selected classes of users. The granularity of the data made 
available to the various classes of users is further selected and 
limited to prevent the users from deriving information about 
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2 
the consumer population that they are not entitled to receive. 
Data processing algorithms 108 operate on the raw physi 
ological data collected from individual consumers and pro 
duce additional data that aids in identifying potential physi 
ological problems. Interpretive processing systems 107. 
either standard Software database processes or neuromorphic 
systems, such as expert Systems or neural networks, use pat 
tern recognition operations to analyze the collected data for 
correlations with regard to cohort-based sets of criteria iden 
tified. 
The Petculescu patent, U.S. Pat. No. 6,405,207, incorpo 

rated herein by reference, discloses a multidimensional, mul 
tilevel database system (see FIG. 2) wherein query syntax is 
used to operate a database engine 204 that extracts and aggre 
gates in a report 206 only the data from those items that are 
specified in the query. A database client 201 provides facili 
ties for multiple users to specify the data to be provided from 
the database 205. The query 202 then passes to query proces 
sor 203, where it is converted into sequenced operations 
performed by an execution engine 204 to obtain the specified 
data. The execution engine 204 then aggregates data into a 
report which the database client 201 displays. The query 
processor 203, execution engine 204, and database 205 are 
typically components residing in one or more central com 
puters accessed by query software operating from individual 
personal computers that serve as database clients 201. 
The Zubelida patent, U.S. Pat. No. 6,397.224, incorporated 

herein by reference, discloses a system (see FIG. 3) for 
anonymously linking multiple data records 352 by double 
encoding and assigning an anonymization code to data ele 
ments that can be used to identify an associated individual. 
Data records 352 are stored within an input database 354, 
either conventional or computerized. Each record includes a 
plurality of identifying elements 356 including, for example, 
name birthdate, address, ZIP code, telephone number, health 
care identifier, and the like. Identifying elements 356 of the 
data records 352 are encoded by two or more modules 358 
that can be combined or integrated into a single Software 
application or device. The identity reference encoding mod 
ules 358 operate in multiple steps. First, identifying elements 
356 of a data record are broken into subsets 362. The identi 
fying elements are then translated into encoded identity ref 
erences 360 by applying a cryptographic hash function or 
other hashing scheme. Such as symmetric or public key cryp 
tographic algorithms. This process can be repeated one or 
more times if the system 350 contains one or more additional 
identity reference encoding modules 358, with the goal of 
reducing the probability of an unintended collision where two 
subsets 362 share the same encoded identity reference 360. 
The system 350 also includes an anonymization code data 

base 368 that stores anonymization code 366 assignments 
(for example, serial numbers) associated with encoded iden 
tity references 360 and in turn a particular individual, group, 
or population. An anonymization code lookup module 364 
utilizes a database query module 370 to retrieve the anony 
mization code 366 for each of the encoded identity references 
360. If no code is associated with a particular reference, an 
anonymization code assignment module 372 uses an anony 
mization code generation module 374 to assign a new, unique 
anonymization code 366 to each of the encoded identity ref 
erences 360 that describe an individual, group or population. 
A database update module 376 is used to ensure that the 
assigned anonymization code 366 corresponds to the multiple 
encoded identity references 360 associated with an indi 
vidual, group, or population. Finally, an anonymization code 
insertion module 380 inserts the assigned anonymization 
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code 366 into the anonymized data record 382. The inclusion 
of an identifying element removal module 378 is optional. 

However, to the knowledge of the inventors, no attempts 
have been made to aggregate information about population, 
drug usage, health and/or medical related information in a 
manner that can be legitimately used. In addition, no attempts 
appear to have been made to aggregate health and/or medical 
related information in compliance with HIPAA regulations 
and/or in a manner that can be used to assist healthcare pro 
viders, health management companies, in research, health 
care and/or marketing, for example, in a small geographic 
aca. 

SUMMARY OF THE INVENTION 

The present invention is a method and/or computer-imple 
mented system to provide patient medical information in a 
way that in at least one embodiment, for example, conforms 
to HIPAA regulations regarding maximum re-identification 
risk. The invention is based on aggregation methods. The first 
aggregation method uses geographic proximity among 
patients, the second uses similarity of medical information. 
Other aggregation methods may be combined and/or utilize 
the overall aggregations process developed in the present 
invention to de-identify geographic, individual or patient 
related data and/or conform to HIPAA regulations. 
The first aggregation method, while maintaining low over 

all re-identification risk, also dramatically reduces the range 
of the risk of re-identification between zip codes. The second 
aggregation method provides more useful information than 
HIPAA "safe harbor regulations, while also resulting in a 
much lower risk of re-identification. 
The aggregation based on geographic proximity in the 

present invention includes as a first step ensuring that the 
input data is valid. This process begins by identifying patient 
records without zip codes. Those patient records without a zip 
code that cannot be corrected for are removed and/or filtered 
from the database. Next, the first unmerged zip code and its 
corresponding population is retrieved. If the population of the 
Zip code is greater than the minimum needed to conform to 
HIPAA regulations (the safe limit), then the zip code is left 
alone. If the population is less than the safe limit, the zip code 
is then combined with nearby Zip codes until the geographic 
area is greater than the safe limit. This is repeated until the 
aggregation process for all Zip codes is finished. 
The second method of aggregation, which is based on 

aggregating across medical information, has an initial process 
of clustering, followed by coding, and finally a process for 
providing the de-identified data. The process is implemented 
on a computer that is connected to a patient profile database, 
a cluster database, and a database of patient medical informa 
tion. The clustering part of the de-identification process is 
intended to place the medical information into a hierarchy 
that is meaningful to the intended user of the de-identified 
information. The coding process is the second part of the 
de-identification method. The process of coding extracts the 
necessary information from the patient medical information 
database and the patient profile database to determine the 
prevalence of a medical characteristic in a Zip code. This level 
of usage by Zip code is then stored into the cluster database. 
The final part of the de-identification method is to receive 
request for Zip codes or medical characteristics and respond 
with the appropriate de-identified information. 

In one embodiment of the invention, a computer-imple 
mented method for de-identifying data collected for patients, 
includes providing information representative of at least one 
patient, at least one medical characteristic associated with at 
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4 
least one patient, and a geographic area. This method also 
includes associating at least one patient with at least one 
geographic area, and creating at least one aggregated geo 
graphic area capable of de-identifying information through 
aggregating Zero or more Smaller geographic areas. Finally, 
the method aggregates information by medical characteristic 
and associates this information with the aggregated geo 
graphic area capable of de-identifying information 

In another embodiment of the invention, a computer 
implemented method for de-identifying data collected for 
patients includes providing information representative of at 
least one patient, at least one medical characteristic associ 
ated with at least one patient, and a geographic area of the at 
least one patient. This method also provides at least one 
organizational structure for organizing medical characteris 
tics, then associating the organizational structure with at least 
one geographical area and at least one medical characteristic. 
Information is then aggregated by the at least one medical 
characteristic and the at least one geographic area therein into 
the organizational structure. 

In another embodiment of the invention, a computer 
implemented method assesses compliance of de-identified 
data with data de-identification requirements, which includes 
safe harbor. The method includes the steps of quantifying a 
safe harbor risk for at least one data set by applying the safe 
harbor to the at least one data set, and then also applying at 
least one method of de-identifying data to the at least one data 
set. The method next compares the re-identification risk of the 
at least one de-identifying method to the safe harbor risk to 
determine whether the re-identification risk is lower than the 
safe harbor risk. 

In another embodiment of the invention, two previous 
embodiments are combined together. The embodiment of 
aggregating medical information with an organizational 
structure is advantageously combined with the embodiment 
based on aggregating Smaller geographic areas. 

There has thus been outlined, rather broadly, the more 
important features of the invention in order that the detailed 
description thereof that follows may be better understood, 
and in order that the present contribution to the art may be 
better appreciated. There are, of course, additional features of 
the invention that will be described hereinafter and which will 
form the subject matter of the claims appended hereto. 

In this respect, before explaining at least one embodiment 
of the invention in detail, it is to be understood that the 
invention is not limited in its application to the details of 
construction and to the arrangements of the components set 
forth in the following description or illustrated in the draw 
ings. The invention is capable of other embodiments and of 
being practiced and carried out in various ways. Also, it is to 
be understood that the phraseology and terminology 
employed herein are for the purpose of description and should 
not be regarded as limiting. 
As such, those skilled in the art will appreciate that the 

conception, upon which this disclosure is based, may readily 
be utilized as a basis for the designing of other structures, 
methods and systems for carrying out the several purposes of 
the present invention. It is important, therefore, that the 
claims be regarded as including Such equivalent constructions 
insofar as they do not depart from the spirit and scope of the 
present invention. 

These together with other objects of the invention, along 
with the various features of novelty which characterize the 
invention, are pointed out with particularity in the claims 
annexed to and forming a part of this disclosure. For a better 
understanding of the invention, its operating advantages and 
the specific objects attained by its uses, reference should be 
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had to the accompanying drawings and descriptive matter in 
which there is illustrated preferred embodiments of the inven 
tion. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an illustration of a prior art information manage 
ment system for personal health digitizers. 

FIG. 2 is an illustration of a prior art multidimensional, 
multilevel database system. 

FIG. 3 is an illustration of a prior art system for anony 
mously linking multiple data records. 

FIG. 4 is a block diagram illustrating the overall system 
layout for aggregation based on medical information. 

FIG. 5 is a flow chart illustrating the steps performed in 
organizing the medical characteristics into a hierarchy. 

FIG. 6 is a flow chart illustrating the steps performed in 
coding the information contained in the patient records. 

FIG. 7 is a flow chart illustrating the steps performed in 
providing the de-identified information in response to a spe 
cific request. 

FIG. 8 shows a block diagram of a computer used for 
implementing one or more embodiments of the present inven 
tion, in accordance with a computer implemented embodi 
ment. 

FIG. 9 illustrates a block diagram of the internal hardware 
of the computer of FIG. 8. 

FIG. 10 illustrates a block diagram of an alternative com 
puter of a type Suitable for carrying out the present invention. 

FIG. 11 is a flow chart illustrating the steps performed in 
aggregating medical information based on Zip code 

FIG. 12 is a diagram illustrating anomalous birth dates in 
the patient database. 

DETAILED DESCRIPTION OF THE INVENTION 

The following detailed description includes many specific 
details. The inclusion of such details is for the purpose of 
illustration only and should not be understood to limit the 
invention. Throughout this discussion, similar elements are 
referred to by similar numbers in the various figures for ease 
of reference. In addition, features in one embodiment may be 
combined with features in other embodiments of the inven 
tion. 

The present invention is a method and/or computer-imple 
mented system to provide patient medical information in a 
way that in at least one embodiment, for example, conforms 
to HIPAA regulations regarding maximum re-identification 
risk. The invention is based on aggregation methods. The first 
aggregation method uses geographic proximity among 
patients, the second uses similarity of medical information. 
Other aggregation methods may be combined and/or utilize 
the overall aggregations process developed in the present 
invention to de-identify geographic, individual or patient 
related data and/or conform to HIPAA regulations. 
The first aggregation method, while maintaining low over 

all re-identification risk, also dramatically reduces the range 
of the risk of re-identification between zip codes. The second 
aggregation method provides more useful information than 
HIPAA "safe harbor regulations, while also resulting in a 
much lower risk of re-identification. 
The aggregation based on geographic proximity method in 

the present invention, includes as a first step, providing de 
identified data that is useful for marketing or other purposes, 
to ensure that the input data is valid. This process begins by 
identifying patient records without Zip codes. Those patient 
records without a zip code that cannot be corrected for are 
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6 
removed and/or filtered from the database. The remaining 
records are treated as any other records that originally had Zip 
codes. In an actual test database of patient information, 
records with out zip codes made up about 38.6% of the total 
patient records. The removal of any records without a zip code 
advantageously results in an under estimate of re-identifica 
tion. It is less likely that a patient could be identified with 
public records, when that person does not have a Zip code, as 
compared to one who does. 
One group of records in the test database with missing Zip 

codes, belonged to Zip codes that could not be found in the 
2000 Decennial Census. This accounted for 19.2% of Zip 
codes but only 1.9% of patients of the baseline population. 
This can occur because these are new zip codes created since 
the last census and because the Census Bureau and the United 
States Post Office differ in their assignment of zip codes. 
More information about how the zip code assignment dif 

fers between the United States Post Office and the Census 
Bureau may be found at http://pe.usps.gov/text/dmm/ 
1606.htm and http://www.galaxy maps.com/weZipchg.htm. 
The information found at these sites was used to map the 2000 
census data into the Zip codes used by customers, which are 
United State Post Office zip codes. This mapping is preferred 
because not only is it more forward looking and current, but 
because it also maximizes the estimated risk of re-identifica 
tion. It disaggregates the Census data into the United State 
Post Office zip codes rather than aggregating the United State 
Post Office data into Census Zip codes. This disaggregation 
was also used to correct for patients who lived in new zip 
codes that had been formed out of previously existing Zip 
codes. 
The disaggregation proceeded as follows. 

C=Census population ini" zip code, and 

: - - - -th : ith : P=Population in f" zip code formerly part of i' zip 
code, then 

C-C*P.X.P. summing over all zip codes formerly 
part of thei''' zip code) 

In general, a population was assigned to new zip codes that 
split the population of the old Zip code equally among the new 
ones created out of it. It was assumed that when a new Zip 
code was formed out of an old one, that the new zip code 
shared equally in the population. As before, this works to over 
estimate re-identification risk, since new zip codes areas are 
growing more quickly than already established Zip codes, and 
therefore, ought to be assigned some proportionately higher 
degree of the population. 

Another group of invalid Zip codes, referred to as non 
residential areas, are not associated with any geographic area. 
Instead they represent a specific office building, post office, of 
post office box. Very few of these zip codes were found in an 
actual database. 

Incorrect Zip codes are another source or invalid data. One 
ease of this can be detected when an unrealistically high 
percentage of the population of are customers. Sometimes 
this means, an insurance carrier has used its Zip code for the 
Zip code of all its patients. A two step search was used to find 
these incorrect Zip codes. The first step was to determine 
individual Zip codes where an insurance company had sig 
nificantly high over-representation. The second step was to 
decide if within Such a Zip code, whether a particular insur 
ance carrier had an unrealistically high share of the total 
patient records. For the first determination, a straightforward 
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studentization of the insurance company population was used 
as shown below: 

ith : C=Census population for f" zip code 

ith : Blissance company patient population forf" Zip 
COCE 

Exp=*(Total B Pop)/(Total Census Pop) 

Score=(B-Exp)/sqrt(Exp) 

This determination was made, for example, on a purely sta 
tistical basis, although additional factors may also be utilized 
in the first determination. The second determination iden 
tification of possibly aberrant carriers within an overrepre 
sented Zip code—was based on the expectation that carriers 
shares of the insurance companies patients within a Zip code 
should follow an exponential distribution given a uniform 
distribution of carriers' population. Since many, if not most, 
carriers are, however, geographically centered, it is likely that 
a given carrier might have the bulk of their business within a 
particular Zip code. 

Incorrect birthdates were another source of invalid data. 
These were removed to the extent possible. For instance, the 
current database has 4 times more centenarians than the 2000 
Decennial Census recorded, and also contained a few indi 
viduals whose birthdates were in the future. Other dates, such 
as January 1st of every year, and the first and last day of each 
month, are also overrepresented. To correct for this, the 
residuals were calculated from a Smooth trace running 
through all the data. One exemplary representation of the data 
is plotted, for example, in FIG. 12. 
The first method of aggregation for reducing re-identifica 

tion risk is based on geographic proximity. The HIPAA "safe 
harbor regulations require any geographic indicator to con 
tain at least 20,000 people, and recommend that zip codes be 
aggregated to the 3 digit level to provide this floor. This level 
of aggregation has been determined to be generally unneces 
sary except for a very few zip codes. The present invention 
advantageously preserves more information than HIPAA 
“safe harbor regulations by, for example in one embodiment, 
making geographic areas more uniform in population size. 
This is accomplished in one embodiment by merging Zip 
codes only when necessary to achieve a population size 
whose risk of re-identification would conform to HIPAA 
“safe harbor regulations. 

The level of risk allowed by HIPAA “safe harbor regula 
tions was determined by creating a regression model based on 
the published re-identification risk numbers in the HIPAA 
legislation. A population of 500,000 can have an re-identifi 
cation risk of 0.4%, a population of 100,000 can have an 
identification risk of 3%, and a population of 25,000 can have 
an identification risk of 10%, these numbers came from a 
study done by the National Center for Health Statistics. A log 
linear regression model was created based on these numbers 
for estimating re-identification risk: 

Re-identification probability= 
10(-0.66048-0.07868"sqrton/1000)) 

From this model it is estimated that the 2000 Decennial Cen 
sus had an average re-identification risk of 0.85%, with a 
maximum risk of 8.77% for any one zip code. The estimate 
for the 1990 Decennial census was an average re-identifica 
tion risk of 1.01%. The present invention here advantageously 
results in less risk than the HIPAA legislation models would 
have resulted in for the 2000 Census data when using the 
aggregation processes described herein. 
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8 
This re-identification risk estimate can be made more accu 

rate by accounting for the imperfections in actual data. For 
example in one embodiment, this imperfection in data due to 
reasons explained above lower the re-identification risk by 
about 10%. This is because missing Zip anomalies accounted 
for 9.11% of the data, incorrect zip codes inserted by the 
insurance accounted for 3.48%, age and birth date anomalies 
for 1.73%, and age distribution for 3.87%. The overall effect 
of this is (1-3.48%)*(1-1.73%)*(1+3.87%)/(1+9.11%)= 
90.30%, or lowering re-identification risk by 10%. 

In one embodiment of the present invention, the estimated 
re-identification risk was 0.16%. This was derived from the 
baseline patient population containing 448,883 unique 5 digit 
zip code and birth year combinations. This resulted in a naive 
re-identification risk of 0.72%. But the population of a par 
ticular medical provider is not that same as the entire popu 
lation. It was 4.62 smaller that the national population, mean 
ing the estimated re-identification risk was 0.72%/ 
4.62=0.16%, since not ever patient record will also be unique 
in the national population. This low rate of re-identification 
means gender information could also be added. 

Aggregating to the 3 digit level for Zip codes is generally 
unnecessary to meet the level of risk allowed, except for a 
very few zip codes. Matching records using Zip code and birth 
year results in a very low risk of re-identification even when 
using the entire 5 digit Zip code. This hypothesis was vali 
dated using actual public information along with actual 
patient information. Software and data was purchased from 
Pallorium corporation, along with their “People Finder soft 
ware for the states of New York and Texas. The data CDs 
contain a combination of driver's license, Voter registration, 
and property tax records, together with name, address phone 
number and birth date for each record. This information was 
compared to the information in the patient database to see 
how many unique matches occurred, which meant someone 
could be re-identified. The results are shown in the table 
below, showing the experimental re-identification risk of 
0.01%. At that risk level, gender information can easily be 
added in compliance with HIPAA "safe harbor regulations, 
but birth month, which would increase risk by 12 times, 
cannot. This means whereage, gender, and 5 digit Zip code are 
the only fields in a record matched in a public use data file, 
de-identification risk can meet HIPAA “safe harbor regula 
tions. 

TABLE 

Actual Re-Identification Risk for 5-Digit Zip and Birth Year 

New York (%) Texas (%) 

Patient database 2,844,109 3,524,857 
Unique records patient 24.490 O.86% 26,321 0.75% 
database 
Public: Found 15,847 0.56% 18,534 0.53% 
Public: “Unique 1,096 0.04% 2,038 0.06% 
Public: True Match 299 O.01% 344 0.01% 
2000 Census (estimated O.84% O.84% 
risk) 

Turning to FIG. 11, the process of aggregation based on 
geographic proximity is described. In FIG. 11, the process 
starts by retrieving the first unmerged Zip code and its corre 
sponding population 1102. If the population of the zip code is 
greater than the minimum needed to conform to HIPAA regu 
lations (the safe limit), then the zip code is left alone 1103. For 
example, with one embodiment of the invention, which con 
tained a database with the prescription purchases of over 100 
million patients, a zip code with 250,000 people is sufficiently 
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large to conform to HIPAA "safe harbor regulations. If the 
population is less than the safe limit 1103, the zip code is then 
combined with nearby Zip codes containing the same first 4 
digits 1104, until the geographic area is greater than the safe 
limit 1105, 1106. In one embodiment of the invention, this 
process of combining Zip codes was done using a “greedy” 
algorithm. If the population is still not above the safe limit 
after merging with all Zip code with the same first 4 digit, then 
it is combined with nearby zip codes with the same first 3 
digits 1107 until it is greater than the safe limit 1108, 1109. 
Regardless, if after merging with all other zip codes with the 
same first 3 digits the population is greater than the safe limit, 
the aggregation process is finished. This is repeated until the 
aggregation process for all zip codes is finished 1110. Other 
modified version of this process may also be used in the 
present invention and/or in combination. For example, 
instead of combining population with the same first 3 digits, 
other populations may be added to increase the population for 
the safe limit. 

The second method of aggregation, which is based on 
aggregating across medical information, has an initial process 
of clustering, followed by coding, and finally a process for 
providing the de-identified data. The overall design of aggre 
gation based on medical information is shown in FIG. 4. The 
process is implemented on a computer 401 that is connected 
a patient profile database 405, a cluster database 407, and a 
database of patient medical information 413. The patient 
profile database stores profile information about patients that 
is partially independent of their medical information. This 
includes information like name, address, Zip code, etc. The 
patient medical information database contains their medical 
information, which could be information such as prescription 
purchases, current medical conditions, and/or genetic traits. 
Finally, the cluster database 407 stores the information that is 
produced during the clustering and coding parts of the aggre 
gation process. 

If additional information is needed during any phases of the 
aggregation process, it can be accessed, for example, at public 
databases 409 that are connected through the Internet 411. 
Information Such as census data, population studies, and Sur 
Veys, can be useful in preparing and filtering patient profile 
and patient medical information databases. 
The clustering part of the de-identification process is 

intended to place the medical information into a hierarchy 
that is meaningful to the intended user of the de-identified 
information. For one embodiment of the invention, the medi 
cal information comprised drugs that were placed into a hier 
archy based on similarity of drugs. Other types of medical 
information Such as specific medical conditions or genetic 
traits may optionally be placed into their own hierarchy. For 
one embodiment of the invention, based on drug usage, pre 
Scription purchases of all drugs were placed into a hierarchy 
that began with the standard 79 second level categories of the 
uniform formulary therapeutic classification scheme. This is 
a uniform system of drug classification that many health 
insurance plans have adopted. These 79 second level catego 
ries are then advantageously grouped into one of 30 third level 
clusters. Those 30 clusters are then grouped into one of 13 
fourth level clusters, and finally, those 13 clusters are grouped 
into one of 4 meta-clusters. In one embodiment of the inven 
tion, a single third level cluster optionally contains beta 
blockers, direct acting miotics, glaucoma drugs, and sym 
pathomimetics. A single meta-cluster optionally contains 
Sub-clusters like antihistamines, migraine medication, and 
immunosuppressants. 
As illustrated in FIG. 5, the clustering process begins by 

associating the medical information with the proper lowest 
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10 
level category 503. The next step in the process, grouping the 
lowest level categories into the higher level clusters is done, 
for example, by determining points of similarity that exist 
between the separate levels 505. This determination is made 
by using an agglomerative clustering algorithm. The algo 
rithm is one which places the two closest objects together in 
one cluster; then the two next closest objects (which can 
themselves be clusters), and so on, until all objects are in one 
large cluster. 
Once all the second level categories have been associated 

with higher level clusters 507, they are then processed 509 
and associated with one of the meta-clusters 511. The group 
ing into the meta-clusters is more straightforward because of 
the breadth of the categories. In one embodiment of the inven 
tion 4 meta-clusters were used: acute, chronic, dermatologi 
cal, and miscellaneous, although any number of meta-clusters 
may be used. After the clusters have been associated with a 
meta-cluster 513, all this information regarding the hierarchy 
structure is stored 515 in the cluster database. The clustering 
process is then finished 517. 
The coding process, shown in FIG. 6, is the second part of 

the de-identification method. It combines, in one embodi 
ment, the patient medical information database, the patient 
profile database, and the cluster database. The process of 
coding extracts the necessary information from the patient 
medical information database and the patient profile database 
to determine the prevalence of a medical characteristicina Zip 
code. In one embodiment of the invention, involving a pre 
Scription database, the information extracted corresponds to 
whether there is a high/average/low usage for a drug in a Zip 
code. This level of usage by zip code is then stored into the 
cluster database. The specific combination of high/average/ 
low usage may be determined by the application, user, drug, 
condition, and the like. 
The process of coding 601 retrieves a zip code 603, it then 

associates one path of the cluster hierarchy with the zip code 
605. In one embodiment of the invention, an association is 
performed with one combination of a second level category, a 
third and fourth level cluster, and a meta-cluster. Additional 
associations and/or combinations may optionally be used. 
The process of retrieving Zip codes and associating them with 
the hierarchy is automatic since each Zip code is eventually 
associated with each possible path. The next step is to retrieve 
a patient profile record from the Zip code, and the correspond 
ing record from the patient medical information database 607. 
A counter is then incremented that corresponds to the char 
acteristic of the patients medical information that is of inter 
est 609. In one embodiment of the invention, the counters for 
a drug are incremented if a patient bought a prescription for 
that drug. This is optionally continued until all patient profile 
records in the zip code have been processed 611. The usage in 
the Zip code is then compared to the expected usage for the Zip 
code, and the result of high/average/low is stored in the clus 
ter database 615. This process continues until all zip codes 
have been processed 613. The coding process is then finished 
617. Alternative combinations or sequences of the above 
described coding process may optionally be used. 
The final part of the de-identification process is shown in 

FIG. 7. This phase retrieves the de-identified data in response 
to a request to identify an area with a high/average/low level 
of a medical characteristic 701. The process begins by receiv 
ing a request for a characteristic 703, then determining what 
path in the hierarchy that characteristic has been associated 
with 705. Next, for the requested medical characteristic, the 
level of prevalence for all zip codes is retrieved 707. In one 
embodiment of the invention, this corresponds to the amount 
ofa drug purchased in that Zip code. This retrieval process can 
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be accomplished by retrieving all records for a characteristic, 
since in the previous clustering process a prevalence level for 
each Zip code of a medical characteristic was stored in the 
cluster database associated with a hierarchy path. Finally, a 
response listing is provided 709, and the process is finished 
711. 
Many other types of response listings are also possible after 

the clustering and coding processes have organized informa 
tion in the database. For instance, instead of returning a preva 
lence level by Zip code for a medical characteristic, the oppo 
site process could be easily done. The user could make a 
request for the prevalence level of a medical characteristic for 
a zip code, and that information could be returned for each 
level in the cluster hierarchy. In addition, alternative and/or 
modified steps can be used to filter cluster, and/or aggregate 
information to appropriately de-identify information in 
accordance with the present invention. 
The present invention is advantageously implemented or, 

or assisted with on a computer. FIG. 8 is an illustration of a 
computer 858 used for implementing the computer process 
ing inaccordance with a computer-implemented embodiment 
of the present invention. The procedures described herein 
may be presented in terms of program procedures executed 
on, for example, a computer or network of computers. 

Viewed externally in FIG. 8, computer 858 has a central 
processing unit (CPU) 868 having disk drives 869,870. Disk 
drives 869, 870 are merely symbolic of a number of disk 
drives that might be accommodated by computer 858. Typi 
cally, these might be one or more of the following: a floppy 
disk drive 869, a hard disk drive (not shown), and a CD ROM 
or digital video disk, as indicated by the slot at 870. The 
number and type of drives varies, typically with different 
computer configurations. Disk drives 869, 870 are, in fact, 
options, and for space considerations, may be omitted from 
the computer system used in conjunction with the processes 
described herein. 
Computer 858 also has a display 871 upon which informa 

tion may be displayed. The display is optional for the com 
puter used in conjunction with the system described herein. A 
keyboard 872 and/or a pointing device 873, such as a mouse 
873, may be provided as input devices to interface with cen 
tral processing unit 868. To increase input efficiency, key 
board 872 may be supplemented or replaced with a scanner, 
card reader, or other data input device. The pointing device 
873 may be a mouse, touch pad control device, track ball 
device, or any other type of pointing device. 

Alternatively, referring to FIG. 10, computer 1058 may 
also include a CD ROM reader 1095 and CD recorder 1096, 
which are interconnected by a bus 1097 along with other 
peripheral devices 1098 supported by the bus structure and 
protocol. Bus 97 serves as the main information highway 
interconnecting other components of the computer. It is con 
nected via an interface 1099 to the computer 1058. 

FIG. 9 illustrates a step diagram of the internal hardware of 
the computer of FIG.8. CPU975 is the central processing unit 
of the system, performing calculations and logic operations 
required to execute a program. Read only memory (ROM) 
976 and random access memory (RAM) 977 constitute the 
main memory of the computer. Disk controller978 interfaces 
one or more disk drives to the system bus 974. These disk 
drives may be floppy disk drives such as 979, or CD ROM or 
DVD (digital video/versatile disk) drives, as at 980, or inter 
nal or external hard drives 981. As previously indicated these 
various disk drives and disk controllers are optional devices. 
A display interface 982 permits information from bus 974 

to be displayed on the display 983. Again, as indicated, the 
display 983 is an optional accessory for a central or remote 
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computer in the communication network, as are infrared 
receiver 988 and transmitter 989. Communication with exter 
nal devices occurs using communications port 984. 

In addition to the standard components of the computer, the 
computer may also include an interface 985, which allows for 
data input through the keyboard 986 or pointing device, such 
as a mouse 987. 
The system according to the invention may include agen 

eral purpose computer, or a specially programmed special 
purpose computer. The user may interact with the system via 
e.g., a personal computer or over PDA, e.g., the Internet, an 
intranet, etc. Either of these may be implemented as a distrib 
uted computer system rather than a single computer. Simi 
larly, the communications link may be a dedicated link, a 
modem over a POTS line, and/or any other method of com 
municating between computers and/or users. Moreover, the 
processing could be controlled by a software program on one 
or more computer systems or processors, or could even be 
partially or wholly implemented in hardware. 

Further, this invention has been discussed in certain 
examples as if it is made available to a single user. The 
invention may be used by numerous users, if preferred. The 
system used in connection with the invention may rely on the 
integration of various components including, as appropriate 
and/or if desired, hardware and software servers, database 
engines, and/or other content providers. 

Although the computer system in FIG. 8 is illustrated as 
having a single computer, the system according to one or 
more embodiments of the invention is optionally suitably 
equipped with a multitude or combination of processors or 
storage devices. For example, the computer may be replaced 
by, or combined with, any suitable processing system opera 
tive in accordance with the principles of embodiments of the 
present invention, including Sophisticated calculators, hand 
held, laptop/notebook, mini, mainframe and Super comput 
ers, as well as processing system network combinations of the 
same. Further, portions of the system may be provided in any 
appropriate electronic format, including, for example, pro 
vided over a communication line as electronic signals, pro 
vided on floppy disk, provided on CD Rom, provided on 
optical disk memory, etc. 
Any presently available or future developed computer soft 

ware language and/or hardware components can be employed 
in Such embodiments of the present invention. For example, at 
least some of the functionality mentioned above could be 
implemented using Visual Basic, C, C++ or any assembly 
language appropriate in view of the processor being used. It 
could also be written in an interpretive environment such as 
Java and transported to multiple destinations to various users. 
As another example, the system may be a general purpose 

computer, or a specially programmed special purpose com 
puter. It may also be implemented to include a distributed 
computer system rather thanas a single computer; some of the 
distributed system might include embedded systems. Simi 
larly, the processing could be controlled by a software pro 
gram on one or more computer systems or processors, or 
could be partially or wholly implemented in hardware. 
As another example, the system may be implemented on a 

web based computer, e.g., via an interface to collect and/or 
analyze data from many sources. It may be connected over a 
network, e.g., the Internet, an Intranet, or even on a single 
computer system. Moreover, portions of the system may be 
distributed (or not) over one or more computers, and some 
functions may be distributed to other hardware, and still 
remain within the scope of this invention. The user may 
interact with the system via e.g., a personal computer or over 
PDA, e.g., the Internet, an intranet, etc. Either of these may be 
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implemented as a distributed computer system rather than a 
single computer. Similarly, a communications link may be a 
dedicated link, a modem over a POTS line, and/or any other 
method of communicating between computers and/or users. 
Moreover, the processing could be controlled by a software 
program on one or more computer systems or processors, or 
could even be partially or wholly implemented in hardware. 

User interfaces may be developed in connection with an 
HTML display format. It is possible to utilize alternative 
technology for displaying information, obtaining user 
instructions and for providing user interfaces. 
The system used in connection with the invention may rely 

on the integration of various components including, as appro 
priate and/or if desired, hardware and software servers, data 
base engines, and/or other process control components. The 
configuration may be, alternatively, network-based and may, 
if desired, use the Internet as an interface with the user. 
The system according to one or more embodiments of the 

invention may store collected information in a database. An 
appropriate database may be on a standard server, for 
example, a small SunTM SparcTM or other remote location. 
The information may, for example, optionally be stored on a 
platform that may, for example, be UNIX-based. The various 
databases may be in, for example, a UNIX format, but other 
standard data formats may be used. The database optionally is 
distributed and/or networked. 

Although the system is illustrated as having a single com 
puter, the system according to one or more embodiments of 
the invention is optionally Suitably equipped with a multitude 
or combination of processors or storage devices. For 
example, the computer may be replaced by, or combined 
with, any suitable processing system operative in accordance 
with the principles of embodiments of the present invention, 
including Sophisticated calculators, hand held, laptop/note 
book, mini, mainframe and Super computers, one or more 
embedded processors, as well as processing system network 
combinations of the same. Further, portions of the system 
may be provided in any appropriate electronic format, includ 
ing, for example, provided over a communication line as 
electronic signals, provided on floppy disk, provided on CD 
ROM, provided on optical disk memory, etc. 
The invention may include a process and/or steps. Where 

steps are indicated, they may be performed in any order, 
unless expressly and necessarily limited to a particular order. 
Steps that are not so limited may be performed in any order. 
To confirm the advantages of the present invention, experi 

ments were carried out on actual data. The first aggregation 
method, which was based on geographic proximity, was 
applied to an actual patient database. This aggregation 
scheme resulted in about the same number of zip areas (889) 
as under the HIPAA “safe harbor rules (875), which recom 
mends 3 digit Zip codes. More importantly, while not signifi 
cantly affecting the overall risk, it resulted in a dramatic 
reduction in maximum risk as the table below shows. 

% Unique records when applied to actual patient database 

Average Risk Minimum Risk Maximum Risk 

HIPAA “Safe Harbor' .78% .00% 9.61% 
aggregation 
Zip code aggregation 779, .36% 1.14% 

The second aggregation method, which was based on 
aggregation across medical information, was run on approxi 
mately 700 million actual prescription drug claims made 
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during the 2000-2001 year. This aggregation scheme, applied 
to the 4 level hierarchy, ideally produces 81 different types of 
zip codes. There are 3 different levels for each of the four 
meta-clusters, which results in 3x3x3x3-81 types. At this 
level of aggregation, the method results in only 148 unique 
age type pairs, or 0.00024% of the population. This means 
when age, gender, and Zip code are the only fields in a record 
matched to a public use data file, aggregation based on drug 
usage can conform to HIPAA “safe harbor when providing 
birth year, birth month, and gender. Further, ages over 90 do 
not need to be re-coded or aggregated in the de-identified 
microdata file. This demonstrates that aggregation based on 
drug usage can preserve useful information, while dramati 
cally reducing re-identification risk in accordance with the 
embodiments of the present invention. 
The many features and advantages of the embodiments of 

the present invention are apparent from the detail specifica 
tion, and thus, it is intended by the appended claims to cover 
all such features and advantages of the invention that fall 
within the true spirit and scope of the invention. Further, since 
numerous modifications and variations were readily occurred 
to those skilled in theart, it is not desired to limit the invention 
to the exact construction and operation illustrated and 
described, and accordingly, all Suitable modifications and 
equivalents maybe resorted to, falling within the scope of the 
invention. 
What is claimed is: 
1. A method comprising: 
associating, on a computer processor, purchases of a plu 

rality of prescription drugs into a plurality of second 
level categories of a formulary therapeutic classification 
scheme: 

grouping, on the computer processor, the plurality of sec 
ond-level categories into a plurality of third-level clus 
ters based on points of similarities among the plurality of 
second-level categories, a total number of the plurality 
of third-level clusters being less than half of the total 
number of the second-level categories; 

grouping, on the computer processor, the plurality of third 
level clusters into a plurality of fourth-level clusters, a 
total number of the plurality of fourth-level clusters 
being less than half of the total number of the third-level 
clusters; 

grouping, on the computer processor, the plurality of 
fourth-level clusters into four meta-clusters, the four 
meta-clusters including an acute meta-cluster, a chronic 
meta-cluster, a dermatological meta-cluster, and a mis 
cellaneous meta-cluster, a cluster hierarchy including 
the plurality of second-level categories, the plurality of 
third-level clusters, the plurality of fourth-level clusters, 
and the four meta-clusters; 

associating, on the computer processor, each of a plurality 
of zip codes with a plurality of paths in the cluster 
hierarchy, a path of the plurality of paths including a 
single second-legal category, a single third-level cluster, 
a single fourth-level cluster, and a single meta-cluster of 
the cluster hierarchy: 

retrieving, on the computer processor, a plurality of patient 
profile records and a corresponding patient medical 
information for each zip code of the plurality of Zip 
codes, the patient medical information including pre 
Scription purchases, current medical conditions, genetic 
traits, or combinations thereof associated with at least 
some of a plurality of patients identified in the plurality 
of patient profile records: 

determining, on the computer processor, a number of 
instances in each Zip code that the plurality of patients 
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bought a prescription drug based on the plurality of 
patient profile records and the corresponding patient 
medical information to calculate prescription drug 
usage. 

comparing, on the computer processor, calculated pre 
Scription drug usage in each of the plurality of zip codes 
to expected prescription drug usage in each of the plu 
rality of Zip codes to categorize usage in each of the 
plurality of Zip codes as being a high usage, an average 
usage, or a low usage; 

receiving, on the computer processor, a request to identify 
a geographic area with a particular level of drug usage; 

determining, on the computer processor, a particular path 
in the cluster hierarchy with which requested drug usage 
has been associated; 

retrieving, on the computer processor and using the path in 
the cluster hierarchy, the level of the requested drug 
usage for a geographic area, the geographic area cover 
ing at least some of the plurality of zip codes; and 

generating, on the computer processor, a response based on 
the particular level of the drug usage for the geographic 
aCa. 

2. The method of claim 1, wherein grouping the plurality of 
second-level categories comprises: 

using an agglomerative clustering algorithm to group the 
plurality of second-level categories into the plurality of 
third-level clusters. 

3. A non-transitory machine-readable medium comprising 
instructions, which when executed by one or more proces 
Sors, cause the one or more processors to perform the follow 
ing operations: 

associate purchases of a plurality of prescription drugs into 
a plurality of second-level categories of a formulary 
therapeutic classification scheme: 

group the plurality of second-level categories into a plural 
ity of third-level clusters based on points of similarities 
among the plurality of second-level categories, a total 
number of the plurality of third-level clusters being less 
than half of the total number of the second-level catego 
r1es; 

group the plurality of third-level clusters into a plurality of 
fourth-level clusters, a total number of the plurality of 
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fourth-level clusters being less than half of the total 
number of the third-level clusters; 

group the plurality of fourth-level clusters into four meta 
clusters, the four-meta-clusters including an acute meta 
cluster, a chronic meta-cluster, a dermatological meta 
cluster, and a miscellaneous meta-cluster, a cluster 
hierarchy including the plurality of second-level catego 
ries, the plurality of third-level clusters, the plurality of 
fourth-level clusters, and the four meta-clusters; 

associate each of a plurality of zip codes with a plurality of 
paths in the cluster hierarchy, a path of the plurality of 
paths including a single second-legal category, a single 
third-level cluster, a single fourth-level cluster, and a 
single meta-cluster of the cluster hierarchy; 

retrieve a plurality of patient profile records and a corre 
sponding patient medical information for each zip code 
of the plurality of Zip codes, the patient medical infor 
mation including prescription purchases, current medi 
cal conditions, genetic traits, or combinations thereof 
associated with at least some of a plurality of patients 
identified in the plurality of patient profile records; 

determine a number of instances in each zip code that the 
plurality of patients bought a prescription drug based on 
the plurality of patient profile records and the corre 
sponding patient medical information to calculate pre 
Scription drug usage; 

compare calculated prescription drug usage in each of the 
plurality of Zip codes to expected prescription drug 
usage in each of the plurality of zip codes to categorize 
usage in each of the plurality of zip codes as being a high 
usage, an average usage, or a low usage; 

receive a request to identify a geographic area with a par 
ticular level of drug usage; 

determine a particular path in the cluster hierarchy with 
which requested drug usage has been associated: 

retrieve, using the pathin the cluster hierarchy, the level of 
the requested drug usage for a geographic area, the geo 
graphic area covering at least some of the plurality of zip 
codes; and 

generate a response based on the particular level of the drug 
usage for the geographic area. 


