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Privacy-Preserving Fuzzy Query System and Method
RELATED APPLICATION

[0001] This application claims priority to, and the benefit of, U.S. Provisional Patent
Application No. 63/052,201, filed July 15, 2020, entitled, “CONDUCTING PRIVACY-
PRESERVING SEARCH OVER FUZZY DATABASES,” which is incorporated by
reference herein in its entirety.

BACKGROUND

[0002] The growth of biometrics use (e.g., in surveillance) poses a persistent
challenge to keep biometric data private without sacrificing the apps’ functionality. Recent
advances in deep learning (DL)-based biometric identification have made possible real-time
identification of persons in footage collected by surveillance equipment. The trend toward
real-time surveillance in public and private places (e.g., streets, city halls, airports, retail
stores, pharmacies, gas stations, etc.) has immense benefits for public safety or customer
convenience. However, the adoption of these technologies can come at a significant privacy
cost.
[0003] In existing biometrics surveillance systems, vendor stores and processes
collected biometric data on servers in plaintext that can be readily searched. Individuals can
opt-out of these systems since video footage (or any captured faces) are directly uploaded to a
remote server. Even though tracking persons of interest may be desired or warranted, the
concurrent tracking of everybody else while doing so can be unacceptable in many scenarios.
[0004] While the problem of private fuzzy search in a private matching protocol was
introduced in Freedman et al. [29], practical implementation is still elusive. Other works [11,
18, 76] disclose threshold t-out-of-T matching outlined in [29]. These constructions require
communication and computation resources that can increase in at least a linear manner with
the size of the database, thus limiting the size of a search that may be performed.
SUMMARY
[0005] An exemplary system and method are disclosed that provide the private
querying of a biometric scan, such as a person's photo, against a private database such that
the client issuing the private query learns only the identity (and/or other associated
information in the database) of the query if it is in the database while the server performing
the processing learns nothing of the biometric scan. The exemplary system and method
conduct privacy-preserving searches over fuzzy databases via a fuzzy labeled set intersection
(FLPSI) protocol. FLPSI protocol computes an intersection of noisy input sets to assess for

closeness/similarity metrics in an efficient and optimized search.
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[0006] In one example of the exemplary private querying search (e.g., FLPSI), a
client receives as input a query for biometric data to be searched against a database of
biometric data maintained by a server. The server also maintains a label identifier for its
biometric data. The query can be facial scan or images, fingerprint scan or images, retinal
scan or images, voice data, handwriting data, DN A sequence data, or other biometric data.
[0007] The client and server each process their respective biometric data to generate
binary encoded biometric bit vectors using a binary encoding model (e.g., Deep Learning
model). The client and the server each processes their respective set(s) of binary encoded
biometric bit vectors to generate a plurality of altered binary encoded biometric bit vectors
(e.g., referred to as a plurality of masked bit vectors), e.g., by applying subsampling masks to
the binary encoded biometric bit vectors.

[0008] The client and server then interactively conduct the search under encryption in
a multiple-party computation (MPC) setting. The client sends its subsamples to the server
under encryption. Then, the server conducts an encrypted search over its (second) masked bit
vectors, which are generated from a database of biometrics data, wherein if there is a similar
person with the query, their subsamples have t-out-of-T match. Server sends the encrypted
search results to the client and the client checks if there is a t-out-of-T match between query
and any of the database items.

[0009] At the end of the private query search, the client learns only an identifier label
corresponding to database members that are close according to some pre-specified notion to
the query without learning anything about the content of the database, while server learns
nothing from the query.

[0010] Batch private queries may be performed for multiple private queries at the
same time without employing more resources to each additional private query.

[0011] The exemplary system and method can provide low false matches and non-
matches. The exemplary system and method can provide a clean and composable security
guarantee in a multiple-party computation (MPC) protocol that is simulation-based while
providing a precise specification of ideal-world behavior. Specifically, the biometric
authentication definitions are game-based, which allows it to be bound, rather than precisely
specify adversary success. This definitional approach can serve as a template in defining
primitives in the biometric space. The definition of the exemplary private querying system is
generic and incorporates possible leakage, often needed to facilitate an efficient sublinear

protocol.
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[0012] In an aspect, a method is disclosed to conduct a privacy-preserving search that
reveals a matched label to a client while maintaining the confidentiality of a searched query
in a database (e.g., wherein the privacy-preserving search maintains i) confidentiality of a
searched query of a first user to a database of a second user and/or ii) confidentiality of the
search results to the second user). The method includes receiving a first biometric data (e.g.,
facial scan or images, fingerprint scan or images, retinal scan or images, voice data,
handwriting data, or DNA sequence data) in a privacy-preserving query client to be queried
in the privacy-preserving search. The method includes generating a binary encoded
biometric bit vector (also referred to as a “bio bit vector”) from the first biometric data using
a binary encoding model (e.g., deep learning model), wherein the binary encoded biometric
bit vector comprises a set of bits of pre-defined length. The method includes generating a
plurality of altered binary encoded biometric bit vectors by varying one or more bits of the
binary encoded biometric bit vector via a local-sensitivity hash operation (e.g., a random
projection subsample masking operation). The method includes converting the plurality of
altered binary encoded biometric bit vectors into a plurality of first Hamming encoded data.
The method includes transmitting a portion or all of the plurality of first Hamming encoded
data associated with the first biometric data to a privacy-preserving query server operatively
coupled to the database of a plurality of second biometric data, wherein each of the plurality
of second biometric data has at least one corresponding identifier label, and wherein each of
the plurality of second biometric data of the database had been converted a second Hamming
encoded data using a second binary encoding model (e.g., wherein the first binary encoding
model and the second binary encoding model are the same). The privacy-preserving query
server assesses a closeness metric between the transmitted plurality of first Hamming
encoded data, or a first set of masked data generated therefrom, and second Hamming
encoded data of each, or a portion, of the plurality of second biometric data of the database,
or a second set of masked data generated therefrom. The closeness metric is used to
determine an identifier label for a matching first and second Hamming encoded data, or the
first and second set of masked data generated therefrom.

[0013] In some embodiments, the plurality of Hamming encoded data, or a set of
masked data generated therefrom, associated with the first biometric data are encrypted prior
to being transmitted to the privacy-preserving query server.

[0014] In some embodiments, the closeness metric is based on a fuzzy matching

operation (e.g., that defines a match as having t elements out of T elements matching).
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[0015] In some embodiments, each identifier label on the database is converted into t-
out-of-T secret shares, wherein the t-out-of-T secret shares are associated with the second set
of masked Hamming encoded data, wherein the identifier is only matched if at least t secret
shares of the t-out-of-T secret shares are obtained.

[0016] In some embodiments, converting the plurality of altered binary encoded bit
vectors to a plurality of first Hamming encoded data employs a Super-Bit Locality Sensitive
Hash (SBLSH) operation.

[0017] In some embodiments, the second Hamming encoded data, or a set of masked
data generated therefrom, of each of the plurality of second biometric data are encrypted as
masked data.

[0018] In some embodiments, the binary-encoded biometric bit vector is generated
from the first biometric data using at least one of a deep learning model, a locality sensitivity

hashing algorithm, or a binary learning model (e.g., that employs discrete locally linear

embedding).
[0019] In some embodiments, the first biometric data comprises image data.
[0020] In some embodiments, the first binary encoding model and the second binary

encoding model are the same.

[0021] In some embodiments, the generating the plurality of altered binary encoded
bit vectors by the client and the privacy-preserving query server, respectively, employs a set
of first random projection masks and a set of second random projection masks, wherein the
sets of first random projection masks and second random projection masks are the same.
[0022]

[0023] In some embodiments, the first biometric data comprises at least one of facial
scan or images, fingerprint scan or images, retinal scan or images, voice data, handwriting
data, or DNA sequence data.

[0024] In some embodiments, the privacy-preserving search is used for surveillance
or for identification in an investigation.

[0025] In some embodiments, the plurality of first Himming encoded data, or the first
set masked data generated therefrom, are evaluated in a batch operation with other Hamming
encoded data or a set of masked data generated therefrom.

[0026] In another aspect, a method is disclosed of operating a privacy-preserving
query server to conduct a privacy-preserving search that reveals a matched label to a client
while maintaining the confidentiality of a searched query in a database (e.g., wherein the

privacy-preserving search maintains i) confidentiality of a searched query of a first user to a
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database of a second user and/or ii) confidentiality of the search results to the second user).
The method includes retrieving a plurality of biometric data (e.g., facial scan or images,
fingerprint scan or images, retinal scan or images, voice data, handwriting data, or DNA
sequence data) for a plurality of individuals, including a first biometric data for a first
individual and a second biometric data for a second individual. The method includes, for
each of the plurality of biometric data, generating a binary encoded biometric bit vector using
a first binary encoding model (e.g., deep learning model), including a first binary encoded
biometric bit vector for the first biometric data and second binary encoded biometric bit
vector for the second biometric data, wherein the first binary encoded biometric bit vector
and the second binary encoded biometric bit vector each includes a set of bits of pre-defined
length (e.g., wherein one or more bits of the set of bits of are either the first biometric bit
vector or the second biometric bit vector are associated with a deep-learning feature
computed from the respective first biometric data and second biometric bit vector). The
method includes, for each respective binary encoded bit vector associated with the first
biometric data and second biometric bit vector, generating a plurality of altered binary
encoded biometric bit vectors for the respective binary encoded biometric bit vector by
varying one or more bits of the respective biometric bit vector via a local-sensitivity hash
operation (e.g., a random projection local-sensitivity subsample masking operation), wherein
a plurality of first altered binary encoded biometric bit vectors is generated from the first
binary encoded biometric bit vector, and wherein a plurality of second altered binary encoded
biometric bit vectors is generated from the second binary encoded biometric bit vector. The
method includes converting the plurality of first altered binary encoded biometric bit vectors
and the plurality of second altered binary encoded biometric bit vectors to a plurality of first
Hamming encoded data and a plurality of second Hamming encoded data, respectively. The
method includes storing the plurality of first Himming encoded data and the plurality of
second Hamming encoded data in a database in which the privacy-preserving query server
assesses a closeness metric between 1) the plurality of first Hamming encoded data and the
plurality of second Hamming encoded data, or the first and second set of masked data
generated therefrom and ii) a plurality of third Hamming encoded data, or a third set masked
data generated therefrom, received from a privacy-preserving query client, wherein the
closeness metric is used to determine an identifier label that is returned to the privacy-

preserving query client.
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[0027] In some embodiments, the plurality of first Himming encoded data, the
plurality of second Hamming encoded data, and the plurality of third Hamming encoded data
are encrypted as the first, second, and third set of masked data, respectively.

[0028] In some embodiments, the closeness metric is based on a fuzzy matching
operation (e.g., that defines a match as having t elements out of T elements matching).
[0029] In some embodiments, the first binary encoded biometric bit vector is
generated using a convolutional neural network or a binary code learning (e.g., that employs
discrete locally linear embedding).

[0030] In some embodiments, the first biometric data and the second biometric data
comprise image data.

[0031] In some embodiments, the first biometric data and the second biometric data
each comprises at least one of facial scan or images, fingerprint scan or images, retinal scan
or images, voice data, handwriting data, or DNA sequence data.

[0032] In some embodiments, the plurality of third Hamming encoded data, or the
third set masked data generated therefrom, are evaluated in a batch operation with other
Hamming encoded data or a set of masked data generated therefrom.

[0033] In another aspect, a system is disclosed comprising a processor and a memory
operatively coupled to the processor and having instructions stored thereon, wherein
execution of the instructions by the processor causes the processor to perform any of the
above-discussed methods.

[0034] In another aspect, a non-transitory computer-readable medium is disclosed
having instructions stored thereon, wherein execution of the instructions by a processor
causes the processor to perform any of the above-discussed methods.

BRIEF DESCRIPTION OF THE DRAWINGS

[0035] The accompanying drawings, which are incorporated in and constitute a part
of this specification, illustrate embodiments and, together with the description, serve to
explain the principles of the methods and systems.

[0036] Fig. 1 shows a privacy-preserving fuzzy query system 100 comprising a
private querying client that operates with a private querying server to execute the fuzzy
labeled private search intersection (FLPSI) protocol in accordance with an illustrative
embodiment.

[0037] Fig. 2 shows a flow diagram of an example implementation of the FLPSI

protocol in accordance with an illustrative embodiment.
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[0038] Fig. 3 sows an example processing and subsampling operation of the FPLSI
protocol in accordance with an illustrative embodiment.
[0039] Fig. 4A shows an example algorithm of the FPLSI protocol in accordance with
an illustrative embodiment.
[0040] Fig. 4B shows an algorithm for the Set Threshold LPSI (STLPSI) protocol
employed in the algorithm of Fig. 4A in accordance with an illustrative embodiment.
[0041] Fig. 4C shows an algorithm for the FPLSI algorithm of Fig. 4A for batch
operation in accordance with an illustrative embodiment.

DETAILED SPECIFICATION
[0042] Some references, which may include various patents, patent applications, and
publications, are cited in a reference list and discussed in the disclosure provided herein. The
citation and/or discussion of such references is provided merely to clarify the description of
the disclosed technology and is not an admission that any such reference is “prior art” to any
aspects of the disclosed technology described herein. In terms of notation, “[n]” corresponds
to the nth reference in the reference list. For example, Ref. [1] refers to the 1% reference in
the list. All references cited and discussed in this specification are incorporated herein by
reference in their entireties and to the same extent as if each reference was individually
incorporated by reference.

[0043] Privacy-Preserving Fuzzy Query System

[0044] Fig. 1 shows a privacy-preserving fuzzy query system 100 comprising a
private querying client 102 (shown as 102a, 102b, 102c¢) that operates with a private querying
server 104 over a network 106 to execute the fuzzy labeled private search intersection
(FLPSI) protocol. A functional diagram also shows the privacy-preserving fuzzy query
system 100 comprising the private querying client 102 (shown as 102") and the private query
server 104 (shown as 104°).

[0045] The privacy-preserving fuzzy query system 100 employs a fuzzy labeled set
intersection protocol configured to conduct biometric privacy-preserving searches of a
biometric data 1035, e.g., a biometric image or biometric scan from an image file or a video
stream, over fuzzy database(s). Example of biometric data includes, but are not limited to,
facial scan or images, fingerprint scan or images, retinal scan or images, voice data,
handwriting data, DNA sequence data, or other biometric data or scan.

[0046] In the example of Fig. 1, Private querying client 102 includes a query module
108 that operates with a binary encoding module 110a, a subsampling module 112a, a

Hamming module 114a, and a Set Threshold LPSI (STLPSI) module 116a. The private
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querying client 102 (also referred to herein as Client C) can be a desktop, server, smartphone,
or other computing device configured with the FPLS client application.

[0047] The private query server 104 (also referred to herein as Server S) is configured
to receive a query request 224 (see Fig. 2) from any one of the private querying clients (e.g.,
102a, 102b, 102c). The private query server 104 maintains a biometric database 117
comprising a set of biometric data 118 and corresponding label 120. The Private query server
104 includes the same or compatible binary encoding module (shown as 110b), subsampling
module (shown as 112b), Hamming module (shown as 114b), and a corresponding STLPSI
module (shown as 116b).

[0048] Private query server 104 converts the library of biometric data 118 into a
Hamming-efficient encoded data (not shown) and stores them in an encoded database 122.
The conversion may be similar or compatible to the pre-processing and subsampling
operation (shown as 110b, 112b, 114b, respectively) as that of the private querying client 102
such that the two data sets are in the same Hamming searching space.

[0049] The private query server 104 receives a homomorphically encrypted
subsampled query comprising the Hamming-efficient encoded data from the client 102. The
server 104 can compute an ciphertext using the encrypted subsampled query, a secret share,
and its encrypted subsamples from the library. The server 104 sends the ciphertext to the
client 102 to compute the intersection of noisy input sets by considering closeness/similarity.
Upon a r-out-of T determination, the computation provides a label for the queried biometric
data 103. To this end, the queried biometric data 105 resides entirely at the private query
client 102 as confidential/private and is not shared with the private querying server 104. In
addition, the private querying server 104 shares only the Hamming-efficient encoded data of
its library of biometric data 117 with the private query client 102, so the biometric data 118 is
maintained strictly confidential/private.

[0050] The exemplary FLPSI protocol can efficiently compute the intersection among
the query data and library data as noisy input sets by considering the closeness and similarity
(e.g., Hamming distances) of the encoded data rather than equality. This operation can be
readily and practically performed using modest or reasonable computing resources available
at the private query client 102.

[0051] In addition, the exemplary FLPSI protocol can achieve sublinear
communication cost as the database size grows, which makes it very practical to implement
in real-world databases having hundreds of thousands to millions of unique data. The FLPSI

computation in a query of over 10 million biometric data involves the transmission of about
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40 MB of data from the private query server 104 to the private query client 102. The FLPSI
protocol may be built using standard cryptographic primitives such as AES blockcipher,
garbled circuits, Shamir’s secret sharing, and/or lattice-based fully homomorphic encryption
schemes.

[0052] As noted above, the private query system 102 performs the pre-processing and
subsampling (via modules 110a, 112a, 114a, respectively) to prepare biometric data (e.g.,
105) in a query request for a biometric privacy-preserving search. The private query server
104 performs the same or compatible pre-processing, subsampling, and Hamming operation
(via modules 110b, 112b, and 114b) to prepare a library of encoded biometric data (e.g., in
database 122).

[0053] Query module (e.g., 108) of client 102 is configured to receive biometric data
(shown as “q” 105). Query module 108 directs the binary encoding module 110a (shown as
“Encode” 1107) to generate a binary encoded biometric bit vector 124 (shown as “y” 124) of
the biometric data 105.

[0054] Query module 108 generates a query request (not shown) and transmits it to
query module 109 of server 104. Query module 109 handles the request to execute the
FLPSI protocol portion of server 104. Though shown in Fig. 1 as separate modules, Query
module 109 may be integrated into the STLPSI protocol in some embodiments.

[0055] Query module 108 provides an interface (e.g., graphic user interface) to
receive the image file or video stream. In some embodiments, Query module 118 can extract
images from a video stream or is configured to operate with remote software (not shown) that
provides the processed image file or image data. In some embodiments, Query module 108
provides an interface (e.g., APl interface) to a surveillance system (not shown).

[0056] Binary encoding module (e.g., 110a, 110b) of either the private query client
102 and private query server 104 can be implemented in a deep learning algorithm that is
employed to turn raw or pre-processed biometric readings (e.g., 105) into embedding vectors
with the guarantee that two such vectors will only be close in Euclidean distance if and only
if they are from the same person. An example deep learning algorithm is FaceNet, as
described in [35], which provides a guarantee that two such vectors will only be close in
Euclidean distance (or cosine similarity) iff they are of the same person. In some
embodiments, signature or pattern recognition operations may be used.

[0057] In the example of Fig. 1, the private querying client 102 (shown as 102’)
encodes the biometric data “q” 105 (shown as 105°) to generate a binary encoded biometric

bit vector “y” 124 having a pre-defined length of 5 bits, shown as “11001.” Each bit of the

9



WO 2022/015948 PCT/US2021/041777

binary encoded biometric bit vector corresponds to a Hamming encoded feature that can
uniquely distinguish the binary encoded biometric bit vector of one biometric data from
another. The private querying server 104 (shown a 104’) encodes via binary encoding
module 110’ alibrary of biometric data 118 (shown as “d1”, “d2”, “ds” 118’) to generate a set
of binary encoded biometric bit vector “x”*) 126 (shown as “x1”, “x2”, “x3” 126). The binary
encoded biometric bit vector “x;”, “x2”, “x3” 126 also has the same length as binary encoded
biometric bit vector “y” 124, shown having values “01110”, “11011”, and “00110.” Each bit
of the binary encoded biometric bit vector “x” also corresponds to a Hamming encoded
feature that can uniquely distinguish the binary encoded biometric bit vector of one biometric
data from another.

[0058] Subsampling module (e.g., 112a, 112b) of either the private query client 102
and private query server 104 is configured to apply a set of random projections to a binary
encoded biometric bit vector (also referred to as a “bio-bit vector”) to generate a list of
subsample or altered vectors (also referred to herein as altered binary encoded biometric bit
vectors). The altered binary encoded biometric bit vectors, and binary encoded biometric bit
vector have the property that if two data (e.g., biometric data) are of the same identifier or
label (e.g., associated with the same individual), then some subset of the subsample vectors
would be the same. In some embodiments, Subsampling module 112a is configured to
generate T random subsamples “yr” for the binary encoded biometric bit vector “y” 124.
[0059] In the example of Fig. 1, the private querying client 102’ applies a set of
masks 128 (shown as “mask;” and mask,” having binary values “10101” and “110017,
respectively) to the binary encoded biometric bit vector “y” 124 (shown having the binary
value “110017) to generate the altered binary encoded biometric bit vectors y; 130 (shown as
“y1” and *y2” 130). In this example, altered binary encoded biometric bit vectors y; is
generated via an operator being performed on y (124) and mask; (128). The private querying
server 104’ applies the same set of masks 128 to its set of binary encoded biometric bit vector
xi 126 (shown having binary values “01110”, “11011”, and “00110”) to generate the altered
binary encoded biometric bit vectors x; 132 (shown as “x11”, “X12”, “X21”, “x227, “x317, “x32”
132). In this example, the set of altered binary encoded biometric bit vectors x;j 132 is
generated via an operator being performed on x; (126) and mask; (128) described later herein.
[0060] In some embodiments, Yao’s Garbled Circuits (GC)- based 2PC protocol as
described in [47] may be used to extract the client’s subsample set.

[0061] Hamming module (e.g., 114a, 114b) of either the private query client 102 and

private query server 104 is configured to convert the subsample vectors (i.e., altered binary
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encoded biometric bit vectors) into a plurality of Hamming encoded data. In some
embodiments, a Super-Bit Locality Sensitive Hash (SBLSH) is used, e.g., as described in
[24], along with a noise reduction (NR) operation to convert the embedding vectors into
binary encoded biometric bit vectors with the property that if they are Hamming-close, then
they originated from the biometric data of the same individual.

[0062] Other common dimension reduction processes may be used in scalable image
search applications, as described in [26, 49]. Hamming module 114 may apply the encoding
in module 110°.

[0063] While the pre-processing and subsampling operation transforms biometric data
into Hamming encoded space, the exemplary STLPSI module operation 116’ (via modules
116a and 116b) performs an efficient t-out-of-T matching protocol that beneficially has a
sublinear communication cost as the size of the searched database increases.

[0064] STPLSI module (e.g., 116a, 116b). Though previous steps prepare the inputs
to accommodate a -out-of-T matching scheme, modules 116a, 116b employs a set threshold
LPSI protocol as described in [9] to achieve a sublinear communication cost relative to a
growing database of biometric data.

[0065] For the Set Threshold LPSI (STLPSI) operation (412) (previously referenced
as 116a), private query client 102 is configured to perform a t-out-of-T matching operation in
a Set Threshold LPST (STLPSI) operation (e.g., 116’ —see Fig. 1) between the altered binary
encoded biometric bit vectors y; 130 and the set of altered binary encoded biometric bit
vectors x;j (e.g., 132 - see Fig. 1). Rather than operating on the altered binary encoded
biometric bit vectors x;; (e.g., 132) directly, the STLPSI operation 134 operates on secret-
sharing outputs ss;; (€.g., 136 — see Fig. 1) generated from the set of altered binary encoded
biometric bit vectors xij by a t-out-of-T secret sharing module 138 (shown in this example as
“2-out-of-2 secret sharing”). That is, for label 120 (shown as /; 120’) to be the resulting
output 140 (shown as “1” 140 of the STLPSI computation.

[0066] Example Method of Operation of the Fuzzy Labeled Private Set Intersection
(FPLSI protocol)
[0067] Fig. 2 shows an example method 200 to execute the FLPSI protocol in

accordance with an illustrative embodiment.

[0068] Client C 102" can learn that enough subsamples are matched as well as learn
the actual number of matched subsamples (i.e., the degree of closeness of the matched
biometric data). If there is insufficient subsample matching, client C 102" learns nothing.

From an information theory perspective, this is the only information leakage that the STLPSI
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protocol incurs. The degree of information leakage when there is a non-match is strictly less
than what the client C 102 learned when there is a matched biometric data from the
database. In either scenario, the server S 104” learns nothing about the query besides that one
was initiated so long as the client C 102" allows server S 104” to send the entirety of its
encoded data rather than being requested to stop transmission upon a matched being found.
[0069] In the example shown in Fig. 2, the FLPSI protocol is executed between i) a
client C 102 (shown as 102”) that holds a set of items (e.g., biometric data of an individual)
and ii) a server § 104 (shown as 104”) that holds a set of sets of items (e.g., sets of biometric
data for a set of individuals) and corresponding labels for each item, where each set includes
Titems. In the STLPSI protocol, Client C 1027 learns the labels corresponding to a matched
item, iff more than a threshold number ¢ items match from each set, and the server S 104”
learns nothing about the query. The term “iff” as used herein refers to “if and only if” and is
used interchangeably with that meaning.

[0070] Server S 104” can secret-share labels /; (e.g., 120 or 120°) to the client C 102”
that the client C 102 can use to reconstruct the label when ¢ shares are matched. The client
C 1027 can thus learn the labels for the database items (e.g., biometric data) that had
sufficiently defined numbers of matches with a given query. In other words, client C 102”
can learn the identity of an individual matching a biometric data in its query and any data
associated to the label. Because the client C 102" can learn subsamples that match for a
given biometric data, and because the client C 102” knows the projection LSH functions, it
can learn a lot of information about the bio-bit vectors and hence biometric data matched in
the database of the server S 104”.

[0071] Put another way, in some embodiments, only the server S 104” knows the
projection LSH functions and an AES blockcipher key. The STLPSI as executed by the
client C 102" and server S 104” can perform a secure two-party computation (2PC) protocol
so that the client C 102” and server S 104” learn a one-way function of the encryption of the
projections, as the output of the STFPSI, and doing so without the server C 102” knowing the
projection functions and the encryption key. Moreover, to increase sensitivity, the one-way
function also concatenates the respective function index to the projection before its
encrypting to avoid cross subsample matchings, as further described herein.

[0072] Because the server § 104” has sole access to the projections and the key, it can
also locally pre-compute the subsamples of each entry in its database. Hence, the

communication cost of this step is independent of the database size.
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[0073] Referring to Fig. 2, the STLPSI operation 218 is first shown. Client C 102”
and server S 104” first agree on a fully homomorphic encryption (FHE) scheme. In Fig. 2,
server S 104” sends (202) the FHE scheme to the client C 102”. Client C 102” generates
(204) (public, secret) keys (px, sx) and sends (206) pi to server S 104”. Client C 102” also

homomorphically encrypts (208) each set item y; € Y (where y;is the subsampled biometric
bit vectors) into a ciphertext || Vi || and sends (210) them to the server § 104”.

[0074] Then, server S 104” computes (212) [z;] =7 x ([y;] — xi;) + ss; under
encryption, where r er P and is refreshed for each computation, x; is the subsampled bit

vectors stored at the server, and ss;; is the secret share (of label /;) associated with x;;.

Polynomial interpolation can be used as an alternative to generating [[zi ]-]] (212). With
polynomial interpolation, Server S 104” can interpolate an N-degree polynomial P;, by using
((item), (secret share)) pairs (xy, ss;) such that P(x;) = ss;. Since P{(y) = aNy™ +... +a;y+
ao, where the a; could be pre-computed by the server S (e.g., 104) in the offline phase, which
can improve the scalability of the STLPSI, P; can be homomorphically evaluated in O(logN)
multiplicative depth given [y]. Further, with polynomial interpolation, a single [[zi j]] can
encode a secret share corresponding to any of the matching x;.

[0075] Because each of T set items is generated through different LSH projections,
each projection is interpreted as a bucket (with N items) without needing to formally perform
bucketing. Bucketing is a PSI technique [50], also used in CHLR18. It improves asymptotic
performance but can be costly, as buckets must be padded with dummy elements for security.
[0076] The bucketing-like operation may be combined with windowing operation.
Interpolating polynomials over buckets may not scale to large N values (e.g., a database with
over a million entries). If the client C sends the encryptions of yzo, yzl, yzz, yzlogN, the
server S can homomorphically compute all necessary powers of y in O(log log N)
multiplicative depth. This technique can decrease C <~ S communication cost by a factor of
N but increases the C — S cost by a factor of logN, which reduces the communication cost
sine log N has a small impact on overall communication given that the client C only holds a
set of T items.

[0077] To speed up homomorphic evaluations, the server S can split, in a splitting

operation, each bucket into a partition such that it interpolates an Z—degree polynomial per

partition. This reduces the multiplicative depth to O(log log g), and the number of y powers

13



WO 2022/015948 PCT/US2021/041777

N . o
(C sends to S) to log - but can increase the C «— S communication by a factor of a because

the server S sends results for all partitions to the client C.
[0078] Server S 104” sends (214) the ciphertext ||z;; || to the client € 102” (also

referred to herein as “C < S communication™). The secret shares are uniformly sampled
items in 8§ (equal to M'S). To this end, z;; = s;; iff y; = x;;. Otherwise, z; is random on
§§. Now, it is guaranteed that the client C 102" can reconstruct (216) the label /; iff it gets at
least ¢ shares of /;. Otherwise, client C 102" learns nothing and cannot distinguish possible
below-threshold ¢ matches.

[0079] Noise flooding. The server S can re-randomize the returned ciphertexts by
adding fresh encryptions of zero with large noise [22’]. This results in increased FHE
parameters.

[0080] Modulus switching may be employed to reduce the complexity of a ciphertext
at some degrees [9°]. The server S can perform SEAL’s modulus switching on encrypted

results before sending them to client C. After receiving the evaluation results, the client C

can decrypt each of them to % sets (each with T results). Then, the client can run the

reconstruction algorithm KR on (D combinations of each set and obtains a label /; iff at least

t query subsamples match with the ones from i database set.

[0081] Fig. 4B shows the algorithm for an example implementation of the STLPSI
protocol.
[0082] Referring to Fig. 2, to generate the altered binary encoded vector y;, the client

C 1027, in a pre-process and subsample operation 220, can encode (222) the biometric data of
areceived query (224) to generate a binary encoded biometric bit vector and generate (226)
the altered binary encoded biometric bit vectors y; from that binary encoded biometric bit
vector, e.g., as discussed in relation to Fig. 1. In Fig. 2, the server S 104” can pre-process
230 its library of biometric data by performing similar encoding operations on each of its
biometric data (shown as 224’ and 226°).

[0083] In addition, in some embodiment, in response to a new query 224, the client C
102” may request and is provided (228) information from the server § 104” for the binary
encoding operation 222.

[0084] The operation may be performed in batches to facilitate Single Instruction
Multiple Data (SIMD) on ciphertexts. Description of batching is provided in [8°, 17°, 30°,
31°,60°]. SIMD batching may be employed from FHE library SEAL [56’]. To
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accommodate batching, the server S can group coefficients associated with the same powers

of y1, y2, ... yr from different buckets into vectors of length m. Since m is parameterized as

m>>T, S can also concatenate coefficients from % partitions. This results in the batching of
. . e NT .. .
% sets into a single vector that decreases each partition size to — Finally, the client C can

concatenate its set -~ times and batches into a plaintext polynomial, then it computes all
windowing power of it and sends encryptions of them to S. Overall, batching and batching-

equivalent operations can decrease i) the FHE multiplicative depth to O(log log %), ii) the

number of y powers (C sends to S) to log %, and 1i1) C < S communication by a factor of %

Fig. 6 shows
[0085] Fuzzy Labeled Private Set Intersection (FPLSI) Protocol
[0086] Fig. 4A shows an example Fuzzy Labeled Private Set Intersection (FPLSI)

protocol and its construction in the closeness domain (D, CI) and label space LS. The FPLSI
protocol uses the building blocks the AES blockcipher, t-out-of-T secret sharing scheme (KS,
KR), 2PC protocol (Cags, Saes), and STLPSI protocol (Csrpsi, Ssripsr) with the item space
M and label space LSg. The FPLSI can be readily extended to batch operation.

[0087] Fig. 4C shows an example FPLSI operation for batch images. Notably, batch
operations can substantially improve the efficiency of a query as compared to performing the
same search individually. It has been observed that batch operation can increase the speed of
FPLSI by 9x for a query of 64 biometric data (instead of 1).

[0088] In Fig. 4A, “Preprocess” (402) includes instructions that generate L-bit bit
vector for an input from D; ks is a 128-bit AES blockcipher key, T is the number of
subsamples, and / is a security parameter; and for each [ € [T], f; function takes L-bit input
and outputs o-bit bit vector such that ¢ + log> T'= 128 (e.g., to operate AESks (f.) Il /) for any
L-bit input of ).

[0089] The outputs of both §’s subsampling in Step 3 (406) and (Cags, Saes) (Step 5)
(410), and the input items of Csrrpsr and Ssrzps; should be in the same domain M'S.
Moreover, the output of secret sharing KS (Step 4) (408) and the input labels of Ss7z.psr should
be from the same domain LS. Also, the output of Csrzrsr and input of secret recovery KR
(Step 7) (414) should be from the same domain LS.

[0090] Fig. 3 shows an example processing (402) and subsampling (406) operation
for the FPLSI protocol. In Fig. 3, the raw biometric data (e.g., 118) is first processed into

feature vector representations (e.g., embedding vectors) by using a DL system (302) such as

15



WO 2022/015948 PCT/US2021/041777

FaceNet [35], which provides a guarantee that two such vectors (304) will only be close in
Euclidean distance (or cosine similarity) iff they are of the same person.

[0091] Though the Euclidean space of DL accurately captures the statistical
properties of the raw input data, unfortunately, even the two consequent biometric scans of a
person will not result in the same embeddings due to the continuous nature of the Euclidean
space. Hence, in order to accommodate t-out-of-T matching, the exemplary FPLSI protocol
translates the biometric data from the Fuclidean space into Hamming. SBLSH (306) is built
on top of Sign-Random-Projection LSH (SRP-LSH) [5], which turns input vectors into one-
bit hash such that if two input vectors are close in angular distance, it is likely that their SRP-
LSH will be the same. In particular, SRP-LSH is defined as h,(x) = sgn(v'x), where x,v are d-
dimensional vectors (x is the input (e.g., embedding vector), and v is sampled with normal
distribution), and sgn(.) is the sign function (i.e., “1” if the input is greater than or equal to 0,
otherwise 0).

[0092] Referring to Fig. 3, noise reduction operation (308) may be employed, when
applicable, to allow client C to extract multiple biometric samples from a video stream (e.g.,
a short surveillance video) in order to perform noise removal. Because people normally will
not be able to give the same identical pose throughout a video recording, client C can treat
each individual frame in a video as a different sample. In addition, the server S can also
capture multiple samples per person. Both subsampling modules of the client C and server C
can take bit vectors, generated in the SBLSH step through NV, biometric readings, and
perform majority vote over each bit. If a certain amount of them agree (e.g., at least 7
percent), the bit vectors are kept. Otherwise, the bit vectors are canceled. After eliminating
noisy bits through multiple samples, the NR layer gives the residual bit vector B; (having

N, preliable bits) of a person i to the subsampling layer.

[0093] For subsampling (408, previously referred to as 128 in Fig. 1), the client C or
server S can apply a random projection LSH functions {f3, ..., fr} to the bit vector B;,
generated in the preprocessing step. The random projection LSH functions are different from
SBLSH. In particular, for each / € [T], f; extracts N g bits from B, by intersecting it with a
mask of the same length but only contains NV s ones, which essentially turns all other bits into
a constant zero.

[0094] For instance, in Fig. 3, (Bo, B;) and (B>, B3) are bit vector pairs of different
people and the same person, respectively. (Bo, Br) has 1-out-of-2 subsample matching, and

(B>, B3) has 2-out-of-2 subsample matching. To improve the sensitivity, the same subsample
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values generated by different functions (e.g., f1(52) = f>(B3)) can be further distinguished by
concatenating the function’s index / € [T ] at the end of the /" subsample (e.g., fi(B>) Il 1 #
fA(B3)112).

[0095] The STLPSI operation may be built using a fully homomorphic encryption
(FHE) library SEAL v3.2 [36], by using Brakerski/Fan-Vercauteren scheme [15]. To
improve the scalability of the STLPSI module 116, in certain implementations, the AES
blockcipher as used in the 2PC one-way functions can be executed in a reduced number of
AND gates. The STLPSI operation may employ a t-out-of-T Shamir’s secret sharing scheme
described in [37] to generate shares for each label in the database of the server 104.

[0096] The STLPSI operation can be implemented, e.g., based on CHLR18, with a
reduced number of homomorphic evaluations on the server S (e.g., 104). It has been
observed that certain implementations that reduce the number of returned results to client C
(e.g., 102) by almost half in terms of communication and computation costs. In addition,
similar to many PSI protocols [18], the STLPSI protocol can be implemented using bucketing
(e.g., via cuckoo hash tables) to efficiently compute intersections. In addition, the database
on server 112 can be configured with a balanced load of bins of its hash tables.

[0097] In addition, the optimization from the (L)PSI literature for compressing
database DB items and reducing the circuit depth in FHE evaluations may be implemented as
described in [9°, 16°, 17°, 287,297, 48’, 49°, 60’]. With the exception of bucketing, CHLR18
[16] can be closely following in applying the optimization for polynomial interpolation,
among others.

[0098] In CHLR18, client C and server S can agree on three hash functions {4, h2,
hs}, where each output is from 0 to m—1. The client C stores its set ¥ in a cuckoo hash table
by using {h;, h2, h3} and a vector B¢, where |B¢l = m bins. For example, client C can places
each y; € Yinto Bc[hi(y;)] bin for a randomly chosen {4, &2, hs} such that all B¢ bins only
include one item in M'S: y; € ¥ or a dummy value. Server S also stores its set X in a vector
Bs, with m bins, by using {h;, hz, hz}. However, Server S places each x; € X items in Bs[hi(xj)]
bin for each of {h;, hs, h3} such that each bin will contain B items in M'S, where B is the
largest bin size. Hence, other bins are padded with dummy values from M. Server § also
associates a label / J € LS for each x; € X. Then, for each k € [0,m), Server S finds a

polynomial H(x) interpolating all (item, label) pairs (x;, 1) € Bs[k] s.t. H(x;) = [ ;.
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[0099] At this point, the intersection of X 1Y is equal to the union of all bin-wise
intersections between B¢ and Bs. CHLR 18 specifies the following method for computing the

label of a queried item. Server S picks a random element r € F» and locally computes:

kR
Fyy=r H{;j - X5}
;‘:i

{,,‘.,““} — Hr”3+ F’_‘\'\ .
) {1} W (Equations 1 and 2)

[0100] In Equations 1 and 2, for each y = cx, where ¢ is the encryption of Bc[k], x; €
Bslk], D is size of a Bs bin and k = [0,m). If Bc[k] € Bs[k], then G(cx) = H(x;) = [ since F(c)
=0, if Bclk] ¢ Bslk], then G{ci) would be a random element in Fyp since F(cr) #0, and ris
random from Fp.

[0101] In summary, Client C sends the encryption of each of its items y € Y using an
agreed-upon Fully Homomorphic Encryption (FHE) scheme; server S sends back the results
of homomorphically evaluated (F(y),G(y)) functions. Then, client C decrypts and obtains the
evaluation of them, which is (0, /') if y = x € X (where [’ is the label of x) or a pair of random
elements from Fp. While building this general protocol, CHLR18 leverages several
optimization operations to compute this circuit computationally efficient, as discussed in the
priority document.

[0102] The exemplary STLPSI protocol (by reference to CHLR18) allows client C
and server S to input 7 subsamples (as items) of a query ¢ and database entry d; for each j €
[NV], respectively, where each item is in M'S. Server S also pairs a label from L8 for each of
its subsamples. Moreover, Client C and Server S agree on a token 0.

[0103] In the STLPSI protocol, e.g., used in FLPST:

[0104] (1) Server S constructs its hash tables (with multiple partitions), as CHLR18
does, but pre-computes only the coefficients of interpolating polynomial H(y) for each
partition. In contrast, CHLR18 does not compute the F(y) polynomial as part of optimization
to decrease the overall costs, nor does CHLR18 apply an OPREF to the data sets to simplify
further processing. The STLPSI protocol, e.g., used in FLPSI, does not apply the CHLR18
OPRF as its set elements come into the protocol already processed with OPRF with the key
chosen by Server S.

[0105] (2) Client C stores its items into a cuckoo hash table, as CHLR1S does, then
sends the encryption of all necessary powers of the cuckoo hash table to Server S.

[0106] (3) For each partition, Server S sends the FHE evaluation of H(y) to Client C.

18



WO 2022/015948 PCT/US2021/041777

[0107] (4) After trying (7;) combinations over the H(y) results for all subsamples of

g, client C can reconstruct a secret, which starts with the agreed token ¢/, if there are at least
matching subsamples from the database entry j. Otherwise, Client C would reconstruct a
concatenation of two random elements from [F5 (and will not be able to determine matching
elements if fewer than ¢ elements matched).

[0108] For correctness to hold, for each database entry j € [N], labels should be a set
of Shamir’s secret shares of 0" Il [, where 1 is a statistical security parameter and /; € LS is the
label of j™ entry in the database. Because each generated share in Shamir’s secret sharing
scheme is a randomly sampled element from the domain FP, Client C cannot distinguish an
actual share from a random element from this domain. Hence, the FLPSI protocol satisfies
the correctness requirement of STLPSI protocol.

[0109] Secret Sharing. For secret sharing, FPLSI uses t-out-of-T Shamir’s secret
sharing scheme as described in [37]. The output of secret sharing KS and the input labels of
Ssrrpst are from the same domain. Moreover, for client C to execute secret recovery KR in
Step 7 (414), the output of Csrrpesr and input of secret recovery KR should be from the same
domain L8, which is equal to the domain Fp of STLPSI’s underlying FHE scheme.

[0110] FPLSI has target correctness having a maximum error rate of ¢; = 0.001 and 2
= 0.01 for the smallest database.

[0111] Experimental Results and Examples

[0112] A study was conducted to evaluate the FPLSI protocol in the environment
described in [7]. The study used an Azure F72s_v2 instance, which has 72 virtual cores
equivalent to Intel Xeon Platinum 8168 and 144 GB of RAM each. The study evaluated the
protocol over a fast network connection between C and § and over a slow network
connection. While the former had a 500 MB/s connection with 0.5 ms latency, the latter had
a 40 MB/s connection with 34 ms latency. The study used Ubuntu 18.04. The study
restricted client C to a single thread to model a low computing resourced device (e.g., a
mobile phone), while server S utilized up to 72 threads.

[0113] The FPLSI protocol in Fig. 4A was implemented on top of the homomorphic
encryption library SEAL v3.2 [36], by using Brakerski/Fan-Vercauteren (BFV) scheme [15].
Moreover, the study used the Python implementation of FaceNet5, with the Inception-Resnet-
V1 architecture [42], to extract embedding vectors. The study also used MTCNN to align

faces in our datasets [52].
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[0114] The various optimizations described herein were implemented in the test
system.
[0115] The study evaluated an FLPSI implementation on large-scale facial databases,

including up to 2% people.

[0116] Training dataset. The DL model (used as a binary encoding model) was
trained on the MSCeleb1M dataset, which includes over 8 million unconstrained facial
images from around 100 thousand identities [19]

[0117] Query dataset. The study used YouTube Faces (YTF) academic benchmark
dataset [46]. It contains noisy collections of unconstrained faces in video format from 1,595
public figures. The preprocessing may use multiple biometric scans per person to generate
reliable bio-bit vectors. The study picked randomly picked N s frames each for client C and
server S to be used for testing true matches (or false non-matches). Hence, Client C always
queries for these 1,595 people over any size of the database.

[0118] Database dataset. The study generated photo-realistic synthetic faces to
simulate senders with big databases since there is no such big public datasets. The study used
NVidia’s face generator StyleGAN [25] to create databases of {2'*, 216,213, 229} identities
along with users from YTF. This dataset was mainly created to measure the false matches
per query and never used for querying.

[0119] The study used an existing model and weights trained on 70,000 high-quality
images with a configuration that results in the lowest reported Fréchet inception distance
(FID), which measures the quality between two datasets [12]. Hence, a lower FID means that
the generated faces will have closer image quality or more similar statistics with the real
faces. The study generated these faces in a machine with 64 GiB of memory, two GeForce
GTX 1080 Ti graphics cards, and an Intel Core 17-7800X CPU running 64-bit Ubuntu 16.04.
[0120] Parameter choices for targeted errors. Table 1 provides a summary of a
parameter searching method to find the ones achieving the targeted errors.

[0121] In Table 1, in addition to 7 and T, all parameters (L, Ny, Trb, Ng) employed in
DL, SBLSH, and NR operations were evaluated to determine their effect on the errors of a
query. The study first searched the parameters for a plaintext t-out-of-T matching to
determine if the protocol can obtain the targeted errors without enabling privacy-preserving
blocks in the first place. The values in Table 1 were established based on a search procedure.

Table 1
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[0122] Table 2 shows the experimental results of the FLPSI protocol.
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[0123] For each database of size N, Table 2 shows the constructed database settings,

detailed communication and computation costs, and best achievable timings for the online
phase. The database setting reflects the number of partitions () and the size of each partition
(By). In Table 2, Columns “2PC” and “Search” refer to the data overhead of (Cags, Sags) and
(Csrrpsi, Sstipst) protocols, respectively. Column “Network™ measures the total data
transmission time for the fast and slow networks. Column “Computation” measures the
timings spent for the end-to-end computations, including the processes from both sides.
[0124] The study employed a fixed (8.5 MB per query) communication cost from
extracting the subsamples of a single bio-bit-vector of client C through the 2PC (Cags, Sars)
protocol. The cost is independent of the database size. FLPSI was observed to achieve at

most a 74.1 MB per query communication cost, which shows that a system can not rely on a
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fast network connection for efficiency. The data communication only increased from 0.2 to
1.9 seconds per query when the test switched from the fast network to the slow network.
[0125] Computation cost. Even in the single-threaded server scenario, FLPSI was
observed in the study to perform efficiently (at most 32.1 seconds). Given that most of the
time was expended to homomorphically evaluate the polynomials on the server-side, multi-
threading can be used to speed up the computation. Using 72 threads can achieve 27.67x
faster computation compared to using a single thread on the server-side.

[0126] Moreover, since client C used a single thread and the server S cannot
parallelize all sub-processes, the computation time does not decrease linearly as the number
of threads is increased.

[0127] Best end-to-end timing. In Table 2, the best achievable timings for each of the
database sizes are bolded. Overall, with server S using 72 threads, FLPSI can privately
search a single person over a DB of 220 people in 1.36 sec. and 3.06 sec. with fast and slow
network connections, respectively.

[0128] Table 3 show comparative performance results of the FPLSI with and without
certain optimization operations described herein. From the comparative results, it is observed
that C —S communication cost increases relative to B, since client C sends more powers of
its subsamples. Itis also observed that C«—S communication decreases linearly with a. Then,
since the frequency/impact of C —S$ is greatly lower than that of C «-S, decreasing C <5
noticeably decreases the overall communication cost (e.g., from 522 MB to 74.1 MB per
query). Similarly, decreasing the number of partitions speeds up computation since the server
S has to evaluate fewer polynomials than it does before. Overall, FPLSI can speed up data
transferring by 5.5x or 7.2% on fast/slow networks, respectively, and computation time can
increase by 1.6x on a single-threaded server.
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[0129] Achieved error results. Table 4 shows the false rejection rates (FRR)s of a
baseline plaintext matching system and the FLPSI protocol. Specifically, Table 4 shows the
FRRs per query for the targeted false matches (at most 10 per query for any database size).
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These error rates have implications on the confidentiality of the database and nothing relevant
to the query data, which is the first privacy goal of our protocol.

[0130] Revealing false matches (e.g., within industrial standards [2°, 32°, 45°]) to the
client is allowed since it is unavoidable in the desired application. Having said that, though
FLPSI slightly increases the FRR errors compared to the baseline plaintext system, it still

holds the correctness for all settings.

Table 4
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[0131] FPLSI Cost. Table 5 shows experimental results of cost of the FLPSI protocol

by the pre-processing operation performed at a server S. For various database size N, Table 5
shows the storage needs and preprocessing times for the offline phase, total online
communication overhead, and end-to-end online computation times for different number of

threads (Th). The results are averaged over 100 queries.

Table 5
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[0132] The study ran a one-time initialization phase (not shown) to compile the

database from facial images. The protocols refresh t-out-of-T secret sharings and AES
blockcipher key kS (both held by S) per query.

[0133] Comparison to Threshold Matching Approaches. Table 6 shows a comparison
of concrete costs of FLPSI to other systems described in [4°, 5°, 23°, 34°, 47°, 53°, 75’].
Notably, the FPLSI protocol has communication and computation costs that are linear
relative to the database size. The FPLSI protocol can achieve between 1.7-99.2 sec. response

times and 2.8-35.2 MB network overheads per query over an AT&T database.
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[0134] Further, while most of these other systems do not satisfy certain e-correctness
requirements, the exemplary FPLSI protocol does so while achieving 121x-7086x faster

response time (14 ms. per query) and 7.18x-90.3x less communication for the same database.
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[0135] Comparison to t-out-of-T matching approaches. Systems described in
[11°,18°,76’] (referred to as CH110,YSPW, CEC, respectively) are existing secure, t-out of-T
protocols. Table 7 shows a comparison of the asymptotic communication and computation

complexity of [11°, 18’, 76°] to the FPLSI protocol.

Table 7
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[0136] It can be observed in Table 7 that FLPSI behaves better both in computation

and communication than CH1, YSPW, and CEC protocols. Both communication and
computation complexities appear to be growing in a linear manner with respect to database
size.

[0137] While computation and communication of CEC [11] are linear also with the
domain size, in concrete terms, CEC reports 3GB communication for a database of 100 T-
dimension vectors, where each vector item could be one of 4 distinct letters. Thus, CEC does
not provide the same or comparable scaling as the FPLSI protocol (FLPSI operates in a
domain with over 223 integers). CH1 [18] and YSPW [76] do not report concrete costs.
[0138] Discussion

[0139] Recent advances in deep learning (DL)-based biometric identification have
made possible real-time identification of persons in footage collected by surveillance

equipment. While real-time surveillance may be beneficial to public safety, there are serious
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objections due to privacy concerns. Tracking “persons of interest” may be warranted, but
tracking everybody else in the process (i.e., dragnet surveillance) is too high of a price to pay.
[0140] The exemplary privacy-preserving real-time biometric search can evaluate a
large database that contains biometric data such as facial photos and other info such as
identities. The exemplary privacy-preserving search can query this database with biometric
data extracted from real-time surveillance, such that only the identities of those who are
captured by the surveillance sensors and are in the database would be revealed, but the
identities of everyone else will remain secret.

[0141] In the literature, the problem of privately comparing or matching the inputs of
two parties is extensively studied for various scenarios (e.g., contact list discovery, online
dating services, etc.) in the context of private set intersection (PSI). A client C and a server S
each hold a set of elements, and client C (or both parties) wants to privately compute the
intersection of the sets. With labeled PSI (LPSI), server $ has some auxiliary information
(labels) corresponding to its set, and client C learns the labels corresponding to the
intersection.

[0142] Current LPSI protocols are not suitable for the instant problem because they
target exact matches, while biometric data should match in the presence of some noise (e.g.,
different lighting, ambient sounds, imprecise scans, etc.)

[0143] The fuzzy LPSI (FLPSI) protocol has two equally important requirements.
First, the construction has to be efficient for demanding applications. Specifically, this
requires a sublinear communication cost relative to the database, considering it could have
more than a million records. Second, the protocol has to be specific security guarantees via
proofs of security.

[0144] Certain state-of-the-art (L)PSI protocols [8, 9] are efficient in that they can
achieve sublinear communication costs relative to the database, but do not support fuzzy
matches. There are works on private fuzzy matching between two parties’ data (e.g., images,
voice, text, etc.). In general, parties produce feature vector representations of their data, and
the computation is done over these vectors. The majority of prior art computes Euclidean
distance or cosine similarity between vector pairs (one from each party), then looks for the
closest one(s) by thresholding [1, 13, 20, 34] or using nearest neighbor search (NNS) [21,
41].

[0145] Though hand-crafted features such as Eigenfaces, FingerCodes, or SIFT
descriptors [28] could meet this application, they may not be efficient enough for a real-time

search (over a DB of million scale). Recent efforts to outsource heavy computations [44, 50,
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51, 53, 54] or to optimize approximate NNS [7, 33] lead to solutions with significantly lower
computation costs. However, outsourcing requires an additional server getting all plaintext
queries before conducting the search in the cloud (which violates the client’s privacy), while
[33] requires two non-colluding servers (which is hardly practical) and the protocols from [7]
(SANNS) rely on a fast network connection (e.g., having a throughput from 4 to 56 gigabit/s)
for efficiency as they have the communication costs of 1.59-5.4 GB to conduct a 10-NNS
over a database of a million entries. Hence, even the improved solutions are not practical
enough for our real-time privacy-preserving surveillance application.

[0146] The second line of work approaches the private fuzzy search problem as t-out-
of-T matching [11, 18, 30, 48]. That is, client C wants to privately compute the intersection
of the vectors (each with T items) by considering a match if any pair of vectors from both
parties has at least t-out-of-T exactly matching items. There are two hurdles with using this
approach. First, since all embeddings in two DL vectors, extracted from even consequently
captured facial photos, will not be equal (but will be close) due to continuous (or non-
discrete) nature of Euclidean space, they do not accommodate t-out-of-T matching. Second,
to the inventor’s knowledge, existing approaches are not efficient and require at least a linear
communication cost relative to the database (see [48] for comparison).

[0147] There are works on fuzzy searchable encryption [2, 27], but these are for a
different setting where the party making queries owns the data, even though the data is stored
on an untrusted server.

[0148] While the above-discussed techniques may not be solely used for the
applications discussed herein, portions of them may nevertheless be employed in the FPLSI
protocol, as discussed herein, or as alternative design choices.

[0149] It should be appreciated that the logical operations described above and in the
appendix can be implemented (1) as a sequence of computer-implemented acts or program
modules running on a computing system and/or (2) as interconnected machine logic circuits
or circuit modules within the computing system. The implementation is a matter of choice
dependent on the performance and other requirements of the computing system. Accordingly,
the logical operations described herein are referred to variously as state operations, acts, or
modules. These operations, acts and/or modules can be implemented in software, in
firmware, in special purpose digital logic, in hardware, and any combination thereof. It
should also be appreciated that more or fewer operations can be performed than shown in the
figures and described herein. These operations can also be performed in a different order than

those described herein.
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[0150] Various computing systems may be employed to implement the exemplary
system and method described herein. The computing device may comprise two or more
computers in communication with each other that collaborate to perform a task. For example,
but not by way of limitation, an application may be partitioned in such a way as to permit
concurrent and/or parallel processing of the instructions of the application. Alternatively, the
data processed by the application may be partitioned in such a way as to permit concurrent
and/or parallel processing of different portions of a data set by the two or more computers. In
an embodiment, virtualization software may be employed by the computing device to provide
the functionality of a number of servers that is not directly bound to the number of computers
in the computing device. For example, virtualization software may provide twenty virtual
servers on four physical computers. In an embodiment, the functionality disclosed above
may be provided by executing the application and/or applications in a cloud computing
environment. Cloud computing may comprise providing computing services via a network
connection using dynamically scalable computing resources. Cloud computing may be
supported, at least in part, by virtualization software. A cloud computing environment may
be established by an enterprise and/or maybe hired on an as-needed basis from a third-party
provider. Some cloud computing environments may comprise cloud computing resources
owned and operated by the enterprise as well as cloud computing resources hired and/or
leased from a third-party provider.

[0151] In its most basic configuration, a computing device typically includes at least
one processing unit and system memory. Depending on the exact configuration and type of
computing device, system memory may be volatile (such as random-access memory (RAM)),
non-volatile (such as read-only memory (ROM), flash memory, etc.), or some combination of
the two. The processing unit(s) may be a standard programmable processor that performs
arithmetic and logic operations necessary for the operation of the computing device. As used
herein, processing unit and processor refers to a physical hardware device that executes
encoded instructions for performing functions on inputs and creating outputs, including, for
example, but not limited to, microprocessors (MCUs), microcontrollers, graphical processing
units (GPUs), and application-specific circuits (ASICs). Thus, while instructions may be
discussed as executed by a processor, the instructions may be executed simultaneously,
serially, or otherwise executed by one or multiple processors. The computing device 200
may also include a bus or other communication mechanism for communicating information

among various components of the computing device.
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[0152] The computing device may have additional features/functionality. For
example, computing devices may include additional storage such as removable storage and
non-removable storage including, but not limited to, magnetic or optical disks or tapes. The
computing device may also contain network connection(s) that allow the device to
communicate with other devices, such as over the communication pathways described herein.
The network connection(s) may take the form of modems, modem banks, Ethernet cards,
universal serial bus (USB) interface cards, serial interfaces, token ring cards, fiber distributed
data interface (FDDI) cards, wireless local area network (WLAN) cards, radio transceiver
cards such as code division multiple access (CDMA), global system for mobile
communications (GSM), long-term evolution (LTE), worldwide interoperability for
microwave access (WiMAX), and/or other air interface protocol radio transceiver cards, and
other well-known network devices. The computing device may also have input device(s) 270
such as keyboards, keypads, switches, dials, mice, trackballs, touch screens, voice
recognizers, card readers, paper tape readers, or other well-known input devices. Output
device(s) 260 such as printers, video monitors, liquid crystal displays (LCDs), touch screen
displays, displays, speakers, etc., may also be included. The additional devices may be
connected to the bus in order to facilitate the communication of data among the components
of the computing device. All these devices are well known in the art and need not be
discussed at length here.

[0153] The processing unit may be configured to execute program code encoded in
tangible, computer-readable media. Tangible, computer-readable media refers to any media
that is capable of providing data that causes the computing device (i.e., a machine) to operate
in a particular fashion. Various computer-readable media may be utilized to provide
instructions to the processing unit for execution. Example tangible, computer-readable media
may include but is are not limited to volatile media, non-volatile media, removable media,
and non-removable media implemented in any method or technology for storage of
information such as computer-readable instructions, data structures, program modules, or
other data. System memory 230, removable storage, and non-removable storage are all
examples of tangible computer storage media. Example tangible, computer-readable
recording media include, but are not limited to, an integrated circuit (e.g., field-
programmable gate array or application-specific [C), a hard disk, an optical disk, a magneto-
optical disk, a floppy disk, a magnetic tape, a holographic storage medium, a solid-state
device, RAM, ROM, electrically erasable program read-only memory (EEPROM), flash
memory or other memory technology, CD-ROM, digital versatile disks (DVD) or other
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optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic
storage devices.

[0154] In light of the above, it should be appreciated that many types of physical
transformations take place in the computer architecture in order to store and execute the
software components presented herein. It also should be appreciated that the computer
architecture may include other types of computing devices, including hand-held computers,
embedded computer systems, personal digital assistants, and other types of computing
devices known to those skilled in the art.

[0155] In an example implementation, the processing unit may execute program code
stored in the system memory. For example, the bus may carry data to the system memory,
from which the processing unit receives and executes instructions. The data received by the
system memory may optionally be stored on the removable storage or the non-removable
storage before or after execution by the processing unit.

[0156] It should be understood that the various techniques described herein may be
implemented in connection with hardware or software or, where appropriate, with a
combination thereof. Thus, the methods and apparatuses of the presently disclosed subject
matter, or certain aspects or portions thereof, may take the form of program code (i.e.,
instructions) embodied in tangible media, such as floppy diskettes, CD-ROMs, hard drives, or
any other machine-readable storage medium wherein, when the program code is loaded into
and executed by a machine, such as a computing device, the machine becomes an apparatus
for practicing the presently disclosed subject matter. In the case of program code execution
on programmable computers, the computing device generally includes a processor, a storage
medium readable by the processor (including volatile and non-volatile memory and/or
storage elements), at least one input device, and at least one output device. One or more
programs may implement or utilize the processes described in connection with the presently
disclosed subject matter, e.g., through the use of an application programming interface (API),
reusable controls, or the like. Such programs may be implemented in a high-level procedural
or object-oriented programming language to communicate with a computer system.
However, the program(s) can be implemented in assembly or machine language, if desired.
In any case, the language may be a compiled or interpreted language, and it may be combined
with hardware implementations.

[0157] It should be appreciated that any of the components or modules referred to
with regards to any of the present embodiments discussed herein may be integrally or

separately formed with one another. Further, redundant functions or structures of the
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components or modules may be implemented. Moreover, the various components may be
communicated locally and/or remotely with any user/clinician/patient or
machine/system/computer/processor.

[0158] Moreover, the various components may be in communication via wireless
and/or hardwire or other desirable and available communication means, systems, and
hardware. Moreover, various components and modules may be substituted with other
modules or components that provide similar functions.

[0159] Although example embodiments of the present disclosure are explained in
some instances in detail herein, it is to be understood that other embodiments are
contemplated. Accordingly, it is not intended that the present disclosure be limited in its
scope to the details of construction and arrangement of components set forth in the following
description or illustrated in the drawings. The present disclosure is capable of other
embodiments and of being practiced or carried out in various ways.

[0160] It must also be noted that, as used in the specification and the appended
claims, the singular forms “a,” “an,” and “the” include plural referents unless the context
clearly dictates otherwise. Ranges may be expressed herein as from “about” or “ 5
approximately” one particular value and/or to “about” or “approximately” another particular
value. When such a range is expressed, other exemplary embodiments include from the one
particular value and/or to the other particular value.

[0161] By “comprising” or “containing” or “including” is meant that at least the name
compound, element, particle, or method step is present in the composition or article or
method, but does not exclude the presence of other compounds, materials, particles, method
steps, even if the other such compounds, material, particles, method steps have the same
function as what is named.

[0162] In describing example embodiments, terminology will be resorted to for the
sake of clarity. It is intended that each term contemplates its broadest meaning as understood
by those skilled in the art and includes all technical equivalents that operate in a similar
manner to accomplish a similar purpose. It is also to be understood that the mention of one or
more steps of a method does not preclude the presence of additional method steps or
intervening method steps between those steps expressly identified. Steps of a method may be
performed in a different order than those described herein without departing from the scope
of the present disclosure. Similarly, it is also to be understood that the mention of one or
more components in a device or system does not preclude the presence of additional

components or intervening components between those components expressly identified.
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[0163] The following patents, applications and publications as listed below and
throughout this document are hereby incorporated by reference in their entirety herein.
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What is claimed is:
L. A method to conduct a privacy-preserving search that reveals a matched label to a
client while maintaining confidentiality of a searched query in a database (e.g., wherein the
privacy-preserving search maintains i) confidentiality of a searched query of a first user to a
database of a second user and/or ii) confidentiality of the search results to the second user),
the method comprising:

receiving a first biometric data (e.g., facial scan or images, fingerprint scan or images,
retinal scan or images, voice data, handwriting data, or DNA sequence data) in a privacy-
preserving query client to be queried in the privacy-preserving search;

generating a binary encoded biometric bit vector from the first biometric data using a
binary encoding model (e.g., deep learning model), wherein the binary encoded biometric bit
vector comprises a set of bits of pre-defined length;

generating a plurality of altered binary encoded bit vectors by varying one or more
bits of the binary encoded biometric bit vector via a local-sensitivity hash operation (e.g., a
random projection subsample masking operation);

converting the plurality of altered binary encoded bit vectors to a plurality of first
Hamming encoded data; and

transmitting a portion or all of the plurality of first Hamming encoded data associated
with the first biometric data to a privacy-preserving query server operatively coupled to the
database of a plurality of second biometric data, wherein each of the plurality of second
biometric data has at least one corresponding identifier label, and wherein each of the
plurality of second biometric data of the database had been converted a second Hamming
encoded data using a second binary encoding model (e.g., wherein the first binary encoding
model and the second binary encoding model are the same);

wherein the privacy-preserving query server assesses a closeness metric between the
transmitted plurality of first Hamming encoded data, or a first set of masked data generated
therefrom, and second Hamming encoded data of each, or a portion, of the plurality of second
biometric data of the database, or a second set of masked data generated therefrom, and

wherein the closeness metric is used to determine an identifier label for a matching
first and second Hamming encoded data, or the first and second set of masked data generated

therefrom.
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2. The method of claim 1, wherein the plurality of Hamming encoded data, or a set of
masked data generated therefrom, associated with the first biometric data are encrypted prior

to being transmitted to the privacy-preserving query server.

3. The method of claim 1 or 2, wherein the closeness metric is based on a fuzzy
matching operation (e.g., that defines a match as having t elements out of T elements

matching).

4. The method of claim 3, wherein each identifier label on the database is converted into
t-out-of-T secret shares, wherein the t-out-of-T secret shares are associated with the second
set of masked Hamming encoded data, wherein the identifier is only matched if at least t

secret shares of the t-out-of-T secret shares are obtained.

5. The method of any one of claims 1-4, wherein converting the plurality of altered
binary encoded bit vectors to a plurality of first Hamming encoded data employs a Super-Bit

Locality Sensitive Hash (SBLSH) operation.

6. The method of any one of claims 1-5, wherein the second Hamming encoded data, or
a set of masked data generated therefrom, of each of the plurality of second biometric data

are encrypted as masked data.

7. The method of any one of claims 1-6, wherein the binary encoded biometric bit vector
is generated from the first biometric data using at least one of a deep learning model, a
locality sensitivity hashing algorithm, or a binary learning model (e.g., that employs discrete

locally linear embedding).

8. The method of any one of claims 1-7, wherein the first biometric data comprises
image data.
9. The method of any one of claims 1-8, wherein the first binary encoding model and the

second binary encoding model are the same.

10.  The method of any one of claims 1-8, wherein the generating the plurality of altered

binary encoded bit vectors by the client and the privacy-preserving query server, respectively,
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employs a first random projection masks and a second random projection masks, wherein the

first random projection masks and the second random projection masks are the same.

11.  The method of any one of claims 1-10, wherein the first biometric data comprises at
least one of facial scan or images, fingerprint scan or images, retinal scan or images, voice

data, handwriting data, or DNA sequence data.

12. The method of any one of claims 1-10, wherein the privacy-preserving search is used

for surveillance or for identification in an investigation.

13. The method of any one of claims 1-12, wherein the plurality of first Hamming
encoded data, or the first set masked data generated therefrom, are evaluated in a batch

operation with other Hamming encoded data or a set of masked data generated therefrom.

14. A method of operating a privacy-preserving query server to conduct a privacy-
preserving search that reveals a matched label to a client while maintaining confidentiality of
a searched query in a database, the method comprising:

retrieving a plurality of biometric data (e.g., facial scan or images, fingerprint scan or
images, retinal scan or images, voice data, handwriting data, or DNA sequence data) for a
plurality of individuals, including a first biometric data for a first individual and a second
biometric data for a second individual;

for each of the plurality of biometric data, generating a binary encoded biometric bit
vector using a first binary encoding model (e.g., deep learning model), including a first binary
encoded biometric bit vector for the first biometric data and second binary encoded biometric
bit vector for the second biometric data, wherein the first binary encoded biometric bit vector
and the second binary encoded biometric bit vector each includes a set of bits of pre-defined
length (e.g., wherein one or more bits of the set of bits of are either the first biometric bit
vector or the second binary encoded biometric bit vector are associated with a deep-learning
feature computed from the respective first binary encoded biometric data and second binary
encoded biometric bit vector);

for each respective binary encoded biometric bit vector associated with the first binary
encoded biometric data and the second binary encoded biometric bit vector, generating a
plurality of altered binary encoded bit vectors for the respective binary encoded bit vector by

varying one or more bits of the respective bit vector via a local-sensitivity hash operation
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(e.g., a random projection local-sensitivity subsample masking operation), wherein a plurality
of first altered binary encoded bit vectors is generated from the first binary encoded bit
vector, and wherein a plurality of second altered binary encoded bit vectors is generated from
the second binary encoded bit vector;

converting the plurality of first altered binary encoded bit vectors and the plurality of
second altered binary encoded bit vectors to a plurality of first Hamming encoded data and a
plurality of second Hamming encoded data, respectively; and

storing the plurality of first Hamming encoded data and the plurality of second
Hamming encoded data in a database,

wherein the privacy-preserving query server assesses a closeness metric between 1)
the plurality of first Hamming encoded data and the plurality of second Hamming encoded
data, or the first and second set of masked data generated therefrom and i) a plurality of third
Hamming encoded data, or a third set masked data generated therefrom, received from a
privacy-preserving query client, wherein the closeness metric is used to determine an

identifier label that is returned to the privacy-preserving query client.

15. The method of claim 14, wherein the plurality of first Hamming encoded data, the
plurality of second Hamming encoded data, and the plurality of third Hamming encoded data

are encrypted as the first, second, and third set of masked data, respectively.

16. The method of claim 14 or 15, wherein the closeness metric is based on a fuzzy
matching operation (e.g., that defines a match as having t elements out of T elements

matching).

17. The method of any one of claims 14-16, wherein the first binary encoded bit vector is
generated using a convolutional neural network or a binary code learning (e.g., that employs

discrete locally linear embedding).

18.  The method of any one of claims 14-17, wherein the first biometric data and the

second biometric data comprise image data.

19. The method of any one of claims 14-18, wherein the first biometric data and the
second biometric data each comprises at least one of facial scan or images, fingerprint scan or

images, retinal scan or images, voice data, handwriting data, or DNA sequence data.
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20.  The method of any one of claims 14-19, wherein the plurality of third Hamming
encoded data, or the third set masked data generated therefrom, are evaluated in a batch

operation with other Hamming encoded data or a set of masked data generated therefrom.

21. A system comprising:

a processor; and

a memory operatively coupled to the processor and having instructions stored thereon,
wherein execution of the instructions by the processor causes the processor to perform any of

the methods of claims 1-20.
22. A non-transitory computer-readable medium having instructions stored thereon,

wherein execution of the instructions by a processor causes the processor to perform any of

the methods of claims 1-20.
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vector y; into ciphertext ||y; ;
] ] Send |ly| @« under encryption
214
2 61 < y
Reconstruct label / if and Send ||z |
—P

only if there are at least

shares of /; (t-out-of T)

FIG. 2
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Inputs: C inputs query g € D; S inputs a database Db
{(dily), ..., (dw Iv)} where each d €D and label /; € LS.
102 /(l) [Preprocess] Both parties agree on function Preprocess :

D — {0,1}£. Then, Ccomputes B = Preprocess(q). For
eachj € [N], S computes 5= Preprocess(d;).

404 _(2)[Init] § samplesakey & & {0,1} 128 for AES and also T
subsampling functions {fi,. . . ,fr},where for each € [T},
f2:{0,13£ —{0, 1}o st. o + log, T= 128,

406 _~(3)[Server’s Local Subsampling] For each j € [NV], S gen-
erates subsampleset X; = {Xj1,...,Xr} st Xj¢ =

AES: (fe(B)|| ) and xj2 € MS, where £ € [T].

08 (4) [Secret Sharing] For each j € [N], S generates {5S;1,...,
ss;7} < KS(04 || /;) where 0%is an agreed token, /; is the
label, and for each £ € [ 7], s8;¢ € LS

1o (5) [Client’s 2PC Oblivious Subsampling] C and 5 run

(Cass, Saes), where Cags takesinput B, Suss takes in-

puts ks and «{ﬁ ‘‘‘‘ f 3. Then, Cazs learns the subsample

setV=[y1...y}styf = AESk (fe(B) || ) and yf € MS
for each £ € [T'], and Saeslearns L.

M2 (6) [STLPSI execution] C and § execute (Csrypsy, Sstipsi) on
inputs Y for CSTLPSI and DB = {DB], ,DBN} for SSTLPSL

where each DB; = {(Xj1, 88j1), ..., {(Xj1, 88;1)}. At the end,
Slearns L.and C learns the list Ras per Definition 5.2. Le.,

for each (Y, DBjywe have 17 = {(X;¢, 55;¢) € DB;. X;¢ €

Y Jerry, and rj =1 if [rf| = ¢ otherwise r; -0.Then, R =
{1y, <IN |-
s sAN

m _~(7) [ExtractLabel | For each r; € R, r; # 0, Crecovers 0* Il /;
where 0*is the validation token and /; is the matching label.

Output: C outputs (g, /;) pairs recovered in Step 7. S outputs 1.
FIG. 44
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Inputs: C inputsset Y = {y1,..., 7 € MS; S inputs

X = {, ..., Xy, where Xi= {xa,..., Hi7p < MS, and 55=
{8S1,... SSn}, where SSi = {ss;1..., ssq} © 8§ is the secret
shares of 04} /; s.t A is a param., /; € LS.

1. [FHE parameters] Parties agree on FHE parameters
(m, mp, my ) foran IND-CPA secure FHE scheme, and
on threshold (¢), sphit (B= %) and windowing (w €
{21, 2%, 21088 1) parameters. Then, € generates (public, se-
cret) FHE keys ( pk, sk), then sends pk to S.

2. [Pre-process X and §S5]8 bucketizes X into a table and splits
each bucket (column) into «a partitions, then interpolates a B-
degree polynomial Py for each partition, s.t. Pr(x;) =ss;
where ss; 1s the secret share associated with x; Then, S
batches coefficients at corresponding row (of lenght m) of
the table into a plaintext polynomial p},, where £ € B k € .

3. [Compute encrypted query from Y ] C concatenates its in-

m . ) ] . _
put set — times and batches into a plaintext polynomial. Then,
it homomorphically encrypts (by using pk) cach windowing
power (w) ofthis plaintext polynomial into the ciphertexts
Ivi], then sends them to S.

4. [Homomorphic intersection] S, under encryption, 1) expands
The received [y, ] to {[ol, [Ivd, - ..Ivel}; 1) evaluates [x]=
B
Y [re]. pifor eachk € a, and sends all ciphertexts [;]] to C
£=0
after applying noise flooding and modulus switching on them.

5. [Decrypt and get result] C decrypts (by using sk) ciphertexts
] to obtain result vector z; (of length m) for each partition
k € a. Now, each item of z; will be the evaluation of P (v)) =
ssy Hff there s any x; = jy; m partition % of corresponding
bucket, otherwise the item will be a random element in Fp.

6. [Reconstruct label] C runs KR algorithm on each (7;) com-
bination of consecutive T items of z;, and gets a reconstruct-
tion result s, We haver; = {( Xjj, $Sif)  Xgj = Vj ey, ssjj €
SS4;em. Then s, =04{| [ and - (77, 1)) iff |r{| > ¢, other-
wise s; is a random element from [y (see Def. 5.1) and r; = 0.
04 validates a label /; in DB.

Output: C outputs a result set R= {r|,...,rw}, where each r ;% ()

is recovered in Step &. S outputs | .

FIG. 4B
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(6) [Batch-STLPSI execution] C and §  execute
(Caatenstips, Searchstipst) — on inputs (¥,,..., ¥ ) for
Coatchstips and DB = (DB, ..., DBy) for Sgsich-stisi

where each DBy = ((Xj1,s51),..., (7 85;7)). At the
end, Slearns |,and € learns a list R as per Defini-

tion B.1.le.,foreach 1 € [n],/ € [N], we have that
i = {(xje ssje) € DB; : xpe € Yijee[r], and riy =1 if

;| = t, otherwise r;; =0. Then, R= (r11,.../nN).

FIG. 4C
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