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(57) Abréegée/Abstract:

Trapping and/or processing of read/write accesses to hardware devices represented to the host through a memory mapped space
may he performed without knowledge of the processor's Instruction set or semantics of the processor's instructions. A single step
routine may be executed to recognize page faults occurring from read/write accesses to emulated memory pages and causing the
guest to retry the operation on a single step buffer. The hypervisor may perform post-operation processing on the single step buffer
after the guest retries and completes the read or write access. For example, on a read request, the single step routine may place
the guest value In the single step buffer for reading by the guest on a retry operation. On a write request, the single step routine may
direct the guest to retry the write operation into the single step buffer. After the retry operation the single step routine may read the
guest value from the single step buffer and place the guest value In a register of an appropriate emulated system.
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(57) Abstract: Trappmg and/or processing of read/write ac-
cesses to hardware devices represented to the host through a
memory mapped space may he performed without knowledge
of the processor's mstruction set or semantics of the pro-
cessor's instructions. A single step routine may be executed to
recognize page faults occurring from read/write accesses to
emulated memory pages and causing the guest to retry the op-
eration on a single step buffer. The hypervisor may perform
post-operation processing on the single step buffer after the
guest retries and completes the read or write access. For ex-
ample, on a read request, the single step routine may place the
guest value 1n the single step buffer for reading by the guest
on a retry operation. On a write request, the single step
routine may direct the guest to retry the write operation into
the single step buffer. Atfter the retry operation the single step
routine may read the guest value from the single step buffer
and place the guest value 1n a register of an appropriate emu-
lated system.
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{0} The instant disclosure relates to a computer system. More specifically, the

a system for processing memory mapped accesses 1s disclosed.

BACKGROUND

G082] Virtualization has many advantages for hardware and software developers.
For example, viriualization allows applications and even operating systems/environmenis to be
moved from one physical computing device fo another. However, rapid rate of change in the
technology industry may causc a virtual machine to attempt {o leverage or exploit hardware-level
and/or software level calls which are not directly emulated in the virtual environment. For
examnple, most virtualization technology vendors have recognized that it may not be efficient or
cost-effective to emulate within s virtualization environment every potential instruction set

supported by g given microprocessor or other such device.

LHEIR] Conventionally, the developers of the virtualization technologies have
observed specific operating systems and applications as those operating systems and applications
ran on physical hardware, and ideniified the microprocessor instructions which are most
frequently called. These most frequently used instruction calls were then implemenied as part of
that vendor's virtuglization enviroument. This approach creates the possibility that an application
or newer operating system will attemipt to leverage a microprocessor insiruction that is not
directly supported by the virtualizabion environment. Such calls can frequently result in

unsupporied errors which may crash the entire system.

[{8084]  For ecxample, In g conventional system a hypervisor traps and processes all
read or write accesscs to hardware devices that are represented to the host system through
memory mapped space. Upon trapping the read or write access the hypervisor provides
mstruction emulation logic to complete the read or write access. Thus, in order to process the
accesses, the hypervisor uses specific knowledge of the processor instruction set or the sermantics
of the processor’s mstructions. Storing processor nstruction sets or semantics of the processor’s

mstructions increases the complexity of the hypervisor. Additionally, if instructions are added to

-1 -
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an instruction set of a processor the hypervisor may not have knowledge of the new instruction
set. Thus, there 1s a need to trap and process read or write accesses without knowledge of the

processor’s instruction set or semantics of the processor’s mstructions.

SURRMARY

[3005]  According to one embodiment, g method includes determining an access
reguest from a guest to a memory page of a memory device has created a page fault. The method
also includes passing page fault mdormation {o a processor for decoding. The method further
includes mapping the memory page to 8 single step buller. The method also mmcludes directing

the guest to repeat the access request to the single step bulter.

[B886]  According to another embodiment, a computer program product mcludes g
computer-readable medium having code to deterrmine an access request from a guest to a
memory page of a memory device has created a page fault. The medium also includes code {o
pass page fault information to a processor for decoding. The mednun further includes code o
map the memory page to a single step bufler. The mediom also includes code o direct the

guest 10 repeat the access request o the single siep buller,

PO According to a fturther embodiment, an apparatus includes a memory
device. The apparatus also meludes a processor coupled to the memory device. The processor is
configured o deternuine an access regucest from a8 guest {0 a2 memory page of the memory device
has created a page fault. The processor 13 alse configured o pass page faull mbormation to the at
least one processor for decoding. The processor is further configured {o map the memory page
io 8 single step buffer. The processor 15 also configured to direct the guest {0 repeat the access

reguest to the single step buffer.

BRIEF DESCRIPTION OF THE DIRAWINGS

{0068] For a more complete understanding of the disclosed system and mehiods,
reference is now made (o the following descriptions taken in corjunciion with the accompanying

drawings.

EG9  FIGURE 1 1s a schematic block diagram illustrating one embodiment of an

exemplary system {or processing memaory mapped access.
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GEHY FIGURE 2 1s o schematic block disgram illustrating one embodiment of an
exemnplary computer system that may be used in accordance with certain embodiments of the

system {or processing memory mapped access.

811} FIGURE 3 is a {abhie illustrating @ memory paging table according fo one

embodiment.

G012]  FIGURE 4 15 a flow chart dlustrating {rapping memory page accesses in a

hypervisor according to one embodiment.

G013} FIGURE 5 is a flow chart ilustrating handling page fsults mn a hypervisor

according 1o one embodument.

DETAILED IMESCRIPTION

HHIEY The instant disclosure recogmizes that virtualization using specific
information about the processor instruction sets may be problematic, as the rate of change withm
the technology industry means that the virlual machines may attempt to leverage or exploit
hardware-level and/or software level calls which are not diectly emulated in the virtual
environment. In high-availability andior nmussion~critical applications, such as, without
Hopitation, systems supporting emergency services or banking applications, such crashes can
have a sigmificant ccovomie and even human mnpact, and thus the hikehhood of such crashes
should be reduced to the greatest extent possible. According to one embodiment, a “single step”
mode may be implemented for a nucroprocessor by which read or write accesses may be {rapped
and/or processed regardiess of whether an access 18 formally supported by a particular
virtuahzation snvironment, or hypervisor. A hypervisor vistualizes various hardware entities

such as virtual APICs, virtual I0OAPICs {0 8 guest environment being hosted by the hypervisor.

HES] Trapping and/or processing of read or write accesses to hardware devices
represented to the host through a memory mapped space may be performed in a processor’s
single step mode withowt knowiedge of the processor’s instruction set or semantics of the
processor’s wstructions. According to one embaodiment, a single step routine may be executed to
recogrize page faults occurrmg from read or wrife accesses (o enmulated memory pages and cause

the guest {0 retry the operation on a single step bufter. The hypervisor may perform post-
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operation processing on the single stgp buller afler the guest retries and compisies the read or
write access. For example, on a read request, the single step routine may place the guest value in
the single step buffer for reading by the guest on a retry operation. On a wrile regquest, the single
step routing may direct the guest to refry the wrile operation imto the single step buffer, After the
retry operation the single step routine may read the guest value from the single step buffer and

place the guest value in a regisier of an appropriaie emulated system.

iB816]  FIGURE 1 illustrates one embodiment of a system 188 for operating g
hvpoervisor. The system 100 may include a server 182, a data storage device 106, a network 108,
and 8 user mteriace device 11{. In s further embodiment, the system 100 may include a storage
controlier 104, or storage server conbigured {0 manage data conumunications between the data
storage device 106, and the server 102 or other componenis in communication with the network

i08. In an alternative embodunent, the storage controller 104 may be coupled to the network

108,

{0017] In one embodiment, the user interface device 110 is referred to broadly and
is intended to encompass a suilable processor-based device such as a desktop computer: a laptop
computer; a Personal Dhigital Assistant {PDA) or tablet computer, a smartphone or other mobile
communication device, or orgamzer device having access o the network 108, In a further
embodiment, the user mterface device 110 may access the Interne! or other wide area or local
arca network 1o access a web application or web service hosted by the server 102 and provide a

user interface for enabling a user (o enter or receive miormation.

{3818} The network 108 may facilitate communications of data between the server
102 and the user interface device 118, The network 108 mayv include anyv type of
communications network mmcluding, but not limited to, a direct PC-to-PC connection, a local area
network {LAN), a wide area network {WAN)}, 8 modem-to-modem connection, the Internet, a
combination of the above, or any other communications network now known or later developed
within the networking arts which permits two or more computers fo communicate, one with
another. The data storage device 106 may mciude g hard disk, inciuding hard disks arranged in a
Redundant Array of Independent Disks (RAID)} array, a tape storage drive comprising a

magnetic tape data storage device, an opiical storage device, or the like.
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RIS FIGURE 2 llustrates a computer system 200 adapted according (o certain
embodiments of the server 102 and/or the user interface device 118, The central processing unit
(“CPL™Y 202 18 coupled to the sysiem bus 204, The CPU 202 may be a general purpose CPU or
microprocessor, graphics processing unit (“GPUY), microcontroller, or the hike. The present
embodiments are not restricted by the architecture of the CPU 202, The CPU 2(2 may executs

the various logical instructions, such as the methods of FIGURES 4 and 5, according to the

present embadiments,

{30267 The computer system 200 also may include random access memory { RAM)
208, which may be SRAM, DRAM, SDRAM, or the like, The computer system 200 may utilize
RAM 208 1o store the varous data structures used by a software application such as a hypervisor
or guest. According o one embodiment, the RAM 208 may store memory tables, such as the
table tllustrated mm FEGURE 3. The computer systermn 200 may also imclude read only memory
(ROM) 206 which may be PROM, EPROM, EEPROM, optical storage, or the like. The ROM
may store configuration mwiormation for booling the cornputer system 200, The RAM 208 and

the ROM 206 hold user and sysiem data.

(#3021} The computer system 200 may also mmclude an mput/output (/) adapter
2140, a communications adapter 214, 3 user miertace adapter 216, and a display adapter 222, The
/0 adapter 210 and/or the user interface adapter 216 may, in certain embodiments, enable a user
to interact with the computer system 200, In a forther embodiment, the display adapter 222 may

display a graphical user nterface.

{822  The /O adapter 210 may connect one or more storage devices 212, such as
onie or more of a hard drive, a corapact disk (CD) drive, a floppy disk drive, and a tape drive, (o
the computer system 200. The communications adapter 214 may be adapied o couple the
compuler system 200 {o the network 108, which may be one or more of a LAN, WAN, and/or
the Internet. The user miertace adapier 216 couples user mput devices, such as a keyboard 220
and a pointing device 2138, (o the computer system 200, The display adapter 222 mav be driven

by the CPU 202 to control the display on the display device 224,

{30231 The appheations of the mstant discliosure are not limited (o the architecture

of computer system 200, Rather the computer system 200 1s provided as an example of one type

,_.g.f‘-5 -
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of computing device that may be adapted to perform the functions ol a server 102 and/or the user
interface device 110. For example, any suitable device may be ulilized mcluding without
Hmitation, inchuding personal data assistants {PDAs), tablet compulers, smariphones, computer
game consoles, and mulii-processor servers. Moreover, (he sysiems and methods of the instant
disclosure may be implemented on application specific integrated circuits (ASIC), very large
scale integrated (VLSI) circuits, or other circuitry. Persons of ordinary skill in the art may utilize
anty number of suitable structures capable of executing logical operations according to the

described embodiments or equivalents thereof,

133241 FIGURE 3 is a table illustrating a memory paging table according to one
embodiment. A table 300 includes, for each memory page, an access {ype field 312 and an
emulation type field 314. The access type ficld 312 may be set to “Emulated” for any page of
memory for which a hypervisor will provide emulation assistance. For memory pages of access
type “emulated,” the emulation type field 314 provides information regarding the type of
emulated device with which the memory page is gssociated.  For example, and without

limitation, the emulation type field may be “VAPIC,” “VICAPIC,” "WDT,” or “VGA”

10025]  According (o one embodiment, pages having an access type of “Emulated”
have page {able presence bits lefi off. When the presence bits are missing guest accesses 1o these
pages may create page faults, When a page lault is created VMEXITs may occur {o the
hypervisor. When a VMEXIT is recetved at the hypervisor with an indication that the page fault
was from an emulated memory page, the hypervisor may handle the page fault through the use of

a singiec step butter.

(3026] FIGURE 4 is a flow chart illustrating rapping memory page accesses in a
hypervisor according to one embodiment. At block 402 a system determines than an access
request from a guest to a memory page of a memory device has crealed a page fault. At block
404 the system passes the page fault information to a processor for decoding. At block 406 the
system maps the memory page to a single step buffer. At block 408 the system directs the guest

to repeat the access request to the single step bufter.

(6271  FIGURE 3 1s a flow chart illustrating handling page faults in g hypervisor

aceording 10 one embodiment. When a page {ault occurs a page faull handler may check the

-6 -
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page fault informsation for an access iype of the memory page. At block 304 the page fauit
handler determines the access type 1s “emulated.” When the memory page 1s an emulated page,
page fault information is used to decode the mstruction. According (0 one emabodiment, the page
fault information includes fault address, fault address page offset, and/or if the nstruction is a
read or write request.  According to one embodiment, the mstruction may be determined o be a

read or write regquest according to a VMCE field. At block 308 a decision 15 made to

immediately decode the wmstruciion

§3828]  If the decision is to mmmediately decode the mstruction, at block 310 an
emulator corresponding to the emulated type of the memory page 15 exccuted. The emudator may
allow the guest to directly read or write a register value. For example, if the emulation type of
the memory page is VAPIC the VapicHandler routing is executed. Simlarly if the emulation
type of the memory page 18 VIOAPIC the ViecapicHandler routine is executed, or i the

enulation tyvpe of the memory page 1s VGA the Bochs emulator 1s executed,

166291 If the decision 18 not 1o inwnediately decode the mnsiruction at bBlock 312 a
single step routine is executed. The single step routine may receive mformation about the page
fault such as, for example, page address, page address offset, and read/wriie selection, from 8
PageFaultHandler routine. The smgle step routine of block 512 may call
PointPageTable AtSSBuf, which receives the page fault address and divecis a Shadow Page Table
entry to a single step bulter. The single siep routne of block 512 may also set a single step {lag

and save page fault information in a virtual central processing wut (VCPLUL

G038 At block 516 the single step routine determines if the page fault ocourred
during & read operation or a write operation.  If a write operation caused the page fault, a
YMRESUME may occur to the guest at block 518, The guest then retnes the wrile operation {0
a temporary hypervisor-owned single siep buffer mapped through a shadow page table o the
requested memory page. At block 320 the guest value 15 read from the single step bulier and
placed mio a register structure of an smulated device corresponding to the enutdated tvpe of the
memory page.  According to ong embodiment, a second single step routine is executed in
response to a second VMEXIT operation to perform block 520 and place the guest value into the

emulated device register structure.
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{633}  If a2 read operation is determined to cause the page {ault at block 516, the
value requested by the guest in the read operation is placed 1 a temporary hypervisor-owned
singie step bufter mapped through a shadow page table to the reguested memory page at block
522. At block 524 a VMRESUME may occur to the guest to continuic executing operations in g
single step mode. The guest then retries the read operation and reads the value from the single
step buffer. According to one embodiment, after the read operstion a subseguent VMEXIT
oceurs to perform post-processing after the read operstion. The post-processing may include
turmng oft the single step mode of operation. The VMRESUME operations of block 524 and
block 318 mdicate 1o the guest to conlinue execuling operations, no longer in a single step mode,

that foliow the operation causing the page fault,

0321 Accordimg to one embodiment, the VMREESUME operations for single step
maode are dentified by an ingector as the highest priority injection event according to a single
step flag. Execution of the single siep routine may be indicated by a Guest EFLAG/RFLAG
register TF bit. The single step routine may save the onginal Guest EFLAGS/RFLAGs value, In
addition to other mformation such as the Guest DR7, set g VOPU Single Step flag, and then set
the TF bit in the Guest EFLAGS/RFLAGs copy, which will be m effect when the VMRESUME
occurs to the guest at block 524 and block 518, According 1o one embodiment, setting the TF bit
causes a debug exception inferrupt to occur, and to generate an associated VMEXIT operation,

after the puest accesses the single step buffer.

{B033] A debug exception routine may perform post-processing for the single step
routine when a VMEXIT operation occurs. The debug exceplion may rccognize a single step
flag to indicate if post-processing for the single step routine should be performed. When the
single step flag 18 set, a routme, such as SingleStepFinish routine, i1s executed to perform post-
operation-refry processing. Post-operation-retry processing may include invalidating a Shadow
Page Table entry for the memory page causing the page fault, restoring the original Guest
EFLAGs/RFLAGs value and/or the Guest DR7, and resetting a VCPU Single Step flag.
According to one embodiment, the debug exception routine performs block 520 if the operation

is 4 write access.

HIREY Atfter the single step routine and post-processing are complete, a

VMREESUME may occur to the guest to resume the guest in normal mode. If any additional

-8 .
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injection events exist, an ipjector may be called before the VMRESUME operation o return to

normal mode 1s executed.

{(3035] Although not illustrated, FIGURES 4 and 5 may include blocks for a
ensuring the memory page is present or that a page fault handler has made the memory page

present in the guest page tables before beginming the single step routine.

036 As descnbed above, the embodiments of the present disclosure allow a8
single step routme to trap and/or process memory accesses to hardware devices represented to
the host through a memory mapped space. The single step rontine may trap and process read and
write requests without specific knowledge of the processor mstruction set or the semantics of the
processor’s instructions.  Addrtionally, without using specific knowiledge of the instruction set
allows the hypervisor t0 adapt as instructions sets for a processor are changed. According {o one
embodiment, standard Intel page fault mechanisms may trap memory mapped read and write
accesses (o the hypervisor, Additionally, the Intel debugger single step feature may be used by

the hypervisor to undo redirection o the single step bulfer.

[B8371  Although the present disclosure and its advantages have been described in

detail, 11 should be understood that various changes, substitutions and alterations can be made

claims. Moreover, the scope of the present application is not intended to be limited to the
particular embodiments of the process, machine, manufacture, composition of matter, means,
methods and steps described in the specification. As one of ordinary skill s the arl will readily
appreciate from the present invention, disclosure, machines, manufacture, compositions of
matter, means, methods, or steps, presently exsting or later to be developed that perform
substantially the same function or achieve substanfiaily the same result as the corresponding
embodiments described heremn may be utilized according to the present disclosure. Accordingly,
the appended claums are mtended to include within thewr scope such processes, machines,

manufacture, compositions of matter, means, methods, or steps.
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{LAIMS

What 15 clazmed 18
i. A method, comprising:

determuning an access reqguest from a guest 10 2 memory page of 3 memory device has

created a page fauli;
passing page fault information to a processor for decoding;
mapping the memory page io a single step buffer; and
directing the guest to repeat the access request o the single step bufier.

2. The method of claim 1, further compnsing when the access request is a read
request storing a read value into the single step bufler before directing the guest to repeat the

access request.

Vs

3. The method of claim {1, in which the access reguest is to a hardware device

represented as the memory page.

4, The method of clawm 1, further comprising when the access reguest 18 a write

reqguest

reading a value from the single step buffer after directing the guest to repeat the access

request; and
sxecuting an emuiator to piace the value in a register structure of the emulator.

5. The method of claim 4, m which the emulator 15 at lesst one of 8 VAPIC

emulator, a VIOAPIC emulator, 8 WDT emulator, and 2 VOA emulator,

b. The method of claim 1, in which the step of directing the guest io repeat the
access reguest comprises refurming execution io the guest by executing a VMRESUME

operation.
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7. The method of clamm I, in which the step of mapping the memory page to the

single step buffer maps through a shadow page table entry.
8. A computer program product, comprising:
g computer-readable medivum comprising:

code 1o determinge an access request irom a guest to 8 memory page of a memory

device has created a page fault;
code to pass page fault information {0 8 processor for decoding;
code to map the memory page to a single step buffer; and
code to direct the guest to repest the access request o the singie step buffer.

0. The computer program product of clann 8, in which the medmum further
comprises code to, when the access request 15 a read request, store a read value into the single

step buffer before direciing the guest to repeat the access request.

14.  The computer program product of claim 8, in which the access reguest is to a

hardware device represenied as the memory page.

i1,  The computer program product of claim 8, in which the medium further

COMPrises:;

code to read, when the access reguest 15 a wrtte request, a value from the single step

buffer after directing the guest to repeat the access reguest; and

code to execule, when the access reguest 18 a wrile requcest, an etmilator {o place the value

iti a register structure of the emulator.

12.  The computer program product of claum 11, i which the emulator 15 at least ope

of a3 VAPIC emulator, 8 VIOAPIC emulator, a WDT emulator, and 38 VGA emulator,

13, The compuler program product of claim &, in which the code {o direct the guest to

repeat the access request rehums control to the guest by executing 3 VMEESUME operation.
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t4.  The computer program product of claim 8, in which the code to map the memory

page to the single step buficr maps through a shadow page table eniry.
15, An apparatus, comprising:
a memory device; and

at least one processor coupled to the memory device, i which the at least one processor

is configured:

to determine an access request from 3 guest to a memory page of the memory

device has created a page fault;
to pass page fault information to the at least one processor for decoding;
to map the memory page to a single step buffer; and
o direct the guest {o repeat the access reqguest {o the single siep buffer.

16,  The apparatus of claim 15, w which the at least onc processor is further
configured to, when the access request is a read request, store a read value into the single step

bulier before directing the guest 1o repeat the access request.

i7.  The apparatus of clasm 15, in which the access regucst is to a hardware device

represented as the memory page.

18.  The apparatus of claim 15, i which the at least one processor is further

configured:

o read, when the access reguest is a write reguest, g value from the single step buffer

after directing the guest to repeat the access reguest; and

to execute, when the access request 18 a write reguest, an emulalor to place the value mm s

register structure of the emulator.
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19, The apparatus of claim 15, in which the at least one processor directs the guest (o
repeat the access request by roturning control to the guest by execuling a2 VMRESUME

operafion.

20,  The apparatus of claim 15, in which the at least one processor maps the memory

page to the single step bufler through a shadow page table enfry,
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